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ABSTRACT 
 

 

Cloud Computing offers the best platform in which data is stored and also the data is 

shared from one network to another. Some organizations have their own cloud to store 

their information. But there are some security issues in cloud and hence, Attribute-

based encryption is becoming a favourable to guarantee data security in cloud 

computing. In this the set of attributes are used for encryption, the person who has 

correct set of attributes, can only decrypt the data. The homomorphic encryption is 

used in which mathematical operations are done on encrypted data without 

compromising the encryption. Homomorphic operation is done on the cipher text to 

make the encryption difficult so that any random third party cannot access the data to 

be transferred on the network. By using this attribute based algorithm having 

homomorphic encryption, the security aspect and the performance of the algorithm is 

analyzed. In modified homomorphic encryption both additive and multiplicative 

operations along with diffie hellman key exchange in which prime numbers are 

selected which is better than homomorphic encryption. This makes the encryption 

more difficult to dycrypt by the attackers. 
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CHAPTER 1 

INTRODUCTION 

1.1 Cloud Computing 

Cloud computing is a type of computing which is in the internet in which data is 

shared using different processing resources and share it to the other users on demand. 

It is architecture which is when demanded by the user access of resources which are 

used as a shared pool for e.g., storage, computer networks, applications, servers and 

services that can be provided very fast and provided with minimum organized effort. 

[17].The solution for storage in Cloud computing provide various users and various 

enterprises having different capabilities to process and store their information in some 

another databases that can be present at remote areas from the user and can be in 

another city or in different country in the world. Cloud computing is basically a 

resource sharing computing to achieve consistency and to increase the level of 

production[21]. 

 

 

 

 

 

 

 

 

Figure 1.1: Service categories in a cloud with various components implemented at various levels[17] 

The National Institute of Standards and Technology's define for cloud computing 

provides "five important characteristics": 

On-demand self-service: A user alone can manage the capabilities of computing, for 

example server time and storage in network, which can be easily available without 

communicate with the service providers. 

https://en.wikipedia.org/wiki/Data_center
https://en.wikipedia.org/wiki/Economies_of_scale
https://en.wikipedia.org/wiki/National_Institute_of_Standards_and_Technology
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Broad network access: As the network is too large, so the user can take any resource 

at any time without taking any permission to anyone. Even the person can access the 

network at any time at any place. 

Resource pooling: The resources are available on the network for the users so that 

they can use it whenever there is some requirement. The pool of resources is present 

in all servers so that the user can use it for their own purpose.   

Rapid elasticity: The capabilities are provided in order to make the provision of 

resources fast to the user. If the provision is fast then the elasticity also increases. So, 

the resources are always available on the network and can be used by the users. 

Measured service: Cloud computing controls the data stored in the networked and all 

the services are measured for e.g., storage, bandwidth, processing, user accounts. 

Resources which are in use are monitored and controlled which provides reliability 

for both the consumer and provider of the application to be utilized[29]. 

There are some common reasons that the organizations are moving for the services of 

cloud computing: 

1. Cost: Cloud computing completely removes the price of assets of purchasing the 

software and the hardware and setting up the data center and moving on-site data 

center which are the servers, and the power and cooling round-the-clock electricity 

and the experts of IT for controlling the infrastructure. 

2. Speed: Most of the services of cloud are provides when in demand, so even heavy 

amount of resources can be provided within second, with minimum of clicks, provides 

business a flexibility and easy for the business. 

3. Global scale: The advantages of cloud services that includes the ability of elasticity 

for scaling. According to the cloud, it delivers the sufficient amount of resources for 

IT department for example, storage, power, data transfer, when it is required and from 

the correct and particular location. 

4. Productivity: Some data centers requires the hardware set up and software 

requirements are also these and other IT time consuming techniques. Cloud 

computing removes these time consuming tasks and helps IT organizations to do the 

work fast as much as possible. Due to this the productivity increases. 

5. Performance: The most important and advantageous services of cloud are running 

to secure the data centers on the network worldwide. These are continuously upgraded 
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to make it fast and error free. It decreases the network latency and there is large 

scaling of cost. Hence, it increases the performance of the cloud computing.  

6. Reliability: Cloud computing provides the recovery of the data and also the data is 

backed up. It makes the business easy and hence the different organizations will use 

the cloud with a limited cost. With the cloud, the organizations are reliable with their 

computing[28]. 

To deploy the resources of cloud computing in the network, which are of three 

different types: public cloud, private cloud and hybrid cloud[22]. 

Public cloud: The public clouds are managed and maintained by another party cloud 

service provider, that distributes the resources for computing like storage on the 

internet and the servers for transferring the data. There is an example for the public 

cloud which is Microsoft Azure., All the software, hardware, and other infrastructure 

is managed and controlled by the provider of cloud in a public cloud. The services can 

be controlled and manage the subject by having a web browser. 

Private cloud: A Private cloud is used by the organization for their own use. The data 

centers are owned by the organization in order to store their data. These private clouds 

are used for the personal use in which the organizations store their data. These clouds 

are not shared any other organization or any other third party.   

Hybrid cloud: Hybrid cloud is the joining of the public and the private cloud. It 

adopts the benefits of both the clouds. The hybrid cloud provides the flexibility and 

many deployment options as there are the facilities of both the private cloud and 

public cloud. So, this is the major advantage of using the hybrid cloud. 

1.2 Cloud Computing Security 

Physical security: Cloud service providers provide the reliability physically for the 

IT hardware like cables, servers, routers, etc. in opposition for the unauthorized 

access, theft, fires, interference, floods etc. and make sure about the essential supplies 

such as electricity are well made sufficiently to minimize the disturbance 

possibility[18]. This can be acquired by providing cloud applications, constructed, 

managed, designed, monitored and maintained by the data centers. 

Personnel security: Many concerns for information security are related to the IT and 

other consultants linked with cloud services are easily handled through pre-

https://azure.microsoft.com/en-in/overview/choosing-a-cloud-service-provider/
https://azure.microsoft.com/en-in/overview/choosing-a-cloud-service-provider/
https://en.wikipedia.org/wiki/Computer_hardware
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employment and post-employment activities such as security recruits for screening 

potential, security awareness and training programs, intense. 

Privacy: Providers make sure that all important data such as credit card numbers 

are covered and encrypted and only authorized users have access for the use of the 

data. Moreover, digital products and other things must be protected with data that the 

provider accumulate or produces the customer activities in the cloud[23]. 

 

 

 

 

 

 

 

 

 

Figure 1.2: Securing cloud data[32] 

There are various security hazards related with data applications of the cloud, also 

taking old security threats, for example denial of service attacks, network 

eavesdropping, and illegal invasion, but also involves particular vulnerability of cloud 

computing, for example side virtualization vulnerabilities, channel attacks, and misuse 

of cloud services. Following security requirements are there to reduce the threats that 

are necessary in a cloud information service.  

Data Confidentiality: There is a method of Data confidentiality that the data material 

is not given to anyone or disclosed to any unauthorized users. The data which came 

from another network or source is gathered in a server of cloud and is monitored by 

the users directly. Only trusted users can use the protective data and others, includes 

Cloud Service Providers, will not get any data of the information. Moreover, data 

users assume to make use of cloud data methods fully, for example data search, and 

data sharing, data computation overhead without disclosing of the information 

material to CSPs or any other third party. 

https://en.wikipedia.org/wiki/Data_masking
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Data Access Controllability: The access controllability defines that a data user can 

access and execute the particular limits to their data present in a cloud. The 

authorization of the Legal users by the user to use the data, so that others cannot use 

this without permissions. Moreover, it is necessary to force the fine-grained use of 

control to the data which can be outsourced, i.e., different owners may be given 

different facilities for access with respect to various data material. The checking to 

access the data should be monitored only by the user in the environment of cloud. 

Data Integrity: Data integrity asks for maintaining the accuracy and completeness of 

data while sending it to the receiver. A data user always waits for which their data in a 

cloud can be maintained properly and with reliable method. This means for which the 

data would not be modified, deliberately deleted, changed, or maliciously removed. If 

any unnecessary methods modify or remove the data, the user may be required to find 

the limits of the data. Moreover, when a part of the data is changed or deleted, it can 

still be recovered by the data users[30]. 

Cloud security architecture is efficient only if the proper implementations are done. 

Effective cloud security architecture should find the issues which will came with 

security management. The security management finds these issues with various 

controls of security. These controls are taken into account to make it safe and any 

weaknesses present in the system and reduce the risk of an attack. While there are 

various types of controls in cloud security architecture, they can mostly be found in 

one of the following types:  

Deterrent controls: These controls mostly, are used to reduce the attacks on a cloud. 

For example a warning sign on a property, deterrent controls mostly reduce the risk 

level by potentially informing the attackers that there will be adverse results for them 

if they proceed and some make them as a subset of prevention controls. 

Preventive controls: Preventive controls make the system strong against some 

incidents, mostly by reducing if not really eliminating threats. The user’s strong 

authentication in cloud, for example, makes it least likely that the unauthorized users 

can use the cloud systems, and more likely that cloud users are positively searched. 

Detective controls: Detective controls are taken into account to find and control it 

appropriately to some incidents which occurs. In an event of an attack, a detective 

control will gives a sign of the preventative or corrective controls to find the issue. 

The network security monitoring, including the detection of the intrusion and there 
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are some prevention arrangements, which are mostly employed to detect attacks on 

cloud and the infrastructure for supporting communications. 

Corrective controls: Corrective controls decrease the limitations of an incident, 

typically by limiting the damage. They come into account during or after an incident. 

Restoring system backups in order to reconstruct a vulnerable system is an instance of 

a corrective control. 

1.3 Attribute Based Encryption 

Attributed based encryption (ABE), gives a methodology by which we can be sure 

that, if the storage is limited, the loss of data will only be less and minimized to 

extent. It efficiently binds the control of access policy for the information and the 

owners or other clients in case of having a server which have generally access of files.  

ABE can be characterized into two parts depends that whether the attributes are 

applicable in the cipher-text or whether the access-structure is applying in the cipher-

text [19]. The first was the Key-policy based ABE (KP-ABE) that is the initial form 

of attribute based encryption which was developed. In KP-ABE they modify the 

attributes along with the data and provide the access structure to every user as a bit of 

their secret key. But attribute based encryption is more suitable in the present world if 

the access-structure which be used in the cipher-text and the users must have their 

attributes present in their secret keys. The second form of ABE is called as cipher-

text-policy based (CP-ABE)[24]. Both these present schemes were heavily depends 

on the sharing of secret scheme. This may be largely due to the fact that CP-ABE 

presents a simple and more suitable way to know the attributes based encryption. 

 

 

 

 

 

 

 

 

 

Figure 1.3: Use of correct set of attributes for decryption[32] 
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1.4 Homomorphic Encryption 

Homomorphic encryption is a type of encryption which asks for the computation 

overhead to be taken out on ciphertext, hence providing an cipher form which, when 

converted into plain text, corrects the outcome of methods applied on the decipher 

text. 

This is necessary, sometimes, characteristics in today’s transferring method having 

different compound. Homomorphic encryption will asks for the collaboration of the 

data joined with various applications without providing the information to any of the 

applications. For instance, different methods of various services from various 

companies can check the currency exchange tax, the rate and the shifting, on a 

transfer without giving it to any of the unauthorized user for decrypted data to any of 

those applications. Homomorphic encryption methodology is presented by design. 

This makes it to their use in cloud computing methodolgy for providing the 

confidentiality of processed data[20]. The construction begins from a somehow 

homomorphic encryption method, which is minimized to make it to less degree 

parameters for the cipher data. It is minimal as every encrypted data is corrupt in little 

extent, and this booming become more with addition and multiplications of 

ciphertext, and therefore the corruption of the data makes it unnecessary. The 

construction begins with somehow homomorphic encryption method, which is 

minimal to evolving to less degree values for the cipher data. It is minimal because 

every encryption is corrupt in various cases, and this corruption increases with adds 

and multiplies of encrypted data, unless and hence the corruption will have the 

encrypted data into plain text[25]. This, then shows, how to modify it with minimal 

effect and this method to make it bootstrappable, i.e., able to defines its own 

decryption method and then only one operation is used in the end.  

 

 

 

 

 

Figure 1.4: Homomorphic Encryption[33] 

https://en.wikipedia.org/wiki/Encryption
https://en.wikipedia.org/wiki/Ciphertext
https://en.wikipedia.org/wiki/Plaintext
https://en.wikipedia.org/wiki/Homomorphic
https://en.wikipedia.org/wiki/Malleability_(cryptography)
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1.5 Diffie–Hellman Key Exchange   

Diffie–Hellman is a exchange of key which is a suitable method of safely exchange 

the encrypted keys on a public path and is the major and initial public key 

technique as initially idealized by Ralph Merkle and the name given after Whitfield 

Diffie and Martin Hellman. Diffie Hellman is the major and advanced feasible 

instance of public  exchange of key executed in the area of encryption[26]. 

In previous years, safe cryptographic transmission between the two users in which it 

is necessary that the first interchange keys through using some safe physical path, for 

example paper key provides transferred by the authorized path. The Diffie–Hellman 

which is a exchange of key is a method which permit two parties which has no 

previous information of all the users to mutually develop a transferring key which is a 

secure key on an unsafe path[27]. This key which may be used to cipher parallel 

transmissions by having a symmetric key crypto-system.Diffie Hellman can be used 

to safeguard the different Internet services. Moreover, the research shown in October 

2015 provides the framework for the use in various Diffie Hellman Internet services 

at the time are somehow weak to prevent high risk data with the hackers and 

attackers, for example the security policies of large organizations. 

The project was initially published by Whitfield Diffie and Martin Hellman in 

1976, but in 1997 it was disclosed that James H. Ellis,  Malcolm J. Williamson and 

Clifford Cocks of GCHQ, the British indicates intelligence agency, had shown 

previously that how public-key encryption could be attained. Moreover, the 

agreement for Diffie Hellman key itself is a non-authorized key-agreement service, it 

gives the method for many different authenticated services, hence, is used to give 

basis for forward security in Transport Layer Security's ephemeral nodes (referred to 

as EDH or DHE depending on the cipher suite). 

 

 

 

 

 

 

Figure 1.5: Diffie–Hellman key exchange[34] 

https://en.wikipedia.org/wiki/Key_(cryptography)
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Ralph_Merkle
https://en.wikipedia.org/wiki/Whitfield_Diffie
https://en.wikipedia.org/wiki/Whitfield_Diffie
https://en.wikipedia.org/wiki/Martin_Hellman
https://en.wikipedia.org/wiki/Key_exchange
https://en.wikipedia.org/wiki/Cryptography
https://en.wikipedia.org/wiki/Courier
https://en.wikipedia.org/wiki/Shared_secret
https://en.wikipedia.org/wiki/Data_security
https://en.wikipedia.org/wiki/Channel_(communications)
https://en.wikipedia.org/wiki/Symmetric_key
https://en.wikipedia.org/wiki/Cipher
https://en.wikipedia.org/wiki/Internet
https://en.wikipedia.org/wiki/James_H._Ellis
https://en.wikipedia.org/wiki/Malcolm_J._Williamson
https://en.wikipedia.org/wiki/Clifford_Cocks
https://en.wikipedia.org/wiki/Government_Communications_Headquarters
https://en.wikipedia.org/wiki/Key-agreement_protocol
https://en.wikipedia.org/wiki/Forward_secrecy
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/Ephemeral_key
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CHAPTER 2 

REVIEW OF LITERATURE  

SU Mang, LI Fenghua, SHI Guozhen, GENG Kui, XIONG Jinbo (2016) [1]: In 

this paper, the author has discussed about the attribute based encryption(ABE) in 

which a collection of attributes are used for the encryption. Also cipher text policy is 

used in which data is accessed and controlled in cloud storage. The Proxy re-

encryption technology is basically advised in order to handle the large calculations. 

Further, it also provides support for implementation of ABE and Identity based 

encryption (IBE). The proxy re-encryption divides the plain text into different parts 

and uses the different private keys for different parts for plain text. The Decisional 

Bilinear Diffie-Hellman algorithm is used. In this, a parameter is taken by using a 

generator say g and a key is generated. After that, the encryption is done. This process 

of generation of key and re-encryption is done in order to increase the security. The 

Proxy re-encryption algorithm reduces the computational overhead and key 

management. 

Lifeng Li, Xiaowan Chen, Hai Jiang (2016) [2]: In this paper, the author has 

discussed the key management and encryption and decryption process. The cipher text 

policy to be analyzed for the attribute encryption is done to identify its performance 

and multithreading technique is used for encryption and decryption. To increase the 

speed of the large processes such as generation of keys, encrypting and decrypting of 

the data, the parallelization of cipher text policy is used to have better performance. 

CP-ABE takes an algorithm called AES-CTR to reduce the threats and weaknesses in 

AES-CBC (Cipher Block Chaining). In AES-CTR, all data sets are alone for full 

simultaneously and direct data permission is supported. Results for performance are 

achieved by the flexibility of the algorithm used. Finally, AES-CTR uses processing 

to speed up the encrypting and decrypting further. 

HUANG Qinlong, MA Zhaofeng, YANG Yixian (2015) [3]: In this paper, the 

author discussed that the work is related to sharing of data to keep in mind the safety 

and privacy of the information. The data that is in encrypted form and has to share on 

the network requires the management of key. Hence, the keys for decryption should 

be given to the authorized user which can be less scalable and flexible. The attribute 

based encryption scheme will be considered as a good method for having better 

scalability and flexibility. In this paper, the homomorphic encryption is used in which 
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mathematical operations are used to solve the key escrow problem [3]. Homomorphic 

operation is done on the cipher text to make it more difficult for the third party and 

hence, cannot access the data to be transferred on the network. The homomorphic 

operation is donated by which is used as a symbol during encryption.  

For encryption, a plain text is taken and a public key after a generation of a public key 

which is denoted by C = Enc (PK, M) where C is the cipher text and in the same way 

decryption is done ie., M = Dec(SK,C)where SK is considered as a secret key. After 

that homomorphic encryption is done on the cipher text by taking two cipher texts ie., 

C1 and C2. By applying homomorphic algorithm the cipher text will be as:  

   C= C1       C2.                                                                                                ....(i) 

By using the homomorphic algorithm in ABE, the security can be checked whether it 

can be done to have security and privacy or not. The data is secured as the user who 

has the correct set of attributes can only decrypt the data. If the user has not right or 

correct attributes cannot get the information as the user is considered as an un-

authorized person. If the user stores the old cipher text and use a set of attributes then 

also he cannot decrypt the data.  

Xianping Mao, Junzuo Lai, Qixiang Mei, Kefei Chen, Jian Weng (2015) [4]: ABE 

gives a methodology of hard permission control over the encrypted form of data. 

Moreover in various ABE machine, the unit of the ciphertext and the decrypting up 

above, which that grows along with the hardness of  an access policy, and will 

become unfavorable blockage in the process which is  implemented on resource-based 

systems. Way out for decrypting of ABE cipher-texts to the any another user is a 

significant way to outcome the issues. As the user is mostly agreed to be 

unauthorized, the necessity of the security of ABE along with way out the decryption 

should be involved safely and justified. Although, any opponent involving the party 

could read and nothing is learned about the cipher text, and the accuracy of way to out 

plain text is meant to be checked effectively. The paper suggests general 

establishments of CPA security and also RCCA-safe ABE machines with secure 

decrypting which is the way out from CPA-secure ABE with way out for plain text. 

The paper also initializes the CPA-secure formation in the basic architecture and then 

provides a working of this instance. The research result provides the, comparison with 

the initial techniques; the CPA-secure establishment has many dense encrypted 

message and minimum costs. However, the algorithm includes among RCCA-secure 
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establishment may be applicable in general establishment of CCA-security of ABE, 

that can believed to be a single interest. 

A. Abbas and S. U. Khan (2014) [5]: Cloud computing has appeared as a computing 

structure which is new in a sector of healthcare and various domains of business.  A 

large number of health organizations have initiated the transferring of the information 

related to the electronic health in a cloud server or environment. Providing the 

facilities of cloud in a sector of health only make possible the transfer of records of 

electronic medical in the hospitals and the clinics, but makes the cloud behaving as a 

storage center for the record of medical. Moreover, transferring in the environment of 

cloud makes the organizations of healthcare of the uniteresting methods of 

management of infrastructure and limits the development methods and costs of 

maintenance. Moreover, the health data of patient is stored in the another party 

servers also provides many threats to the data security. As because of likely closure of 

entails files of medical stored and shifted in a cloud, the security of the patients 

concerns should importantly be examined when developing the security and safety 

methodologies. The various techniques have been taken into account to secure the 

security of the data of health records in a cloud environment. The survey formulates 

to encircle the state-of-the-art privacy preserve techniques provided in the clouds e-

Health. However, the security preserving techniques are differentiated into various 

approaches and non-cryptographic techniques and classification of the techniques is 

also provided. Moreover, the strengths and limitations of the present techniques are 

noted and various open issues has been highlighted.  

Junbeom Hur (2013) [6]: In this paper, the author discusses about the attribute 

authority which can have the attribute keys to decrypt the data. This is because there 

is some key escrow problem. So, the author decides to have multiple attribute 

authorities. The different authorities have different work ie., they have to generate 

only one part of the key. With this the authority cannot able to detect the exact key as 

they do not have the whole key to decrypt the information. The user key issuing 

protocol includes the generation of key center and the data-storage center. In the 

protocol, a user will communicate with the users before having a collection of keys. 

The algorithm which is proposed by the author increases the privacy of the data and 

security in the data transferring system for any person for the system. There is one 

problem as the user has to communicate with all the authorities which can increase the 
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computation overhead. It increases the communication cost as the user has to contact 

with all the authorities. 

Ming Li, Shucheng Yu, Yao Zheng, Kui Ren, Wenjing Lou (2013) [7]: Personal 

health records is an efficient model for health information patient-centric transfer, that 

is mostly to be outsourced to be preserved at another party, for example, cloud 

providers. Moreover, there had been large security concerns for the information of 

personal health which can be seen to those extra user servers and to insecure parties. 

To make the patients assured, control on access to their PHRs, it is an efficient 

method to make a complexity of the PHRs before to be outsourced. Yet, some issues 

which are risks of exposure of privacy, scalability in management of key, flexible 

provisions, and user revocation efficiency, has remained the most important risks 

towards getting fine-grained, cryptographically efficient data access control. In this 

paper, there is a propose of a great framework for patient-centric and a group of 

methods for access of data control to PHRs secured in half trusted servers. To get 

fine-grained and also scalable data access control for PHRs, there is a hold of attribute 

based encryption (ABE) method to cipher PHR document of every patient. Vary from 

prior data in outsource of data security, the paper focuses on the various data users 

practical, and distribute the owners in the system of PHR into various safe paths that 

generally limits the complexity of management  of key for the users and the owners. 

A large number of patient’s security is important side by side by providing multi-

authority of ABE. The algorithm also provides dynamic changes for the policies for 

access and files parameters, handles effective on-demand parameter revocation and 

access for break-glass in emergency scenarios. Various logical and analytical 

outcomes are given which shows the security, efficiency and scalability, of the 

proposed method. 

Junbeom Hur(2013) [8]: Smart grid provides perfect exchange and distributed  

networks for transferring of electricity. It keeps in mind to improvise the system of 

electric reliability, efficiency and security, with two-way exchange sharing of the 

usage of data and the dynamic requirement of operations for the system of electric, 

and planning, maintenance. Hence, the smart grid system uses powerful power grid 

requirements to show efficient grid reliability and scalability. The way to achieve this 

is safely transferring of the calculations in grid values on large area networks. 

Moreover, the transferring follows techniques that depends on generator of data and 

the selection of consumer and have time sensitivity of data. In intelligent grid, the data 
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and policies for transferring the data can be at risk because it contains directly high 

risk information, and expose data about repressed data shielded by the techniques, and 

about a user and recipients of data. In this study, there is a proposal of an attribute-

based scheme transferring method in intelligent grid. The data and the usage of 

techniques are unclear in in various points of grid operators while the data transfer 

method. Hence, the data security and method security are stored in the new technique. 

The technique for access may be provided with a random access method. Hence, the 

expose of the technique is increased. The safety is also improvised so that the illegal 

generation of key grid or the center manage machines which stores the data may not 

be decrypted the data to be transferred. The time for the computation users also limits 

by reducing mostly the complex decryption mechanisms to the stronger grid systems 

for the management. 

Junbeom Hur (2013) [9]: The most useable and scattering of the information 

transferring programs in various connected systems for example, social network and 

cloud computing, there is an rapid increase of concerns and demands for connected 

data safety. One major challenging issues in data transmitting machine is the 

implementation of permission techniques and the policies updates support. Ciphertext 

technique for ABE is having a effective technique to solve this issue. It makes the 

data users to explain their own ways of permission for user attributes and makes the 

ways on the information to be shared. Moreover, the benefit generated by a large 

limitation that is called problem for key escrow. The center for key generation 

decryption could have many message addressing to various worker by originating the 

private keys. That’s not good for information sharing examples where the data users  

likely  to have their personal information only available for authorized users. 

Moreover, providing CP-ABE for the information transferring system gives one more 

challenge with respect to revocation of worker as the authorized ways are introduced 

only for the everyone. Hence, this study says, there is a need of a novel CP-ABE 

technique for a information transferring method by exposing the features of the 

outline of system. The suggested method characterize the chased goals which is the 

main reason for escrow problem which can be resolved by protocol of escrow-free 

key issue, which can be established using safe two-way communication in-between 

the data-storing center and key generation center. The revocation for fine-grained 

worker for each parameters can be completed by proxy encrypting that takes 

advantage of the selected parameter group distribution of key on the start of ABE. 
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The security analyses and the performance provides that the suggested method is 

effective to safely handle the information divided in the information transferring 

system. 

Kan Yang, Xiaohua Jia, Kui Ren, Bo Zhang (2013) [10]: Information permission 

control is an enough to make suer the information safety in the cloud. Moreover, due 

to way out of data and unauthorized cloud servers, the permission control for data 

converted into a large problem in saving devices of cloud. The current permission 

control techniques are not enough to saving devices of cloud, because they may 

produce various encrypted form of information which are the copies of similar data 

and require a authorized cloud server. CP-ABE is a enough method for accessing of 

control of encrypted message. An authorized authorities required which can manages 

all the distributes keys and the attributes in the machine. In systems of cloud saving, 

there are various people that co-exist and every person is required to provide 

parameter separately. Moreover, the existing CP-ABE technique can’t be applicable 

to control of information for accessing for multiple authorities systems for cloud 

storage, due to the ineffective of revocation and decryption. In this paper, there is a 

proposal of DAC-MACS (Data Access Control for Multi-Authority Cloud Storage), 

an efficient and safe data access control technique with effective revocation and 

decryption. Importantly, there is a construct of a proposed multi-authority CP-ABE 

technique with effective plain text and hence also define an effective method for 

attributes revocation which can get the backward security and forward security. The 

precise monitoring and the simulation outcomes gives that the DAC-MACS is greatly 

effective and provably secure in the safe model. 

Xun Yi, Mohammed Golam Kaosar, Russell Paulet, and Elisa Bertino (2013) 

[11]: PIR provides a worker to get the ith number of an n-bit storage without exposing 

to the server for the database, the result of i. In this, there is a presentation of a PIR 

protocol which also has transferring problem of Oð log nÞ bits, in which ð is the unit 

of the ciphertext. Moreover, there is a expansion of the PIR for a PBR protocol, a 

normal and more executable expansion of PIR in that the worker gets a set of bits, 

inspite of getting one bit. The protocols is formed on the state-of-art for FHE 

methodologies and provides security for the users if FHE method is definitely secure. 

The entire transferring difficulty of the PBR is Oð log m þ n=mÞ bits, where m = 

number of blocks. The all over computation difficulty of the PBR is Oðm log mÞ 

modular multiple times plus Oðn=2Þ modular adds ons. In terms of entire protocol 
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execution time, the PBR protocol is higher effective than the existing PBR protocols 

which definitely required to execute Oðn=2Þ modular multiplications when the set 

size in the database is large and a high-speed network is available. 

Zhiguo Wan, Jun’e Liu, and Robert H. Deng (2012) [12]: Cloud computing has 

come out as major and the most powerful method in the IT industry in some years. As 

this new computing technique require users to make their important data entrusted to 

the cloud providers, there has been increased safety and security factors for data to be 

outsourced. Various schemes providing and uses attribute-based encryption has been 

implemented for having control of data to be outsourced in cloud computing. 

Moreover, many of it suffers from ineffeciency in introducing difficult access control 

policies. Therefore, to have flexible, fine-grained and scalable, access control for data 

to be outsourced in cloud computing. So, in this paper, there is a hierarchy of 

attribute-set based encryption (HASBE) by expanding ciphertext-policy attribute-set-

based encryption (ASBE) along with a hierarchichy of structure for users. The new 

scheme not only provides scalability as of its hierarchy of structure, but also provides 

fine-grained permission of control and flexibility in support of various attributes of 

ASBE. Moreover, HASBE provides various papers for different values for accessing 

last method to work with revocation of user more effectively than already existing 

system. The paper defines the safety of HASBE which depends on safety of the 

ciphertext-policy attribute-based encryption (CP-ABE) method by Bethencourt et al. 

and monitors its computational complexity and performance. It is implemented and 

shows that it has an effective and flexiblity in handling with permission of control for 

data to be outsourced in cloud computing with complex experiments. 

J. Hur (2011) [13]:In this paper, the author discusses about the issues for the data to 

be transferred on the network, the policies which are authorized are used and the 

policy updates are also taken into account for further use. Cipher-text-technique 

attribute-based encryption has a good cryptographic answer to these problems for 

using the access control methods explained by a data user on the information which is 

coming from the sender. However, there is an issue of using the ABE in an outline 

defines which includes many issues with respect to the parameter and revocation of 

user. In this the author proposes an permission control method which is having 

ciphertext-policy ABE in order to change the permission control policies with enough 

parameter and user revocation capability. The fine-grained permissive control can be 

generated by dual encryption method in which attribute based encryption is used and 
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the set of keys are taken in order to encrypt the data. There are some examples of how 

to use the suggested method to safely manage the data which can be external or 

internal. The studied results show that the suggested method is enough and safe in the 

data outsourcing systems. The dual cipher protocol destructs the joined characteristics 

of the cipher-text policy attribute-based encryption and group key management 

algorithm. The new technique allows the user to explain the control of access policy 

and make it on the data which can be internal and external. 

Junbeom Hur and Dong Kun Noh (2011) [14]: There are various problems in 

outsourced data scenario which are the establishment of permissive techniques and 

the policy updates support. CP-ABE is a effective cryptographic answer to some 

problems for making permission control techniques explained by an owner on 

information to be outsourced. Moreover, the issue for using the ABE in an outline to 

be outsourced provides various issue with regard to the user revocation and attribute. 

In this paper, an permission control method is using CP-ABE to make the permission 

control policies with effective user revocation features and attributes. The fine-

grained permission control can be aimed by dual encryption method which takes 

benefit of the ABE and have a group key distribution in every attribute group. There 

is a demonstration of how to have the proposed scheme to safely manage the data to 

be outsourced. The analysis results provides that the proposed method is effective and 

secure in the outsourced data systems. 

Shucheng Yu, Cong Wang, Kui Ren, and Wenjing Lou(2010) [15]: Cloud 

computing has an effecient computing method in which the services of the 

architecture to be computed are given as methods on the Internet. However, this 

computing also provides forth various new challenges for the security of data and 

control of access when users sends the high risk data for transferring on cloud servers, 

that are not in the same authorized domain as of data owners. The sensitive user keeps 

the data confidential against unauthorized servers, available solutions normally 

applicable with cryptographic methods by sharing data decryption keys only to trusted 

users. Hence, by doing so, these solutions continuously introduce a great overhead for 

computation for the data owner for distribution of keys and management of data when 

fine-grained data access control is required, and hence, good scaling is not done. The 

problem of continuously getting scalability, fine-grained-ness, and data confidentiality 

of control of access and hence still remains mystery. The paper keep into account this 

major issue is opened, in one hand, providing and expanding policies of access which 
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is depends on attributes of the data, and, in the other hand, allows the owner of the 

data to implement various computation job involved in fine-grained access of data 

control to unauthorized servers of cloud without exposing the various data contents. 

By achieving this aim by expanding and uniquely joining the methods of proxy re-

encryption, attribute-based encryption (ABE), and lazy re-encryption. The new 

technique also has effective properties for privilege for user access having secret key 

accountability and confidentiality of user. The expanding analysis provides that the 

proposed system is greatly effective and efficiently secure in the existing security 

technique. 

John Bethencourt, Amit Sahay Brent Waters(2007) [16]: In various different 

systems, a person can access data if a person is having a various set of attributes or 

credentials. Now a days, the only technique for expanding such techniques is to have 

a authorized server to make the data to be stored and starts the access control. 

Moreover, if any server having the data is understandable, then the security of the data 

will be understandable. In the paper, there is a machine for having a difficult access 

control for the cipher data that is called Ciphertext-Policy Attribute-Based 

Encryption. As using these new techniques, the cipher data can be having a security 

even if the server of storage is unauthorized. Hence, the proposed techniques are safe 

against various attacks. The prior Attribute-Based Encryption methods were using 

parameters to define the encrypted data and establish techniques into user's keys. As 

in proposed system, the parameters have to define the information of users, and a third 

party encrypting data define a method for those who can change into plain text. 

Hence, the proposed methods are explaining closer to old control of access technique 

for example Role-Based Access Control (RBAC). Moreover, there is an establishment 

of the new system and provides performance measurements. 
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CHAPTER 3 

               PRESENT WORK 

3.1 Problem Formulation 

The modified homomorphic encryption scheme provides the programs to be 

constructed for any required characteristics, which can be rushed on encrypted data to 

provide an encryption of the data. Since, such a functionality need which cannot be 

decrypting the data, it can be rushed by any unauthorized party without providing the 

data and its internal state. The presence of the effective and modified homomorphic 

algorithm would have large practical impact for the private computations to be 

outsourced in the cloud computing. This algorithm can be used in Attribute based 

encryption includes homomorphic encryption includes additive and multiplicative 

calculations along with Diffie hellman key exchange method. The prime numbers are 

used as a prime number has no factor due to which the decryption of the data is 

difficult by the attackers. This makes the encryption more difficult to understand and 

less space is used as the key generation is small in size. Also the execution time is less 

as compare to the existing work. So, this algorithm can be used in attribute based 

encryption, due to which the unauthorized users or any other third party is unable to 

decrypt the data. 

3.2 Objectives of the Study 

The main objectives of the modified homomorphic algorithm for Attribute based 

encryption is as follows:  

 To make the data encrypted which is difficult to understand by using attribute 

based encryption 

 To reduce the un-authorizations by using the diffie hellman key exchange 

algorithm  

 To reduce the space utilizations by using the small bits of keys in the 

algorithm 

 To reduce the time consumption in the algorithm 

 To use the prime numbers as the prime numbers have no factors which is 

difficult to decrypt.  

 

 

 



19 
 

3.3 Research Methodology 

The study is generally presented on to generate model for modified homomorphism 

disk encryption technique. The present technique will give suitable key management 

services and key storage. This can encompass the reliability and safety of the existing 

homomorphism encryption technique. In the new model, safe path development 

algorithm can be used for the management of key and sharing of key. The safe path 

development techniques are Diffie- Helman and RSA. The Diffie- Helman technique 

is very safe and suitable algorithm. In this Diffie-Hellman technique if two users, 

Master and Slave wants to transfer the data. Before the start of the sharing of data, 

safe path is developed. Both the users choose their own arbitrary number. Based on 

the selected arbitrary numbers, safe path and the key is generated.  

Diffie Hellman key exchange algorithm is embedded for permission process. In the 

cloud network, it explains the node from where the data is to send and the destination 

node. To develop safe path between transferring parties, every party choose a 

arbitrary prime factors g and n, choosen factors will become public keys for both the 

users. The node from where the data transfers will became master and the destination 

node will become slave and the master and the slave selects the private keys ‘a’ and 

‘b’ simultaneously. The master checks the new number “M” from the choosen the 

public and the private numbers. 

M= g
a
 mod n  

The Slave checks the new number “S” from the choosen public and the private factors 

S= g
b
 mod n 

The Master user and the slave user share their processed value “M” and “S” through 

the middle nodes. So, When Slave gets “M” and the Master receives "S”, then both 

the parties will check mode inverse value. 

When the master gets the value “S” from slave and process the new value “K1” from 

the received “S” value. 

K1=S
a
 mod n 

Slave gets the value “M” from the master user and processes the  new value”K2” 

through the received “M” 

K2=M
b
 mod n  

After processing K1 and K2, both the users develop the safe path, by processing the 

new key K. If both the users who are sharing data to each other, have same K1 and K2 

values, the safe path is developed between the users 
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K=K1+K2 

The sharing of data begins between the users when safe path is developed between 

between the users. The transferring of data between both the parties is secured with 

the public keys. Both the users uses their own private keys to decrypt the sharing of 

data.  

The following flowchart defines the work, and how the developed Diffie-Hellman 

develops in safety of cloud networks.  

 

 

 

 

 

 

 

 

 

 

 

Figure3.1: Data communication diagram 

In figure 3.1, a service provider cloud is shown which is related with the virtual 

servers bidirectionally.  It is also related with the virtual machines.  Hence, there are 

various users that are available in the network. These parties are related with the 

virtual machines to share the data between them. The third user is also shown in the 

given network. This user is joined or attached with the virtual machines, cloud service 

provider and the users. So, in the present work, the homomorphic encryption 

algorithm is used in the virtual machine.  But this technique has no key transferring 

and the key development method. Due to this limit of this algorithm, the safety of the 

network is on the risk level. The chance of the attack is high in this algorithm. To 

solve this problem in the virtual machine, the Diffie-Hellman technique is used on the 

virtual machines in spite of the homomorphic encryption algorithm. In Diffie-

Hellman technique, the key transferring and the key organization technique is used in 

it so that suitable safety is given to a network. The public and the private keys are 

transferred between the sender and the receiver first. Hence, after the transferring of 
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the keys between the users then the transferring begins between the user and the 

virtual machine. So, it is shown that the safe path is developed between them. 

In our method, Diffie-Hellman algorithm is using for the safe channel development 

and for the mutual authorization. In the proposed technique, only two messages are 

reqired to share between the two machines and a safe path will be developed. It is 

safer than the present authorization process. It takes low time to authorize the parties 

and it expands the performance of the mobile model in the topology. Diffie Hellman 

key exchange algorithm gives the security against the attack. In Diffie -Hellman 

technique, there is no privilege for the accumulation or sharing of the PIN key. So it 

secures the network devices from attacks.  

Algorithm: 

Selected node suppose user1 

1. Login  

2. Key generation   

     2.1 Enter prime numbers 

     2.2 Enter random numbers by client and cloud service provider 

     2.3Secret key generation and secure channel establishment 

3. OTP (One Time Password) generation 

     3.1 cloud server will set count1=0,...count5=0 for respective user at its   side.  

     3.2 Cloud Server will request for the OTP from user 1  

     3.3 user1 enter (secret key+count) as OTP  

     3.4 server match it because server knows both secret key and count of each user. 

 3.4.1: count1++; // so for user 1 it will be count1=1; for remainig user their 

            count will be still 0; 

 3.3.2 if ( secret_key+count(x) == secret_key+count(y)) 

  {   Access granted; 

      display message by server : print "please enter the operation”;} 

      else{  display message by server: print(" wrong password, your  

                            login number is count1);} 

       4.4 clinet will enter the operation using HMAC digest 

           4.4.1:  hmac(already generated secret key || v, file1,ver1 ||  sha1 ) 

  {if(ope==v) 

   {    server will check the file name and version; 
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          if(file1,ver1== file1,ver1) 

         {print "file is valid";} 

         else{print file is invalid, please replace the file 

   }}                                                                     

             if(ope==I) {   insert new file file2} 

5. encryption/decryption   

6. data operation  

7. logout; 

note:  // 1.at client side, user will  enter prime number, random number for generating 

secret keys, once generating secret key user will enter otp , after inserting otp, user 

will   enter operation(Insertion) with corresponding file name(file1 or  file2).// 
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FLOW CHART 

 

Figure 3.2:Process of the New Algorithm  
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CHAPTER 4 

RESULTS AND DISCUSSION  

4.1 Experimental Results  

1. First, the node is selected from which the data has to be transferred to cloud 

node in order to send to destination side. 

 
 

Figure 4.1: Node Selection 

 

2. The second step is to select a key for user A in order to encrypt the data before 

transferring it to the cloud node. 

 
 

Figure 4.2: Key Selection for User A 
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3. The next step is to select a write operation in order to start a process of 

transferring of data to user B. 

 

 

 

 

  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.3: Selecting write Operation 

 

4. The same key is also selected for user B so that it can decrypt the data after the 

data is received to it. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 4.4: Key Selection for User B 
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5. The data is encrypted before transferring it to the cloud node by using simple 

encryption method. 

 

6.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.5: Encrypted Data 

 

6. The node will start the sending of data to the cloud node in order to transfer it 

to the receiver 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 4.6: Sending Data To Cloud Node 
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7. The cloud node will acknowledge the node that the has been received by it to 

forward to the receiving node. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.7:Acknowledgement of Data 

 

8. The prime numbers are selected in order to make the encryption stronger as 

the prime numbers have no factors so it cannot be decrypted easily. The values 

for user A and B for login for the data transferring. 

Figure 4.8: Selecting Prime Numbers 
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9. The secret key is generated for both user A and B and login number is entered 

for the login of both the users. 

Figure 4.9:Login Number Selection 

 

10. The one time password is calculated by adding key generation and login 

number. 

Figure 4.10: Generating OTP 
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11. The cloud node will send the information that the data has been received by 

the receiver node. 

 

Figure 4.11: Cloud Node giving confirmation about receiving the data 

 

12. The node will acknowledge to the cloud node that the information has been 

received. 

Figure 4.12: Acknowledgement of receiving data 
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4.2 Comparison With Existing Technique 

1. The key generation is small ie., the bits are small which can be stored in 

less space in proposed system as compare to the existing system. The 

small key can be selected because further prime numbers are used as 

public keys for encryption and no space is required for that key. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.13: Comparison of Space utilization 

 

2. The execution time of the proposed system is less as compare to the 

existing system because in existing system the resources which are used 

are more as compare to the proposed system. 

      The method used for the execution time is as follows: 

      Execution time = resources*unit(1.5) 

 

     The execution time for the existing system is  

     Execution time = 2*1.5 

                             = 3ms 

     The execution time for the proposed system is  

     Execution time = 1.8*1.5 

                             = 2.7ms 
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Figure 4.14: Time Comparison  

 

Comparison of Proposed and Existing System 

Parameters Proposed Scheme Existing Scheme 

Space Utilization More Less 

Execution Time More Less 

Possibilities of Attacks More Less 

                                                                        

                                                              Table 4.1: Comparison 
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CHAPTER 5 

                                                    CONCLUSION AND FUTURE SCOPE 

5.1 Conclusion         

Attribute based encryption (ABE), presents a technique through which we can make 

sure that if the storage is minimum, the loss of data will only be limited. It effectively 

makes a boundary for the policy for the access control for the data and the clients or 

users inspite of getting a server using access to files. It extends the scope of the 

computations which can be applied to process encrypted data homomorphically. 

Modified homomorphic includes both additive and multiplicative operations along 

with diffie hellman methodin which prime numbers are used. The modified 

homomorphic encryption is used with this to make the algorithm difficult to 

understand by the attackers. This is better than the homomorphic encryption as less 

space is used by the keys. It can be rushed by an unauthorized party without providing 

the data and its internal information. 

5.2 Future Scope 

Attribute based encryption (ABE), presents a technique through which we can make 

sure that if the storage is minimum, the loss of data will only be limited. The modified 

homomorphic encryption scheme provides the programs to be constructed for any 

required characteristics, which can be rushed on encrypted data to provide an 

encryption of the data. Since, such a functionality need which cannot be decrypting 

the data, it can be rushed by any unauthorized party without providing the data and its 

internal state. It extends the future scope of the computations which can be applied to 

process encrypted data homomorphically which includes additive and multiplicative 

calculations along with Diffie hellman key exchange method. The prime numbers are 

used as a prime number has no factor due to which the decryption of the data is 

difficult by the attackers and hence the attacks will be less as compare to the existing 

work. This makes the encryption more difficult to understand and less space is used as 

the key generation is small in size. Also the execution time is less as compare to the 

existing work. So, this algorithm can be used in attribute based encryption, due to 

which the unauthorized users or any other third party is unable to decrypt the data. 
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