
  ANALYSIS AND IDENTIFICATION OF VOIP TRAFFIC 

   USING STATISTICAL TECHNIQUE 

Dissertation submitted in fulfilment of the requirements for the Degree of 

MASTER OF TECHNOLOGY  

in  

COMPUTER SCIENCE AND ENGINEERING  

By   

ANJALI 

11609860 

Supervisor  

MAX BHATIA 

 

 

School of Computer Science and Engineering  

Lovely Professional University  

Phagwara, Punjab (India)  

Month…………… Year ………  

 

@ Copyright LOVELY PROFESSIONAL UNIVERSITY, Punjab (INDIA) 

Month ….., Year ….. 

                                                                         ALL RIGHTS RESERVED 

 

 





3 
 

                                                ABSTRACT 

Arranged information contain interconnected elements for which derivations are to be 

made. For instance, website pages are interconnected by hyperlinks, inquire about papers 

are related by references, telephone accounts are connected by calls, possible fear 

mongers are connected by correspondences. Networks have turned out to be ubiquitous. 

Correspondence systems, monetary exchange systems, systems depicting physical 

frameworks, and Informal communities are on the whole winding up observably 

dynamically imperative in our regular daily existence. Frequently, we are keen on models 

of how hubs in the framework impact each other (for instance, who pollutes whom in an 

epidemiological framework), models for anticipating a quality of interest in light of 

watched characteristics of articles in the framework. The technique of SVM is applied 

which will classify the data into malicious and non-malicious.  
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Chapter-1 

Introduction 

 

1.1 Network 

 

The connection of more than one computer systems that provide benefits to each other is 

considered as a network. The computers connected to communicate and provide exchange 

of information to each other. The collections of computer devices that facilitate 

communication amongst each other are gathered here within this setup. The scenario in 

which numerous computers are gathered and connected with each other to exchange 

information and provide facilities to other resources is called a network. The information 

such as data communication is provided with the help of networking technology. There 

are software and hardware types of resources present within the sharing devices. 

The numbers of protocols are utilized for the purpose of organizing the traffic of the 

network with respect to its size, topology and the content of organization for 

communication.  

 

 

 

 

 

 

 

 

 

 

  

 

Fig.1: Representation of Computer Network 
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The above Fig.1 shows the representation of computer network. In diagram there are two 

laptops and one mobile system that are communicating with each other through the 

internet.  

The network can be of two types such as: 

Wired networks: They are those which utilize wires for providing information 

amongst each other. For the wellspring of correspondence wired system can 

utilize Optical fiber link, coaxial link, bent match link, and so on. 
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Wireless types of networks: The network which doesn’t require any wire or 

those uses wireless sources such as microwaves or communication satellites as a 

medium for communication is known as wireless network.  

 

 

 

 

 

1.2 VoIP Traffic 

 

VoIP remains for Voice over Internet Protocol that utilizations web or other information 

organize instead of utilizing regular Public Switched Telephone Network (PSTN). A 

rapid growth has been seen in use of internet for voice communications that results in 

reduce cost of equipment, operation and maintenance. The VoIP is a strong innovation 

that enables individuals to convey through voice utilizing IP convention rather than phone 

lines. The property gauges, high sticker price, restricted combination with existing 

communication situations are a portion of the elements that have appointed this 
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innovation in a specialty advertise. Presently a day's circumstance has been changed 

because of approach of reference bullet and additionally minimal effort VoIP phone 

connectors open source apparatuses.  

This has turned out to be simple and basic for web providers to give their customers VoIP 

calls expecting practically zero exertion, If any notwithstanding standard xDSL network. 

Headway in VoIP additionally coordinates the advancement of merged systems that help 

both video and voice administrations not exhibited by customary PSTN 

 Despite the fact that VoIP is minimal effort or free innovation still different telecom 

administrators endeavour to disguise VoIP activity deliberately to stay away from 

location what's more, escape from charges i.e. Access Promotion Charge (APC) by 

changing particular parameters in VoIP bundles. 
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The explanation for concealing the correspondence for illicit use is to dispose of 

assessments connected by government that confine the call rates to their clients. Illegal 

telecom development is seen as a hazard to the national security and it brings about a 

tremendous misfortune to the national exchequer and to the current administrators also. 

The character has been covered up in illicit telecom dark movement in which calls are 

brought outside the nation and regarded as nearby calls. The network traffic is need to be 

monitored and analyzed by law enforcement agencies to avoid frauds. Suppliers need to 

group the sort of movement transported through their system especially VoIP calls. The 

biggest piece of conventional pay wellspring of suppliers is VoIP that is the reason 

primary concentrate is on it. That is the reason they get less advantage from their major 

and most business undertaking customers as an essential bit of the action goes undetected 

and uncharged. To confine diminish development there is a need to make techniques to 

dismember IP action, recognize and distinguish diminish VoIP calls and after that 

basically piece them or charge them. The above shown Fig. 2 is the diagram of VoIP this 

is showing the working of VoIP. Standard VoIP tradition, for instance, SIP and H.323 are 

extraordinarily unmistakable in the conveyor condition and in various distinctive fields 

not obliged to VoIP, for instance, conveyance individual and talk. Notwithstanding these 

gauges based applications, there are different applications, for example, Skype or 

voipstunt that rather depend on exclusive correspondence conventions, codecs and other 

cross breed applications incompletely in view of open measures, for example, google talk 

and thingamabob. The outcome is that VoIP is getting to be in some courses like P2P 

(shared), as: 

New applications show up, develop and vanish regularly. 

Some VoIP applications (e.g. Skype) are utilizing P2P as correspondence transport for 

building the correspondence foundation and intersection firewalls. 

A commonplace situation where numerous standard-based VoIP application neglect to 

work. 

More or less, VoIP arrangements are frequently utilized at corporate level as a practical 

answer for phone correspondences, though exclusive VoIP applications are utilized for 

giving individuals a chance to talk either PC to-PC or PC to-phone utilizing a PC 

furnished with an extraordinary application and a headset. 
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1.3 Issues of VoIP 

There are different benefits provided by VoIP technology along with that there are 

various issues with which users have to deal while using it are given below:  

• Complicated administration and system design: The joining of various 

administrations like voice, video, information, et cetera into a similar system 

makes planning of system design troublesome. As various conventions and 

gadgets are included for each administration and different qualities are considered 

for every medium. It likewise causes different blunders what's more, makes it 

harder to explore and limit them. 

 

• Interoperability issues between different applications, or things: 

The H323, SIP, IAX, and MGCP are diverse conventions that have been proposed 

for sending of VoIP frameworks. This creates interoperability issues between the 

created VoIP gadgets in view of various conventions. Interoperability issues still 

come up between items utilizing a similar convention because of the huge number 

of convention renditions, and the methods for usage. 
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• Quality of administration (QoS) issues: At the point when IP innovation 

was outlined the QoS perspectives was not been considered in it. This makes it IP 

innovation wasteful to help movement with various QoS imperatives regardless of 

the advancement of various methodologies (Differentiated services, Integrated 

services) for the difference in the  QoS gave by an IP deal with. 
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• Security issues: In the legacy phone structure Public Switched Telephone 

Network (PSTN), the real security issue is the square undertaking of discoursed 

that require physical access to telephone lines. In VoIP security issues are 

altogether more than that. In reality, in VoIP frameworks numerous components 

like IP telephones, get to gadgets, media doors, intermediary servers, and 

conventions are engaged with setting up a call and exchanging media between two 

endpoints. Every component has powerless elements that might be misused by 

assailants to complete security assaults. 
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Among the above exhibited issues, VoIP security issues are winding up more veritable in 

light of the fact that customary security contraptions, traditions and outlines can't 

palatably shield VoIP systems from late keen ambushes. 

1.4 Statistical techniques 

Data Analysis can be portrayed as the path toward reviewing and surveying the data that 

is amassed from different sources. Data cleaning is basic as this will help in getting rid of 

the overabundance information and arriving at the correct conclusions. Data examination 

is the think method of cleaning, exploring and changing data with the help of various 

mechanical assemblies and frameworks. The objective of data examination is to recognize 

the important information which will support the fundamental administration process. 
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There are diverse systems for data examination which consolidates data mining, data 

observation and Business Intelligence. Examination of data will help in compacting the 

results through examination and illustration of the important information. Data 

examination helps in choosing the idea of data and working up the reactions to the request 

which are valuable to the master. 

 

 

 

 

Keeping in mind the end goal to find the arrangement of the issue and to reach to the 

particular and quality outcomes, different factual procedures can be connected. These 

systems will help the analyst to get exact outcomes by drawing connections between 

various factors. The factual procedures can primarily be partitioned into two. 
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1.4.1 Parametric test: Parametric bits of knowledge consider  that the example data 

relies upon certain settled parameters. It mulls over the property  of the populace. It 

accept that the specimen information is gathered from the populace and populace is 

ordinarily appropriated. There are equivalent odds of event of the considerable number of 

information display in the populace. The parametric test depends on different 

suppositions which are should have been holding great. Unmistakable parametric tests are 

Analysis of Variance (ANOVA), Z test, T test, Chi Square test, Pearson's coefficient of 

relationship, Regression examination. 

 

1.4.1.1 T-Test: T-test can be portrayed as the test which helps in perceiving the 

tremendous level of capability for a situation mean or between the methods for two cases. 

It is in like way called as a T-Distribution. The t-test is driven when the case size of the 

general population is near nothing and instability of the majority isn't known. The t-test is 

utilized when the majority (n) isn't more prominent than 30. There are two sorts of T-

Test:  

• Dependent mean T Test-It is used when same variables or get-togethers are tried.  

 

• Independent mean T Test-It is used when two unmistakable social events tried. 

The two unmistakable social affairs have stood up to differing conditions. 

     1.4.1.2 Z Test: This test is used when the people is regularly scattered. The example 

size of the masses is colossal or little, however the difference in the people is known. It is 

used for differentiating the techniques for the people or for recognizing the criticalness 

level of refinement between the strategies for two self-governing illustrations. Z test relies 

upon the single essential regard which makes the test more favorable. 

 

       1.4.1.3 Examination of Variance (ANOVA): At the point when there are 

no less than two straight out data, by then Examination of Variance is utilized. 

Examination of qualification can be for the most part of two sorts a) one-way ANOVA, b) 

Two-way ANOVA. One way ANOVA is utilized when the mean of no under three than 

three get-togethers are mulled over. The factors in every get-together are same. Two-way 

ANOVA is utilized to find if there is any relationship between two independent factors 

and ward factors. Examination of Variance depends upon different questions. ANOVA 

expect that there is a needy variable which can be measured at consistent interims. There 
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are independent components which are straight out, and there should be no under two 

arrangements. It moreover expect that the masses is regularly scattered and there is no 

unprecedented part is accessible. 

 

        1.4.1.4 Chi Square test: This test is generally called Pearson's chi-square test. 

This test is used to find an association between no less than two free straight out 

components. The two components should be allotted at the all level and should 

involve no less than two self-ruling get-togethers. 

        1.4.1.5 Coefficient of Correlation: Pearson's coefficient of relationship is used to 

draw a connection between two components. It is demonstrated by 'r'. The estimation of r 

goes between +1 to - 1. The coefficient of relationship is used to recognize whether there 

is a positive connection, negative association or no connection between two components. 

At the point when the esteem is 0, it shows that there is no relationship between two 

factors. When it is under 0, it demonstrates a negative affiliation, and when the esteem is 

more than 0, at that point it shows a positive affiliation. 

 

  1.4.1.6 Relapse Analysis: This is utilized to gauge the estimation of one variable which 

depends upon the estimation of another variable. The variable whose respect is normal is 

the down and out factor, and the variable which is used to predict the estimation of 

another variable is called free factor. The assumptions of backslide examination are that 

the variables should be measured at the steady level and there should be a straight 

association between two components. 

 

1.4.2 Non-parametric test: Non-Parametric Statistics does not consider any 

assumption relating to the parameters of the masses. It clears up that data is ordinal and 

isn't vital to be usually scattered. The non-parametric test is generally called a movement 

free test. These tests are moderately less troublesome than the parametric test. 

Unmistakable non-parametric tests join Fisher-Irwin Test, Wilcoxon Matched – Pairs 

Test (Signed rank test), Wilcoxon rank-add up to test, Kruskal-Wallis Test, Spearman's 

Rank Correlation test. 

1.5  Types of classifiers: 
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• k-Nearest Neighbor: In this kind of classifier, a patter x is grouped by 

allotting class  name to it that is most much of the time spoke to among it's k 

closest examples. The class with least normal separation is utilized to dole out a 

test design that demonstrates that this technique is delicate to remove work. The 

Euclidean separation metric is utilized for getting least normal separation. All 

highlights are standardized into same range this is the fundamental necessity of 

this metric approach. The k-closest neighbor classifier is a regular nonparametric 

classifier that is said to yield great execution for ideal estimations ofk. 

 

• Bayesian Classifier: In supervised parametric classifiers theory, most general 

approach used is quadratic discrimination. When dealing with d-dimensions the 

obtained decision boundaries by these classifiers can become very complicated. 

Most of the discriminant function generation computation has been done off-line. 

This approach can be more influenced by revile of dimensionality as in this 

quadratic discriminant an expansive number of parameters should be considered. 

If there should be an occurrence of little preparing tests its execution is influenced 

definitely. In case of small training samples its performance is affected drastically.  

 

• Multi-layer Perceptron (MLP): The multi-layer perceptron classifier is a 

fundamental encourage forward counterfeit neural system. They have utilized a 

solitary concealed layer at first for straightforwardness (streamlines picking the 

quantity of neurons) and after that went for two covered layers for better request 

execution. The covered units were picked unmistakably for each datum set. The 

quantity of shrouded neurons was discovered tentatively finished various trials. A 

dependable guideline is to pick the quantity of concealed neurons with the true 

objective that the total number of weights in the net is by and large n/10, n being 

the total number of getting ready core interests. The neural framework was 

readied using the back-inciting computation, According to the multi-layer 

perceptron arranged using the back-multiplication learning count approximates the 

perfect discriminant work portrayed by Bayesian theory. 

 

• SVM Classification: SVM is a characterization calculation in light of 

improvement hypothesis and at first created by. Here, a protest is seen as a n-
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dimensional vector and it isolates such questions with a n-1 dimensional 

hyperplane. This is known as an immediate classifier. There are various 

hyperplanes that are utilized to group information. 
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Chapter-2 

         Literature Survey 

   

 

Mazhar Rathore, et.al, (2016), Web get to providers (ISPs) are enthusiastic about 

recognizing VoIP calls either to square unlawful business VoIP or sort out the paid 

customers VoIP calls. Stamp based, port-based, and configuration based VoIP ID 

techniques are not more correct and not beneficial as a result of complex security and 

tunneling instruments used by VoIP. In this paper, creators have proposed another plan in 

view of non specific control, vigorous and effective factual examination that aides in 

recognize scrambled, non-encoded, burrowed VoIP media streams utilizing conventional 

approach. They have chipped away at effective process for rapid ongoing system 

movement. Precision correlation of the proposed framework with existing strategy 

security component, can distinguish scrambled burrowed VoIP and implementable at 

perhaps one-way or two-way organize interface. It tends to the issue of any relationship to 

recognize VoIP streams to either arrange or square. They have attempted their answer on 

many insights of more than 10 VoIP applications. The connections and results exhibit that 

their proposed technique is the best among all the present methods. This technique has 

97.54% TP and .00015% FP. It is the better choice for media transmission specialists and 

ISPs to recognize VoIP acquires quick immense Data condition. 

 

 

 

Muhammad Shafiq, et.al, (2016), have recommended network traffic classification as a 

central topic for researchers in the field of computer science. It is vital errand for web 

access suppliers (ISPs) to know which sorts of system applications stream in a system. 

Network Traffic Classification is the first step to analyze and identify different types of 

applications flowing in a network. With the help of this technique internet service 

providers or network operators are able to manage the overall performance of a network. 

There are many methods traditional technique to classify internet traffic like Port Based, 

Pay Load Based and Machine Learning Based technique. The most common technique 
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used these days is Machine Learning (ML) technique. This is used by many researchers 

and got very effective accuracy results. In this paper, authors have discussed step by step 

techniques of network traffic classification and develop a real time internet data set using 

network traffic capture tool. At that point the highlights are removed from the catch 

activity utilizing devices of highlight extraction the connected a Support Vector Machine, 

C4.5 choice tree, Naive Bays and Bayes Net machine learning classifiers. The 

experimental and simulation results show that C4.5 classifiers prove to be good in terms 

of accuracy as compared to other existing classifiers.     

 

 

 

Aboagela Dogman, et.al, (2014), have introduced overseeing nature of administration 

(QoS) as a vital system operation for the most part in cross breed wired and remote sight 

and sound systems. In this paper , creators given an explored and built up an approach in 

view of two phases to astutely oversee QoS for sight and sound activity. As a run of the 

mill sight and sound application they have considered VoIP and connected a versatile 

factual examining system in starting stages. It helps in deciding the statics of movement 

and afterward utilized them in a fluffy surmising framework that aides in deciding ideal 

interim between each two traffics tested sequential segments. A fluffy c-implies (FCM) 

grouping was utilized to pre-process deferral, jitter and parcel misfortune proportion like 

QoS parameters in second stage that are acquired from the concocted inspecting plan. 

Keeping in mind the end goal to survey the VoIP accommodated QoS the FCM data is 

utilized by multilayer perceptron (MLP) neural system. The reenactment comes about 

demonstrate that movement are spoken to more accurately by created versatile 

measurable inspecting than the deliberate, stratified and irregular non-versatile testing 

strategies. The mix of factual inspecting took after by FCM and MLP are all the more 

precisely showed the QoS for VoIP. 

 

Jaiswal Rupesh Chandrakant, et.al, (2013), have examined that web movement 

acknowledgment procedures has turned out to be critical for specialists on the grounds 

that these methods are free of TCP or UDP port numbers. The movement is characterized 

utilizing new methodologies by perceiving factual examples in remotely activity 
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noticeable characteristics. The principle objective of analysts is to bunch or order stream 

of web activity into indistinguishable measurable properties gatherings. The explanation 

for presentation of Machine Learning (ML) procedures is the need to manage activity 

designs, extensive datasets and multidimensional spaces stream and bundles 

characteristics. In activity acknowledgment ML procedures has been utilized which are 

the subset of counterfeit consciousness. The Classification, grouping, Numeric forecast 

and Association are the four sorts of Machine Learning. In this paper, creators have 

actualized activity acknowledgment through arrangement process. They have utilized 

diverse standard datasets then a diminished measurable element dataset has been created 

utilizing standard trait choice calculations. AdaboostM1, C4.5, Random Forest tree, MLP, 

RBF and SVM are six ML calculations that are utilized for IP movement grouping with 

Polykernel work classifiers. The reproduction and execution comes about demonstrate 

that Tree based calculation are more powerful ML strategies for web activity grouping as 

far as accomplished precision of 99.7616%. 

 

Riyad Alshammari, et.al, (2015), have analyzed the performance of C5.0, AdaBoost and 

Genetic programming (GP) like three different machine learning algorithms that generate 

robust classifiers to identify VoIP encrypted traffic. One of the scientists has utilized a 

machine learning based novel approach that create hearty mark for ordering VoIP 

encoded information. A factual figuring is connected stream of system that aides in 

removing set of highlight without including payload data, data in view of the port of 

source, goal and IP addresses. The results show that performance of classifying VoIP 

significantly can be improve by employing most suitable sampling and machine learning 

technique. In this paper [21], authors have found it very challenging to find robust rules 

specifically to detect encrypted VoIP Skype network traffic. The authors have 

investigated how to form a training set when machine learning based approach is used for 

classifying network traffic without including port numbers, IP addresses, or payload 

information. The results indicates that a priori information is resulting in ‘‘over learning’’ 

on our data sets. Given the outcomes got in this examination paper, one without bounds 

bearings which can be taken after is investigate whether a comparable pattern for other 

system applications. 

M. Mazhar, et.al, (2015), have introduced the development in viability cost, sensational 

usefulness over the conventional phone organize. The similarity with open exchanged 
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phone arrange (PSTN) has been seen. The business utilization of VoIP has been denied in 

a portion of the nations like Pakistan. Network access suppliers (ISPs) and media 

transmission experts are keen on identifying VoIP calls to either square or organize them. 

So discovery of VoIP calls is essential for the two sorts of experts. Mark based, port-

based, and design based VoIP discovery strategies are wasteful because of mind boggling 

and classified security and burrowing components utilized by VoIP. In this paper [22], 

creators have proposed a non specific, vigorous, proficient and for all intents and 

purposes implementable factual examination based answer for recognize encoded, non-

scrambled or burrowed VoIP media (voice) streams utilizing edge estimations of stream 

measurable parameters. The recreation aftereffects of proposed procedure have been 

contrasted and existing methods and enhanced outcomes has been found as far as 

exactness and productivity. The accomplished direct rate is 97.54% and regarding false 

positive rate it is .00015%. 
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CHAPTER-3 

Scope of Study 

The grouping is the procedure which is connected to characterize the info information as     

indicate by the portrayed classes.The network traffic classification technique is been 

applied which will classify the network traffic according to user activities. The classes 

which are used to classify the network traffic is malicious and non-malicious. In this 

work, the dataset of wire shark is taken as input for the classification. In the process of 

classification  three steps has been followed in which in the first step, the data is pre-

processed in which redundancy from the data is removed, in the second step technique 

clustering is applied in which similar and dissimilar type of data is clustered together. In 

the technique of k-mean clustering, the data is taken as input, the arithmetic mean of the 

whole dataset is calculated which will be the central  point. The Euclidian distance from 

the central point is calculated and points which is having similar distance is clustered in 

one cluster and other in the second cluster. The technique of SVM classification is 

applied which will classify the data into malicious and non-malicious class. In this work, 

improved technique will be applied for the classification which increase accuracy of 

classification, reduce execution time of the algorithm.    
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CHAPTER-4 

Objectives 

1. To study and analyze various network traffic classification for the data mining  

2. To propose improvement in the existing SVM based classification technique for the 

network classification  

3. The proposed improvement will be based on the KNN approach for the traffic 

classification  

4. Implement proposed technique and compare results with the existing in terms of 

accuracy, execution time  
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CHAPTER-5 

  Research Methodology 

This work is based on the network traffic classification to classify the traffic into 

malicious, non-malicious. The network traffic analysis is the technique which is applied 

to predict the malicious activities of the users which are active on the network. To classify 

the network traffic three steps has been followed in the methodology, in the first step 

technique of k-mean clustering is been applied in which similar and dissimilar type of 

data will clustered. The dataset which is taken as input will be refined by removing 

redundancy and missing values. In the second step, technique of k-mean clustering is 

applied in which arithmetic mean of the whole dataset is calculated which will be the 

central point of the dataset. The Euclidian distance from the central point is calculated 

which define the similarity and dissimilarity of the points. The points which are similar 

will be clustered in one cluster and other in the second cluster. In the last step of 

classification technique, SVM classifier will be applied which classify the data into two 

classes. To enhance the execution of the current framework system of Knn classifier 

will be applied which will cluster the uncluttered points and increase accuracy of 

classification.  The Knn classifier the nearest neighbor classifier in which Euclidian 

distance is calculated and points which have similar distance will be clustered in one class 

and other in the second class. 
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START 

Input dataset for the classification  

Pre-process the dataset for the dataset 

normalization  

Divide dataset into training and test set for 

the classification  

Apply classifier to classify dataset into 

malicious and non-malicious  

STOP 
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5.1 Expected Outcomes  

Following are the various expected outcomes of this research  

1. The proposed change will be founded on to recognize the IP deliver which are mindful 

to do vindictive exercises. 

This leads to increase security of the network .  

2. The proposed algorithm will be based on classification which can classify malicious 

and non- malicious locations  
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CHAPTER 6 

CONCLUSION: 

Information characterization is a critical undertaking in machine learning. It is related to 

create PC programs prepared to pick up from named informational indexes and, along 

these lines, to foresee unlabeled occurrences. In light of the immense number of uses, 

various information characterization frameworks have been produced. A segment of the 

outstanding ones are choice trees, example based learning, e.g., the K-closest neighbors 

calculation (KNN), manufactured neural systems, Naive-Bayes, and bolster vector 

machines (SVM). Everything considered, most of them is profoundly needy of suitable 

parameter tuning. Cases incorporate the certainty factor and the base number of cases to 

segment a set in C4.5 choice tree; the K esteem in KNN; the stop paradigm, the quantity 

of neurons, the quantity of concealed layers, and others in manufactured neural systems; 

and the delicate edge, the piece work, the bit parameters, the halting basis, and others in 

SVM. 
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