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ABSTRACT

loT(Internet of Things) is a network of internet connected objects or things, which are
capable to gather and interchange information by using ingrained sensors. The things
in Internet of things may be any item, an animal or a person. loT provides many
services, however on the further hand threats regarding the security are also growing.
Therefore, this report represents the survey and analysis of access control mechanisms
in the field of Internet of things to amplify security concerns. The access control
mechanisms are utilized to enable the secure and reliable access to the network
resources, which provides the primary role in imposition of security layer over 10T
networks. Here the various types of access control models, framework and protocols
are described. Moreover, comparison between various access control mechanisms is
made analyzing their performance levels. On the basis of shortcomings observed in
the existing model, the proposed model covers the access control policy on each node
of 10T by using context awareness. The context aware approach is included to
intelligently monitor the context and behavior type of the 10T nodes in the network,
which is further used to determine the rate of data transfer among the network nodes.
This research work will simplify the node recognition procedure by using the
ontology, which will be used to describe the node identity, node’s network
performance and data transmission procedures. Later, future scope is presented for

upcoming research in the area of access control in 10T.
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CHAPTER 1
INTRODUCTION

1.1 Introduction of Internet of Things

In computing systems, a large amount of information is produced over the
network applications, where the larger amount of data is created or generated,
processed to yield the results, data transfers and its storage over the network,
distributed or local storage in the modern enterprise networks. The demand of
connectivity is rising in the data-driven applications across the world, which must
combine the number of data handling techniques to properly manage the network
data. The internet of things (1oT) networks are growing now-a-days, and building
their way in many applications such as data collection in weather, pollution & water
monitoring, resource management in smart city transportation & fire control
management, healthcare applications, etc. The 10T networks are consisted of various
nodes with limited resources, abundant resources, home appliances, wireless sensors,
sensor and actuators, etc. This confirms the level of heterogeneity across the loT

networks, which is very difficult to handle with uniform communication standards.
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Figurel.l: IoT information cycle



1.2  Access Control in 10T Environments

The access control mechanisms are utilized to enable the secure and reliable
access to the network resources, which provides the primary role in imposition of
security layer over the 10T networks. An ideal access control mechanism must be
dynamic in nature and capable enough to understand the different perspectives of data
communications in the given network. The perspectives of the data communication
includes the data transfer rates, packet loss rate, throughput, delay and related
parameters. Such factors vary for sensing, heterogeneity (I0T nodes manufactured by
different manufacturers), highly dynamic environments, complex network structure,
distance from the base station, etc. Hence, all these factors must be analyzed in the
access model in order to provide the balanced and dynamic security to 10T

environments.
1.3 Attacks on Internet of Things

In this part, the various attacks on access control in loT are described, which

involves the various types of attacks on the 10T environments:
1.3.1 Spoofing Attack

All cycle creates an alternate access control period, and information of
previous period keys does not permit finding of future period keys. In this attack,
hacker node tries to break into the network by bypassing the access control protocol.
In the spoofing attack, the information is spoofed from alernate sources for the sake of

acquire the unauthorized access to the resources the network.
1.3.2 Brute Force Attack

This attack is used to break into the network by decoding or guessing the
information used to take unauthorized access. The bit-to-bit decoding is performed
under this technique. This bit-wise information guessing and exploration can create

the final access codes to gain the access to the network resources.



1.4 Types of Access Control Mechanisms

1.4.1 Discretionary Access Control (DAC)

The DAC model, which is used for access control is considered as controlled
measure to control the access the network resources, where the access requesting
nodes are within or outside of the network segment. For the purpose of access control
under DAC, the limited access is provided to the selected set of users, specific user
types or essential property holding users in order to avoid the network breaches.
DAC strategy has a tendency to be extremely adaptable and is generally utilized as a
part of the business and government areas. Be that as it may, DAC is known to be
innately feeble for two reasons. In the first place, assigning the access of some media
to the user is to provide the user authority to acquire the data stored in the file or
object. For example, if the access to the media or data owned by Bob is provided with
the access to Ann, there will no authority of Bob afterwards to prevent the Ann from
using the data in different ways, such as row duplication, data acquisition, etc. Hence,
it has been found that DAC is not capable of analyzing the user’s behavior after
assigning the access to the specific user. Also, the DAC mode is learnt to lack against
the malicious codes, such as Trojan horses, which are transferred as the files or zipped
data. The following points can explain the major drawbacks in the DAC model:

e The information can be duplicated after acquiring the access to the specific data,
which does not analyze the user’s behavior.

e No layer of security has been applied under DAC for the authority or usage of the
target information.

e The benefits of acquiring the data files from the data source, once the affiliation of

the file is provided to the user after the access estimation mechanism.

Get to Control Lists (ACLs) and proprietor/gathering/different get to control
components are by a long shot the most widely recognized system for actualizing
DAC strategies. Different systems, despite the fact that not composed because of
DAC, may have the capacities to execute a DAC approach.
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Figure 1.2: Discretionary Access Control
1.4.2 Mandatory Access Control (MAC)

The MAC models are usually designed to apply the essential access control
verification for all of the requesting nodes on the given wireless network. The MAC
model does not keep any exceptions to grant access to the network resources or
services and applies the similar level of security with required information
verification on all of the wireless network nodes. First implementations of the MAC
models are proposed by Bell and LaPadula, which were designed to focus upon the
application of the mandatory verification, whereas Sandhu is known to further
improve the MAC model known as BLP. Sandhu’s BLP model is primarily designed
by implementing the encapsulation layer over the Bell-LaPadula model. All of the
MAC models focus upon granting the access on the basis of subjective information.
The very sensitive information clusters are usually designed to implement the MAC
model, because there are no exceptions considered to grant the access to some of the
users. The security labels are applied over all of the nodes after the verification of the
required information for the purpose of authentication, which is usually verified using
the confidential information such as login credentials, layered authentication keys,

pre-shared keys, node 1D, connection ID, etc.

There is another popular MAC model other than BLP, known as Biba model, which
uses the integral information to consider the authenticity of the users or nodes before

assigning the required access to the network resources or services.
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1.4.3 Role-Based Access Control (RBAC)

On account of the unbending idea of MAC, where clients had next to zero
control over the get to control approach, and the issues related with arrangement
changes in DAC, early get to control models couldn't meet useful prerequisites of
business associations. It was additionally understood that in vast associations
information is not possessed by singular clients, but rather by the association itself, in
this way access to information ought to think of one as' position in the hierarchical
progression. This motivated further work, an aftereffect of which was (RBAC) Role-
Based Access Control. In spite of fact that RBAC is in fact a type of non-optional get
to control, late PC security messages regularly list RBAC as one of the three essential
get to control approaches (the others are DAC and MAC). Early work on part based
get to control backpedals to 1988, when Lochovsky and Woo characterized parts and
sorted out them into a chain of command [LW88]. Throughout the years, numerous
specialists have proposed models for RBAC. While the distinctions in these models

are very huge, the centred idea remains genuinely reliable between them.



In RBAC, get to choices depend on the parts that individual clients have as a
feature of an association. Clients go up against allotted parts, (for example, specialist,
medical caretaker, teller, or chief). The use case of the different segments of the
network can control the flexibility and creation of the information upheld under the
specific security cases and strategies and for streamlining the security administration
handle. A client sets up a session and enacts some subset of parts doled out to
him/her. The authorizations accessible to the client in a session are those allocated to
all the dynamic parts in that session. Under RBAC, clients are conceded participation
into parts in light of their skills and duties in the association. At the point when a
client is related with a part, the client can be given no more benefit than is important
to play out the employment; since a hefty portion of the duties cover between work
classifications, most extreme benefit for each occupation class could cause
unapproved get to. This idea of slightest benefit requires recognizing the client's
occupation capacities, deciding the base arrangement of benefits required to play out
those capacities, and confining the client to an area with those benefits and nothing

more.
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Figure 1.4: Role Based Access Control
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The comparison between various access control mechanisms is describe in the
table 1.



Table 1.1: The comparison between access control mechanisms

Schema Title Functions Security Hardening Remarks

Discretionary | Applied over Applied over the selected L. Must be

access control | the selected users in the networks. applied  over the
users or Hardens the security against | networks with highly

connections
requesting the
network for

uniform access.

the connection originating
from out of the network.
Local  connections  are
accumulated on IP policies
only.

dependable staff on
premises.

Should
include the
hybridization with
other access control
mechanism in the case
of multiple
departments in the
local network.

Mandatory
access control

Applied over
all of the users
or connections
requesting the
network for

uniform access.

Applied over all of the
incoming connections in the
network.

No access
redemption
selected users.
Applied over
sensitive networks like,
military, space agencies,
intelligence agencies, etc.

control
policy  for

the highly

. Evolution of
the mandatory access
policies with physical
and dynamic access
information and access
keys must add more
strength to the
networks.

Mandatory
access control
mechanisms  require
very high
computational  power
and authentication
time, hence unable to
apply over normal
networks.

Role-based
access control

Applied over
all of the users
or connections
requesting the
network for
versatile
access.

Applied over the
organizational networks with
multiple hierarchies and
versatile departments.

Role based access s
provided to the different
users, which ensures the
access to different kinds of
data varying from user to
user according to the role.
Multiple roles can be applied
to some of the users in the
special cases.

1 Role based access
control must be very
flexible to handle the
complex role
combinations.

2 Role based access
control mechanism are
required to collect the
pre-assigned database
to map the users and
their roles.

1.5 Ontology Principles

The ontology description method to collect the knowledge about the internet
of things (10T) has been discussed, which can used to accomplish the multiple tasks,

such as access control, etc. The fundamental focus of this report is to describe



multifaceted ontology for the purpose of dynamic composition and service discovery.
The proposed descriptive ontology model is the knowledge-driven paradigm, which
has been derived to capture the loT network details with few properties described in
the following section. The main aim of this model is described to create the balance
among the trade-off in the internet of things, which can be designed based upon the

following four principles:

Lightweight: Due to the processing limitations of the 10T nodes, the lightweight
ontology mechanism is very important. In this model, the lightweight ontology

method is proposed with highest level of expressiveness and security aspects.

Completeness: The aim of this model is to create the high description ontology for
loT network, which can impose the high integrity and synchronization level for the

common tasks such as data exchange, command synchronization, etc.

Compatibility: The high compatibility of the new ontology model with existing
ontology model is highly entailed.

Modularity: The incorporation of the modular approach adds the higher level of
flexibility and manageability for the expanding loT networks. The modular
approach enables the possibilities of evolution, extension and amalgamation with

the external ontologies.

1.6 Context Awareness in Data Transmission for 1oT

The 10T enables the connection between the sensor nodes and centralized
application servers with internet based interactions. These loT networks are
considered the decentralized networks, as there nodes are spread across the wide area
in the real-world, where it’s not possible to manage them centrally. The major
challenge faced by the context data distribution among the network, which is also
known as “Quality of Context (QoC)”. While working on the QoC, the major
challenge arises with the management of privacy among the context owners. In this
report middleware framework has been proposed to address the primary issues related
to complexity related to security of the context data over the large-scale 10T networks.



CHAPTER 2
REVIEW OF LITERATURE

2.1 Evolution of 10T Security

Gubbi, Jayavardhana et.al. [1] has worked upon the description of the various
aspects and architectural properties of internet of things. In this paper, the centralized
approaches are discussed for the 10T models. These centralized approaches utilize the
cloud computing environments to store and manage the information, which adds
another dimension to the loT networks. The 10T scalability and dynamic nature makes
it further difficult for the implementation and management security protocols on the
larger scale.

Ye, Ning et.al. [2] has developed efficient and scalable authentication protocol
for the 10T environments. This paper proposes the ECC (elliptic curve cryptography)
based 10T access control model empowered with additional authentication algorithm.
The session management is also incorporated in this security management protocol,
which protects this from the non-session based attacks. The proposed approach is
attributed-based access control (ABAC) model, which utilizes the various security

and network related attributes to take the access decisions.

Hernandez-Ramos et.al. [3] has worked on the access control mechanism
among the internet of things environments on the basis of their distributed capability.
The (CBA) Capability Based Access control analyzes the ability of the network node
or segment to grant the desired access. This solution utilizes the authorization
certificates, life cycle management and authentication process control. This scheme is
designed as the capability-based access mechanism, which enables the access control
in the distributed 10T networks. The authorization certificates are encrypted with the
ECC encryption method. This scheme is enough capable to meet the scalability and

manageability requirements in the IoT environments.



Mahalle, Parikshi N. et.al. [4] has worked upon the hybrid access control
mechanism, which provokes the usage of capability and identity along with
authentication for the IoT environments. This paper offers the new security scheme
based upon authentication based access management model. This model is designed
with the capability to protect against the various network attacks including denial of
service (DoS), MITM (man-in-the-middle), etc.

Mahalle, Parikshit N. et.al. [5] has proposed the access control model based
upon trust alongside the fuzzy approach to deploy over the internet of things. This
paper offers the fuzzy based trust approach for access control in 10T environments.
This fuzzy based approach identifies the users and assigns them the different trust

levels, which are observed on the basis of their network behaviour.
2.2 Access Control In Internet of Things

Y. Lee et al. [6] the author has described various access control models such
as UCON (Usage Control) is used for distinct access control requirements. UCON is
used for familiar and unfamiliar end —users. Requirements and circumstances are used
for decisions in UCON. In UCON, there are mainly three parameters for any action
and which are authority, duty and status. Next access control model is CapBAC
model. In this model where the objects want to interconnect with the server, the target
node gives a token to that particular device. The client device can access the server for

particular time. The time is specified at the token.
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Figure 2.1> Access Process with Trust Degree
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In Access control based on UCON (using trust degree) the server provides
access to the devices on the basis of trust. That means if a device access the server
according to the access control policies TMC (Trusted Management Center) feedback
is given to that device. An ACM (Access Control Model).which is used to refresh the
degree of trust. In Distributed Capability Based Access Control PDP (Policy Decision
Point) server is used for centralized access control system. When any device want to
access the server, the device send its situation data to the PDP server and PDP
perform specific action. In Adaptive Access Control the policy of access is based on
the risk and believes on the query. User can use the wrong paths, so there is a need to

check the risky queries.
2.2.1 Role Based Access Control

M. Tamboli et al. [7] discuss that in 10T, all the things are resource
constrained. When these devices communicate with each other there is a need of more
safety, because dissimilar devices, sensors and actuator are used. For this, the main
aim of the author is to provide a access control for devices, which contain constrained
resources by using CoAP[Constrained Application Protocol] structure. In this
approach services are accessed by tickets. Tickets are the 1Ds of the devices, which is
unique for each service. Here Kerberos protocol is used together with CoAP, which
decreases verification period and ticket permitting interval. Elliptic Curve Digital
Signature Algorithm [ECDSA] is also presented, which enhance the confidentiality.

This plan reduces the communication overhead and authentication interval.

A. Saxena et al. [8] discuss SMAC which stands for Simple Messaging and
Access Control, in which all the aspects for access control introduce. SMAC is used at
the communication layer, so there is no need for further access mechanism at the
destination. Here port numbers of device are used as capabilities. All the work is done
in a centralized fashion. The SMAC server offers a huge amount of computer-
produced ports signifying message networks. But, as the ports are presented
externally, when someone grasps the port number for transfer messages to a station,
he can to eavesdrop for messages upcoming to that station from further consumers.
This shortcoming can be overcome by a little adapting the hint to practice two-port
networks. In its place of only one port, the networks require two ports unique for

attending and one more for transfer. The two ports are mathematically related.

11



Though, it is actual tough to discover the new without identify a top-secret key.
SMAC has advantages for example distributed access control database, light-load

termination points, easy- revocation and things detection, generating it fit for 10T.

H. Che et al. [9] In this paper, the author explains the Role Based Access
control to security the computer networks in a hierarchy. Some authors describe
cryptography key for security in 1oT. But when a group of devices are used in 10T,
there is a need of some new security mechanism. So in this paper the author describe
the result by using hierarchy Role based access control model for security in area of
loT. Given proposal increase the performance, decrease storage requirements and
cost for implementing devices, which are Structure as a combination of loTs with a

safe hierarchy key administration.
2.2.2 Attribute based access control method

M. Hemdi et al. [10] describe that by the expansion of (IoT) and habit of little
powered strategies such as devices a huge amount of individuals are consuming loT
structures in their home environment and companies to have additional control above
their equipment. But the security of data in 10T environment is a major threat, when
the loT devices are misplaced and robbed. In this paper author explains that how we
can protect our data from illegal consumers. For that they proposed an Attribute based
access control method. This mechanism imposes some protocols in system so that the
system Observe illegitimate access. Through measuring certain characteristics of the
consumer like access period, MAC address, username, and secret code, the method
will put on some of ABAC rules to assured that the customer who is demanding to

access the data is legal.
2.2.3 Capability Based Access Control

B. Chan et al. [11] define S-CBAC stands for Secure-Capability Based Access
Control model, which is used in 0T things in distributed environment. This model is
mainly used for group access. In S-CBAC, user access mutual service which is
functioning at numerous devices by using a single token. In S-CBAC, IPsec channel
technique is used to transfer all datagram packets with the Encapsulating Security
Payload (ESP) header. This maintains the confidentiality of data. In this model a

group of devices is created those produce a common service. A requestor who wants

12



to access these services can access any device of the group by using a only one token.
The devices and services are categorized by the addresses. Furthermore, S-CBAC

forces unique local Address (ULA) to maintain group access.

S. Patelet al. [12] in this paper authors describe the mechanism for security,
and privacy and access control. Different types of things are communicates with each
other in 10T environment. Therefore the main requirement during the implementation
of the framework is to keep up the security and protection of these things. In this
paper, the crucial methods to assure protected transmission among devices are access
control and authentication. Aimed at this determination the author defines the Elliptic
Curve Cryptography with mutual authentication and Capability based access control
model to assure defend authorization. An AVISPA tool is used to check this protocol.
AVISPA tool presents that the given protocol is secure enough for reply attack, node

capture attack, DoS attack and man-in middle attack.
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Figure 2.2 CapBAC example
2.2.4 OAuth Protocol

S. Kinikaret al. [13] In IoT huge number of things (devices) are communicate
with each other with the help of internet. These devices are constrained devices, so
they have a limited storing ability and computing control. Due to these restrictions it
is a challenge in 10T environment to offer robust authorization procedures. So to solve
this problem, authors introduce a framework that implement a service with the help of
open authentication protocol. As compare to another authentication methods OAuth is

very smooth and protected method, which verifies the end users and allow them to use

13



the confidential data of the system. This protocol gives a substitute entry for the
cyberspace enjoyers to log in to the internet sites like Skype, Gmail, Facebook, twitter
accounts without displaying their identifications. OAuth actions by means of an
intermediate on behalf of the customer, giving the facility by an access token that

allows particular account data to be used.

F. Fernandez et al. [14]. In this paper authors describe the access control
model which is depend on OAuth 2.0 protocol. OAuth2 is an Open Authorization
protocol which is uncomplicated and safe approach, that confirms consumers and
permit admission for their safe records giving the facility with an admission symbol.
In OAuth 2.0 protocol, all the data send or receive with the help of tokens, when there
are number of users are involved. The main necessities for internet of things are

flexibility and safety which are satisfied by the particular model.

S. Emerson et al. [15] Now a days, Internet of Things become a most popular
subject in the research The adaptation of the Internet of Things in daily routine is
increased day by day because it provide better adaptability and uncomplicated life
style. Many functions of 10T promote a large number of security problems. For this
the authors here discuss about a way that gives a protected authenticated method,
which depends on OAuth 2.0 protocol. This planned method defends IoT system from
illegal users with the helps security administrator using OAuth 2.0 protocol.
Furthermore, this method offers tractability in dealing 10T systems. The security
administrator offers verification facility for several 10T systems, which can also aid to

decrease the cost to keep protected database in IoT systems.

2.2.5 Community Driven Access Control

D. Hussein et al. [16] Given paper suggests a different framework for access
control for devices in 10T in a distributed environment, which is called community-
driven access control. As of an loT viewpoint, the thought of community looks
appropriate. This theory is motivated from the statement that IoT things are
infrequently completely inaccessible. As an alternative, they work in aggregation with
another things and facilities to complete a mutual task. In the particular paper they

frame on the notion of public to describe the idea of privileges. Actually, the

14



significance of access control in 10T will be highlighted, because huge amount of
linked things rises as well as IoT commercial models converted into refined model. In
the given paper they give specified needs for performing access controls in 10T,
without the need of specific access control procedure. The following table shows the

existing access control mechanism in loT.

Table 2.1: Existing Access Control Mechanism in 10T

Author, Technique Proposed | Problem Brief Review
Publisher & Addressed
Year
Castellani, This article presents | The new technique | IPv6 based loT architecture is
Angelo P. | the case study on the | is designed to meet | analyzed for its ability to tackle
IEEE, 2010 | versatile architectures | the requirements of | the diverse and heterogeneous
[17] and protocols for 10T | 10T in the highly | loT networks.
networks. flexible and
expandable
environment.
Grenbak, Inge | This article discusses | Diverse This scheme involves the

properties including

JJEEE, 2008 | the loT architecture | interconnection network architecture with multi-
[18] and the needs of APIs | problems in the 10T | homing ability in the mobile
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2.3 Ontology Based Access Control Model

Wang, Wei et.al. [23] has worked upon the representation and description of
the network ontology for 10T to acquire comprehensive data from 10T nodes. Primary
objective of this research is to describe the ontology on the basis of resources to
maximize the network utilization to gather the maximum information in the loT
domain. Key idea of this model is to describe the standard service properties to
represent the scalability oriented features with context aware intelligence access
control mechanism. The multivariate ontological feature descriptor has been deployed
in this knowledge driven architecture to control the access among the internet of
things (10T) network.

Hachem, Sara etal. [24] has worked upon the innovative ontological
extraction method for 10T networks. In this paper, the authors have worked upon the
service oriented middleware application of ontology based 10T network model to
describe the flexibility and synchronization ability. The primary focus has been kept
upon the ontological modelling of I0Ts to describe the variety of features to describe
the identity of the nodes along with their network based performance. The
multivariate feature descriptor based ontology will be utilized to create the
middleware approach.

Alberto Huertas et.al. [25],This paper is expected to give an answer for
creating context-aware keen applications protecting the clients' security in the Internet
of Things (loT). In this logic, author display a framework called Semantic Web-based
Context Management (SeCoMan) went for offering an arrangement of predefined
enquiries to offer applications with data about internal position of clients what's more,
objects, and in addition context-aware facilities. SeCoMan utilizes a semantic-
arranged loT vision in which semantic knowledge show a vital part. Indeed,
SeCoMan utilizes Semantic Web for displaying representation of things, thinking
over information to surmise new learning, what's more, characterizing context-aware
strategies. SeCoMan likewise characterizes a layered design, including capacities
identified with the administration of the clients' security in a way that suit loT
prerequisites, furthermore not influencing framework execution nor presenting

unreasonable overheads.
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Lim, Léon et.al. [26] has worked upon the enhancement of internet of things (1oT)
with context awareness in the data propagation and distribution network. In this
scheme the quality of context (QoC) approach has been utilized to control the context
of the data, node or network for the particular traffic flow. This scheme has been
designed with the higher order adaptability to handle complex network model
consisted of the heterogeneous large-scale 10T environments. The owners of context
and the end-customers are linked with the QoC approach, which describes the global,
device based and physics based ontological descriptors are deployed to implement the
attribute based access control and to determine the legitimate users, and that all in the

reasonable expense.

Hosseinzadeh, Shohreh et.al. [27] has worked upon the development of the
context-aware mechanism for role-based access control to create the smarter
networks, which implements the security framework with semantic ability. In this
paper, the data security and privacy model has been developed over the hybrid
ontological structure, which includes the device level ontology and web ontology
language (OWL), which is deployed over the C Language Integrated Production
System (CLIPS). Main aim of the proposed model is designed to create the higher
context-aware model with role-based access control abilities and to achieve the higher

efficiency.
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CHAPTER 3

SCOPE OF THE STUDY

The on-demand services are increasing across the 10T networks, which are
increasing the requirement of the network connections in the data-driven applications
in various fields. The growth of 10T networks are designed to collect the various kinds
of data for weather, water & pollution monitoring, smart city resources management,
home automation, healthcare applications, etc. The 10T networks are consisted of
various nodes with limited resources, abundant resources, home appliances, wireless
sensors, sensor and actuators, etc. This confirms the level of heterogeneity across the
loT networks, which is very difficult to handle with uniform communication
standards. The efficient security implementation using context aware based access
control model for 10T environments based scheme has been proposed. The context
aware based access control model approach is designed to utilize the ontological
knowledge data efficiently in order to optimize the performance of loT computing
environment. This loT approach is required to recognize the type network nodes,
network parameters and other features to employ the authorization based network
security. This framework will simplify the node recognition procedure by using the
ontology, which will be used to describe the node identity, node’s network

performance and data transmission procedures.

18



CHAPTER 4

OBJECTIVE OF THE STUDY

In this work, we have found the research gaps that are outlined in section 3.
The following objectives are identified to meet the above mentioned research gaps. In

this research, few of the following objectives will be considered.

I.  To perform comparative analysis of existing ontology based 10T access control
models based on their functions.
ii.  To propose an intelligent context aware based access control model for taking real
time decisions on efficient authorization of loT devices.
iii.  To analyze the performance of proposed mechanism for IoT access control and

security management in terms of throughput, delay and packet drop ratio.
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CHAPTER S

RESEARCH METHODOLOGY

5.1 Tools Used

The tool which will used to implement this work is MATLAB (MATRIX
LABORATORY) simulator. A computer equipped with i3/i5/i7 processor with 4GB
RAM and 40GBs of empty space on disk is required to run MATLAB simulator.

MATLAB is an information investigation and perception apparatus which has
been outlined with capable help for networks and grid operations. MATLAB has
phenomenal illustrations capacities, and its own capable programming language.

MATLAB permit concentrating and functioning on applications as opposed to on
programming points of interest. It empowers to take care of numerous numerical
issues in a small amount of the time it would take you to compose a program in a
lower level language. . MATLAB betters comprehend and apply ideas in applications

running from industrial and arithmetic to chemistry and financial aspects

5.2 Methodology

The following steps would be incorporated in order to achieve the objectives

defined in section 4:-
i. Literature Survey

This step involves the study of literature on the various ontology based models
in the 1oT domain. Various types of the 10T models would be covered under this step,
which primarily involves the access control models and traffic management using the
loT ontology. The shortcomings and advantages of the existing models are studied,
which helps to create the full proof system design for loT access control and traffic

management.

20



ii. Ontology Representation

This step involves the building and construction of ontology from the loT
networks. The parameters or properties of the 10T nodes, manufacturing details,
network standards, network performance, etc are studied in the existing models in
order to understand their importance. Afterwards, the useful information parameters
would be selected for the construction of ontology base knowledge data to manage the

loT networks.
iii. Simulation Design of Prototype Network

The prototype network would be constructed to simulate the loT networks,
which is used for the testing of the I0T access control model and traffic management
model. The prototype network must involve the heterogeneous nodes in at least two
domains, such as healthcare, vehicular network, house security, weather, pollution,
etc. Their storage and information processing would be performed on the servers
installed on different locations in the city, which produces the higher complexity of

data management.
iv. Machine Learning based Ontology Classification

The machine learning based ontology classification model must be capable of
recognizing the individual nodes, security level, network performance of individual
nodes, calculate the possible traffic paths, understanding traffic flows, etc in order to
take the network decisions. The machine learning model would be used to ensure the
network security in the 10T network with access control mechanism and traffic

management.
v. Performance Evaluation

The performance of the network would be evaluated by using the network
parameters of appropriate parameters. The parameters concerned with security and
performance of the 10T network would be considered for the evaluation of the system

performance.
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5.3 Flow Chart

Yes

Start-up network nodes and
establish the inter-connections
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=

Mark the node malicious,
and advance for further
examination

A
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target server

Stop the simulation and return the
performance parameters

Figure5.1: Flow Chart Representing Methodology
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CHAPTER 6

EXPECTED OUTCOMES

The context based access control framework will implement access control
strategy on each node of 10T by using context awareness. The context aware approach
is included to intelligently monitor the context and behavior type of the 10T nodes in
the network, which is further used to determine the rate of data transfer among the
network nodes. The nodes that will not follow the policy according to the context will
not be provided the access to the network resources under this access control
framework. This work will simplify the node recognition procedure by using the
ontology, which will be used to describe the node identity, node’s network

performance and data transmission procedures.

The proposed framework is scalable and flexible, which means it can be applied to the
variety of 10T networks formed from heterogeneous nodes. Using intelligent learning
process, the framework will effectively recognize the attacker nodes in order to
prevent them from accessing the network resources. This research work will increase
the network performance, which can be measured in the terms of throughput, delay

and packet drop ratio.

i. The proposed framework is expected to improve the ability to take access
control decisions in real time. This will make it efficient and applicable to the
networks equipped with higher number of nodes.

ii.  This research will improve the network performance in terms of throughput,

packet drop ratio and delay.
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CHAPTER 7
SUMMARY AND CONCLUSION

With the advent in technology with every passing day along with the internet
usage all over the world, the scope of 10T is evolving bright. 10T makes our life smart,
easier, faster and comfortable. On the other hand, the invisibility of the information
gathering, management and distribution procedures raises fears. The confidentiality
and safety of 10T consumers could be easily sacrificed. Therefore, the main purpose
of this report is to survey the access control in Internet of Things. Here various types
of access control models, framework and protocols are described, which are used in
loT.

The proposed work will begin with the simulation of 10T network topology,
which further undergoes the ontology specific deployment. The ontology analysis
model will be designed, which will analyze the ontology of each node to determine
the attacker nodes on the basis of their behavior. The context aware ontology
approach will regularly monitor the node performance, which will help to find the
anomaly (or attacking behavior) of the target node. This research work will improve
the network performance, which can be measured in the terms of throughput, delay
and packet drop ratio.
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