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Abstract

The self-configuring type of network in which the sensor node are deployed in such a
manner that they can join or leave the network when they want is known as wireless
sensor network. The nodes start communicating with each other in order to transmit
important information within the network. As this type of network is decentralized in
nature, there are numerous malicious nodes which might enter the network. Due to the
presence of such malicious nodes, the attacks can be triggered which are classified as
active and passive types of attacks. The type of attack in which the raw packets are
flood to the victim node is known as DDoS type of attack. It is an active type of attack.
When the DDoS attack occurs in the network, it minimizes the lifetime of the network
and also increases the overall energy consumption of the network. In order to detect the
malicious nodes from the network which cause the DDoS attack, a novel approach is to

be proposed in this research work.
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CHAPTER 1
INTRODUCTION

1.1 Wireless Sensor Network (WSN)

There are numerous sensor nodes deployed within a wireless sensor network (WSN)
along with one base station in it. The sensor nodes are small sized devices which have
very less power, and cost along with constrained memory, computational and
communication resources. There are numerous spatially distributed autonomous
sensors present within the network which gather the information from their
surroundings and pass it to the base station.

Sink Node

User

Sensor node

Fig.1 Traditional Wireless Sensor Network [1]

The nodes deployed within these networks collect the information from surrounding
environmental areas. All the gathered information is transmitted to the base station
present in the network which acts as a gateway amongst the sensor networks and the
external environment. The storage capacity of base stations is very high and it also
consists of numerous data processing capabilities which can be useful in the network
[2]. The transmitting of important information which is received from the sensor nodes
by the base station is its major task. This information can be accessed by the end user
and can be utilized as per its requirement. Within the area of base station basically the
sensor nodes are deployed which can form groups as per the requirement of the
application. Due to the smaller sizes of the sensor nodes, the sizes of their batteries are
also small. Due to this, the batteries of the sensor not deplete very easily and cannot be
recharged easily as they are deployed in very large areas. Thus, the lifetime of the
network reduces which is a major concern.



The information that is achieved through the continuous monitoring of the nodes is
forwarded to the base station due to which these networks are known as bi-direction
wireless sensor networks. Within the scenarios which require continuous monitoring,
and it is not possible for the humans to monitor the surroundings, which can be possible
by deploying the wireless sensor networks. There are many unique properties of the
wireless sensor networks such as the batteries have limited life time; the sensor nodes
are heterogeneous in nature, the nodes are mobile and so on. Initially, the military application
utilized the WSNs within them in order to monitor the health and military applications. Further,
as per the growth in these technologies, various other applications were also involved such as
automatic manufacturing, home automation, robot control and so on. On the basis of the
information of temperature gathered from the surroundings by sensor nodes, the forest fires
were also detected within various applications.

1.2 Challenges in WSN

There are numerous technical issues which arise during the deployment of wireless sensor
networks. Some of these issues were given below:

* Ad hoc deployment: Within various areas which are infrastructure less, large
numbers of sensor nodes were deployed. The sensor nodes were distributed
within the specific regions through various methods. The connectivity as well as
distribution of these nodes was done by the nodes themselves due to which they
are also known as self-configuring in nature [3].

* Unattended operation: There is no need of providing any human interaction
within the WSNs once the nodes are deployed in the network. The nodes are self-
configuring in nature and can also adapt themselves as per the changes occurring
within these networks
[4].

* Untethered: There is no connection of the sensor nodes to any external energy
source within these networks. Within the sensor node there is limited energy
available which is utilized during the processing and communication amongst the
sensor nodes. The processing within the energy consumption is dominated by the
communication. There should be minimization in the energy consumption to the
utmost possible level in order to utilize the overall energy present in the network
in proper manner [5].

* Dynamic changes: The nature of wireless sensor networks is highly dynamic and
keeps changing. The sensor nodes present within the network can easily adapt to
these changes when higher number of nodes enter the network or in case there is

a node failure in the network.



Fault tolerance: The maintenance of network in such a manner that the failure
of one node does not affect the performance of the complete network is known
as fault tolerance. In order to ensure this, there are numerous adaptive protocols
introduced in these networks.

Security issues: There is an increase in the threats and attacks in WSNs in order
to breach their security. Further, due to the wireless connectivity as well, the
attacks can be caused. Due to the reason that there is an unguided transmission
medium which is highly susceptible to the security attacks, the wireless networks
are highly prone to various types of security attacks in comparison to the other
networks. In order to eavesdrop, the direct candidate can be used due to the
broadcasting nature of the wireless communications occurring here. Within the
wireless ad hoc networks, majority of security issues as well as threats were
identified which are to be resolved through numerous techniques [6].

Synchronization and Localization: The data that is gathered from all the nodes
can be useful to various applications. Thus, the synchronization of these nodes is
very important. Within the wireless sensor networks, the clock synchronization
is a very important factor. Within the nodes present in the network, the clocks are
provided due to which the time is synchronized within these networks. The data
is directly prepared and broken down with the help of worldwide clock present
within the sensor framework. This helps in predicting the future framework
required within these networks. There are also many other issues present in the
network such as the transmission delays. The synchronization of nodes is also
thus not possible due to the absence of any broadcasting clock within the network.

An important test within the sensor networks is the localization of the sensor nodes
which use the relative positions of the sensors. Thus, numerous methodologies have
been proposed in order to solve all such issues. In order to increase the precision
within the networks, the distributed algorithms also play a very important role within
these networks.

Short Range Transmission: In order to minimize the possibility of
eavesdropping, a node, the short transmission range has to be considered within

the WSNSs. This helps in minimizing the possibility of eavesdropping. In order to
provide point to point transmission amongst the nodes, higher transmission power

is required within the long range transmissions. This is the reason that there is an
increase in chances of a packet being eavesdropped within the network [7].

Energy consumption: Within the WSNs, energy consumption is a major issue.
There is limited amount of energy present within the sensor nodes as they are
small in size. The batteries are present within the network which are small and



are not easy to be replaced. Thus, various power-related protocols as well as
algorithms have been proposed by numerous researchers in order to solve this

issue.

1.3 WSN Issues

The design and performance of wireless sensor networks can face numerous isues amongst
which some are listed below [8]:

i) Energy
conservation
ii) Security iii)
Self-
Organization
iv) Time
synchronizati
on iii) Quality
of  Services
(QoS)  iv)
Node
localization

Energy consumption is one of the major issues which have to be considered while proposing
the design of hardware and software within the WSNSs. The practical applications of WSN are
sometimes questioned due to the problems arising as a result of energy consumption.
Synchronization, architecture, data collection, security and numerous other issues also are
important here which need to be resolved by taking numerous measures during the designing
of wireless network. Here, all such issues are to be discussed in order to understand the various
scenarios which might occur in the network.

The factors due to which the performance of the WSNs can be affected are:

) Energy conservation: In order to perform numerous operations within the wireless
sensor networks, the basic requirement is power [9]. Within numerous activities such as
gathering or data, its processing and communication require energy. Even when the nodes
are not performing any tasks, there is a need of huge amount of energy in the components
of nodes when some dedicated operations are to be performed. Once, the energy of the



nodes is consumed completely, the batteries of these nodes need to be changed or
recharged. However, as the nodes are deployed in large areas where it’s not possible for
the humans to go, the replacement of these batteries is almost impossible. Thus, within
the design and development of wireless sensor networks, this issue is very major. The
energy efficient hardware and software protocols are proposed which are applied within
these networks.

[ Security ]

Energy Self

conservation L
organization

WSN Issues

Time Node
synchronization localization

(=)

Fig. 2: Major Issues in WSN

i) Security: Another challenging issue within the designing of WSN is the
maintenance of security of these networks. Not only within the military applications but
also in the huge buildings in order to provide alarms and monitor the surroundings, the
WSNs are deployed. Similarly these networks are also deployed on the airports as well as
in hospitals in order to ensure the safety of the patients [10]. There is a need to protect the
information which is basically travelling amongst the sensor nodes of the network or
amongst the sensors and base stations. If no preventive measures are taken here, the
network might face an eavesdropping attack. It becomes extremely important that every
single node and base station in sensor networks are able to keep a check that the data
received is not a false data and is sent by a trusted sender not by any attacker. The way of
prediction of a network can be changed by false data. It is important that the data which
reaches to the end user must not change at all and its integrity needs to be fully maintained.
The way of prediction of any network can be changed by fake/false data.

iii)  Self-Organization: In WSN, the independence and flexibility of each and every
sensor node is highly important. The nodes must have an ability to heal and organize
themselves as per various situations. The different techniques of topology and deployment



need to be managed by the nodes themselves as there is no set infrastructure for the
management of network.

iv) Time Synchronization: At the time of execution, there is a demand of time
synchronization by many WSN applications. If there is a collaborative sensor network
then to track applications it may require group synchronization.

V)  Quality of Service (QoS): Reliability, data delivery and energy conservation are
few parameters which can be used to define the quality. The QOS is the amount of service
quality offered to the user by any application. QOS is used to enhance signal transmissions
or to improve field coverage. It is highly important to examine the quality of services and
coverage uniformity on a regular basis. If we take a ratio of area covered by sensors to
total area then the result would be QOS. The consumption of energy by nodes which
consume low power can be used to calculate QOS.

vi)  Node localization: This is another one of the most important techniques in wireless
sensor networks. The place estimation can be differentiated into two methods. First is
source localization and the second one is node-self localization. In few particular cases of
target localization, energy dependent methods can also be used. Because of the wide range
of applications which use localization methods some challenges arise during their use.
Several evaluation criteria’s are used for localization in WSN. Self-localization is the
process of locating the unknown location of a node. There is a large number of
inexpensive nodes which are deployed in a dense way to evaluate different phenomena.
To determine the exact location of the target is the most important and prime objective.

1.4 Attacks in WSN: There are number of attacks in WSN some of them are given below:

* Wormbhole: This is a type of attack in which there is a formation of a tunnel by
the malicious nodes and it is kept hidden from other legitimate nodes. This tunnel
is used to send data packets from one malicious node to other. A malicious node
in one area attracts the packets from its area and transmits them to the malicious
node of other area. There are various ways like in-band and out of band ways for
the creation of a tunnel. This kind of attack can put a very huge effect on the
procedure of routing and localization as there is no need to make any changes in
other genuine networks to trigger this attack. Different techniques like packet
relay, high power transmission, wormhole using encapsulation, out of band
channel can be used to establish this attack.

* Blackhole: This is again a very dangerous kind of attack as in this attack re-
programming in different set of nodes can be done by the attacker. This may lead



to the blockage of packets or the attacker can do anything else with the captured
packets like generating false messages but does not forward them to the base
station in WSN.

* Sybil attack: Sybil attack is an attack in which a malicious node can reshape
itself like other different nodes. Multipath routing distributed systems are very
prone to this attack as they have no centralized entity which can be used to verify
the identity of each node.

* HELLO flood attacks: In this kind of attack, HELLO packets are used to
influence different nodes in the network. With the help of HELLO packets the
malicious nodes manage to introduce themselves to neighboring nodes. The
receiving node sometimes believes that it is within the radio range of the sender
but sometimes the HELLO packets
are sent at an extremely fast speed by the malicious node that the receiving node
tends to believe that they are being sent by their neighboring node. Due to this, when
the nodes send the messages to the base station, the messages are sent through
malicious node.

* Denial of Service (DOS) attack: There are various types of DOS attacks which
can be triggered at different layers but the primary motive of these attacks is to
temporarily make the network resources unavailable. If we talk about an example
then at network layer it can result into homing or misdirection and at transport
layer it can be performed by flooding. The complete programming of the sensors
can be manipulated by the attackers. The attackers can be so influential that they
can even place a false sensor in place of a legitimate sensor resulting the
modification of whole circuitry.

* Distributed Denial of Service (DOS) attack: The purpose of this attack is to
prevent authentic users from using website, web service or computer system like
specified network resource. It is a coordinated attack of given target network or
system availability. This attack is indirectly launched through many
compromised computing systems. The secondary victims are those that are used
to launch the compromised systems and primary victims are those that attack the

services.

The attacker in a DDOS attack attains the capability of carrying much stronger attack while
remaining unknown by the use of secondary victims because it becomes very tough for network
forensics to eliminate and detect the actual attacker.



1.5 Types of Distributed Denial of Service attacks

The term jamming is used to define an attack in which the transmission of a radio signal
is interfered by radio frequencies which are being used by sensor network. Jamming
can be of two types: In Distributed Denial of service attack, the transmission of a radio
signal that interferes with the radio frequencies being used by the sensor network is
called jamming [17]. Jamming may come in two forms:

« Constant jamming: This type of jamming implies the jamming of the entire
network.

* Intermittent jamming: In this, messages are periodically exchanges by sensor
nodes.
The communication protocols can be intentionally violated by attacker in link layer,

e.g., ZigBee or IEEE 802.11b protocol and in order to attempt collisions messages are
continuously transmitted. The packets lost by collision are needed to retransmit. By
refusing routing messages a multi-hop network advantage is taken by node in routing
layer. The conclusion is that any node that is affected by attacker will not be able to
exchange messages with the part of network. In case of flooding, that transport layer is
also affected by attack. Number of connection requests is send to malicious node in
case of flooding. The connection requests are handled by allocating resources.

(Attacker)

TARGET

Fig. 3: DDoS attack in WSN



In this attack excessive amount of packets are sent are sent to a server to slow down its pace or
to make the scarcity of resources to the users so that a user can not access the facility.
The Fig. 3 shows the diagram of Distributed Denial of Service attack. It consists of six
nodes or computers name as A, B, C, D and E. In this kind of harmful attack, an attacker
i.e. computer A will send request or packets to compromised computers say computer
B, C, D, E, F and then the server is flooded with thousands of unwanted requests. And
hence user can’t access the resources [17].



1.6 Motivation

The Wireless Sensor Network is the self-configuring network and it is used to sense the
environmental conditions like temperature and pressure. Due to its decentralized nature,
security is the major concern of this network. The security issues can increase the
energy consumption of the network and reliability of WSN. To improve performance
of WSNs the technique is required which detects malicious node from the network.

10



CHAPTER 2
LITERATURE SURVEY

Varsha Nigam, et.al, (2014), has concluded that for working in critical conditions, WSN
has proved out to be a good and reliable technology. The sensor networks can be
deployed at various places such as war zones, buildings or traffic surveillance. If we
talk about one major challenge in the use of wireless sensor networks then it can be the
security issues. In this paper, authors have proposed a profile based protection scheme
(PPS security scheme against DDoS (Distributed Denial of Service) attack. Flooding
of excessive data is the major cause of this kind of attack because of which the
bandwidth of the network is completely consumed by data delivery which affects the
overall performance of the network. [18]. The main aim of authors is to visualize the
effect of DDoS attack in network and identify the nodes that affect the performance of
network. The PPS blocks the attack initiated by the attacker by checking it through
profile based security scheme. A performance metrics can be utilized to evaluate the
performance of the network. If the simulation results represent the same performance
in case of normal routing and in case of PPS scheme, it means that the PPS scheme has
worked with complete efficiency and shows 0% infection in presence of attacker.

Raksha Upadhyay, et.al, (2015), have recommended that wireless network with sensing
and processing information merit is known as wireless sensor network (WSN). WSN
consists of small sensor nodes with transducer, battery, microprocessor along with
storage media. This is prove to be economical and simple solution for different
applications. The WSN have open nature that leads it to be affective for different
security threats. In network, the information and sensor node information is
compromised due to different security attacks such as black hole, wormhole attack,
DDOS attack, etc. The goal of DDOS attack is to infect the network by the drainage of
resource capability. Meaningless messages in large numbers are sent by the attacker to
increase the network congestion and also degrade the life of node and network. The life
of network is directly proportional to battery capacity that draining in battery energy
directly degrades the life of node. In this paper [19], severe problems have been
observed by authors and a solution is proposed a solution to overcome the problem of
power draining due to DDOS attack. In order to simulate and evaluating the
performance of proposed solution for AODV and DSR routing protocols in WSN they
have used Qualnet 5.0 simulator.

11



Raksha Upadhyaya, et.al, (2016), have analyzed that open nature of wireless sensor
networks (WSN) results in more vulnerability to outside attacks. Different attacks such
as denial of service, black hole and sink hole highly affect the overall output of the
network. DDOS attacks the most dangerous attacks which greatly harm and hamper the
complete working of the network. Distributed denials of service (DDOS) attacks are
attacks that are launched by a set of malicious entities towards a node or set of nodes.
In this paper [20], authors have proposed a solution to prevent WSN from DDOS attack.
In proposed solution they have used dynamic source routing (DSR). The concerned
nodes energy is used for detecting and preventing attacks. The proposed scheme
provides a modified DSR with security aware mechanism for DDOS attack. The whole
process is carried out in four steps. The DDOS attack is prevented by examine battery
charge of each node that provides identification of malicious node. Since a sensor
network does not have any blacklist to detect malicious nodes therefore a shutdown
method can be applied to ignore malicious node in the network. This will help in
removing the malicious node from communication and start transferring packet
transmission from alternative routes. The proposed scheme is implemented using
Qualnet 5.2 simulator.

Taranpreet Kaur, et.al, (2016), have analyzed that Wireless Sensor Networks (WSNSs)
is a collection of large number of sensor nodes that have limited capabilities for
collecting sensitive information. There is advancement in this technology that leads to
security as major concerns. In WSN, there are number of attacks like Distributed Denial
of Service (DDOS) attacks. In case of this attack, many attacks are adapted by malicious
node such as flooding attack, black hole attack and warm hole attack in order to disturb
the overall functionality of network. When it is used in military and industrial
applications the risks are more. The constraints in WSN are limited battery power, low
capabilities of nodes etc. The challenge for researchers is to present a security model
that will consider these constraints and provide security. In order to detect and prevent
DDOS attacks, number of researchers has proposed new mechanisms. In this paper
[21], authors did a survey on different existing approaches on basis of various
parameters. This survey will help researchers to improve the existing techniques that
have low false alarm problem and less energy consumption.

Shital Patila, et.al, (2016), have analyzed that Wireless Sensor Networks (WSN) has
wide applications in data gathering and data transmission. There are some weaknesses
in WSN that results in that there sensor nodes are more vulnerable to most of the
security threats. The most popular attack that effect sensor node is Denial-of-Service
(DoS) attack. So, there is need to prevent Dos attack using different techniques. There
are number of techniques that have been used by different researchers for preventing
DDosS attack. In this paper [22], authors have proposed an improved Co-FAIS immune
system for DoS attack in WSN. Co-FAIS immune system is the first real time intrusion

12



detection model that compares current system with normal system to recognize the
attack by using fuzzy logic. But it has some disadvantages such as lacks in learning
capabilities and based on single normal model which does not change over the time
during detection. So, authors have improved the current Co-FAIS system by adding two
learning parameters in fuzzy system that helps in improving the accuracy rate of
detection and improves learning capabilities. The simulation results show that the
proposed system will improve the accuracy rate of attack prevention, reduce the false
alarm rate that helps in recognizing different DoS attack.

13



CHAPTER 3
PROPOSED WORK

3.1 Scope of the Study

The wireless sensor network is the decentralized network in which sensor nodes can join or
leave the network whenever they want. Due to its decentralized nature, many nodes can join or
leave the network when they want. In the network, sometimes, the malicious nodes enter which
can generate the active and passive types of attacks. The active attacks are those which affect
the network’s performance and the passive attacks are those which do not affect the
performance of network. The DDoS attack is the Distributed Denial of Service attack in which
malicious node selects some of the nodes which can flood the victim node. The malicious node
also spoofs the credentials of the legitimate node. In this research work, the technique will be
proposed which detects and isolate malicious nodes from the network which are responsible to
trigger DDoS attack in the network.

3.2 Objectives

1. To study and analyze various techniques for isolation of DDoS attack in WSN.

2. To proposed improvement in mutual authentication technique for the isolation of DDoS
attack in WSN.

3. The proposed improvement will be based on the threshold technique for the detection of
malicious nodes in the network.

4. Implement proposed technique and compare it with existing in terms of various parameters.

14



3.3 Research Methodology

3.3.1 Tool Description:

NS2: In order to analyze the performance of the model that is deployed by the
researcher, the simulation is performed. It helps in computing the performance of the
proposed technique when it is applied in real time scenario. There are two types of
simulators. They are event based and time based simulators. An event based simulator
in which the generated events are triggered within a certain time duration is known as
network simulator version two. The network models are simulated with the help of this
network simulator. There are some latest versions derived for this network simulator
with the advancement in research. The version with higher compatibility with Ubuntu
12.04 is NS2-2.35. Both text and animation based simulations are performed within this
simulator. There are two outputs generated when the object oriented language is
executed. The initial output is the .tr file which is also known as the trace file. Here the
text base simulation is saved within this output. Further, the second output is in the form
of .nam file. This results in providing animation based simulation. There are numerous
applications that utilize this simulator as there is no other simulator which can provide
both text-based and animation based simulations for various applications.

An active attack that is responsible for dropping the data and control packets within the
network is known s the selective forwarding attack. There is a minimization of
performance of network in terms of various parameters when a malicious node is
present within the network. The parameters such as energy consumption, throughput
and delay define the performance of the network which can change as per the
modifications made within the network. In this work, in order to recognize and remove
the malicious nodes from the network, a technique has been proposed. On the basis of
traffic analyzer and threshold values present within the network, there is a technique
proposed. The central controller is chosen within the network depending on the trust
values of the nodes. Depending on the data packets that are re-transmitted within the
network, the trust value of the node is computed. There is a central controller node that
registers each node according to IP, MAC address and the current data. The bandwidth
required for communication related to the base station is assigned using the central
controller node.

Depending on the hop count and sequence number, a secure and efficient path is
generated from sensor node to base station. The data is transmitted from the sensor
node. Further the central node checks individually each node in a random manner. The
nodes that have threshold unequal to the decided threshold value are to be detected and
presented as malicious node within the network. For removing such malicious nodes
from the network, a multipath routing method is presented here.

15



3.3.2 FLOWCHART

START
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Deploy the network with finite
number of nodes
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proposedechnique
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3.4 Expected Outcomes

Following are the various expected outcomes of this research:

1.  The DDosS attack reduces the network efficiency by flooding the network with raw
packets. This leads to increase energy consumption of network and reduce network
lifetime. The proposed improvement leads to detection of malicious nodes which
increases the network lifetime.

2. When the DDoS attack triggers in the network, the network throughput is reduced
and packet loss increases. The proposed improvement increases the throughput and
reduces packet loss in the network.

17



CHAPTER 4
CONCLUSION

4.1 Conclusion

In this research work, it has been concluded that Wireless Sensor Network is the self-
configuring network due to which some malicious nodes enter the network which are
responsible to trigger active and passive attacks in the network. The DDoS attack is the
Distributed Denial of Service attack in which the malicious nodes flood the victim with
the raw packets. The technique of threshold will be proposed which detects and isolated
malicious node from the network. The proposed improvement leads to increase network
lifetime, throughput and reduce network delay.
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