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ABSTRACT

| The trend of wireless sensor networks is increasing day by day in today‘s
world. Nowadays in every field of our life sensors and sensor networks are gaining
higher importance such as, health services, defence sectors, civilian services, food
industries, manufacturing plants and also in research areas. But due to various
limitations of sensor networks such as broadcasting nature, limited power, dynamic
topology and lack of central coordination, sensor networks are prone to variety of
security attacks and failures. So we need to handle these vulnerabilities very carefully
so that its functionality or features will not get affected adversely while in transit of
communication. In this work, we proposed "HYBRID ENCRYPTION ALGORITHIM
IN WIRELESS BODY AREA NETWORKS [WBAN]”, that consists a complete set of
steps that we can use in achieving authentication, generate key and encrypting data to

secure the communication between the senor nodes and the base station.
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CHAPTER 1
INTRODUCTION

The Wireless Body Area Network is part of Wireless Sensor Network in which both
indoor and outdoor patients are monitored using sensors and wireless technology. The
critical phase of monitoring is transmission of real time data from remote location to
hospital community cloud, when patients outside the hospital at some remote location
and is connected hospital cloud using internet connection. So there is need to encrypt
the data collected by sensor from patient before transmission. The paper is presenting
the new concept, Hybrid Encryption Algorithm [HEA] that is suitable for ad-hoc as
well as for wired networks also. The algorithm not only considers security of data but
also the various constraints of sensor networks like battery power, bandwidth, limited

processing capability, dynamic topology etc.
1.1 Wireless Sensor Networks

Wireless sensor network consists, a group of autonomous sensing devices that are
deployed over a particular geographic region or in some hostile environment for sensing
physical and environmental conditions (such as temperature, humidity, pressure, etc.)
or for monitoring & analysis purposes. It consists of an array of autonomous sensors &
each sensor network node is capable to sense phenomena, perform computations on
collected data & to communicate this data with rest of network nodes. A sensor node

has typically several parts: a radio, transceiver, antenna and microcontroller.

Due to the broadcasting nature of the network & deployment of nodes in hostile areas
or hazardous environments. This makes the networks prone to the various kinds of
attacks and potential threats. Besides all this the dynamic network topology and limited
resources availability, this makes these ad-hoc networks, implementation difficult. So
the major challenge in ad-hoc networks implementation is security of data and resource
usage. The limited availability of power resource and memory space limitations makes
implementation of high level security a daunting task. There are two main problems
that arises in wireless ad-hoc networks related to security algorithms. First, the
complexity that security algorithms adds should be very low (in messages), because



every bit (of message) that is processed by the sensor node needs power and thus
decreases battery level of the sensor node for every second that computation needs.
Second, the memory usage by processing activities in the node (encrypted text and
cipher key), should be minimized to very less because in sensor nodes we have limited
memory spaces and limited bandwidth available. Due to the various constraints of
wireless sensor networks such as limited battery power, limited bandwidth, limited
processing capability of nodes and dynamic topology the implementation of the
complex & powerful algorithms is not possible. So we needs to select the algorithm,
which will provides better security, less computations, low power consumption & small

sized output.

The main aim of designing the sensor networks is to collect and analyze the real time
data in hostile environments or hazardous locations, where human access is not
possible. Because of this property of senor networks, they are used in various
applications surveillance and monitoring like battlefields, terrains, simulations, nuclear
sites, space etc. The combination of sensing technology with the network technology
makes it greater for wide variety of application and usages. Popular wireless sensor
network applications include remote patients monitoring, wildlife monitoring,
environmental monitoring, warzone surveillance, intelligent communications,
industrial quality control, smart buildings, traffic monitoring etc. Our topic is related to

the application of the wireless sensor networks in healthcare system.



1.2 Wireless Body Area Networks [WBAN]

WSN has wide variety of application and usages everywhere particularly in healthcare
system and defense industry. In healthcare system they comes under wireless body area
networks [WBAN]. The WBAN consists of a group of small autonomous sensor node
of different types that are wore by person or may be implanted on the patient’s body in
order to measure the various physiological activities (like ECG, EEG, EMG etc.) &
record them continuously for medical observation. The sensed data recorded by the
sensors is sent to the hospital community cloud for diagnosis purpose where the
clinicians (doctors) monitors the patients remotely. The physiological sensor is
electrical equipment that is capable of sensing the various physiological condition. The

most commonly used physiological sensors are:

ECG sensor:-Monitors heart functioning.
EMG sensor: - Monitors muscle functioning.

EEG sensor: - Monitors brain functioning.

There are also other types of sensors like Blood Pressure, Tilt, Movement,

Breathing, Temperature etc.

WBAN suffers from the same constraints as we discussed for wireless sensor networks
like bandwidth, performance, dynamic topology, battery power etc., which makes them
vulnerable to security attacks. However WBAN has been successfully deployed, in
healthcare areas that includes monitoring of patients health remotely and e-health
services. On connecting WBANS with the cloud, this increase its robustness, flexibility,
availability, thus overall throughput with sharing of data and computations among
different devices located in the cloud. Thus we can increase memory storage and

computation power by connecting the WBAN network with the cloud to larger extent.
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Figure 1: Wireless Sensor Networks in Healthcare systems.

In the proposed framework, we are going to implement the HEA algorithm on every
the sensor node who is collecting physiological data form patients body and sending it
to the sink (via PDA, Mobile, Laptop) that is hospital cloud, where doctors and other
clinicians monitors patients body activities. In the whole scenario are dealing with
WBAN, we have heterogeneous network clusters, so each node will act as its own
cluster head, sending data to sink (hospital cloud) individually. The connection with
sink is established through intermediate devices (viz. Mobile, Laptop, PDA, RBS,
GPRS, WDCMA, LTE) using the HEA procedure step by step. We apply HEA at every
sensor node interface, which encrypts the data collected, after fixed intervals of time.
The encrypted data is then sent to sink via some nearest intermediate device (Mobile,
Laptop, PDA, RBS etc.). The Figure: 1 explains the whole scenario. Remember in case
of WBAN we have two types of patients, indoor patients and outdoor patients. Indoor
patients are connected to hospital cloud through WLAN of hospital which is kept secure
using firewalls, IDS etc. The outdoor patients are connected through internet to the
hospital cloud. So the risk of attacks and intrusions is more, that is the reason we are
using HEA.



CHAPTER 2
REVIEW OF LITERATURE

To date, many cryptography algorithms have been proposed but a most of them are not
suitable for WSNs, due to the various constraints of ad-hoc networks. Encryption, the
process of encoding information into non readable form in order achieve the
confidentiality, is of two major categories. One is symmetric and another is asymmetric.
Symmetric uses single key for both encryption as well as for the decryption. The most
commonly available symmetric algorithms for encryption includes Advanced
encryption standard algorithm (AES) and Data encryption standard algorithm
(DES).The another type is asymmetric cryptographic algorithm, commonly known as
public-key cryptographic algorithm. It needs two different keys for encryption and
decryption data. Elliptic Curve Cryptography (ECC) and RSA are the most known
asymmetric algorithms for encryption. Elliptic Curve Digital Signature Algorithm
(ECDSA) and Elliptic Curve Diffie-Hellman (ECDH) are based on ECC algorithm.

Both asymmetric and symmetric cryptographic techniques offer both
disadvantages and advantages. Symmetric encryption techniques are efficient and cost-
effective methods available for securing data however; sharing the secret key is a
problem. On the other hand, asymmetric techniques solve key distribution problem but
they takes more processing time in contrast to symmetric encryption and consume more
resources. Therefore, the best solution is using of both techniques. This combining
approach tries to get the advantages of both algorithms and also avoids the
disadvantages of both techniques. For integrity check we use hashing techniqgue MD5
that computes the finite sized hash value for a data set or message. MD5 algorithm is
the most accepted and widely used hash function for cryptography. It produces 16 byte
(128-bit) hash value The MD5 has been used in lot of security areas till date.



In 1980, R.C Merkle [1] was first to develop protocols for public key cryptosystem.
The protocol developed by him are still used in all the cryptosystems that are present
today and also in new ones that are evolving. There are different types of protocols for
different types of digital signatures and public key distribution methods. These

protocols varies in size and standards when compared to one another.

In 1996, M. Bellare, H.Krawczyk, and R.canetti [2], proposed hashing method for
message authentication "HMAC". They developed Keyed hash function for message
authentication. In modern days almost every internet application and protocol uses
different types of hashing and message authentication procedures. These mechanisms
are simple to implement and are supported by all the types of networks and application.
In turn they provides them best security strength. The hash functions are irreversible,
that means we can calculate hash value of any message but we can’t get back the same
message from that hash value. The different type of hashing functions are md5, SHA,
NMAC, UMAC, NMAC etc. they all provides different types of security strengths.

In 2000, Xaiodong and Wanger [6], proposed “The practical techniques for search on
encrypted data”. The main point of their focus was on securing the searching of data
that is stored online in various types of trusted and untrusted servers, in the form of
emails, files, databases etc. They implemented cryptosystem in order to secure the
searching keywords that were used while data retrieval. The system was also meant to
prevent untrusted server to know anything about the message stored in encrypted on it.
The main aim was to maintain the secrecy of the searching keywords in order to avoid
compromise of the stored data on untrusted servers

In 2002, Perrig and Robert [7] proposed security protocol for wireless sensor
networks SPINS, as we know the sensor networks are susceptible to numerous
vulnerabilities, due to its broadcasting nature. The protocol is using two sub protocols
“Secure Network Encryption Protocol” [SNEP] and micro version of “Timed, Efficient,
Streaming, and Loss-tolerant Authentication Protocol” [uWTESLA]. The first one was
providing, Authentication, Confidentiality and Integrity of data sent and received and
was also preventing replay attack by providing data freshness auditing. The second one
that is micro version of TESLA was providing authentication of data being broadcasted
by nodes in resource constrained environment and was also preventing the loss of

energy while transmission.



In 2004, P. Golle, J. Staddon, and B.Waters [3], proposed ‘“secure conjunctive
keyword search over encrypted data”. The system proposed was mainly consisted of
“search criterion methodology” for server and “search keyword”. The method was
providing the way to store encrypted documents on untrusted servers. In order to store
the encrypted document on untrusted server, the user has to provide a set of keywords
to the server and also some extra information about that document like its size or format.
For retrieval the user was providing the server search criterion capability permit, and
also the same keyword and information about that document that was given while

storing. This was allowing server to spot that document precisely.

In 2010, Xueying Zhang [22], proposed, “Energy efficiency of symmetric key
cryptographic algorithms in Wireless Sensor Networks. In the proposed schema, that
includes examination of the energy efficiency of symmetric key algorithms when
applied on wireless sensor networks. The proposed system calculates the computational
cost in terms of energy, CPU time for data encryption and decryption etc. The system
is evaluated with other symmetric key ciphers and by applying all of them to noisy
channel in a WSN and their performance and power consumption is calculated.

In 2010 Yang Zhao [24] introduced “A co-commitment based secure data collection
scheme for tiered wireless sensor networks”. Wireless sensor networks that are
susceptible to various security attacks, mostly to the attacks that are carried on storage
nodes that processes the data buffered from sensor readings. To overcome this problem
the proposed architecture introduces Secure Data Collection Protocol (SDCP) to
support time based queries in tiered WSNs. With small overhead introduced to data
communication, Secure Data Collection Protocol (SDCP) maintains both data integrity
and data confidentiality. The proposed scheme is co-commitment schema for
supporting data queries that are time based. In case while facing of data loss, the
protocol easily distinguishes between normal communication signal loss and security

override with higher probability without increasing system overhead.

In 2010, Subasree and Sakthivel [36], proposed security algorithm architecture pin
which, a given plain text is encrypted using ECC algorithm. The generated cipher text
IS sent to receiving station by using secured medium. To generate the hash value MD5
is used, which is then encrypted by using DUAL RSA algorithm. The produced cipher
text of the hash value is sent to the destination. In this algorithm it is difficult to extract



the hash value and the plain text because due to complex encryption by DUAL RSA
and ECC. The new hash value is generated using MD5 compared with the existing one
for the integrity checking. It has one disadvantage that it is slow due to ECC and DUAL
RSA. Another problem is, if private key got compromised, the entire messages can be
read. The third limitation is size of bits generated in the algorithm that is huge. So it is

not suitable for wireless ad-hoc networks

In 2011, V Upadhyay and P Kashyap [4], both proposed DES security algorithm
architecture for wireless security networks. Their goal was to secure the information
produced by the sensor networks with such an algorithm that will not only encrypt the
data but also operates on the lower cost for per bit encryption. But due to the various
security risks in wireless sensor networks, the algorithm was susceptible to the various

vulnerabilities.

In 2011, Jing shi [26], proposed “A Spatiotemporal Approach for Secure Range
Queries in tiered Sensor Networks”. As we know the cluster head in sensor networks is
responsible for transmitting the data of other nodes as well as responsible for answering
the incoming queries. . So the cluster head is susceptible to more attacks as compared
to other nodes, and in case if it is compromised, it will leak the sensitive data and may
also return false or incomplete data in response to query.to overcome this problem the
proposed system uses bucketing techniques to ensure only secured range of queries in
event driven two tired wireless sensor network. The proposed system was providing
confidentiality to the data collected by cluster head, to prevent reading it and was also
higher probability check to the query in order to know whether it is complete,

incomplete, malicious or false.

In 2011, Ashok Kumar [25], proposed key establishment scheme for WSN using post
deployment knowledge. Due to the resource constraints and security concern, the
pairwise key establishment in sensor network is tedious job. To overcome this
limitation the proposed system introduces novel version of the key prioritization
method using post deployment knowledge. The proposed scheme provides better

security and network connectivity.



In 2011, Dubal [33], proposed security algorithm in which the given text is enciphered
by the key produced ECDH. Dubal used DUAL RSA as an encryption algorithm. The
calculated cipher text and digital signature generated are by the ECDSA algorithm for
more authentication security are appended wand sent to destination. In parallel, the
algorithm calculates the hash value of this cipher text by using MD5 algorithm. After
this cipher text and the signature are sent to the destination through secured channel. At
the destination the hash value is first calculated after that it is compared with the
signature, for the verification of the digital signature received with ciphered message.
After that decryption of encrypted cipher text is done by DUAL RSA (Sun et al., 2007)
to get the actual plaintext. In this algorithm, the used asymmetric encryption algorithms
(DUAL RSA and ECDH) are slow as compared to symmetric encryption. In addition,
the attacker can decrypt the messages if he/she can determine the private key. The

requirement of secured channel is also a problem.

In 2011, Zhu [30], proposed his algorithm that was using hybrid architecture. The
algorithm was using symmetric encryption algorithm to encrypt the plain text. The key
and digital signature were encrypted with asymmetric algorithm, that algorithm was
using for symmetric encryption. To encrypt the message the sender was using the AES
algorithm along with its secret key. The key shared is only used once for encryption
and decryption in order to ensure the security. The receiver only accepts the information
after signature verification. The problem with the algorithm is that it suffers from the
low security, due to encryption of message in single phase, that eventually leads less
complexity thus make it more vulnerable to the cryptanalysis attacks.

In 2011, Ren and Miao [18], they proposed hybrid architecture, in which to transmit
data the DES. The DES block encryption algorithm with higher efficiency as compared
to its counter parts. The key that algorithm uses is encrypted with the RSA algorithm.
RSA is best in key management ciphering. The 64-bit DES key is only used once for
encryption. The sender gets new keys from key center which manages public keys. The
session key is encrypted with RSA. The sender finally sends the combined cipher text
generated from DES encryption along with the session key. The algorithm is using DES

along with RSA and both of them are weak. So it provides low security.



In 2012, Sadagat and Bilal [5] proposed comparison on the basis of analysis that they
did on different types of encryption techniques and cryptographic algorithms by using
MAC ad-hoc networks. The ad-hoc networks are growing day by day and are becoming
necessary part of our day to day life. But the most common issues in ad-hoc networks
IS its restricted resources and dynamic topology. Their analysis work was investigating
various cryptographic techniques likes’ asymmetric key symmetric key cryptography
and cryptography. Not only this but it also compares different techniques for encryption
like block cipher (viz, RC2, RC5, RC6), stream cipher (viz, RC4), and hashing methods
(viz, SHA, SHA1, MD, MD4, MD2,). Their work resulted in providing the technique
for selecting algorithms as per need by selecting different comparison matrices for
communication device that includes details of processing time ,energy consumption, ,
memory expenses that satisfies both the needs as well as security for ad-hoc

environment.

In 2012, Kumar [35], proposed hybrid algorithm architecture for message encryption.
In this algorithm, the plain text is first encrypted with AES algorithm and then with
ECC algorithm. After that the MD5 is used to calculate hash value of this encrypted
cipher text. The hash value is appended with the cipher text and the sent to destination.
At destination side, the Hash value is first evaluated and integrated. After that, cipher
text is decrypted by AES and ECC decryption algorithms. This algorithm is a
combination of both symmetric and asymmetric cryptographic techniques. However,
the processing time for encryption and decryption is double than normal algorithm
because the plaintext is encrypted sequentially by both AES and ECC.

In 2014, Farruk and Aftab [29], proposed cloud-based healthcare framework for
security and patients' data privacy using wireless body area networks. The proposed
system uses multi-biometric based scheme to get random and secure key. However in
the existing system the number of attacks are possible due to poor communication
architecture. As well as there are number of problems related to complexity of
algorithm, which effects the storage space, device’s life & execution time. Though
there is no bound on senor nodes like authentication of node, registered nodes of
network, known node or friendly nodes, so attacker can also send the malicious message
in the network acting as a true node in the network. The attack may be spoofing type or
of snooping type either to the disturb communication process or to gain to secret

10



information in the network. In the existing system there is no bound on message
freshness (timestamp checking) so the various attacks like Dos attack, DDos attack,
Synchronization Flooding attack are possible. The, another attack that is also possible
iIs man in middle attack. As it clearly visible while sending the message (m1) in first
transaction the contents of message are not encrypted, so if someone will capture the
m1 and replace id of sender with his own id he will get access to the network easily.
Another weakness of proposed algorithm is complexity. The generation & usage of
multi-biometric key in the system increases complexity in terms of storage,
computations & power consumption & execution time. Since the whole system is
dealing with the wireless sensor networks where every resources is limited. So the

proposed system fails here.

In 2015, Rawya Rizk and Yasmin Alkady [32], Two-phase hybrid cryptography
algorithm for wireless sensor networks. The proposed system uses two-phase hybrid
cryptography algorithm (THCA) for data encryption in wireless sensor communication.
The framework introduces a new method of cryptography by merging both symmetric
and asymmetric techniques in order to produce the new hybrid encryption algorithm.
This technique avoids the disadvantages of the existing both symmetric and asymmetric
algorithms & achieves high security level without increasing the execution time.
However the problem in the existing system is the use of secret key for AES encryption.
Although the key is encrypted with ECC algorithm but anyone who will know any of
the parameter like trust center public key (TCPK) can easily decrypt the half block of
cipher text (ci).

As we know the algorithm is using DUAL RSA & so the algorithm is
susceptible to prime factorization attack with which we can easily calculate the key.
Thus decrypt the remaining half block of cipher text (Ci). The algorithm uses XOR
DUAL RSA the algorithm which is neither QCR (Quantum computer resistant) nor
NGE (Next Generation Encryption) algorithm. Another problem of the algorithm is the
computational complexity, the given algorithm uses ECC, AES & DUAL RSA in
encryption. & in decryption the same algorithms are used ECC, AES & DUAL RSA
i.e. total six algorithms are used. This consumes lot of power as well as increases the
encryption & decryption time of messages & cipher text. Since we all are aware that in

sensor networks we have a lot of constraints like limited battery power, low

11



performance chips for processing & execution time of algorithms etc. The, another
problem is DUAL RSA key size which is mainly 1024 bits in normal. Thus good
amount of storage is required to store key & intermediate results, unfortunately which

is not available in case of wireless sensor networks.

12



CHAPTER 3
PRESENT WORK

3.1 Problem Formulation

3.1.1 Introduction

The proposed framework consists of sensors that are implanted or attached on the
patient’s body. These sensors are of different types viz, ECG, EGG, EMG etc. They
collects physiological data from the body of patient, the data collected is sent to nearer
base station and then transmits it to the hospital cloud’s servers securely via some
intermediate devices (Laptop/PDA) and base stations (RBS), here the doctors and other
medical staff take the readings of the data and then provides treatment to the patient
accordingly. In the proposed system we are dealing with the heterogeneous sensor
network where all the nodes are of different types. Thus there is no need of cluster
formation or cluster head selection, as we have limited number of sensors attached to
the patient’s body and all of them are of different types in their working sense and

technology.

3.1.2 Details of Proposed System

In this phase the patient who is going to use the wireless sensors for medical
observation, the hospital community will provide him the unique registration number
(RN) & the number is kept confidential. The different types of sensors are implanted or
attached on the patient’s body depending on types of illness. These sensors are given
unique ID’s (NID) under the given registration number. So each sensor on patient’s

body will be identified with unique registration number (RN) and node ID (NID).

13



3.1.2.1 Registration Phase

In this phase the patient who is going to use the wireless sensors for medical
observation, the hospital community will provide him the unique registration number
(RN) & the number is kept confidential. The different types of sensors are implanted or
attached on the patient’s body depending on types of illness. These sensors are given
unique ID’s (NID) under the given registration number. So each sensor on patient’s
body will be identified with unique registration number (RN) and node ID (NID).
Attached on the patient’s body depending on types of illness. These sensors are given
unique ID’s (NID) under the given registration number. So each sensor on patient’s

body will be identified with unique registration number (RN) and node ID (NID).

3.1.2.2 Authentication Phase

Before any actual transmission of data between the base station (hospital cloud) and the
sensor nodes both needs to authenticate each other for prevention of any attack viz.
malicious node, man in the middle attack or worm hole etc. In order to authenticate the
sink nodes with the base station and vice versa, few computation are done on both base
station server side as well as the sink node side. Both sides, uses registration number
(RN), node id (NID), and the time stamp (TM) for authentication and message
freshness.
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Table 1: Authentication process

Sensor Node Base Station

Compute
m1=H(RN+NID)||RN|ITM
(send)

Extract H (RN+NID), RN, TM from received m1.Fetch details of
RN from databases and find corresponding NID value. Compute H
(RN+NID) and compare it with received one for integrity check
and authentication.

Compute m2=H(NID)||RN||TM (send)

Extract H (NID), RN, TM
from received m2. Compute H
(NID) and compare it with
received one for integrity
check and authentication.

NID: Node ID.

TM: Time-stamp value.

RN: Registration number of patient.

H:  MDS5 Hash Function.

ml: Message sent by sensor node to base station server.
m2: Message sent by base station server to sensor node.

After the successful integrity checks on the both side the authentication will be
achieved. Now the sink & base station can communicate with each other & can send

sensitive data to one another as both are authentic.
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3.1.2.3 ECHD Key Exchange Phase

This phase includes they exchange of key between sink node & base station that
will be used for data encryption & decryption on sink node & base station side
respectively. The algorithm is used to exchange the key between sender and receiver is
ECDH (Elliptic curve Diffie-Hellman (ECDH)).

The domain parameters for ECDH are:

Table 2: ECDH domain Parameters

P Field (modulo p)

a, b Curve Parameters
G Generator (Base Point)
N Order(G)

H Co-factor

All of these domain parameters are public.

Elliptic curve equation:

y>=x3+ax+b

The steps of ECDH-key generation on both sides are given below:

I.  First the sink node will pick up a random key g, such that 1< g <n-1. This will
be his private key.
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VI.

VII.

Similarly the base station will also pick up a random key a, such that 1< <n-

1. This will be his private key.
Sink node will compute S=p G, and base node will compute B=a G.

Now both will exchange the S and B though an ordinary channel. “There is no

need of secure channel ”.

Now sink node will have B= (xB, yB) & base station S= (xS, yS). So they both
will multiply the received B, S with their private keys to get final keys:

Key of sink node P=a.p.G.
Key of base node Q=0a.p.G.

After computations, the final key K will be on both sink node side as well as

base station side:
K=a.p.G.

The final key K of ECDH will consist X, y coordinates like K(X, y).

The steps of ECDH-AES key generation on both sides are given below:

After generating ECDH key successfully on the both sides of sink and base station, the

generated key is going to be used for ECC-128 bit encryption-decryption process. For

AES-128 bit encryption-decryption process, another key of 16-bytes will be generated

by using existing ECDH key. The generated ECDH key [K(X, y)] that consists of x and

y coordinates will be used to generate 16-byte AES key. In order to generate that key

on both sides of sink node and base station, the steps given below are going to be

followed:
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First the values of x, y will be rounded to the nearest integers, so as to convert

these values into integer form if they are in real form.

The second step will be, if the numbers are less than 1 then add prime number

3ifitis x otherwise add prime number 5 ifitis y.
If[x<=1] then
X=X+3
If[y<=1] then,
y=y+5
The third step will include squaring of both x, y.
X=x2 &Y=y

Now the 16-byte key will be calculated by squaring and cubing values of x and

y alternatively along with calculating mode of each value.
The next values will be the alternative squares and cubes of previous values.
K1 =X?mod 99.
K2 =Y 2mod 99.
K3 = (X*X? mod 99.
K4 = (Y *Y® mod 99.
K15 = (X**X? mod 99.

K16 = (Y “*Y® mod 99.
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VI.  These values from K1 - K16 will be converted into the hexadecimal equivalents
and the act as 16-byte AES-128 Key.

Table 3: Generated ECDH-AES key

K1 K2 K3 K4

K5 K6 K7 K8

K9 K10 K11 K12

K13 K14 K15 K16

3.1.2.4 Encryption Phase

The proposed framework uses Hybrid encryption algorithm (HEA). For encryption this
algorithm divides the plaintext of message into ‘n’ number of smaller units or blocks
‘Ni’ each of 128-bit in size. These units are further divided into two parts Mi (1: n/2)
blocks, and mi (n/2+1: n) blocks. In case if the nth part is not equal to 128-bit size the

algorithm pads the block with null bits in order to make it equal to 128.

In step 1, the first n/2 blocks ‘Mi (1: n/2)’ are encoded by with ECC-128-bit algorithm.
The algorithm uses key ‘K’ produced from ECDH algorithm. The first part is
enciphered in the following way:

Mi =32 (Ni) 1<i

P
IA
NIB
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Elliptic Curve encryption function ECC_enc() enciphers the Mi (1: n/2) with key K
generated by ECDH algorithm. The cipher text produced will be

Ci =ECC_enc ( Ni, K)

In step 2 that will be performed in parallel of step 1 the remaining n/2 blocks ‘mi
(n/2+1: n)’ are encrypted using AES-128 encryption algorithm. In this algorithm the
key ‘Ki-16” generated by ECDH-AES algorithm is used for encryption. The cipher text

produced will be:
mi =Y=% - (Ni) g+1SiSn

TSi=G+1)

Advanced encryption standard function AES_enc() enciphers the mi (n/2+1: n) with

key Ki-16. The cipher text produced will be

ci =AES_enc (Ni, Ki-16)

MDS5 hashing algorithm is used to generate hash values of the cipher texts Ci and ci.
Hi =MD5 (Ci).
hi =MDS5 (ci).

And, finally, cipher text C which is generated by padding Ci and ci is sent to the base
station node. The hash values Hi and hi of the corresponding cipher texts Ci and ci are

integrated (H =Hi +hi) and are sent along with message to the destination.
C=Ci+cli

H = Hi +hi
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3.1.2.5 Decryption Phase

In decryption, the received cipher message C which is in encrypted form is

divided into ‘n’ number of blocks *Ni’ each unit is of 128-bit size. The blocks are then

grouped into two separate parts. The first half consists ‘Ci’ (1: n/2) blocks and second

half consists “ci’ (n/2+1: n) blocks. For integrity check of received cipher text either to

accept or reject the hashing is done by using same hashing algorithm are used by sender.

In order to get the first half block of plain text, the first half of received message ‘Ci’

(1: n/2) is decrypted by using ECC 128-bit algorithm decryption phase.

Ci =xi=?/(Ni) 1

IA
IA
NE

Mi = ECC_dec (Ci, K)

‘M’ is the first part of decrypted text. The remaining n/2 blocks ci (n/2+1: n) are

decrypted with AES-128 bit algorithms decryption phase as follows:
ci =X=%  (Ni) S+1<i<n

i=(3+1)

mi =AES_dec( ci, K)

‘mi’ is the other part of the decrypted text.

The process of decryption of ‘Ci’ and “ci’ goes in parallel like as in encryption.

Finally after the complete decryption of whole cipher message the blocks are
combined in same order as divided to get the complete message.

M=Mi+mi
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3.1.3 Algorithms
3.1.3.1 Encryption Algorithms

The hybrid encryption Algorithm proposed for encryption is as follows:

Input:
P=Plain text
K =Key generated using ECDH
S= (Block size 128-hit)
Output:
C= Cipher text
C i= Cipher text produced with ECC
ci = Cipher text produced with AES
H= Hash value of Cipher text
Hi= Hash value of first part of cipher text

hi= Hash value of second part of cipher text

1. n=P/S;
2. seti=1;
3. do

4.{

5. Mi =Z?=1(Nl) 1<i<n/2
6. Ci =ECC_enc (Ni, K);

7. Hi=MD5 (Ci);

8. i++;

9. }

10. while (i<n/2+1);

11. i=(n/2+1)

12. do

13. {
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n
14. mizz _(ND §+1SiSn

i=+1
15. ci=AES enc (NI, K);
16. hi=MD5(ci);
17. i++
18. }
19. while (i < n+1);
20.C=Ci+ci;
21.H=Hi+hi;

3.1.3.2 Decryption Algorithms
The hybrid encryption Algorithm proposed for deryption is as follows:

Input:
Hi’= Hash value of first part of received cipher text
hi’= Hash value of second part of received cipher text
C= Cipher text
Ci= Cipher text produced with ECC
ci = Cipher text produced with AES
H = Hash value of Cipher text
K = Key generated using ECDH
S= (Block size 128-hit)
Output:

P=Plain text

1.n=C/S;
2.seti=0;
3.do
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4. {

n/2

5. Ci= )27 (Ni) 1<i<n/2

6. Hi’=MDS (Ci);

7. hi’=MDS5 (Ci);

8.

If (Hi=Hi’) & (hi=hi")

9. {

10.
11.
12.
13.

M i = ECC_dec (Ni, K);
i++;
}
}

14. while (i < n/2+1);

15.
16.
17.

18.

23.
21.
24.
25.
26.
217.

i=n/2;
do

{
ci= Z?=§+1 (Ni) 1<i<n/2

mi = AES_dec (Ni, K);
i++;
}
}
while (i < n+1);

P=Mi+mi;
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3.2 Objectives of the Study

As we know wireless sensor networks inherent various limitations such as low energy
capacity, less computational power and limited storage facility etc. So the principal
objective of this study is to design an appropriate encryption system for wireless sensor
networks and to figure out an analysis of various parameters and factors of the proposed

system.
The main objectives of the proposed system are as under:

1. To achieve Mutual authentication in data transmission between base station and

sensor nodes.

2. To propose how to generate secured key for AES and ECC algorithm using
ECDH algorithm.

3. To propose new encryption algorithm “Hybrid Encryption Algorithm” in order
to secure the transmission of data.

4. Comparing the proposed system with the existing system in terms of its various
factors such as Mutual authentication, Key generation, Cipher text size

(memory usage), Encryption & Decryption time and Complexity.
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3.3 Research Methodology

3.3.1 Assumptions and parameters of interest
1. The sensor nodes that are implanted or wore by the patient who is at remote location.

2. All the sensor nodes are heterogeneous, so there is no need of choosing cluster head

while data transmission.
3. The data collected by the sensors is in numerical form.

4. The reading collected by the senor is not transmitted frequently rather it is stored in
buffer of sensor, so that the fair amount of data is collected then it is sent after regular

intervals.

5. The data collected by sensor node is encrypted at the sensor node before it is being
sent further.

6. The data collected by sensor node is sent to nearer intermediate device
(Laptop/PDA), which transmits it further to hospital cloud’s servers via RBS.

7. The hospital categorizes the data received from sensors into different types on the

basis of provided sensor node Id’s.

8. The data of different patients is categorized on the basis of provided registration

numbers.

9. In our system we are considering that there are two separate processing units where

ECC and AES-128 algorithms are executed in parallel.

10. Another assumption is that the data collected by sensors is encrypted simultaneously

and are sent after fixed intervals of time.
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3.3.2 Factors for consideration and comparison

1. Mutual authentication: It includes authentication of the base station (hospital
community cloud server) by the sink node and vice versa. This study assumes that
the nodes that all node who are collecting data from patients body are authenticating
base station separately and base station also authenticates them separately on the

basis of provided node Id’s and registration numbers.

2. ECDH & ECDH-AES key generation: it includes generation of secured key by
using ECDH algorithm. The key generated is more secured and does not require any

secured separate channel for sending it to other end.

3. Cost trade off: The new proposed algorithm uses less number of steps to generate
cipher text. More the number of steps, means more the cost burden, in terms of

processing time, battery consumption and memory usage.

4. Execution time: The new proposed algorithm generates small sized cipher text as
compared to the existing system. And for each bit of cipher text generated the more
processing power, more battery power and more memory space is required. The new

system has shorter execution time as compared to the previous systems.

5. Algorithmic complexity: The space and time complexity of proposed algorithm
is less than existing algorithm and the proposed algorithms also provides more
secured cryptographic method for encryption than existing one due to use of discrete
properties of elliptical curves in key generation and well as in encryption.
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3.3.3 Flow chart of the Proposed Methodology:

Flow chart for ECDH Key generation:

Input Generator Point
coordinates G(xg,yg)

Calculate Public Key

Input Domain

Parameters (a, b)

P(xg,yg)

Input Private Key (PS)

\4

Received Public Key Pb(xg,yg)
from Base Station

Send Public Key Ps(xg,yg) to
Base Station

A 4

Calculate Final Key

Y

F(xg,yg)
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Flow chart for HEA [Encryption Phase]:

Input Message ‘'m’

Convert Message into

ECDH generated Final Key

binary equivalent ‘'mb’

Divide ‘mb’ into ‘n’ blocks
each of 128-bit size

ECDH-AES generated

Final Key Ki-16(xg,yg)

|

A\ 4

Select first half of ‘n/2’
blocks

Select second half of ‘n/2’
blocks

v
v

Encrypt with ECC-128 using
with key generated in ECDH

Encrypt with AES-128 using
key generated in ECDH

l

c1= Cipher text
(ECC-128)

!

Calculate
h1=Md5(C)

¢

l

c2= Cipher text
(AES-128)

I

Calculate
h2=Md5(C)

\4

Merge Cipher Values
C=(c1+c2)

Merge Hash Values
H=(h1+h2)

SEND C & H to Base
Station
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Flow chart for HEA [Decryption Phasel:

Input Cipher text 'C’

\4

Divide ‘C’ into ‘n’ blocks
each of 128-bit size

ECDH generated Final Key

ECDH-AES generated

v

Final Key K1.16(xg,yg)

Y
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!
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Compare
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v
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|
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h2=Md5(C)

'

Compare
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Discard ‘C’
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v
m1= First half of
message

True

Decrypt with AES-128 using
key generated in ECDH
]

l

M?2= First half of
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CHAPTER 4
RESULTS AND DISCUSSION

4.1 Experimental results

The proposed framework was implemented in MATLAB 2012a and Visual Studio
2013. The novel proposed algorithm namely Hybrid Encryption Algorithm [HEA]
along with its various components like ECDH key generation, AES key generation ,
ECC-128 bit encryption-decryption and AES-128 bit encryption- decryption all were
implemented by using MATLAB 2012a. The mutual authentication process between

sink node and base station was demonstrated using Visual Studio 2013.

The result calculation includes encryption and decryption time taken by algorithm to
encipher and decipher message. It also include the time taken for ECDH key generation
and ECDH-AES key generation. The following section will contain screen shorts along

with their explanation.

Figure 2, shows the mutual authentication process between sink node and base station.
In order to authenticate each other both sink nodes and base station will do some
computations. Both sides, uses Registration number (RN) and Node id (N_ID) for
authentication computations. Sink node computes hash value H (NID+RN) of given
registration number and then it sends it to the base station along with appended given
registration number. The base station extract registration number from message, then using the
same registration number it fetches corresponding details from databases that includes NID
value. After this base station compute H (RN+NID) and compare it with received one for
integrity check and authentication. If received hash value is same as calculated hash value then
the node is allowed to connect for further processing otherwise node is blocked. If node is
verified genuine then the base station will calculate hash value of Node id H (NID) and it will
send it along with the appended registration number to the sink node. At sink node in order to
verify whether the base station is genuine the hash value of Node id H (NID) will be calculated
and compared with received one. If verification is successful then then connection for data

transmission will be established between sink node and base station.
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MUTUAL AUTHENTICATIO

Sink Node [Base Station
Enter Node ID: 14590 Recieved Data H(N_ID+RN): 32A0DAS801087AA330376E4D2B36D10D3 SE1235
Enter Reg No:  SE1235 Fetch N_ID From Database : {14590 Fetch N_ID

Compute H(N_ID+RN):

H(N_ID+RN): 32A0DA8B01087AA330376E4D2B36D10D3
Compute H(N_ID+RN):
Send (B.S)
H(N ID+RN): 32A0DA8S01087AA330376E4D2B36D10D3

Authentication check | . Authentication Successfiull.........

Compute H(N_ID)
H(N_ID): FC56459A18776E2A100854C16A1FD78B
Send (SN)

Recieved Data HIN_ID): FCS56459A18776E2A100854C16A1FD78B

Compute H(N_ID)
H(N_ID): FC56459A18776E2A100854C16A1FD78B

Authentication check | weeuee.e Authentication Successfull........ ... Mutual Authentication Successfull.....

Figure 2: Mutual Authentication

Figure 3, shows the ECDH key generation process between sink node and base station.
Here the common domain parameters are selected first on the both ends. After that the
sink node selects his private key to generate intermediate key by using elliptic-curve
point doubling methodology. Similarly, the base station selects his private key to
generate intermediate key using same point doubling methodology. Both ends
exchanges their intermediate key results with one another in order to generate final key.
The final key is generated by geometrically multiplying their private key with the
intermediate key received from other end. Figure 4, depicts the MATLAB
implementation of ECDH algorithm, and shows how keys are generated practically
using MATLAB.
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ECHD KEY GENERATION & EXCHANGE

(Common Domian Parameters:
Base Point :
Xg: |4 Ygr 3
Curve Parameters : yh2=x"3+tax+b
a2 b

Sink Node

Enter the Private Key: 5 Enter the Private Kev: |7

Generate Public Key | | Generate Public Key

Public Key:
(9.68362980001075 . -14.6127224850485 )
Public Key:
(6.00920649865811 , 12.5385095397795 )
Exchange Key

Exchange Key

Sink Node Final Key:
Base Station Final Key:
(3.22585875803946 . 3.30095408284525 )

(3.22585875803946 .3.30095408284525 )

Figure 3: ECDH key generation

33



4 MATLAB R2012a
File Edit Debug Parallel Desktop Window Help
D& & w29 ™ @ E | @ | Curent Folder: CAMATLAB\R2012a\bin v ||| B
Shortcuts (2] How to Add 2] What's New
Command Window ...

EE R R R R R R R R R R R R R R R R R

ES
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ECDH-KEY GENERATION

ES
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ES
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Enter coordinates of generator point

Xg = 2

Yg = 3

nter Elliptic Curve Parameters [y~2=X"3+ax+b]

4
67

E
a
b
Enter Private Key of Sink Node
Ps = 89

Enter Private Key of Base Station
Pb = 5

Elapsed time is ©.023598 seconds.

Final_Key:
7.7479 -8.6523

Jx

4 Start Waiting for input

Figure 4: MATLAB ECDH key generation

Figure 5, shows the ECDH-AES key generation process between sink node and base
station. AES-128 16-bytes key is generated from existing ECDH key. The ECDH key’s
[K(X, y)] coordinates x and y coordinates will be used to generate 16-byte AES key.
The process how this key is generated is explained in ECDH key generation phase of
proposed system. Figure 6, depicts the MATLAB implementation of ECDH-AES
algorithm, and shows how 16-byte keys AES-128 algorithm is generated practically
using MATLAB. Figure 7, shows the 16-byte hexadecimal equivalents of the
previously generated key using MATLAB implementation.
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ECHD KEY GENERATION & EXCHANGE

oeneration from final ECDH Ke

Fetch Generated Public Key : Fetch

(3.22585875803946 3.30095408284525 )

Generate AES Key :

Figure 5: ECDH-AES key generation
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4 MATLAB R2012a

File Edit Debug Parallel Desktop Window Help
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Generated Key For AES-128 Using ECDH Final Key:

AES Generated Key:
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Figure 6: MATLAB ECDH-AES key generation
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4 MATLAB R2012a
File Edit Debug Parallel Desktop Window Help
DE| & W™EA 9 | & B @ Curent Folder C\MATLAB\R2012a\bin | &

Shortcuts & How to Add 2] What's New
Command Window
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8
56
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62
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19
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1D
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Jx >> |
4 Start

Figure 7: MATLAB 16-byte ECDH-AES key

Figure 8, shows the ECC and ECDH-AES key generation time, using MATLAB. The
figure shows the different durations of time taken by these two key for generation while
the plain text was of different sizes. In the graph it is clear the time taken by ECC-AES
key generation is relatively higher as compared to the simple ECDH key generation

algorithm. Since we need both for our algorithm so both have equal priority.
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Figure 8: ECC & AES key generation time

Figure 9, shows encryption and decryption time taken by ECC algorithms with
different sizes plain text. It is clear from the figure that there is gradual increase in
encryption and decryption time, with increase in plain text size. But in our case as we
are dealing with the sensor node which sends data regularly after frequent intervals of
the time, so we don’t needs to worry about all this. Because the nodes on which we are
working, they encrypt data in from of small chunks, due to limited size of memory, data
processing facilities and need of real time data transmission to hospital community

cloud.
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Figure 9: ECC encryption & decryption time

Figure 10, shows encryption and decryption time taken by AES algorithms with
different sizes plain text. It is clear from the figure that there is gradual increase in
encryption and decryption time, with increase in plain text size. It is also clear the time
taken by decryption process of AES is more as compared to its encryption time. In our
case as we are dealing with the sensor node which sends encrypted data frequently in
from of small chunks, and thus avoids the aggregation of huge data that may take large

amount of time.
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Figure 10: AES encryption & decryption time

From Figure 9 and Figure 10 it is clear that the time taken by ECC algorithm is more
for both encryption and decryption because it is asymmetric as compared to AES which
is asymmetric, thus takes less time. ECC consumes more time so we will consider the
execution time of ECC as the total execution of whole system. Because algorithms are
running in parallel, so the on which takes more time will be considered as the execution

time of the system.

Figure 11, shows the amount of cipher text generated by the various algorithms, in
directly it shows the amount of memory that algorithm needs for cipher text generation.
From the figure it is clear that the cipher text produced by the ECC algorithm varies
linearly with the size of the plain text. But the cipher text of generated by AES algorithm
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shows gradual change in the certain points, this is because AES is producing cipher text
in form of 16-bytes, that is the reason the combined cipher text is also forming the same

shaped curve like AES.
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Figure 11: ECC & AES Cipher text
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4.2 Comparison with existing technique

The proposed system is compared to the existing systems in terms of various factors
that includes mutual authentication, ECDH and ECDH-AES key generation, encryption

and decryption time, cipher text size (memory usage) and complexity.

1. Mutual Authentication:

In the existing systems there is no bound on data transmission and receiving of sensor
nodes. None of the existing systems concerned about this security factor. They only
explained about the algorithm, but they didn’t explained how sensor after encrypting
the data is going to send it to the exact destination. There is also no bound on
transmission freshness to prevent replay attack. But in the proposed system there is
bound on sensor communication, only after successful authentication of both source
and destination they are able to communicate with one another. The proposed system
also uses the timestamp value to check the freshness of communication during
authentication, in order to avoid replay attack .this is one advantage of proposed system

over existing systems.

2. Key Generation:

The existing systems uses secret key their algorithms like TCHA. So they requires
secured channel for key sharing, which is almost impossible in the wireless
communication. Another problem with the key sharing is that, if there is always the
weakness of man in the middle attack, who can get key easily and thus intercept the
ongoing transmission. But in our proposed system the keys for ECC and AES
algorithms are generated using ECDH method. Thus we don’t need any secure channel
for key sharing. Another advantage is that ECDH keys are difficult for guessing and
cryptanalysis because they use discrete properties of elliptical curves. This is another

advantage of proposed system over existing systems.
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3. Cipher text size (memory usage):

Table 4, shows the different sizes of the cipher texts produced by the various algorithms

from the different inputs of the plane text, indirectly it shows the amount of the memory

that we requires for the cipher text generation. In the table the highest size of cipher

text is produced by the ‘Kumar’, while the smallest size is produced by the ‘ZAu’ and

is very close to our proposed system. But when we look at the algorithm proposed by

the ‘Zhu’ it encrypts the message in the single phase that makes message less secure

while our proposed system is more secure as compared to ‘Zhu’algorithm.

Table 4: Cipher text produced from plain text

Plain-text Dubal Ren Kumar | Zhu Subasree | TCHA HEA
size (bytes)

609 673 602 846 609 609 641 609
25615 25645 25610 35142 25615 25615 25647 25623
35080 35192 35070 48226 35080 35080 35112 35092
61386 61486 61369 84340 61386 61386 61418 61397
184162 184262 184143 | 253008 | 184162 184162 184194 184177
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4. Encryption and Decryption Time:

Figure 9 and Figure 10 it is clear that the time taken by ECC algorithm is more for
both encryption and decryption for smaller messages, but when size of plain text
increases the encryption and decryption time increases slowly. Reverse is in case of
AES algorithm, since it is symmetric so it takes smaller time as compared to the ECC
algorithm which is asymmetric. Since both algorithms are running in parallel on two
different parts of messages. Thus we needs to consider that algorithms execution time
as the execution time of system in total which consumes more time. ECC consumes
more time so we will consider the execution time of ECC as the total execution of whole

system.

Table 5: Encryption time

Plain-text Dubal Ren Kumar Zhu Subasree | TCHA HEA
size (bytes)

609 2032 1432 1500 998 2063 998 241
25615 6305 1490 1518 1022 3683 1022 327
35080 15,643 1468 1526 1059 5651 1059 363
61386 120,608 | 3019 4219 3143 15,351 3143 548
184162 198,700 | 4970 5752 3814 105,889 | 3814 881

Table 5, shows the encryption time (in milliseconds) taken by the existing systems as
well as by our newly proposed system. In our system we are considering that there are
two separate processing units where these two algorithms are executed in parallel.

Another thing is that the data collected by sensors is encrypted simultaneously and are
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sent after fixed intervals of time. The total time for encryption will also include the time

of key generation.

Table 6, shows the decryption time (in milliseconds) taken by the existing systems as

well as by our newly proposed system. In our system we are considering that there are

two separate processing units where these two algorithms are executed in parallel.

Another thing is that the data collected by sensors is encrypted simultaneously and are

sent after fixed intervals of time. The total time for decryption will also include the time

of key generation.

Table 6: Decryption time

Plain-text Dubal Ren Kumar | Zhu Subasree A TCHA HEA
size (bytes)

609 1016 756 996 562 1078 562 205
25615 4053 821 972 713 1085 713 245
35080 13227 953 980 824 1082 824 258
61386 13227 864 991 891 1197 891 297
184162 18578 1075 1099 907 2087 907 538
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5. Algorithm Complexity:

In HEA, the algorithm complexity of encryption process is calculated as combined complexity
of AES algorithm and ECC algorithm .The complexity of AES and ECC algorithm is:

0(log 2(n + 1) + v/n + 4n) (Kumar et al. 2012).

Similarly the algorithm complexity of decryption process is calculated as combined decryption
complexity of AES and ECC. The complexity of the proposed system for decryption is
0(log 2(n + 1) +vn + 5n) (Kumar et al. 2012).

Since we are executing algorithms in parallel so the calculated complexity is not going to effect

on the complexity of whole algorithm.

The Table 7 shows the encryption and decryption complexities of various algorithms.

Table 7: Algorithm Complexity

Algorithm Encryption process Decryption Process
Dubal 0(log(n?) +log2(n) + vn + 4n) O(log (2n3) +log2(n) +Vn + 4n)
Ren 0(log(n?) +vn + 4n) 0(log(n3) + vn + 4n)
Kumar O(log2(n+ 1) +Vn + 4n) 0(log2(n+ 1) +Vn + 5n)
Zhu 0(log2(2n+1) + Vn + 4n) 0(log2(2n + 1) +Vn + 4n)
Subasree 0(log(n®) + 4n) 0(log(2n3) + 4n)
TCHA 0(log(n?) + log(n) + 3n) 0(log(n) + log(2n®) + 2n)
HEA O0(log2(n+ 1) ++/n + 4n) O(log2(n+ 1) ++n + 5n)
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CHAPTER 5
CONCLUSION AND FUTURE SCOPE

5.1 Conclusion

The proposed system presents the robust hybrid encryption algorithm for
wireless body area networks. The main aim behind the design is to solve the several
problems as practical implementation, secured key generation with ECHD, mutual
authentication, short response time, efficient power consumption and strength of

cryptosystem.

The proposed framework combines both methods of encryption that are symmetric as
well as asymmetric. It combines the best features of both of them and also avoids the
drawbacks of both systems. The HEA splits the plain text into two parts and then applies
two different algorithms’ on them so as confuse the attacker and also avoid the trap of
cryptanalysis attack. The system does not require secured channel for key sharing and
has also bound on communicate of participating sensors, that is only registered nodes
can participate in communication. The proposed framework uses ECDH algorithm to
generate a secured key for communication between the sink node and base station
server. The framework uses hybrid algorithms: ECC-128 and AES-128 for data
encryption. The proposed framework will be unique as it will provides a secure data
movements in Wireless Body Area Networks (WBAN) with minimum costs and

complexity without compromising the security.

Though the system is meant for wireless body area networks, using cloud and mainly
focuses on remote patients for secure data transfer from sensor nodes to hospital cloud.
The proposed algorithm can also be used other type of sensor networks e.g. in military
areas. Consider a scenario where a fleet of fighter jets ‘F16° is flying towards the enemy
territory, all the fighter plane are connected with SAAB AEW&C for frequents updates
about enemy positions and friendlies. Here everything relies upon sensors and their
communication. Here is need for secure data moments between base station (SAAB)
and sink (F16) radar.
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5.2 Future Scope

The proposed framework can be used in every area of networking where
encryption is required. We can use the proposed algorithm in future for ad-hoc as well
for non-ad-hoc networks, whenever encryption is required. The algorithm can also
overcome the problem of, requirement of secured channel for key sharing. The
algorithm’s working is not only bound to the WBAN rather it can be used anywhere,

where there is sensor network like in battlefields, remote sensing or in research.
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