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ABSTRACT 

 

Internet of Things (IoT) is a network of interconnected sensors designed for 

constrained lossy and low powered network (LLN). Congestion in LLN occurs due to 

limited radio channel capacity, resource constrained, low bandwidth and high scale of 

communication. The Constrained Application Protocol (CoAP) is a lightweight 

RESTful application layer protocol working on maintaining reliability and congestion 

control over the constrained devices over UDP layer. Default CoAP has been 

standardised by Internet Engineering Task Force (IEFT) to provide congestion 

Control for CoAP. Due to limitation in default congestion control mechanism, an 

alternative congestion control mechanism known as CoAP Congestion Control 

Advance (CoCoA) is introduced by new Internet- Draft. This paper evaluates 

congestion control performance for Simple UDP IPv6 network, Default CoAP and 

CoCoA using Cooja simulator in Contiki OS. For better result, modified CoCoA was 

evaluated by adding Re-Establishment mechanism that will terminate the transmission 

after n number of retransmissions and save the packet unless CoAP server is free. The 

results compare loss percentage of packet loss, goodput, Average RTT (Round Trip 

Time) value and RTO calculation in variety of network topologies with varying 

number of client and server. The result shows that CoCoA outperforms than Simple 

UDP IPv6 network and default CoAP in most of the scenarios. 
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CHAPTER 1 

INTRODUCTION 

 

1.1 Internet of Things (IoT) 

The term “Internet of Things” (IoT) is used to connect various physical objects 

and that are embedded with the sensor and can to connect through internet for remote 

access, interactive integrated services, and management. It has been estimated at the 

end of 2020 more than 26 billion devices will be connected in with wide range of 

application for communication [1] These devices will be connected by “Unique 

Address” which is a unique way to identify the objects by sensors, actuators, Radio 

Frequency Identification (RFID), barcode, LAN etc. Thus, it creates a new application 

area for Internet – Connected automation, which is expected to generate vast amount 

of data from various location that are needed to be quickly aggregated to have better 

throughput, predictability, and reliability of the network. 

In Internet of Things (IoT) constrained devices plays a crucial role for the 

connectivity in IPv6 network. Due to the limited hardware and communication 

capabilities there is a design protocols and standards in the IOT environment. Thus, 

Internet Engineering Task Force (IETF) is working on the standardization of various 

layers of the IoT protocol stack that consists of the constrained IPv6 capable devices. 

As a result, it designs IPv6 Routing Protocol for Low – Power and Lossy Network 

(RPL), IPv6 over Low – Power wireless Personal Area Network (6LoWPAN) and for 

application layer the Constrained Application Protocol (CoAP) was developed. 

It is predicted that IoT has the potential that to increase global corporate profit 

up to 21% by 2022. And it has been assumed that there might be 20 billion things that 

will be connected to the Internet by 2020. according to latest Gartney Hype cycle for 

emerging technologies IoT has been place at the “Peak” of the cycle as shown below. 
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Figure 1.1: Hype Cycle 

The fundamental thought of IoT is that it will effect on an almost all parts of 

regular life and the behaviour of potential clients. IoT has influenced industry, 

research, security, utilities, transportation, healthcare, manufacturing, supply and 

provisioning and facility management. 

1.2  IoT System Architecture 

Establishing a common ground for IoT standards for the development of the 

IoT reference architecture is very difficult. As proposed by [2] a Reference 

Architecture Model (RAM) for IoT provides a model for the communication between 

many heterogeneous IoT devices and the Internet as a whole. 

 

Figure 1.2: IoT Architectural Layers 
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Each device in the network is consists of the IP address which unambiguously 

identifies it on the internet. The physical layer consists of the sensor devices ex RFID, 

barcode, Actuators, which collects real time information and use low power and low 

data rate connection using IPv6 header. 

For the private, public or hybrid network model it requires robust and reliable 

performance. Thus, network models are designed to communicate QoS requirements 

for latency error, probability, scalability and bandwidth, security while achieving high 

level of energy efficiency.  

Management service layer consists for the information analysis, security 

control, and process modelling and device management. 

In application layer, various small and industry sector use IoT for service 

enhancement. This can be classified by courage, size, availability, heterogeneity and 

business model. It includes the areas like personal and homes, utility, enterprise, 

mobile etc. 

1.3 Protocols Suited for IoT 

1.3.1 Challenges In WSN 

For the working of the IoT devices Wireless Sensor Networks (WSNs) plays 

an important role. The reconciliation of both WSN and other IoT components give the 

remote access to the heterogeneous devices that can have the capacity to give the 

basic and common services. WSN gives the platform for the IoT devices to work but 

there are some challenges for the WSN in Internet of things like security, QoS, 

configuration, scalability in[3]. As the IoT devices should accommodate large no of 

devices it uses IPv6 address space, the application needs larger scale, low power and 

low bandwidth and the data generated by the IoT devices need a large scale to handle 

this vast data. Following the few challenges in WSN in the IoT. [4] 

Security 

Generally, in WSN without internet is however confidentiality, availability 

and authentication depending upon the application sensitivity. But opening WSNs to 
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the internet the attackers would threaten the WSN from anywhere. So, so measurers 

should be adopting to protect WSN from novel attacks. 

Quality of Service 

Quality of Service (QoS) management is taken by optimizing the resources 

utilization by all the heterogeneous devices. Thus, to show the availability of 

resources to the nodes, some novel approaches should be ensured to avoid delay and 

loss guaranteed.  

Configuration 

Apart from the above two the sensor nodes also required the WSN 

configuration so that the administrator can ensure its scalability and also the 

capabilities of detecting the faulty nodes in the network. Thus, to maintain the 

configuration and management the user is expected to install application and recover 

it from crashes. 

1.3.2 Standard Protocols for IoT 

So, due to the extensive protocols overhead against memory and 

computational limitation the Internet Engineering Task Force (IETF) has taken some 

communication standardization protocols suited for the IoT devices includes.  

i.  For Lower Layer 

IEEE 802.15.4 

IEEE 802.15.4 applies on both physical and MAC layer. It is a radio based 

technology standards for applicable to low power and low data rate application with 

the radio wave rate application with the radio wave coverage within few meters. Due 

to the above features the IETF develop low power stacks based on IEEE 802.15.4 

such as WirelessHART and ZigBee. But they have some limitations in it 

WirelessHART and ZigBee as it is unlike 6LoWPAN it is not power saver the nodes 

deployed in the networks, it does not remain in sleep mode, it cannot communicate 

with other protocol, it has limited range problem and also have fixed data rate. 
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6LoWPAN 

Using IEEE 802.15.4 a resource constrained sensor network is used to 

optimized IPv6 network was deployed to the MAC and Physical layer which uses IP 

connectivity namelt IPv6 over Low-Power WPAN (6LoWPAN). Its key feature is that 

it provides wireless communication, universality, stability and extensibility. 

The main reason to adopt this is that IEEE 802.15.4 has frame size of 127 byte 

but IPv6 has minimum transmission value is 1280 byte. Thus it give possible solution 

to the limited channel capacity, energy scalability, and traffic diversity. 

 

Figure 1.3:  View Of 6LoWPAN In IPv6 Stack Protocol 

ii.  Network Layer Protocols 

In February 2008, the IETF routing our Lossy and Low Power Network 

(ROLL) has up bring to standardization of the IPv6 routing protocols for Lossy and 

Low-power Network (LLS).  

RPL-IPv6 routing protocols for Low Power and Lossy networks. This protocol 

comprising for constraint devices in power, computation capability and memory. 

Thus, this protocol is applicable to the networks that are unreliable and have low data 

rate but high loss rate. RPL is a distance vector routing protocol, in which nodes is 

constructed by a destination oriented acyclic graph (DODAG). But current RPL has 

some issues like End-to-end throughput, packet recording, and input of duty cyclin, 

multi-topology routing. 
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Figure 1.4: RPL Routing Tree: DODAG 

iii.  Application Layer Protocols 

Constrained Application Protocol (CoAP) this type of routing protocols is 

applicable on the application layer and it has the ability of translation the HTTP 

manage so as to integrate with web services. This protocol applied for the multicast 

with little overhead. 

 

Figure 1.5: CoAP Protocol Stack 

It thinks about of the Representational State Transfer (REST) Style. It records 

every one of the resources in the system and relating to every resources a Unique 

Universal Resource Identifier (URI) from which resources can be picked operation is 

stateless like GET, PUT, POST, DELETE or so on. 
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CHAPTER 2 

REVIEW OF LITERATURE 

 

2.1 Constrained Application Protocol for Internet of Things 

“The Constrained Application Protocol (CoAP) is a specialized web transfer 

protocol for use with constrained nodes and constrained networks in the Internet of 

Things. The protocol is designed for machine-to-machine (M2M) applications such 

as smart energy and building automation.” [5] 

Our new generation technology is relay on the Internet so it Internet of Thing 

(IoT) is the new generation technology that evert object is connected to the internet no 

matter wat. There are numerous remote conventions (like IEEE 802.11 Series, 802.15 

Series, Zigbee, and so forth) for correspondence between gadgets. Nonetheless, 

considering a ton of small devices can't communicate properly with constrained 

devices, so, Internet Engineering Task Force (IETF) has built up a lightweight 

convention protocol: Constrained Application Protocol (CoAP). [6] [7] 

2.1.1  CoAP VS HTTP 

CoAP uses the similar feature like HTTP but it is a network-oriented protocol, 

as though it uses the HTTP based protocol but along with it also allows for overhead, 

multicast etc. HTTP is the one of the easily handled and managed protocol for the 

connection between the devices using its various tags and long term standard 

protocols. As we know that HTTP helps in the better communication between the all 

of the IoT devices commence over the application layer. But there is one disadvantage 

of the HTTP protocol that it does not suitable for the notification push services, as it is 

a point to point (P2P) communication model. Also though HTTP is too complex for 

the constrained devices[8]. 

As we know that HTTP works over the TCP layer and it have a complex 

congestion control. But CoAP works over the UDP layer. To access the internet 
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resources the CoAP architecture is based on the REST design. To overcome the lack 

in the constrained devices, the length of the datagram should be optimised and have a 

reliable communication among them. The working of the CoAP include the URI 

method, RESTful style which includes GET, POST, PUT and DELETE methods. 

Thus, it have to be managed over the constrained devices it uses lightweight UDP 

protocol. For the commence of the group communication CoAP allows IP multicast 

for the IoT devices. Underneath shows the HTTP and CoAP protocol stacks. 

 

Figure 2.1: HTTP and CoAP Stack 

2.2 Introduction to Enhancing Application Layer Performance 

Through Congestion Control in CoAP Based Internet of Things   

Internet of Things is a novel way to connect people, things, data and 

application through internet to enable them for remote access, interactive integrated 

services and management. It is a unique way to identify the objects in the coming 

future by “Unique Address” in the networking field of computer science, such as by 

sensors, actuators, Radio Frequency Identification (RFID), barcode, LAN etc. 

For the standardization of the application layer protocol in IoT Internet 

Engineering Task Force (IETF) has introduced Constrained Application Protocol 

(CoAP) which function on the architecture of REST (Representational State 

Transfer). In CoAP has a basic congestion control protocol for the reliability that 

based on the retransmission timeout (RTO) together with exponential RTO backoff to 

deal with the congestion in the network. 

 CoAP is known as Representational State Transfer style (RESTful) protocol 

over the application layer which helps in the deployment of the connection between 
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the clients and servers over the Internet. This mechanism is done by the help of sensor 

deployed in the devices or actuator states. This protocol is implied on UDP layer by 

default which is although did not provide end-to-end reliability which is needed for 

the applications. For this CoAP introduces end-to-end acknowledgements (ACKs). It 

is done by setting a confirmable (CON) flag in an outgoing CoAP message from the 

destination node for end-to-end ACK. In CON message, it is designed for the reliable 

communication. They reply with ACK and retransmits ACK without 2-3sec if the 

sender does not receive ACK before expiration of the timer the time is doubled for 

every consecutive failure.  The second one is if it does not care about the message 

failure and sender do not wait for ACK the Non-Confirmable (NON) message is send. 

This scenario can be seen in implementation of real time and multicasting data 

transfer. 

2.3 How Congestion Control Is Different in IoT Than WSN? 

When we talk about standalone WSNs (not connected to Internet), the traffic 

is less and mainly contributed by up-link (nodes to sink) traffic only. However, down-

link (sink to nodes) traffic also occurs in query based applications but it does not 

contribute much to the traffic and congestion, since in standalone WSNs, sensor 

nodes' main task is to sense and route the data towards sink. 

On the other hand, when WSN is connected to Internet (through Gateway), 

many real-time Internet applications open their way to the sensor network through 

Gateway node. In this scenario, both up-link and down-link traffic can be observed in 

equal quantity since many application users sitting on the other side of WSN may 

directly log in to any sensor node and execute the required task. This whole process 

increases the network traffic significantly which leads to congestion. That’s why 

many in-network processing techniques are being used to reduce the packet 

transmissions inside WSN. Saving resources such as energy is the prime concern of 

the researches in industry as well as academics. 

Further mostly transmission control protocol users transport layer for reliable 

communication. But due to short communication in IoT, TCP is not sufficient. As 
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TCP needs more time for setting up connection control but the volume of data 

transfers is very low in IoT, thus TCP is impractical for IoT works on two principles. 

i.   The various large amount of data is transmitted at the same time. 

ii.   Due to heterogeneous network IoT nodes moves onto other networks, thus 

increase in the network node. 

Table 2.1: Difference Between Congestion Detection Between IoT and WSN 

Parameters IoT WSN 

Property WSN + Internet + Cloud 

Storage + Mob/Web 

Application 

Things Connected to Wireless Network 

And Gather Data Or Monitor The 

Environment By Sensor Nodes 

Interaction 

Layer 

Application Layer Transport Layer 

Application 

Layer Protocol 

UDP TCP/UDP 

Mechanism Various Back-Off 

Algorithm at Coap 

Routing Schemes with Centralized 

Strategy, Dedicated Scheme with 

Distributed Strategy 

Gateway 6lowpan IEEE 802.15.4 

2.4    Mechanism of Various Congestion Control in CoAP 

Work has been done in WSN related to the congestion control mechanism. But 

existing congestion control protocols cannot be directly applied to the CoAP in IoT as 

they are lack in reliability, not able to flow control in UDP (User Datagram Protocol 

and devices are restricted due to its Low-Power and Lossy networks. So, in this 

section congestion control protocols are presented which are reliable to the 

application layer to the CoAP.  

2.4.1  Traditional CoAP congestion control with exponential Back-off  

Traditional protocol is not applicable on the low data volume application 

protocols such as CoAP. Here RTT (Round Trip Time) is used for the calculation of 

RTO (Retransmission Time Out). In it upto conservative fixed value of 3sec when no 

RTT estimated can be obtained, controlling the transmission behaviour by not sending 

more than one UDP datagram per RTT on average to a destination, detecting packet 

loss and exponential back-off the transmission timer when a lost event is occurred[9]. 
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 In the back-off algorithm CoAP must track two endpoints first for each 

confirmable message it sends, the track should be maintained for its 

acknowledgement (or reset) known as timeout and a counter is maintained if there is 

any retransmission of message. Here an initial ACK_TIMEOUT is marked for a 

random duration between [ACK_TIMEOUT] and [ACK_TIMEOUT * 

ACK_RANDOM_FACTOR]. In this case when time out is occurred and 

retransmission counter is less than MAX_RETRANSMIT the retransmission timeout 

is incremented and time out is doubled. If MAX_RETRANSMIT is reached before 

the acknowledgement, then the message is cancelled and gives the information of the 

failure otherwise the transmission was considered to be successful [10]. 

The main problems that can arise in the tradition congestion control may be 

case of the accidental collision or the cross-layer detection between the requestor 

when sender may be cancel the confirmable message ACK even before the 

MAX_RETRASMIT counter value has reached. In this case receiver, may elicit some 

different ACK for the message which has not been detected. Here the ACK was lost 

and there is no need for the retransmission of the request[11]. 

2.4.2  Adaptive Backoff Algorithm  

Traditional internet protocol is not directly applicable to the IoT as due to its 

resource limitation of the devices. For this Binary Exponential Backoff or Truncated 

Binary Exponential Backoff algorithms are used for the retransmission of the missed 

congestion in the networks [12]. 

Exponential Backoff Algorithm 

In this algorithm whether the collision over between two nodes it takes 

sometimes to retransmit. Then a random value(k) is taken from (0 ….. 2n-1) when 

waiting time calculate by k*Tslot. When slot is the packet size. As in the algorithm 

whenever the retransmission attempts increase exponentially. But there is a drawback 

in this algorithm as after each collision window size increases which also increases 

the waiting time of nodes to access the channel and there is also loss of channel 

bandwidth. 
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Figure 2.2: Flow Chart For Exponential Backoff Algorithm [12] 

Fibonacci Backoff Algorithm  

The Fibonacci equation fib(n)=fib(n-1) + fib(n-2) and fib (0) =0, fib (1) =1 

where n>=0. Here in it the waiting time increase slowly but as when there is more 

collision between the IoT nodes the increment factor is decreased. Here drawback of 

this algorithm is that as the timeout value is small which led to unnecessary 

retransmission within the nodes. 

 

Figure 2.3: Flow Chart for Fibonacci Backoff Algorithm [12] 

The conclusion and outcome of these algorithm are in Exponential Backoff 

Algorithm rapidly increases for the packet delay if there is low traffic in the networks. 

But for Fibonacci Backoff Algorithm it slowly increases for packet delay if there is 
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low traffic. Thus, according both the algorithms the change according to the traffic 

load and this phenomenon is termed as Adoptive Backoff Algorithm. 

2.4.3 Effective Steaming Over CoAP  

The main purpose of this scheme is that it handles the packet losses due to 

accidental collision or channel error and reduces the effect unnecessary back-off 

delay. Here the efficiency of the packets sends in the form of block over the CoAP 

layer (Web Based Layer). In the streaming scheme the data packets which are send 

over lossless and lossy networks. 

In the lossless network, each packet is send over the network one by one (up to 

8 packets). If some packets are lost, then the particular packet is retransmitted for the 

recovery of the loss packet. In Lossy networks the multiple data blocks are retrieved 

by a single request by a single request message which overcomes the inefficiency of 

the stop and wait content. These two paradigms can be implemented in the RESTful 

architecture by the confirmable ACK and the Non-Confirmable ACK scheme[13]. 

The proposed Block Request and Recovery (BRR) mechanism works with the 

multiple blocks. The multiple block is request with the one block request (BREQ). If 

the network is not congested then multiple block are retrieved by a single BREQ 

request. This will enhance the throughput of the network. But in case of congested 

network retrieving multiple block with a single BREQ request will make the channel 

busy for longer time without increasing throughput. So, BREQ should be determined 

carefully.  

2.4.4 Alternate Congestion Control Algorithms 

Default CoAP congestion control protocol reliability based upon 

retransmission timeout (RTO) mechanism and Exponential Backoff Algorithm is used 

but for more advance algorithm is used but for more advance congestion control a 

new alternative congestion control a new alternative congestion control algorithm is 

proposed known as CoAP simple Congestion Control/Advance (CoCoA) Its 

mechanism is simple but although it strives for higher performance. It uses TCP RTO 
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estimation algorithm that uses Round Trip Time(RTT) measurement for RTO 

estimation[14]. 

In this paper evaluates the performance of the default CoAP for congestion 

network with the proposed alternate CoCoA RTO was updated by measured RTTs 

value. The following are the RTT based algorithms[15]. 

TCP based RTO algorithm 

In this algorithm, RTO value is calculated using smoothed average of the 

RTT(SRTT) and RTT variation (RTTVAR). Initially the value of RTO is set to at 

least 1. After the 1st RTT measurement SRTT value is set as R and value of RTOVAR 

is set as R/2. Thus, RTO is calculated as 

RTO= SRTT + max (G*k * RTTVAR) (1) 

Where G= clock granularity 

K=4  

On subsequent updating of RTT we update value of RTO and get R’, SRTT 

and RTTVAR value from the following equations 

SRTT= (1-α) * SRTT + α * R’ (2) 

RTTVAR = (1-β) * RTTVAR + β * |SRTT-R’| (3) 

When RTO timer expires the value of RTO is doubles on the subsequent 

retransmissions. 

CoCoA Algorithm 

CoCoA runs two RTO estimators for estimation which are: a strong estimator 

which uses ACKs of the original transmissions and a weak estimator that uses ACKs 

of transmissions. Following are the equations to find overall RTO estimators for 

strong and weak estimators [11], [16], [17]. 
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RTO= 0.25 * Eweak + 0.75 * RTO (4) 

RTO 0.5 * Estrong + 0.5 * RTO (5) 

Where initially value of RTO is 2sec 

CoCoA uses variable backoff factor depending upon estimated RTO but for 

TCP it uses fixed backoff factor which is 2. If value of RTO is between 1sec and 3sec 

the backoff factor is 2 i.e. the whole equation of RTO is multiplied by 2. Below 1sec 

backoff factor is 3 but when backoff factor is above 3sec backoff factor is 1.5[18]. 

For the conclusion of the CoCoA and Two TCP-based Congestion algorithm 

known as alternative congestion control mechanism proposed by IETF. The result 

show that Default CoAP algorithm is better in higher time completion time that 

Alternative Congestion Algorithm but it is more scalable and efficient that Default 

CoAP in high congestion network. 

2.4.5 CoCoA (Advance Congestion Control Protocol CoAP)  

There is a restriction in the congestion control mechanism in UDP based 

application such as in CoAP due to its Low Power and Lossy Networks CoCoA for 

CoAP deals more efficiently to handle the congestion in the network. For the 

confirmable messages and ACKs it uses RTTs (Round Trip Times) for the packet 

exchange in CoAP between two motes i.e. sensors motes to calculate parameterized 

Retransmission Time-out (RTO) that is calculated over time which depends on the 

RTT value calculated by the motes. Some experiments in paper [14], [15] for the 

evaluation of parameters to distinguish between different congestion control 

algorithms in IoT. The dynamically used and approached congestion control 

mechanism is standardized by IETF is CoAP and CoCoA algorithms which is further 

discussed below [17]. 

Here in this paper [19] a comparative study of CoAP and CoCoA for 

congestion control Protocol is performed. For the experiment Contiki operating 

system was used a firmware for the sensor motes and implemented in the Cooja 

simulation framework. For the evaluation, a basic grid tropology of 18 motes or 

clients sending data to the data collector or server and a router which helps to connect 
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the sensor network within the internet. RPL was setup before the experiment was 

performed and for the motes connectivity its waits for 180sec. Various traffic was 

generated from 0.5 sec to 60sec to study the behaviour of the algorithm in lossy 

scenarios. In this scenario of no wireless lose with different packet frequency there is 

a same throughput seen in CoAP and CoCoA. But with packet with frequency 

2packets/sec CoCoA has higher throughput. Further in case of lossy environment 

throughput of CoAP is better that CoCoA it is due to losses are proportion to distance. 

But for retransmission CoCoA performs better than CoAP.  

In [20] Betzler et al. presents its work by evaluating the CoCoA performance 

over congestion control on CoAP under various topologies and compare the default 

CoAP congestion mechanism with the CoCoA parameters. As a result, CoCoA 

performs better then default CoAP in terms of throughput in constrained network. 

Extended its result further in [21] Betzler et al. over comer the problems in CoCoA 

and named it as CoCoA+[22]. Which is more stable version of CoCoA algorithm. 

Further in [19], [23]study on CoCoA for congestion control mechanism was 

performed. For experiment Contiki operating system was used with Cooja 

Framework. It calculates strong and weak RTO value. AS in CoCoA for estimation 

RTO of a Strong estimator is used which ACKs of the original transmission and a 

Weak estimator which uses ACKs of the transmissions. 

Further by changing parameters of CoCoA like variable backoff factors, 

backoff thresholds, and initial and maximum RTOs, new scheme was proposed 

known as CoCoA-Fast (CoCoA-F). As a result, in lossy network it gives throughput is 

same, retransmission increases compared to CoCoA but throughput of CoAP is still 

more [24][25]. 

For more analysis to distinguish between wireless losses and congestion losses 

a 4-State Estimator scheme is proposed which is described underneath 

A Four- State Estimator Scheme 

In this scheme, CoCoA performs more conservative while wireless losses as it 

evaluates the congestion problem in the network and then apply the backoff algorithm 
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according to the variable backoff factor. Thus, it sends lower no of packets for the 

consequent retransmission and less packet losses were occurred.   

Firstly, we have CoCoA Strong which ignores the first loss occur in the 

network. If there are more subsequent losses in the network, then it applies backoff 

algorithm. This scheme sometimes leads to more congestion in the network due to its 

aggressive network behaviour. Thus, when the failure was intermitted in the wireless 

network the lower percentage of obtained RTO value must be estimated. Thus, this 

will give the parameter for the decision. If more subsequent loss were occurred 

greater percentage of final RTO value is included. Which was calculated by the 

following equation. Here ω is the weight of the obtained RTO to calculated the 

overall RTO value. 

RTOoverall = ω * RTOobtained + (1-ω) * RTOobtained (6) 

Thus from this we can conclude that the RTO value measured in CoCoA can 

lead to dispropornate RTOs. To remove this disproporanate the actual RTT value was 

measured from the last retransmisstter or by matching the ACK to the retransmission. 

Thus, to distinguish between the wireless losses and congestion losses. 

2.4.6 Congestion Avoidance algorithm in SNS Environment  

As the no of devices increases in the IoT network there is a burst of traffic 

which cause a congestion in the network. Here in this paper [26] a new flow 

congestion algorithm has been proposed which is controlled by the network in SDN 

(Software Defined Networking) environment. The main purpose of congestion control 

by this protocol is link utilization which is calculated by the SDN controller and then 

OpenFlow configuration protocol is applied to switches by recalculated rerouting 

algorithm. 

OpenFlow has the logically centralized controller that holds the single control 

plane for the network. Many a device containing only data planes will respond to the 

command given by centralized controller. All the network paths in the network and 

command are described by the OpenFlow controller. Thus, this paradigm was implied 

to SDN environment to simplify and optimize the network. 
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Figure 2.4: Connection Between the Control Plane And Data Plane 

Table 2.2: Output Evaluation of Different Congestion Algorithms 

Protocols Output evaluation 

Default CoAP  -- 

Effective 

Streaming 

Algorithm 

Latency is Under 1.2 sec and Throughput is 32% enhancement 

than Default CoAP 

Exponential 

Backoff Algorithm 

Algorithm rapidly increases for the packet delay if there is low 

traffic in the networks 

Fibonacci Backoff 

Algorithm 

Algorithm slowly increases for packet delay if there is low 

traffic 

CoCoA Higher throughput than default CoAP 

CoCoA- F Throughput is same, retransmission increases than CoCoA, 

throughput less than Default CoAP 

4-State Estimator 

scheme 

CoCoA 4-state-Strong achieves 35-60% higher throughput as 

compared to the default CoCoA scheme, with only 20% more 

retransmissions.  
Flow control 

algorithm 

Minimize the high congestion by reset the flow 
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Table 2.3: Comparison of Different Congestion Control Parameters 

Protocol Congestion 

Notification 

Congestion 

Control 

Evaluation 

Type 

Evaluation 

Parameters 

Compare 

With 

Tradition 

CoAP 

 

-- Back-Off 

Algorithm 

 

Simulation 

 

-- Default 

 

Adaptive 

Backoff 

Algorithm 

 

Serial Port 

and 

Hypertermina

l Window 

Exponentia

l Backoff 

Algorithm 

Arduino 

Board 

Throughput 

and 

Mobility 

Speed 

Adaptive 

Backoff 

Algorith

m 

Adaptive 

Backoff 

Algorithm 

 

Serial Port 

and 

Hypertermina

l Window 

Fibonacci 

Backoff 

Algorithm 

Arduino 

Board 

Throughput 

and 

Mobility 

Speed 

Adaptive 

Backoff 

Algorith

m 

Effective 

Streaming 

Algorithm 

 

Block Wise 

Transfer 

 

Multiple 

Data 

Blocks 

 

Simulation 

Ns3 

 

Latency, 

Throughput 

 

Default 

CoAP 

Alternate 

Congestion 

Control 

Algorithms 

RTO 

Estimators 

Cocoa and 

Two TCP-

Based 

Congestion 

Algorithm 

Netem 

Linux 

Emulator 

and 

Californium 

Client 

Completion 

Time, 

Scalability, 

Efficiency 

Default 

CoAP 

Cocoa RRT Two RTO 

Estimator 

Algorithm 

(Strong, 

Weak) 

Contiki Os 

Cooja 

Simulation 

Throughput 

in Lossy 

And 

Lossless 

Environmen

t 

Default 

CoAP 

CoCoA-F RRT Cocoa 

Algorithm 

Contiki Os 

Cooja 

Simulation 

Throughput 

in Lossy 

Environmen

t 

CoCoA 

and 

Default 

CoAP 

4-State 

Estimator 

Scheme 

Variable 

Backoff 

Factor 

Cocoa-

Strong 

Algorithm 

Contiki OS 

Cooja 

Simulation 

Distinguish 

Wireless 

Losses And 

Congestion 

Losses 

-- 

SDN 

Environmen

t 

Using VLC 

Player 

Application 

Size 10k Byte 

Avg Bitrate 

240kbps 

Flow 

Control 

Algorithm 

Mininet And 

Onos With 

Wireshark 

Throughput, 

RTT Avg, 

Legacy 

Network 
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CHAPTER 3 

SCOPE OF STUDY 

 

CoAP based systems are designed for simple electronic devices that allow 

them to interact over internet. However, targeted low power device might not be 

capable enough to handle large no of requests and data loses. The main objective of 

network is to have reliable communication but in a congested network a reliable 

retransmission of ACK is necessary. So, there arise many congestion control 

problems like accidental collision or cross layer detection between sender and client 

or when the MAX_RETRANSMIT counter value reached and the message ACK is 

not reached. So, taking all this into account backoff algorithm like exponential 

backoff algorithm and Fibonacci backoff algorithm developed. But these algorithms 

work according to the traffic load there is not accuracy in them. Further there is a 

problem in implementation of CoAP over streaming services for the multicast and 

asynchronous message exchange. Thus, retrieved multiple data blocks by a single 

message that are loss due to accidental collision and channel error tis somehow reduce 

backoff delay the congestion. 

All these approaches minimize congestion in a network but for more reliability 

in a congested network new CoAP Congested Mechanism Approach (CoCoA) was 

proposed. It uses a variable RTO estimator for the estimation of the ACK message to 

reduce congestion in the network. It was compared with default CoAP control 

mechanism. As a result, it performs better than Default CoAP. By changing 

parameters of CoCoA like variable backoff factors, backoff thresholds, and initial and 

maximum RTOs, new scheme was proposed known as CoCoA-Fast (CoCoA-F).  in 

this it gives throughput same but retransmission increases as compared to CoCoA but 

throughput of CoAP is still more. For more analysis to distinguish between wireless 

losses and congestion losses a 4-State Estimator scheme is introduced. Which reduces 

deprotonate RTT value. Further we will be enhancing CoAP for reducing latency, 

data losses by adding request handling mechanism which will terminate and 
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reestablish request connection in case if device is too busy and a re-transmission 

mechanism will be implemented to reduce lags and back-off delays in request 

processing. This may improve application performance in congested network.  

 

Figure 3.1: Detection of Congestion in Application Layer of CoAP IoT Environment 
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CHAPTER 4 

PRESENT WORK 

4.1 Problem Formulation 

 

Figure 4.1: An overview of the different RTO variables used in Congestion Control in CoAP 
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A lot of work has been done on congestion control in wireless Ad-hoc and 

sensor network. But, due to Low- Power and Lossy Network in the constrained 

environment we must restrict our self to the congestion control over the UDP -based 

application layer protocol. 

In the CoAP based constrained network Eggert [9], highlight the need of 

congestion control mechanism over the UDP-based application layer protocol. But 

later in [10], Eggert and Fairhurst concluded that the traditional IEFT congestion 

control mechanism are not feasible with application protocol such as in CoAP due to 

its low data-volume. The concluded that when no RRT value is estimated (in 

unidirectional communication) within 3 sec or when RTT value is estimated for any 

destination there should be control over the transmission by not sending more than 

one UDP packet per RTT on average. So, that it would detect packet loss and will 

calculate exponentially backoff the retransmission when there is loss in the network. 

In RFC 7252 [11], is the traditional CoAP congestion control with 

exponentially Back-off. Here in exponentially back-off algorithm acknowledgement 

(or reset) known as [ACK_TIMEOUT] and a counter is maintained if there is any 

transmission of message. If time out occurs along with retransmission counter is 

incremented and [ACK_TIMEOUT] is doubled or the message is cancelled then it 

gives the message of failure.  

For more Advance Congestion Control a new alternative congestion control 

mechanism was proposed [14]. Which uses RTO estimation algorithm that uses 

Round Trip Time (RTT) measurement for RTO estimation. There are two algorithms 

that calculate RTO when known as TCP-based RTO algorithm [15] and as CoAP 

Simple Congestion Control/Advance (CoCoA) Algorithm [17] [20]. When at last 

overall RTO value was calculated and averaged over the previous RTO value and 

obtain the last RTO estimated which being over weak or strong on is calculated. 

So, for further research the enhancement of the CoCoA has dome by adding 

Re-Establishment mechanism that will terminate the transmission after n number of 

retransmission and save the packet unless the CoAP server is free. It also uses VBFs 

for adaptive RTO calculation from Strong RTTs and Weak RTTs and uses aging 

mechanism to optimise performance.   
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4.2 Objective of the Study 

To Enhance application layer performance through congestion control in 

CoAP based on Internet of Things, the main objective of network is to have reliable 

communication but in a congested network a reliable retransmission of ACK is 

necessary. So, there arise many congestion control problems like accidental collision 

or cross layer detection between sender and client or when the MAX_RETRANSMIT 

counter value reached and the message ACK is not reached. There are many 

algorithms that reduce congestion in network up to some extend but to minimize 

congestion in a network for more reliability a new CoAP Congested Mechanism 

Approach (CoCoA) was proposed. 

The main objective of this research work is to implement congestion control in 

application layer of CoAP based IoT are as following: 

i. To compare existing congestion control mechanism based on CoAP. 

ii. To propose a new CoAP Congested Mechanism Approach (CoCoA) to 

enhance reliability in a congested network. 

iii. To evaluate the performance of proposed approach in terms of loss percentage 

of packets, goodput, RTT and RTO calculation it in Cooja emulator. 

4.3 Research Methodology 

CoAP based systems are designed for simple electronic devices that allow 

them to interact over internet. However, targeted low power device might not be 

capable enough to handle large number of requests and thereby reducing delays and 

data losses. We will be enhancing CoAP for reducing latency, data losses by adding 

request handling mechanism which will terminate and re-establish request 

connections in case it device is too busy. Track of requests will be kept in a small 

structure only for the aborted requests.  

We will implement request re-establishment mechanism that will help in 

reducing lags in request processing. On sensing lagging CoAP requests will be 

terminated and re-established to revamp resource and to improve performance of the 

device. 
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4.3.1 Proposed Algorithm 

CoCoA runs two RTO estimators: a strong and weak RTO estimator for each 

destination end point which gets updated when strong RTTs and weak RTTs is 

calculated respectively. Strong RTTs (RTTstrong) are calculated after the ACK 

received of the first transaction of a CON CoAP message. This RTTstrong value is used 

to update strong RTO estimator (RTOstrong). Similarly if the ACK received after one 

transaction weak RTTs is calculated after the ACK received of the further transaction. 

This RTTweak value is used to update weak RTO estimator (RTOweak). 

For better result, we modify the CoCoA by adding Re-Establishment 

mechanism that will terminate the transmission after n number of retransmission and 

save the packet unless the CoAP server is free. It also uses VBFs for adaptive RTO 

calculation from Strong RTTs and Weak RTTs and uses aging mechanism to optimise 

performance.  Following algorithm describe the detail working of the proposed 

algorithm.  

Start 

For each transmission of message between server and 

client in CoAP based IoT network 

If first transmission ACK received 

Then 

Calculate RTTVARstrong=(1-β) * RTTVARstrong +β * ( RTTVARstrong 

+ RTTVARstrong_new) 

And 

RTTstrong =(1-α) * RTTVARstrong + α* RTTVARstrong_new 

Where α=1/4 and β=1/8 

End if 
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Else if ACK received after at least one retransmission 

upto three transmission 

Then 

Calculate RTTVARweak=(1-β) * RTTVARstrong +β * ( RTTVARweak + 

RTTVARweak_new) 

And 

RTTweak =(1-α) * RTTVARweak + α* RTTVARweak_new 

Where α=1/4 and β=1/8 

Then calculate  RTTweak = RTTweak + Kweak  * RTTVARweak  

Where Kweak=4 

End else if 

Now calculate overall RTO value 

RTOoverall = 0.5 * RTOstrong/weak + 0.5 * RTOoverall 

Now next initial RTO value is calculated as 

RTOint  [ RTOoverall , RTOoverall * 1.5] 

Else 

Retransmission is greated than three 

Then 

Save  [RTOint] 

For retransmission time greater than 60sec 

Then 

Retransmit  [RTOint] 
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4.3.2 Flow Chart 

 

Figure 4.2: Congestion Control Methodology Flow Chart 

4.3.3 Tools Used 

Contiki comes with a sophisticated Wireless Sensor Network Simulator, 

COOJA, which is based on real hardware emulation and time-accurate WSN 

simulation. It can be compiled on linux pc or on virtual environment like VMWare on 

windows for establishing sensor motes. It is an extensible java based simulator for 

emulating different nodes like Tmote, sky etc. The code is mostly written in standard 

C language then upload to target mode. Thus, it make fast and easy for rapid 

development. Contiki OS supports fully standardized IPv6 and IPv4 internet standards 

like 6Lowpan, RPL, CoAP etc. Foremost it as a open source software which is 
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available online easily. Following are the features included in Contki are mentioned 

below.  

i. CoAP is a lightweight HTTP protocol that so interaction with the IoT sensors 

nodes for read and write purpose. Cooja helps to establish a network which is 

compatible with its protocol. 

ii. Cooja establish RESTful Protocol which uses actions like GET, POST, PUT, 

DELETE, OBSERVE, DISCOVER in CoAP. 

iii.  Cooja helps to establish particular motes (sensors) with IPv6 network. 

iv. Cooja execute CoAP output on browser from where the parameters can be 

controlled. Example coap://[aaaa::212:7402:2:202] or any other sensor mote 

v. Program is written in C language so it is easy to deploy in targeted motes. 

vi. The codes that were executed by the nodes is the exact same firmware which 

can be later on may uploaded to the physical devices. 

vii. It can simulate motes from smaller to larger network. 

viii. Cooja gives a GUI on which we can observe how various motes interact with 

each other in the targeted environment. 

ix. On output window, we can observe network simulation, simulation control, 

notes, motes output, timeline of motes etc. 

4.3.4 Simulation Setup 

In this section we introduces the Contiki OS and the Cooja simulation[27] 

along with the over view of the protocol stack used in the simulation. This section 

also cover configuration of the nodes on which the different scenarios network 

topologies were tested. 

Contiki OS and the Cooja Simulation 

Contiki OS is a open source operation system which implements in 

constrained devices over the IPv6 network. In figure the difference between the 

protocol stack of IEFT over IEEE 802.15.4 and Contiki OS is shown in Fig 1. It 

shows in Contiki OS for application layer for CoAP implementation of Erbium CoAP 

is used and for the routing of IPv6 network it includes Contiki RPL[28] [29]. 
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In Contiki 2.7 RPL is a part of IPv6 Stack, which causes network formation, 

packet routing and maintain the network topology. With one or more root nodes 

formed at the RPL network topology resulting in the Directed Acyclic Graph (DAGs). 

If it only contains one root then is called Destination Oriented DAG (DODAG). Thus, 

for communication with another nodes Serial Socket (SERVER) should be open for 

forming the RPL DAGs. In RPL Object Function (OF) determines which link should 

be part of RPL-DAG. In this paper we uses Expected Transmission Count (ETX) 

Object Function which is the default OF [30]. 

 

Figure 4.3: The overview of IoT architecture layer and difference between IEFT protocol stack (left) 

and Contiki  OS stack (right) 

In this paper for deploying nodes in the Cooja simulator several radio medium 

are there. Radio medium determines how radio signals will propagate in the network. 

The radio medium used in this paper is Unit Disk Graph Medium (UDGM) which 

defines the link delivery ration within the transmission range in meter (m) which is 

100% and interference range which determine the range upto which distance radio 

signal can interface with the notes. Interference range is set to be double of 

transmission range hence 200%. Then to start the simulation initial mote startup 

delay(ms) is set and along with it the initial seed value (manual or automatic) is 

determined. 
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Sensor Mote Configuration 

Cooja provide us the software which is enough to emulate the real sensor node 

over the real hardware. Thus, it provide the real memory and processing capabilities 

in the simulation environment which is in real hardware nodes. For simulating CoAP 

over application layer Cooja provides IEEE 802.15.4 capable node for radio 

transceiver (CC 2420) for simulation are: Z1 from Zolertia and Tmote Sky from 

Moteiv which is similar to TesloB mote for real hardware scenario. Following table 

describe the RAM, ROM and MCU capabilities of the mode used in the simulation. 

In this experiment three types of nodes for different algorithms are required: 

CoAP SERVER (sink node), CoAP Client (source node) and RPL-Border Router. In 

RPL Border Router node establish a routing table for each node in the network. If a 

node does not have routing table entry then the neighbouring nodes push itself 

towards the RPL root until all nodes in the network has destination entry. Thus, to 

hold the memory of all nodes it requires higher RAM. So, Tmote Sky provide higher 

RAM than the Z1 mote. Hence, for all the RPL border root node Tmote Sky is 

deployed. 

 

Figure 4.4: Hardware specification of Tmote Sky and Z1 mote 

Rest of the node in the network topology runs on Contiki OS stack and 

Erbrium CoAP (Er-CoAP) is implemented on CoAP version 13. For the Er-CoAP 

SERVER and Er-CoAP CLIENT Tmote Sky node is used for the implementation of 

Simple CoAP and Default CoAP, as Tmote Sky has the higher RAM. But for CoCoA 

algorithm it requires more ROM thus Z1 mote is more suitable for implementation. 
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Network Topologies  

For evaluate CoAP congestion control in Contiki OS three network topologies 

are defined in this simulation. The different topologies and the positioning of the 

nodes in the simulation helps us to determine the number of direct neighbouring of the 

nodes. The evaluated topologies are: i) a Chain topology of 21nodes ii) a Rectangular 

Grid topology of 25 nodes (5X5) and iii) a Dumbbell topology with 21 nodes. 

 

Figure 4.5: The three network topologies (chain, grid, dumbbell) for performance analysis. Nodes 

apart at 10m distance. Node with blue circle are sink node, node pink in colour are source node and 

node green in colour are RPL border router 
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Fig 3 Gives us the GUI snapshot of nodes positioned in the Cooja Simulation 

for three different topologies. The transmission range is set to be 10m which is green 

in colour and determines the nodes within the coverage area. Whereas, the inference 

range is set to be 20m shows in dark colour depicts the nodes outside the range but 

still approachable as due to using UDGM it has distance loss. In chain topology, the 

neighbouring nodes are selected in such a way that direct neighbour nodes are within 

the transmission range. Thus interference range is twice the transmission range which 

is two hops away. Similarly, in grid topology there are four direct neighbour to the 

transmission range and in Dumbbell topology half circle are exactly 10m away from 

the node which is part of the axis. 

RPL border router has the RPL root for creating a routing table for all the 

nodes and it should be positioned at the centre of the network for easily available. In 

this paper CoAP SERVER (sink node) having IPv6 address is shown in yellow 

colour. The message is send from the CoAP CLIENT (source node) which is placed 

as far as can from sink node for better result which is shown in pink colour. In centre 

of every topology we have a RPL root denoted by node number 1 having IPv6 address 

[aaaa::212:7401:1:101] shown in green colour. All the topology has one source node, 

one RPL root node expect in dumbbell which has two RPL root node and rest are sink 

node. But for evaluation we have taken CoAP SERVER (sink node) number 2 having 

IPv6 address [aaaa::212:7401:2:202] for evaluating the network performance in 

congested network. 

Test Run Configuration 

To test the run configuration of the simulation in the Contiki OS initially when 

the simulation is start RPL-Root creates a RPL-DODAG by spreading DAG 

Information Objects (DIOs) throughout the network. Before the RPL-DoDAG the 

node configuration statistics as [fe80::212:740_:_:_] but after completing the RPL-

DODAG network its node address is [aaaa::212:740_:_:_] in IPv6 network. After this 

a periodic traffic was generated from the CoAP CLINT (source node) by sending a 

message to CoAP SERVER (sink node) number 2 at a period of every 10sec interval. 

Which sets the colour of LED at sink node set to blink in red colour. 
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To analyse the result at sink node 2 we take the statistics of the packets send 

from source node at every 30sec interval at the terminal window. Simulation is run for 

5min for every algorithm and network topology to gets the statistics value to evaluate 

the congestion control in network. Here to generate CoAP request we take 

NSTSRT=1. It means we have one possible destination and the packet will be 

dropped when a node is waiting for a confirmation of the previous send CoAP 

request. 
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CHAPTER 5 

RESULT AND DISCUSSION 

 

This section explains the simulation result of the various congestion control 

mechanism in Cooja simulation for three previously introduced network topology. All 

the analyzed configuration of CoAP congestion control mechanism has been repeated 

three times with variable random seeds for 5min each to get meaningful result. We 

had analysis three different algorithms namely Simple CoAP for UDP IPv6 network 

in CoAP, Default CoAP which was standardized by IETF and CoCoA an Advance 

congestion control algorithm for CoAP which uses two RTO mechanism strong and 

weak for calculating RTTs value along with Re-Establishment mechanism. These 

algorithms were analyzed on three different topologies such as Chain, Grid and 

Dumbbell. Following in this chapter describe the detailed discussion on packet loss, 

goodput of network, RTOs calculation and RTTs with respect to timeline. 

Following is the sample snapshot from where we get the result to analyses the 

result for congestion control in CoAP. These results were taken at terminal of Contiki 

OS by pinging the CoAP node no 2 [aaaa::212:7402:02:202] which is the sink node.  

 

Figure 5.1: Sample Result Terminal 

5.1 Experimental Analysis of Packet Loss Percentage 

To examine the percentage loss in CoAP congestion control mechanism five packets 

were send from source node (Client CoAP) to sink node (Source CoAP) were send at the 

interval of 30ms. If no packet was delivered at the sink node then percentage loss was 100% 

if all packets were delivered then packet loss is 0%. Duplicate packets were also considered 

as loss packets. Following were the analysis of different congestion control algorithm. 
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Figure 5.2: Analysis of various algorithms for percentage loss wrt to timeline with various tolpologies 

Chain (Top), Grid (Middle) and Dumbbell (Under) 
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To examine the loss percentage of various algorithms in the above figure the loss 

percentage wrt no of transmissions has been shown. Each Algorithm for different topologies 

like chain(top), gird (middle) and dumbbell(bottom) had been analyzed by transmitting 5 

packets each over several times. In Simple CoAP the loss percentage of packets throughout 

the timeline is more than the Default and CoCoA. Here CoCoA has the least packet loss. In 

Grid and Chain topology, the variation among the different algorithms can be analyzed very 

easily. Here Simple CoAP is showing high peaks thus the loss of packet transmitted is 100%. 

In CoCoA, the shows the various along with the axis means it has least loss of packet loss and 

Default CoAP has the average packet loss. But in Dumbbell scenario due to nodes are more 

reachable to each other thus here Default CoAP performs better than the Simple CoAP and 

CoCoA. 

 

5.2 Experimental Analysis of Goodput  

In this section goodput is calculated which is useful packets received vs total 

number of packets send. Following is the table from where the result is taken. 

𝐺𝑜𝑜𝑑𝑝𝑢𝑡 =
useful packet received or ACKs received

Total number of packets send
 

(7) 

Table 5.1: Table for analyzing Goodput 

TOPOLOGIES ALGORITHMS 

PACKETS 

RECIVED 

TOTAL 

PACKETS 

PERCENTAGE 

GOODPUT 

Chain 

Simple CoAP 864 1050 82.28571 

Default CoAP 2520 2706 93.12639 

CoCoA 2739 2925 93.641 

Grid 

Simple CoAP 701 978 71.67689 

Default CoAP 1894 2168 87.3616 

CoCoA 1638 1826 89.7043 

Dunbbell 

Simple CoAP 563 749 75.16689 

Default CoAP 701 888 78.94144 

CoCoA 692 879 78.72558 
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From the above table, we can analyze that percentage goodput of CoCoA is always 

more than rest of the algorithms. Then for the Default CoAP and Simple CoAP has 

the least goodput. 

 

Figure 5.3: Sample Packets received/ Total number of Packets send a Cooja simulation 

The above figure was a sample snapshot taken for radio message send from CoAP 

Client to CoAP source. It shows the detail packets data at a particular time and by 

clicking on the row for specific time it describes the Packet data in bytes and Cross-

Level Packet data in bytes. 



38 

 

 

Figure 5.4: Comparison of Goodput (useful packet received/Total no of packets send) of various 

congestion control mechanism with different topologies. 

Fig Shows the effective goodput of different schemes we calculate the useful packet 

received over total number of packets send. More from the graph we can detect that the 

CoCoA performs better than the both Default CoAP and Simple CoAP algorithms. Thus, when 

the packets send between source and sink node the ratio of packet received at Sink node in 

CoCoA is more. On X-axis is the total no of packets send over time is shown it is calculated 

from the RPL border router. 

5.3 Experimental Analysis of RTO Calculation for Algorithms 

Retransmission Time Out (RTO) is the interval when no ACK was received 

for the send packet. Following are the different RTOs was used to evaluate our result 

with different algorithms. 

5.3.1 Simple CoAP Algorithm 

Constrained RESTful environment (CoRE) standardized CoAP with RESTful 

architecture which is suitable for most of the constrained devices. [16] IEFT has 

standardized in CoAP draft version 18. It uses simple stop-and-wait retransmission 

reliability with exponential backoff for confirmable messages and it also detect 

duplication messages for both confirmable and non-conformable messages 

In this algorithm, initial time out is set to a random duration between 

ACK_TIMEOUT and (ACK_TIMEOUT * ACK_RANDOM_FACTOR), re-
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transmission counter is set to 0. The message retransmitted counter is incremented 

and timeout is doubled when the timeout is triggered and retransmission counter is 

less than MAX_RETRANSMIT. Thus, RTO value was calculated as  

RTO = ACK_TIMEOUT ∗  (( 2 ∗  MAX_RETRANSMIT − 1) 
∗  ACK_RANDOM_FACTOR 

(8) 

Initially ACK_RANDOM_FACTOR= 1.5 

5.3.2 Default CoAP Algorithm 

In CoAP, when a CON message is send it requires an ACK from the receiver 

and retransmission is done 4 times unless it receives failed message. For the initial 

message re-transmission CoAP randomly select initial transmission timeout (RTO) 

value between interval of 2s and 3s. If CON_ACK is not received then binary 

exponential backoff (BEB) is applied before the MAX_RETRANSMIT reached by 

doubling the RTO value as [11] 

RTO = ACK_TIMEOUT ∗  (( 2 ∗  MAX_RETRANSMIT + 1) − 1) 
∗  ACK_RANDOM_FACTOR 

(9) 

Here parameter NSTART determines how many transaction in CoAP can be 

created to one destination end. In base CoAP document it has taken value 1. 

5.3.3 CoCoA Algorithm 

CoCoA is more flexible congestion control solution than default CoAP as it 

gives better result tha or atleast similar result as default CoAP. In CoAP, the initial 

RTO always have a fixed interval and BEB is applied on the retransmission of 

message. The three main mechanism of CoCoA: adaptive RTO calculation, a variable 

backoff factor (VBF) and RTO aging [23].  

CoCoA runs two RTO estimators: a strong and weak RTO estimator for each 

destination end point which gets updated when strong RTTs and weak RTTs is 

calculated respectively. Strong RTTs (RTTstrong) are calculated after the ACK 
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received of the first transaction of a CON CoAP message. This RTTstrong value is used 

to update strong RTO estimator (RTOstrong). Similarly if the ACK received after one 

transaction weak RTTs is calculated after the ACK received of the further transaction. 

This RTTweak value is used to update weak RTO estimator (RTOweak). 

RTTVARstrong=(1-β) * RTTVARstrong +β * (RTTVARstrong +               

RTTVARstrong_new) 

RTTstrong =(1-α) * RTTVARstrong + α* RTTVARstrong_new 

Where α=1/4 and β=1/8 

RTTVARweak=(1-β) * RTTVARstrong +β *(RTTVARweak + 

RTTVARweak_new) 

RTTweak =(1-α) * RTTVARweak + α* RTTVARweak_new 

Where α=1/4 and β=1/8 

After calculating the RTOstrong and RTOweak values we will calculate Overall 

RTO (RTOoverall) as shown below. 

RTOoverall = 0.5 * RTOstrong/weak + 0.5 * RTOoverall (10) 

This will be the next initial RTO (RTOinitial) value for CON message, which 

will be randomly between choosen interval of [RTOoverall ,RTOoverall * 1.5] 
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Figure 5.5: Calculated RTO values of Simple CoAP, Default CoAP and CoCoA plotted against time 

for transmitted packets when RTT is measured 
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An important observation from our experiments is that CoCoA is more 

conservative than Simple and Default when the packets are transmitted. It means 

packets transmitted by CoCoA has lower RTO value and consequently, there are less 

packet losses. It is because it uses variable backoff factor. While in first attempt if 

packet ACK is delivered CoCoA Strong, which simply ignores the first loss while 

behaving exactly like CoCoA for successive losses. If the first ACK is not received 

then it implies CoCoA Weak for RTT calculation. 

From the graph, we can observe that the gap between two consecutive 

transmission is greater in CoCoA. It gives us the idea that packet transmitted by 

CoCoA has lower packet loss than the Simple CoAP or Default CoAP. 

5.4 Experimental Analysis of RTT Calculation for Algorithms 

In this section, we analyses the calculated RTTs for different algorithms and them 

compare with various topologies. Round Trip Time (RTT) of a CoAP packet 

exchange (confirmable message and its ACK) between two motes (i.e., sensor nodes) 

to calculate a parameterized Retransmission Time-Out (RTO) that is adapted over the 

time depending on RTT estimates made by the mote. For Default CoAP only one 

RTT value was calculated but for CoCoA runs two RTO estimators for estimation 

which are: a strong estimator which uses ACKs of the original transmissions and a 

weak estimator that uses ACKs of transmissions. In the following graph the calculated 

RTTs was shown over timeline. 
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Figure 5.6: RTT comparisons of various topologies wrt their algorithms 

0

1000

2000

3000

4000

5000

6000

1 2 3 4 5 6 7 8 9 10 11

CHAIN TOPOLOGY

AVG CHAIN SIMPLE CoAP AVG CHAIN DEFAULT CoAP

AVG CHAIN CoCoA

0

1000

2000

3000

4000

5000

6000

1 2 3 4 5 6 7 8 9 10 11

GRID TOPOLOGY

AVG GRID SIMPLE CoAP AVG GRID DEFAULT CoAP AVG GRID CoCoA

0

1000

2000

3000

4000

5000

6000

1 2 3 4 5 6 7 8 9 10 11

DUMBBELL TOPOLOGY

AVG DUMBELL SIMPLE CoAP AVG DUMBELL DEFAULT CoAP

AVG DUMBELL CoCoA



44 

 

Here, from the above graph it can be observed that in Chain and Grid 

Topology CoCoA has the lower value of RTT. But in the dumbbell CoCoA 

outperforms than Default CoAP which has lower RTT value.  

From the above section, we can conclude in comparison to Simple CoAP, 

default CoAP and CoCoA for analysing the network performance. CoCoA 

consistently delivers a performance which is better than, or at least similar to, that of 

default CoAP. CoCoA performs better in evaluating the percentage loss of packets, 

goodput of the network, analysis the RTO and calculating the RTTs value. The 

percentage of goodput is always approx. equal to or 2% more than Default CoAP. 

Thus using the Re-Establishment mechanism in CoCoA for congestion control in 

CoAP based IoT perform better. 
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CHAPTER 6 

CONCLUSION AND FUTURE SCOPE 

6.1 Conclusion 

In this paper, we carry out the experiment to study three congestion control 

mechanism in CoAP based IoT for Client-Server communication. For implementing 

we use Cooja simulation in Contiki OS which includes protocol stack standardised by 

IETF for constrained network. Three different mechanism namely UDP based IPv6 

network Congestion Control called Simple CoAP, Default CoAP which is IETF 

proposed alternative congestion control mechanism and an advance Congestion 

control mechanism for CoAP known as CoCoA. 

For better result we modify the CoCoA by adding Re-Establishment 

mechanism that will terminate the transmission after n number of retransmission and 

save the packet unless the CoAP server is free. It also uses VBFs for adaptive RTO 

calculation from Strong RTTs and Weak RTTs and uses aging mechanism to optimise 

performance.   

In comparison to Simple CoAP, default CoAP and CoCoA for analysing the 

network performance. CoCoA consistently delivers a performance which is better 

than, or at least similar to, that of default CoAP. CoCoA performs better in evaluating 

the percentage loss of packets, goodput of the network, analysis the RTO and 

calculating the RTTs value. The percentage of goodput is always approx. equal to or 

2% more than Default CoAP.  

6.2  Future Scope 

This thesis has demonstrated various mechanism of congestion control in 

CoAP base IoT namely, Simple Coap, Default CoAP and CoCoA using Re-

Establishment mechanism. But IoT has low power and lossy network so there is scope 

of improving the network performance through various means. As a future work, 

many opportunities for extending the scope of this thesis remains as discussed below. 
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Dynamic CoAP nodes 

In this research work we have taken static nodes with defined interference and 

transmission range. This makes a DODAG with the initialisation of the simulation 

and make a routing table with border router node. However, we can enhance its 

performance with adding the mobile nodes that will dynamically sense the 

neighbouring nodes and make an optimised path to the destination node. CoAP nodes 

will not have to follow a defined path to make a DODAG but it can access any path 

and any node to make the transmission of packets with more efficiency. 

Security in CoAP nodes 

In this research work we had implemented nodes without any security 

measures. Nodes transmits the packets containing data from source node to 

destination node without any security measures. Further while transmitting the data 

packets various security algorithms applicable to IoT in CoAP application layer can 

be deployed to get more authentic packets at destination nodes.  

Changing NSTART value 

NSTART defines the number of transaction can be created at one destination. 

Here in this paper we had used NSTART value as 1. So, in future we can apply the 

changes by taking higher NSTART value and then analysing our result. 

Testing with Cooper (Cu) 

The Copper (Cu) CoAP user-agent for Firefox installs a handler for the 'coap' 

URI scheme and allows users to browse and interact with Internet of Things devices. 

Using the Copper (Cu) plugin we can send message/packets online through IPv6 

network to the targeted node from anywhere. 
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