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ABSTRACT

The satellite communication is the vast wireless network communication. Many entities in the
world use this communication for broadcasting, messaging, telephony and others user s
application. Since there are many users the satellite communication may suffer from various
attacks. We Knows that the user authentication is the first safety priority needed in the network
from attackers. For the satellite communication, a secure and lightweight authentication scheme
IS must necessary. So a user authentication scheme is proposed based on elliptical curves
cryptography and Kerberos for the satellite communication. The proposed scheme ensures that
the mutual authentication and secure ticket-granting service can be accomplished. The security
analysis implement that the proposed scheme is free from various attacks, including internal
and external attacks. And also the performance analysis brings to a good conclusion that our
proposed scheme result is similar or improves from the existing user authentication schemes.
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CHAPTER 1

INTRODUCTION

1.10verview of Satellite Communication

The modernized satellite communication network is a wireless communication network
technology, which has vast coverage to the entire world and allows all the users to remain
connected almost everywhere on the earth station. When electromagnetic signal is transmitted
towards the satellite then, the satellite intensify the signal and transmitted back to the receiver
ground station. The satellite communicates with the ground station through the medium of air, so it
is easy for the attackers to steal or falsify the transmitted [2][5]. The Fig. 1.1 shows the concepts of

how satellite communication is performed.

Fig. 1.1 Satellite communications

The satellite communications mainly involves four steps:

i) Firstly, the earth station or the ground station transmits the desired signal to the satellite.
ii) The satellite amplifies the incoming signal and changes the frequency.

iii) The satellite transmits the signal back to the Earth.

iv) The ground station then receives the signal.



The satellite communication is performed in two phases namely the uplink and the downlink
process. The uplink process is between the transmitter and the satellite, and the downlink

communication is between the receiver station and the satellite [1-4].
1.2 Objectives of Satellite Communication

The modernized satellite communication network is a wireless communication network
technology, which has vast coverage to the entire world and allows all the users to remain
connected almost everywhere on the earth station. The satellite communication provides many

application areas including

1) Weather forecasting: Many satellites are designed to continuously examine and predict the
weather conditions of the earth.

i) Military: In military satellites are used to obtain intelligence information.

iii) Radio and TV broadcast: For this purpose many satellites are employed to broadcast world

news, live matches and radio services.

iv) Navigation: Some satellites are employed to detect the location of a particular place or target
and are mainly used for ships and aircrafts.

v) Remote areas: For long distance communication it is impossible to have wired line connection
to the telephone network or the internet. Since the satellite can cover world-wide communication

and the medium is air. Hence the satellite is mainly used for connecting remotes areas.

vi) Space science: Satellites are also employed to have the knowledge of space science and

technology experiments.

The main objective of satellite communication is to provide world-wide communication around the

globe and to provide good quality of service [4].

1.3 Challenges in Satellite Communication

Even though satellite communication is a global network communication, there are certain

challenges faced by the satellite communication [4].



i) Battery: The lifetime of the satellite is quite low since the satellites have limited storage of

energy.

il) Size: Since the satellites have fixed weight and limited inner structure, this in turn limits the

functionality of the satellite.

iii) Authentication: In satellite communication the transmission of information is with direct line of
sight. As the medium is air, any person or hacker can easily detect or capture the information. So

there is a great need of authentication in satellite communication.

iv) Bandwidth: To have better transmission of data the channel bandwidth of the satellite

communication increases, this in turn leads to increase noise in a large scale.

v) Environment: whenever there is cloudy or very high rainfall or snowy, the satellite or the earth

station unable to transmit or receive the information due to disturbance in the medium.
1.4 Need of Authentication in Satellite Communication

Since the usage of satellite services increases the security becomes one of the most major concern
areas. When security is mentioned the user authentication is the first safety barrier in the wireless

communication. So authentication is must necessary for all communication system.

&&Satellite

hround station

Fig. 1.4.1 Satellite authentication scenario

As shown in Fig. 1.4.1, in the satellite communication the authentication is provided by the

authentication server that is the gateway to the satellite server. According to the figure both the
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ground station and the mobile are the satellite service users, so authentication operation has to be
performed prior to access to the satellite network in order to avoid from intruders. Authentication is
an entity that helps the user to proof his or her identity is true to the system. It helps the user
identity to protect from outside attackers. And also it provides common platform between the
users. No other person can join the system without the proper authentication license. The
authentication process is done as follows: (1) At first the user identity database containing all the
user information is created within the authentication server; (2) Secondly if a person wants to
access the system, his or her identity is compare with the information contained in the database. If
the information is correct then the intended person is allowed to access the system. Suppose if
there is no authentication scheme in the satellite communication. There may be some threat in the
system like: (1) A user may try to access a specific workstation and may act as different user from
that workstation; (2) a user may change the IP address of a workstation and the request will be
coming from the impersonated workstation; (3) A user may capture the message exchange and
disrupt the services by using replay attacks. So in all of this threat an uncertified user may be able
to way in the service and data that he or she is not allowed to way in. Therefore authentication is
the first priority security entities in the communication [15].

1.5 ECC Diffie-Hellman Key Exchange Protocol

This protocol exchanged secret key between the users so as to have secure communications. The
operation of this key exchange protocol is performed on the ECC computation [22-23]. Since this
protocol has small key size so it minimized the storage burden. The requirements of the ECC
parameters for secret key exchange protocol are:

1) The ECC parameters are ‘a’, ‘b’, and ‘q’, where °q’ is the prime number.

i1) The point ‘G’ on the elliptical curve whose order is ‘n’.

The dialogue of secret key exchange protocol is performed as

i) Consider Dev and Raj wants to exchange information, so a secret key is necessary to exchange
information in order to protect from intruders.

i1) At first Dev and Raj select their own private key which is less than ‘n’.

Dev d(private key) <n

Raj r(private key) <n



iii) Both Dev and Raj calculate public key and the public key is exchange between them.

P;(dev public key) =d X G
P.(dev public key) =r X G
iv) Now Dev calculate shared secret key as
K(secretkey) =d XB.=dXrXxG
v) Also Raj calculate shared secret key as
K(secretkey) =d XP; =dXrXxG

This protocol is a concept of cryptography. From this protocol we came to know that a secure

communication can be performed using the shared secret key exchange mechanism.

1.6 Kerberos Protocol

Kerberos is the protocol which provides user authentication mechanism. Kerberos protocol is
mainly established to have reliability, scalability, secure, and transparent in the communication
system. The main purpose of Kerberos is to provide a centralized authentication server, whose
main purpose is to authenticate user to servers and servers to users. The Kerberos version5
mechanism utilized the ticket granting-service system to way in to the server so as to obtain desired
service [15] [18][20]. There are three phases of the Kerberos authentication mechanism. The three

phases are discussed below:

1.6.1 The Authentication Service Exchange Phase

This phase allows the user to authenticate his or her identity to the authentication server and the
server will generate a ticket, which proof that the user is the legitimate user that can way in to the
TGS [15]. The exchange of information is as follows:

Messagel. Client — Authentication server:

Options Il [D. Il Realm, Il [Dyg Il Times Il Nonce, (1)

When the user with ID., wants to join the system, he/she generates a nonce and request ticket for
accessing the TGS, by sending the ID of the user’s and the ID of the TGS to the authentication

Server.

Message2. Authentication server — Client:



Realm, Il ID Il Ticketygs | E(K¢, [K tgs | Times I Nonce, Il Realmygg Il IDgs]) @)
Ticketigs = E(Kigs, [Flags Il K¢ igs I| Realm II D¢ I AD. |l Times ])

The authentication server verifies the information send by the client and generates Ticketgs t0

allow accessible to TGS.

1.6.2 The Ticket-Granting Service Exchange Phase

This phase also allows the user to proof that he or she is a legitimate user to have ticket so as to

access the server.

Authenticator, = E(Kcgs, [ID: I Realm II TS, ])

When the client request for service-granting ticket, it includes ID server, Ticketys and
Authenticator..
Message3. Client — TGS:

Options I D, Il Times Il Nonce; Il Ticketg Il Authenticator, (3)

Message4. TGS — Client:

Realm, Il ID. Il Ticket, Il E(K¢ g5, [Kc,v | Times Il Nonce Il Realm,, I ID,]) 4
Ticket, = E(Ky, [Flags Il K.y Il Realm. Il ID. Il AD I Times])

The TGS generates the service-granting ticket in order to way in to the server.

1.6.3 The Client/Server Authentication Exchange Phase
In this phase after the client proof that he or she is the intended user of the communication
network, this in turn provides the user choice key ‘Subkey’ and the default key. With the help of

these two key the user can use any service from the server.

Messagge5. Client — Server:
Options Il Ticket, Il Authenticator, 5)

Authenticator, = E(Kcy, [ID. Il Realm, I TS, Il Subkey Il Seq ])



The server cross-check the information sends by the client between the Ticket, and the

Authenticator,, and if the information is correct then the server replies to client as:

Message6. Server — Client:
E(Kcv, [TS; I Subkey Il Seq ]) (6)

Now the client can operate a service from the server by using the secret key K., and also by the

additional key known as Subkey, which is the user’s choice key.

1.7 Overview of HMAC

Before understanding the concept of HMAC, first we have to know the basic function of MAC
(Message Authentication Code). MAC is the cryptography algorithm that utilized the secret key. It
takes variable length of message as input and with the secret key, produces an authentication code.

MAC provides authentication and confidentiality with the help of symmetric key cryptosystem.
The formula of MAC is defined as

MAC = C(K, M)
where M is the input message, C is the MAC functions, and K is the shared secret key.

HMAC is nothing but it is just a MAC based Hash function, where hash function is applied to the
MAC operation to obtain more secure mechanism for the exchange of information. There are some
advantages of HMAC in design objectives:

i) Easy replaceable.

il) To use hash function, which are freely and widely-available.
ii) To use and handle key in a simple way.

iv) To retain the original performance of the hash function.

Since HMAC design objectives are feasible, so the HMAC algorithm is quite useful in

implementing the communication network security, which provides integrity, authentication and

confidentiality.



CHAPTER 2

LITERATURE REVIEW

H. S. Cruickshank in 1996 titled ‘A Security System for Satellite Networks’ which mainly focused
on security network between the satellite and the user; and this scheme combined the public-key
and secret-key cryptosystems in order to have mutual authentication between the users and the
satellite, data encryption is also introduced in the authentication stage with the help of secret key
algorithm, and also provided digital signatures. This paper utilized public-key technique for the
initial authentication stage between the user and the satellite, and secret-key technique for
encryption in the message exchange stage. Since the protocol better security, even if the private
key of either the user or satellite is captured, the protocol will still be secure. Because it requires
the compromise of both user and satellite private keys in order to detect the communications

between the user and the satellite. And also this protocol provides end to end security [6].

M. S. Hwang.et.al in 2003 titled ‘An Authentication Scheme for Mobile Satellite Communication
Systems” introduced a new scheme based on user authentication and encryption of data technique
for the communication of satellite network systems. The main purpose of the said scheme is to
remove replay attacks and it used symmetric cryptosystem. The scheme work under two phase,
namely the Mobile User Registration Phase: this phase is to proof that user is the legal person to
way in the system; and the Mobile User Authentication Phase: this phase is to provide
authentication by using a session key. For every communication session, the session key is
changed for each mobile user. So this scheme not only enhanced the security level but also

minimize the computation level [9].

Y. F. Chang.etal in 2005 titled ‘An efficient authentication protocol for mobile satellite
communication system’ mainly concerned with an efficient authentication protocol and to present
perfect forward secrecy. This scheme introduced three phases namely, the registration phase, the
mobile authentication phase, and the mobile updated phase. This protocol computation is done
with only hash and XOR operation, which gives light computation. Through the three phases, this

scheme has achieved mutual authentication, secure, efficiency and perfect forward secrecy [10].



G. Zheng.et.al in 2012 titled ‘Design and logical analysis on the access authentication scheme for
satellite mobile communication networks’ provide the way in authentication for the satellite
communications network. The way in authentication is provided in the gateway between the
mobile user and the Network Control Center (NCC). The said protocol consists of four phases: the
mobile user registration phase, the mobile user management phase, the mobile authentication
phase, and the mobile authentication update phase. The said protocol high-spot the authentication
character of gateway, and also reduced the calculation burden of the NCC. From this paper we
conclude that the system overburden is very less and not devalue the quality of service of the

satellite system networks [13].

C.C. Lee.ct.al in 2003 titled ‘A simple and efficient authentication scheme for mobile satellite
communication systems’ withstand various attacks and achieve some functionality. The said
scheme operated only in hash and XOR function. In the registration phase, the user is registered
with the NCC so as confirmed that the he or she is a legitimate user. In the login phase, the
legitimate users can exchange information with other users with the use of the NCC card. And the
authentication phase provides the user authentication. The said scheme does not apply complex
computation and we can conclude that this scheme is a simple and efficient authentication protocol

with low computation cost [8].

C. C. Chang.et.al in 2012 titled ‘An authentication and key agreement protocol for satellite
communications’ mainly concerned with the authentication for high data transmission satellite
communication. The security of this scheme compute on the discrete logarithm problem and hash
function and remove replay attack through nonce entity. The said protocol has three phases: the
initialization phase, the registration phase, and the authentication phase. The initialization phase is
to construct the NCC public and private key pair. If a user wants to communicates with another
user via satellite communication networks. So first, in the registration phase the user must have the
smart card from the NCC. Once the user received the smart card, he or she want a service and
agree on a session key with the NCC in the authentication phase to keep their communication
confidential. From this paper we conclude that the needs of untraceable, perfect forward secrecy,
and smart card loss are accomplished. In addition to that, furthermore this scheme can detect

insertion attack with the help of EIGamal signature concept and also obtain low computation cost

[7]1.



T. H. Chen.ct.al in 2009 titled ‘A self-verification authentication mechanism for mobile satellite
communication systems’ combines the single-key cryptosystem (symmetric cryptosystem) and the
public-key cryptosystem. In this paper, an authentication scheme is developed by using the
advantages of both single-key and the public-key cryptosystem. This scheme introduced an
authentication scheme for a mobile satellite communication network that allows the NCC and the
users to agree on the shared session key, which is mainly done in three phases namely, the phase of
initialization, the phase of registration, and the phase of authentication. From this paper we
conclude that based on the idea of self-verification, this scheme only utilize a public-key scheme
but not a public key infrastructure and therefore remove the key management load urged on
authentication schemes based on a public-key infrastructure. Moreover this scheme obtained a very
low calculation overburden on both the mobile user and the NCC; hence this protocol achieved a
lightweight device environment. Furthermore, the session key ensure the confidential

communication in the system environments [11].

L. Lasc.et.al in 2011 titled ‘Countering jamming attacks against an authentication and key
agreement protocol for mobile satellite communications’ reviewed the protocol [11] of Chen, Lee
and Chen. This analyzed protocol [11] disclosed that it is open to denial of service attack, where
the intruders disrupt the whole system by immobilizing one message and therefore the
functionality of mutual authentication will be failed between the NCC and the user. Hence, the
legitimate user is denied from accessing to the intended services. So, the paper [12] protocol is
designed based on key agreement and authentication for satellite communications to thwart the
frailty in the reviewed protocol. The said protocol of the authentication phase enlarged the storage
time of some shared secrets. Suppose If NCC detects de-synchronization, it denies user request and
issued a re-synchronization challenges. Using the provided information from the re-
synchronization challenge, the user updated the correct shared secrets and tries to re-authenticate
again. From this paper, the new protocol ensured the removal of denial of service attacks and even
so the connection accessibility undertake by the satellite service provider, the synchronization issue

is successfully maintained at the application layer by the said scheme.
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CHAPTER 3
SCOPE OF STUDY

The main scope of the study is to optimize the security level of the communication system and also
reduce overload and computation burden in the system.

The need to employ authentication in the satellite communication is that in this the medium of
communication is air so the intruders can easily capture or eavesdrop the exchange information
while communicating two parties. Due to this drawback authentication is much necessary in the

satellite communication to avoid impersonate attack, external attacks, and also replay attack.

Even though the usage of satellite communication is growth day by day the most concerned
important areas is the security. The security is the top priority major concerned areas of the whole
communication system in the modern technology. Many researchers had developed various
authentication techniques to provide better security performance and enhance the communication
system. Since satellite application is included in every field like in military, telephony, remote
sensing areas, marine, radio broadcasting etc., so authentication is needed in the satellite

communication.

11



CHAPTER 4
PROBLEM FORMULATION

1. In satellite communication, the medium of communication is air so the attackers can easily

captured the confidential information because of the absence of user authentication in the system.

2. In the satellite communication, man-in-the middle attack can happen between the client and the
server while transmitting the confidential information. The intruder joins the conversation in
between the legitimate user so as to impersonate both the parties and obtain the confidential

information that is shared between two parties.

3. In the satellite communication, the masquerade attack can happen due to lack of security. This
attack used fake identity by the intruders to way in to the unauthorized system so as to enjoy the
privilege of the legitimate user.

4. The satellite communication is vulnerable to external attacks. Since the user work station is not
protected from outsider attack, the location of the personal computer in the work station is easily

known to the attackers. Therefore the satellite communication is not resistant to external attacks.

12



CHAPTER 5
OBJECTIVES

1. To construct an algorithm for authentication between base station and satellite.
2. To test the working of proposed authentication under sensitive attack conditions.

3. To improve the proposed protocol functionality from the previous authentication protocol.

13



CHAPTER 6
RESEARCH METHODOLOGY

6.1 Proposed Model

In this model, the client first authenticates itself with the authentication server and also request for
ticket to way in to the TGS. The authentication server provides the ticket and session key to the
user/client in order to grant a ticket from the TGS so as to way in to the server. The user after
obtaining the service granting —ticket from the TGS, this ticket is used to request service from the
server. The server provides server authenticator to the user, so that the user can easily access the
service to the server by using a secret key shared between the user and the server (satellite)
[15][18]. The Fig. 6.1 shown below is the proposed model authentication.

6;%& Satellite/

Server

TGS

g

¥r¢ AS
\ I

Ground Station/Client

Fig. 6.1 The Proposed model of authentication

Tablel. Requirement of the presented protocol

Requirement of ECC and other entities

P Prime number

GF(P) Finite field

a,b Real numbers

Ep(a,b) The elliptic curve over GF(p) consisting of the elliptic

group of points defined by y? = x3 + ax + b(mod p),
where (4a + 27b?)mod p # 0

G Generator point (x,y)
N Order of G
L, Latitude of user

14



L, Longitude of user

Options Request that certain flags be set in the returned ticket

Realm, Indicates the area of the client

ID, Identity of the client

Realm g Indicates the area of the TGS

IDygs Identity of the TGS

AD, Network address

Mac,q MAC address/Physical address

Authenticator, Generated by client to validate ticket

ID.. Identity of the server (satellite)

Ticketgs Ticket to access the server (satellite)

Ticket, Ticket to access service

Flags Reflect the status of the ticket and the requested options

Times Indicates lifetime of the ticket

Nonce Random value to assure that the response is fresh

Seq Starting sequence number to be used by the server for
message sent to client

TS, Timestamp

TS, Timestamp

Key used

K, Secret key generated by ECC

K. User password key

Kigs Ticket granting server key

Ke tgs Session key created by AS

Kev Session key created by TGS

Ky Encryption key for server

Subkey User choice key similar to session key K,

Abbreviations

AS Authentication Server

TGS Ticket Granting Server

ECC Elliptical Curve Cryptography

DHKE Diffie-Hellman Key Exchange

6.2 The Proposed User Authentication Protocol

This section discussed the user authentication scheme based on Kerberos [15][18] and ECC for
communication between satellite and receiver ground station on earth. The proposed scheme has
three phases, namely the authentication service exchange phase to obtain ticket —granting ticket,
the ticket-granting service exchange phase to obtain service-granting ticket, and the client/server
authentication exchange phase to obtain service. In the authentication service exchange phase, the

authentication server generates ticket —granting ticket for the client to access the TGS. In the ticket
15



granting service exchange phase, the TGS generate service-granting ticket for the client to access
the server. In the client/server authentication exchange phase, the client can access any service with
the help of the ticket generated by the TGS and also the server allows the client to select any user’s
choice to access the service. The detail of the proposed user authentication scheme is described as
follows

6.2.1 The Authentication Service Exchange Phase

In this phase, we obtain a ticket-granting ticket i,e Ticketys from authentication server. The
operation in this phase is represented in Fig. 6.2.1 and the exchange of information is as follows:

Messagel. Client — Authentication server:
Options Il D, Il Realm Il [D¢gs Il Times Il Nonce, @)

When the user with ID., wants to join the system, he/she generates a nonce and request s ticket for
accessing the TGS, by sending the ID of the user’s and the ID of the TGS to the authentication
server.

Message2. Authentication server — Client:

Realm, Il ID¢ Il Ticketygs I E(K¢, [K¢ tgs | Times Il Noncey II Realmygg l ID¢gs]) (8)

The authentication server verifies the information send by the client and generates Ticketgs t0
allow accessible to TGS.

Ticketigs = E(Kigs, [Flags Il K¢ g | Realme I D¢ | AD I Mac,g | Times I Ly 1 Ly ])

Client

| AS

Choose: Options, D¢, Realm, IDygg,
Times, Nonce;

Options I D¢ Il Realmg Il IDygg |l

Times I Nonce; \

Compute: E(Kq, [K¢ g | Times Il Nonce; | Realmygg Il [Digs])

Ticketigs = E(Kigs , [Flags Il K¢ igs | Realme Il ID¢ Il AD Il Mac,g
I Times Il Ly I L,])

l«— | Realm, Il D, I Ticketigs I E(K¢, [Kc,tgs | Times I
Nonce, Il Realmygg Il ID¢g])

Fig. 6.2.1.The Authentication Service Exchange Phase
16



6.2.2 The Ticket-Granting Service Exchange Phase

This phase is mainly based on the service-granting ticket so as to access the server and the details
mechanism is depicted in Fig. 6.2.2. In this phase, the client helps the TGS to know the exact
position of the user by sending the longitude and latitude of the user’s work stations.

The client includes the longitude and the latitude of the user’s through the Authenticator..

Authenticator, is encrypted with the session key K¢ (g5 as:

Authenticator, = E(Kc g, [ID: I Realm I TS; Il Ly 1L, ])
When the client request for service-granting ticket, it includes ID server, Ticketys and

Authenticator.,.
Message3. Client — TGS:

Options I D, Il Times Il Nonce; Il Ticket,s Il Authenticator, 9)

Message4. TGS — Client:

Realm I ID Il Tickety Il E(K¢ g5, [K¢y II Times Il Nonce, Il Realm,, Il ID]) (10)

The TGS generates the service-granting ticket in order to way in to the server.
Ticket, = E(Ky, [Flags Il K.y Il Realm, Il ID. Il AD Il Mac,q Il Ly Il L, Il Ky Il Times])

Client/User TGS

Authenticator,
= E(Kc,tgs) [ID I Realme I TS,

Options I [Dy Il Times Il Nonce;, Il Ticketg

II' Authenticator,

Compute: E(K¢ g5, [K¢v | Times Il Nonce, | Realmy, II [Dy])

Ticket, = E(K,, [Flags Il K.y I Realm. I ID. Il AD Il Mac,gqll
L, I Ly 1Ky I Times])

Realm Il D Il Ticket, Il E(K¢ g, [K¢v I Times
< Nonce, Il Realm, Il ID,])

Fig. 6.2.2.The Ticket-Granting Service Exchange Phase

17



6.2.3 The Client/Server Authentication Exchange Phase

This phase provides the client security to use any service from the server and the details is shown
in Fig. 6.2.3. The server provides authentication to the client with the help of Ticket, granting to
use the service from server. And also the client and the server shared the same secret key K. ..

Through this secret key the client is able to access the server to use any service for a certain

amount of time that the client wants.

Messagge5. Client — Server:
Options Il Ticket,, I Authenticator, (11)
Authenticator, = E(K_y, [ID. Il Realm. II TS, Il Subkey Il Seq | HMAC ])
The server cross-check the information sends by the client between the Ticket, and the

Authenticator,, and if the information is correct then the server replies to client as:

Message6. Server — Client:
E(Kcv, [TS; Il Subkey Il Seq ]) (12)

Now the client can operate a service from the server by using the secret key K., and also by the

additional key known as Subkey, which is the user’s choice key.

Client/User Server

Authenticator, = E(Kcy, [ID I Realm, I TS, |l
Subkey Il Seq Il HMAC ])

Options Il Ticket, Il Authenticator,

\>

Verify whether the client is a legitimate user

E(Kcy, [TS; Il Subkey Il Seq )

L

Fig. 6.2.3.The Client/Server Authentication Exchange Phase
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CHAPTER 7
RESULT AND DISCUSSION

7.1 Security Analysis

The proposed user authentication protocols undergo certain security analysis. The result of the

security analysis of the proposed protocol is discussed below:

(1) Masquerade attack resistance

Suppose an attacker have the legitimate user information and tries to masquerade the legal user to
enter into the network. Even if the attacker intercepts ID. of the user he/she cannot masquerade the
valid user. Since the Authentication Server stores the ID., AD., and Mac,q of the user’s in the
authentication server file, but the attacker cannot have the network address and physical address of
the client .As the authentication request is granted, the authentication server will examined the
given user’s identity information in the pre-storage location file so as not to register again.

Therefore, our proposed scheme is free from masquerade attack.

(2) Forgery attack resistance

Suppose the attackers obtained the Ticket_tgs when the AS send message

as: Realm Il D¢ Il Ticketgs Il E(K¢, [Kc tgs I Times Il Nonce; Il Realmygg Il [Dig]) to the client.
Since the Ticketg is encrypted by the secret key Kg, S0 the attacker cannot have the confidential
information inside the Ticket, unless he/she knows the secret key. Therefore, the proposed

scheme is free from message-forgery attack.

(3) Resistance of password based attacks

Since Kerberos is a pre-authentication mechanism, the messages send from AS to the client

encrypted with the user’s password key K. is totally secure. The message is,

Realm, Il ID¢ Il Ticketigs II E(K(, [K tgs | Times Il Nonce, | Realmygg Il IDgs]).

Therefore the attackers have some difficulties in predicting the password key and the content of the
encrypted message is secured.
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(4) Replay attack resistance

When the confidential information send by the legitimate user is captured by the unauthorized user
and later transmitted the information to the intended destination, this disrupts the system services.
This process is known as replay attacks.

Since we have use nonce in the proposed scheme to ensure the freshness of message and the
parameter Times indicates the lifetime of the message. So it is impossible for the attackers to

perform replay attack.
Options Il [D. I Realm, Il IDg Il Times Il Nonce,
Therefore the proposed scheme is resistance to replay attacks.

(5) Resistance of the impersonate attack

Impersonate attacks means to pretend someone identity and enjoy the privilege of the legitimate
users. In our proposed scheme we use an authenticator to proof the identity of the real user to the
ticket-granting server (TGS). The authenticator includes identity of the client, realm of the client,

times and the latitude and longitude of the client.

Authenticator, = E(K g5, [IDc I Realm II TSI Ly I L, ])
Ticketigs = E(Kigs, [Flags Il K¢ g | Realm I D¢ I AD I Macyqg Il Times Il Ly Il Ly ])

Since the authenticator is encrypted with the session key (K¢ gs) Which is known to the client and

the TGS, so it is impossible for the attacker to impersonate the client. And also the TGS will cross—

check the contents of the Authenticator. and the Ticketg , SO as to ensure that the user is the

legitimate user. Therefore the proposed scheme is free from impersonate attack.

(6) Man-in-the-middle attack resistance

This is the attack where the attacker captures the information and alters the communication
between two parties.

In our proposed scheme, Ticket.ys is exchange between the client and the TGS; and Ticket, is

exchange between the client and the server. The content of Ticket,gs is encrypted by the key Kigs
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and generates session key Kgi and also Ticket, is encrypted with the key

K, and also generates the session key K.

Ticketigs = E(Kigs, [Flags | K¢gs I Realm I D¢ I AD¢ I Macyg Il Times Il Ly Il L ])
Ticket, = E(Ky, [Flags Il K.y Il Realm. Il ID. I AD I Macyq Il Ly Il L, Il K4 Il Times])

Man-in-the middle attack is possible only if the attackers have the secret keys Kz and K, and also
the session key K ,s and K. Therefore the proposed schemes thwart the man-in-the-middle

attack.

(7) Tampering attacks resistance

Suppose the attacker have the message (Options,Ticket,, Authenticator.) in the phase 3 and
attempts to alter the message.
Authenticator, = E(Kcy, [ID. Il Realm, I TS, Il Subkey Il Seq I HMAC ])

Ticket, = E(Ky, [Flags Il K¢ yll Realm Il ID Ml AD Nl Macagll Ly Il Ly Il Ky Il Times])

Since we have used ECC key in Ticket, and HMAC in Authenticator, to provide integrity of the
message and authentication of the user, so the proposed scheme resist to tampering attacks. In
order to know the contents of the message in Ticket, and Authenticator,., the attacker have to

know the secret key K, and the session key K.

(8) Resistance from external attacks

We have introduced latitude and longitude in the proposed scheme. This positioning of the client
workstation in the proposed scheme leads to identify the same workstation of the client. The
latitude and longitude of the workstation is first pre stored in the authentication server. There may
be many workstations in one realm which may be allowed to fetch data or control the satellite. We

have,

Ticketigs = E(Kigs, [Flags Il Kcgsll Realm Il ID NI AD Il Macyg | Times Il Ly I Ly ])

Since the attacker does not know the secret key Kigs SO it is impossible for the attackers to identify

the workstation which prevents from impersonating the client. So latitude and longitude along with

MAC address of the devices, network address of the client and the client provides different
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authentication services to different block in the same realm or headquarter. Hence the proposed

scheme can resist external attack.

(9) Resistance from internal attack

The presented protocol introduced the ECC concept, so we have used the ECC key to prevent
internal attacks. We know for a certain realm the latitude and longitude of the internal user will be
same.

Ticket, = E(Ky, [Flags Il K¢/l Realm Il ID Ml AD Nl Macagll Ly Il Ly Il Ky I Times])

He/she may occupy the same workstation but if he wants to access service to the server (satellite)
from other user devices, the unauthorized person is not aware of the secret key exchange through
ECC-DHKE between the legitimate user and the server through the Ticket,. Hence the proposed

protocol is free from internal attacks.

(10) Key compromise impersonate attack

It is assumed that the session keys K., and K. are known to the attackers. Obviously the

attacker can impersonate the client. However to impersonate the TGS and the server, so as to

interact with the client, the attacker would need the secret keys K, for the server and K, for the

TGS. Hence the key compromise impersonate attack can be limited to low range.

(11) Mutual trust

The message (options, Ticket,, Authenticator.),sent by the client is verify by the server(V) by
comparing the information between the Ticket, and the Authenticator., Which authenticates the
client. The server sends the message (TS, Subkey, Seq) to the client in order to authenticate to the

client.
Thus, the proposed scheme provides the mutual authentication protocol

(12) Brute-force attack resistance

In the proposed protocol when the ticket is issued it includes the time. The Times in the ticket tells
the limited duration of the ticket (i,e the time when the ticket is issued and the expiration of the
ticket ).

Ticketigs = E(Kigs, [Flags Il K¢ igs II| Realme I D¢ I AD Il Macyqg Il Times Il Ly 11 Ly ])
22



Ticket, = E(Ky, [Flags Il K.y ll Realm Il ID I AD Il Macaqll Ly II Ly I Ky I Times])

So it is impossible for the attacker to have ticket by trying many possible keys to decrypt the ticket

since the ticket include the Times parameter. Therefore the proposed protocol is free from brute-

force attack.

7.2 Performance Analysis

The proposed protocol is analyzed in terms of security:

Comparison is made in table 2, in terms of functionality and free from attack of the proposed

protocol with three different protocol, namely Authentication and Key Agreement Protocol based
on ECC in[25] ( referred as ECC-AKAP ), Diffie-Hellman Key agreement scheme in[21] ( referred
as DHKA scheme ) , Authentication scheme in [26] and Authentication and Key Agreement in[24]
(referred as Secure MAC protocol ).

Table2. The functionality comparison

Functionality ECC- AKA Authentication DHKA Proposed
AKAP Scheme | Schemein [26] | Scheme scheme
in [25] in [24] in [21]
Replay attack resistance Yes Yes Yes No Yes
Internal attacks Yes Yes Yes Yes Yes
Mutual trust Yes Yes Yes Yes Yes
Man-in-the-middle attack resistance Yes Yes Yes Yes Yes
Brute-force attack resistance No No No No Yes
External attacks No No No No Yes
Key compromise impersonation attack No No Yes No Yes
Resistance

Thus our proposed protocol has better performance than the existing scheme, and free from various

attacks.
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CHAPTER 8
CONCLUSION

The modern communication depends on satellite communication mainly for military, telephony,
broadcasting and other applications. The security concept is the main crisis which is unable to
tackle all the times. In addition, the first priority protection from intruders in the satellite network is
the user authentication.

We presented a lightweight user authentication protocol based on ECC and Kerberos, in
which an efficient mutual authentication, ticket granting service agreement and integrity of the
message are accomplished. On analyzing the security and performance of the proposed protocol,
the presented scheme is free from attack such as replay attack, impersonation attack, masquerading
attack, internal and outside attacks as well as reduce bandwidth significantly, and minimized the
computational load of the client and storage requirement greatly. Moreover our scheme as more
advantages security concept since it utilized ticket service to access any service from the server.
Without the ticket an unknown person cannot access the server. We have also achieved internal
and external attacks resistance. Through the use of latitude and longitude user location the user
system is free from external attacks and also with the ECC our proposed scheme is free from
internal attacks. In addition, the HMAC reduces the amount of traffic information. Therefore the
proposed protocol achieved authenticity, efficient, reliable, and lightweight for the satellite

communications.
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