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ABSTRACT

Network security is a wide area for research. Online communication mostly takes place
used. All communication is done over network. Online communication, data transfer is
very common today. When a data is transferred over a communication channel then
attacker can attack over the data to get the information transferred over communication
channel. To transfer data securely over network authentication protocols are used. By
using these authentication protocols only authorized person can access the data
Authorized are those who have the legal access to the information. Unauthorized users
can’t get the information transferred. Nowadays it becomes the need to secure the
confidential information. The proposed technique is to provide a secure authentication
protocol. In this technique, feige-fiat-Shamir algorithm is applied to prevent the data from
different types of attacks. In feige-fiat-Shamir algorithm, sender chooses random integer r
and n. Then it calculates witness with the help of r and n, send this witness to the receiver.
Receiver chooses a vector of challenges and sent it to the sender. Sender calculates y with
the help of these challenges and sent it to receiver. Receiver calculates its value and
compares the value to the sender’s value. Both the values are same then only key is

shared in DH protocol between user and receiver.
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Chapter 1
INTRODUCTION

Network security is an area in which administrator provide access of information to the
only authorized users. Today most of the work is done online. Most of the information is
shared over communication channel. Personal, confidential data is also shared over
network. Network can be of two types, private and public network. Network is used in
organizations, companies and ingtitutes. There is high risk of information theft or misuse
of that information shared over information. To provide security over network, network
security is used. When data or some information is shared over network then there can be
some attacks over data and information. There are two types of attacks.

Active Attacks:- Active attacks are those types of attacks in which modification or
ateration of takes place. In this attacker destroy or harm the data by modification or
ateration data. There are some attacks, come under active attacks. Denial of service

attacks, man in the middle attacks, replay attack, spoofing etc.

Denial of service attack, it is an attempt to suspend services of host or system
temporarily. This attack is used in business and website attacks. In DOS attacker makes a
large number of request to the host. Host becomes unable to handle large number of
request. Due to these requests services become unavailable to the users or system crashes.
Requests sent by the attacker, seems as authorized users. Those systems are known as
zombie systems through which attacker sends request to the host. Attacker sends a
command to the zombie systems. On the basis of the command zombie systems sends a
large number of packets of the useless information to the website to make website

available.
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Figure 1. Denial of service attack

Man in the middle attack, attacker attacks between sender and receiver to get the
information shared between sender and receiver. In this sender thinks that he is
communicating to the receiver but actually he is communicating to the attacker. Receiver
also thinks that he is getting the data to the sender but in real attacker is sending the data
to thereceiver. In MITM attacker impersonates the identity of sender and receiver..

= P -\ B e
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Man-in-the-middle attack

o A“B * A “B - —
(T (0T (L (LT (L (O
Figure2 Man in the middle attack

Replay attacks, in this attack attacker first intercepts a message, later retransmitsit again
and again to the receiver. Spoofing, it is atype of attack in which attacker attemptsto get
unauthorized access to the authorized user’s system or information and pretend as an

authorized user.
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Figure 3 Active attacks

Passive Attacks:- Passive attacks are those types of attacks in which no modification or
alteration takes place. In this attack, attacker only learns or makes use of the information
but do not destroy or alter the data. Passive attacks are traffic analysis, release of message

content, wiretapping, port scanner etc.

Passive Attacks

=

T

read contents of
message from Bob
to Alice

Darth

Internet or
other comms facility

Figure 4 Passive attacks
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Traffic analysis, in this attacker, analyzes the traffic over the network. Release of message
content, attacker monitors the content of the message but do not ater the message.
Wiretapping, attacker or intruder monitors communication over electronic devices like
telephone. Port scanner, attacker sends a list of messages to host to identify the running

services on that host.

F, ‘I
E NG - .E.
| common facility

Bob — s Akce

Release of message contents (Passive Attacks)

Figure 5 Release of message content

To provide security to the network authentication is used. Authentication is used to
prevent unauthorized access. To provide authentication to a user, choose or assigned an
ID and password or some other authenticating information that allows the access to data
within their authority.” Authentication is the process of confirming the identity of the
user”. By authentication technique a process verifies that its communication partner is
authorized and not a fake user. Authentication can be of three types. Types of
authentication are following.

First type of authentication is accepting proof of identity given by a person who has first-
hand evidence that the identity is genuine. Second type of authentication is comparing the
attributes of the object itself to what is known about objects of that origin. Third type of

authentication relies on documentation or other external things.

1.1 Authentication Protocols.- These types of protocols used for authentication in

network security.

(A) Direct authentication:- these are of two types.
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Based on a shared secret key:- in this type of authentication protocol a
secret key is shared between all the parties involved in the secure
communication. This secret key can be a password, a number or an array
of random chosen bytes. This secret key can shared before the
communication that time it is called pre-shared key. Or it can be shared at
the start time of communication session. In this type of protocol a key is
shared between sender and receiver, is used for encryption of data at
sender side to create cipher-text and decryption of data at receiver side to

get plaintext. It is known as symmetric key cryptography.

Secret Secret

message \ message

- )
secret key secret key
—— Sender—m pb——oreceiver— |

Figure 6 shared secret key
Based on a public key system:- In this type of systems two separate keys

are required. One key is known as public key and another is known as
private key. Both keys are different. Public key is used to encrypt the data
at sender side while private key is used to decrypt the data at receiver side.
This is used in digital signatures, where public key is used to create a
digital signature or encrypt the data while private key is used to verify the

signature or decrypt the data at receiver side. This method aso known as

asymmetric key cryptography.

Public key exchange ; f

re

Hello! yéuwst
DECRYPT |

o

Figure 7 Public key system
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(B) Mediated authentication:-

Based on key distribution Centre:- In cryptography, a key distribution
centreis used to reduce the risks occur in exchanging keys. KDCs used in

that system in which some users want to get permission to use services at
some times. In this system an administrator is used to provide the services
to the users. This administrator is aso known as third party. If auser wants
to use some service then it should send a request to the KDC. If that user
meets al the authenticated conditions, the KDC can issue a ticket to the
user. KDCs operate symmetric key cryptography. KDC shares a key with
each of al the users. KDC produces a ticket and sends it to client. Client
receives the ticket and sends it to the server. Server can verify the ticket

and grant access to the user who submits the ticket.

7 i &3 Y
, 3 //
\\ oA

) Y\\\/
T Center
N oAy

o - v
i Charlie }-"_-- ‘
B \-“J’.\Lm)_. Users

Figure 8 Key distribution Centre

Kerberos:- it is aso athird party authentication protocol. It works on basis
of ticket to alow users to communicate over a non-secure communicating
network. Tickets also help to prove the identity of the users to one another
in a secure way. It provides mutual authentication, the user and the server
both verify each other’s identity. It protects messages against
eavesdropping and replay attacks. Kerberos builds on third party and
symmetric key cryptography concept. It may use public key cryptography
sometimes when required. In Kerberos AS and TGS is used for ticket
granting. When a user want to get the service first authenticates itself to
the AS, then user sends a TGT to the TGS. TGS verify that TGT is valid,
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grant access with issuing ticket and session keys. This ticket and keys are

sent to the client.

H:\ 3. Request service using credentials - —

ﬁ - B, Service

Client % Request
1 -a%ﬁ;e‘fit_ verification
— of credentials

cation T 0

Server

2. Pass
credentials

to client 5, Werification of

credentials

O U
Authentication Server

Figure 9 Kerberos

1.2 DIFFIE-FHELLMAN KEY EXCHANGE PROTOCOL:- It is shared key
cryptography algorithm. It is a specific method of exchanging keys over a communication
channel. This scheme was first published by Whitfield Diffie and Martin Hellman in
1976. This method allows two parties to share secret key over an insecure communication
channel. This key is used to encrypt communications. Diffie- Hellman key agreement is
an anonymous key-agreement protocol. It is used for providing perfect forward secrecy.
Diffie-Hellman method was followed afterwards by RSA, an implementation of public

key cryptography using asymmetric algorithms.

DiffieeHellman establishes a secret between the parties to establish a secure
communication between parties over an insecure channel. If Alice wants to send data to
Bob then there are some steps which Alice and Bob should follow. Alice and Bob first
agree on a large prime number n and an element g (2<=g<=n-2) that generates a cyclic

subgroup of large order. Rest steps of the protocol are following.

e Alice chooses a number, x, at random from the set {1, 2, ------ , -2}, And
Bob chooses y randomly from the same set.

e Alice sends g™\(x) to Bob and Bob sends g”*(y) to Alice.
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6

e The shared secret key is K= g(x*y). A, knowing x and g"(y), can easily

calculate g™(y) “x=g" (x*y). Bob can determine the secret key in a similar
manner by computing g*(y) "X.

x and y are referred to as the private keys, g*(x) and g™(y) are referred to as public keys
and g'(x*y) is called as shared secret key. This protocol is secure against eavesdropping
if n and g are selected properly. But this approach is vulnerable to man-in-the-middle
attack. In this approach key is shared between sender (Alice) andreceiver(Bob) that is

why it is called shared secret key approach.
A penerates number x B generates numbet v
l =
n,dg,g mod n -
A B
_5 o : mod n

¥ : i ¥
A computes (g mod ]:l:lh B computes (g mod )
uy xy
=g modn =g modn

The Diffie-Hellman Key Exchange

Figure 10 DH protocaol.
1.3 Attacks on DiffieeHellman Key exchange protocol:-Attacks against the D-H

protocol are following.

e Denia of service attacks:- DOS attack is that in which attacker sends a large
number of request to make service unavailable. In D-H protocol attacker will try
to stop sender and receiver from communicating successfully. For doing this,
attacker can delete the messages that sender and recelver send to each other, or
can disturb the sender and receiver with unnecessary computation or

communication.
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e Outsider attacks:- In this attacker tries to disrupt the protocol by adding,
removing, replaying messages. So that attacker can get some interesting
knowledge.

e Insider attacks:- If one of the participants holds a static secret key that is used in
many key agreement protocol runs. This attack can be mounted with the malicious
software.

e Man-in-the-middle attack:- An attacker Eve attacks on the communication taken
place between Alice and Bob. When Alice sends a message to Bob then Eve
wants to get that message. So Eve generates two keys and sends one key to the
Alice and another to the Bob. Alice thinks that Bob is sending the key and Alice
sends the message to the Eve. Eve sends a wrong message to the Bob while Bob
thinks that Alice sends that message. All the information Alice wants to send the
Bob is captured by Eve. Eve dtered the information and send wrong information
to the Bob. All the information which is confidential between Alice and Bab is
captured by Eve. Thistype of attack is known as man-in-the-middle attack. These
are some steps in man-in-the-middle attack.

Alice sends her key A to Bob, and Bob sends his key B to the Alice. In between Eve
captured key of Alice and Bob. Eve generates key E and sends it to Alice and Bob. Alice
thinks E is sent by Bob while Bob thinks it is sent by Alice. Eve calculates the secret key
S(AE) with the help of A and Alice calculates secret key S(AE) with the help of E. Alice
and Eve communicates using secret key S(AE). In same manner Bob and Eve computes
secret key S(BE) and communicates using this secret key.

Alice Bob
- ~ o
g” mod p = A g°mod p =8
E? mod p = Sae E® mod p = Sge
x A
1! |
I
A g"mod p = E -
E(SA[) = B | b(SHp)
I —— A® mod p = Sae; B mod p = Sge < 1

Eve

Figure1l MITM Attack
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In my research work, main problem is man-in-the-middle attack. | want to remove this
problem by using some authentication method. Today Man-in-the-middle attack is very
common in communication over an insecure channel. All the work is done online in
today’s world. There is a high risk of information theft. To remove problem, I want to

work on man-in-the-middle attack in Diffie-Hellman protocol.

Diffie- Hellman protocol is key sharing protocol. It is used to share the key between the
parties used in the communication. Man in the middle is third party attack, which is
attacked on the DH protocol. It is done by the third person, who wants to get the
information sent between the parties involved in the communication. In this attacker gets
al the information shared between the sender and receiver. Sender thinks that he is
communicating to the receiver but in real he is communicating to the attacker. Attacker
gets al the information from the sender on behalf of receiver. In the same manner,
receiver also thinks that he is getting the data from the sender. In actual receiver gets the
data sent by the attacker.

Applications of DH protocol:-

e DH protocol usedin SSH
e DH protocol used in SSL
e DH protocol used in IPSec

FFS algorithm is used as third party key authentication protocol. It is used to verify the
claimant that either he is right person or not. It can be detect with the Fiat algorithm that

another person istrying to access the information on behalf of authorized person.
In this algorithm we have these steps:-
There are two parties, claimant and verifier.

1. Claimant chooses a random number r. it also chooses a number e {0, 1}. Now
claimant calculates the value of x= (-1)*e* "2 mod n. claimant sent x to the
verifier.

2. Verifier chooses arandom number b {0, 1} and sent it to claimant.

Now claimant calculates the value y= (r*s*b) mod n. and sent it to verifier.
4. After getting y from the claimant, verifier z= y*y*(v*b) mod n. Now z=x mod n

and z!=0.
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If in step 4 is not verified than there no action takes place in this algorithm. In this

algorithm z=x mod n is mandatory to verify the claimant.

Prover Venfier

|. Chooserandom re Z, - {0}.
Chooserandom ce {0, 1}

Computex =(-1) - modn L s

| L

b Chooserandom be {0, 1}

e
3. Computey=1"modn. ¥ "
i, ?Computez= v v’modn.

Check z=2x (modn)and z £0.

Figure 12 FFS algorithm.

Fiat algorithm is vulnerable to the attacker because in this we have only two possible
values of e either 0 or 1. It is very easy for attacker to guess the value of challenge and
response. If first time attacker guesses the right value then information can be achieved

easily by the attacker and thisis athreat to the security of the information.

In this algorithm, the probability of attack is 0.5 because it works upon the Ali Baba’s
cage theory. In which we have two paths from entering the cage. One is on left and other
one is on right side. Among both of these, only one path is correct. If first time attacker
enter on the right path then he will reach to the right place. If first time attacker chooses
the wrong path then there is a chance of attack failure. So there is 0.5 probability of
successful attack.

To enhance the security in this algorithm, we choose an array of public key and private
key in the algorithm. Original algorithm was executing in only one step. In our proposed
algorithm we have k number of values in the array. So there are k numbers of iterations,
in which steps will execute. If even a single time values will not matched then the entire

process will not take place. Process will terminate at that step where values not matched.
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Chapter 2

REVIEW OF LITERATURE

P. Bhattacharya, M. Debbabi and H. Otrok(2005) said that Diffie-Hellman is used in
cryptographic protocols such as SSL, SH, IP security. In this paper, it is said that DH
works under the domain of Zn*, where n=p, p and a are two parameters of DH, where p is
a large prime number and o is generator selected from the cyclic group Zn*. In this paper,
two modifications of DH are proposed. The first modification is to change the domain to
integer with n=2p” (t) where Zn* is still cyclic and second modification is to change the
domain with the Gaussian arithmetic Zn* [i]. After implementation of this algorithm it is
found that the key size of symmetric key isvery large. It is also found that to attack on the
protocol using large key takes more time in comparison to the actual one. Using this
method the security can be improved of those protocols, in which DH protocol isused. To
ensure the security of this proposed method Pohlig-Hellman agorithm is used. This
algorithm depends on discrete logarithm problem. Attacking this proposed method shows
that the time needed to compute the private key for the method is greater than the actual
one. The proposed methods are more secure than the classical one because it takes long

time to be cracked. So this method is not purely secure but secure than the classical one.

Albina. N, U.J. Rgu, K.G. Revathi, K. Raghava Rao said that HTTP is a protocol known
as hypertext transfer protocol. It is used to transfer the data over World Wide Web. It is
also used for communication purpose like file transfer, data transfer, chatting etc. HTTP
is used to provide privacy or security. HTTP is used in banking, e-commerce to deal with
the sensitive data. By using HTTPs financial, personal, and confidential information can
prevent from unauthorized access. But transfer of data can be attacked by man-in-the-
middle attack. In this paper Steganography technique is used to detect unauthorized
access over HTTP communication. It alows detection of attack over the communication.
In this paper first authentication protocol is used to verify the authentication details of the
users. After successfully login data is kept in the form of encrypted data using Data
Encryption standard algorithm. DES is used to encrypt the file or data. File or data can be

of any length. After encryption datais sent over the media. At the receiver side DES
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algorithm is used to decrypt the data. A password is supplied to decrypt the file or data.
But in the DES password should be of maximum 8 characters. It is the maximum limit of

the password. After decryption, original message can be viewed by the receiver.

Maryam Saeed, Ali Mackvandi, Mansour Naddafiun, Hamid Reza Karimnegjad said that
Password authenticated key exchange protocols permits two parties to generate a
common Session key. PAKE authenticate two parties based on a pre-shared password. In
this paper, it is shown that DH-BPAKE protocol is vulnerable to password impersonation
attack.First in this paper DH- BPAKE protocol is defined, how is it work. But it is found
that this protocol is vulnerable to impersonation attack in password guessing. To resolve
this problem a proposed scheme is defined in this paper. In this paper two rounds are used
for mutual authentication and key exchange between the sender and the receiver. In this
scheme plain password is not sent to the receiver. Password is sent using hash function
over ID of sender, ID of receiver, plain password and a random chosen number. This
scheme is used to avoid forward secrecy. It also resilience to unknown key share attack,
off-line dictionary attack, replay attack, password compromised impersonation attack. It
provides known session key attack. This proposed scheme provides severa security
properties still it has a lower number of rounds and a good remarkable computational

efficiency.

Aaron C. Geary (2009) said that DH protocol allows two parties two exchange keys over
an unsecured channel. But the exchange becomes vulnerable to man-in-the-middle attack
if key exchange takes place in mathematical environment. In this paper, countermeasures
are analyzed against the attack and attack is extended to the multi-party setting. To
prevent the attack over the DH protocol is to force the authentication over the key
exchange. Or the other one is to create a prime order subgroup before the key exchange
between the parties. In this paper, to provide authentication between the sender and the
receiver RSA signature scheme is used. To employ RSA signature scheme public and
private pairs must be generated first. In RSA signature scheme two steps are done. First
one is signature generation and other one is verification. And in this paper n-party setting
is also used to provide security. In this n users are there and everyone has to choose a
prime number and a generator to generate a key. Two stages are there up-flow and down-

flow. In up-flow, each member has to make their contribution to shared key. In second
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stage, value is broadcasted to the entire group and each member factors out their
contribution and forwards the result. In this alarge number of secret values are present. If

attacker wants to attack then alarge number of values are possible.

Kazuomi Oishi, Tsutomu Matsumoto(2011). In this paper an efficient verifiable implicit
asking protocol is proposed for DH protocol. The structure of protocol makes is resistant
to both active and passive attacks. If a passive attack is applied on this proposed scheme
then the efficiency and security of the protocol does not decrease. In this paper, an
implicit asking protocol for DH scheme is proposed using RSA cryptosystem as a
building block. This scheme utilizes the features of DH scheme. In this scheme two VIA

isused. In proposed scheme user A executes DH scheme with user B.

C. Krishna Kumar, G. Jai Arul Jose, C. Sgeev and C. Suyambulingom(2012) said that in
authentication protocols key exchange takes place in certain mathematical ways, the
exchange of keys becomes vulnerable to man-in-the-middle attack. They explore the
man-in-the-middle attack and analyze the countermeasures against the man-in-the-middle
attack. To prevent this attack, they use the method to force authentication prior to the key
exchange. In the scheme they use identifiers and double encrypts the message M first
with sender’s private key and then receiver’s public key. Now this message is secured and
it can only read by receiver. This scheme has a number of advantages. No information is
shared among the users before communication, prevents unauthorized access. In this
scheme a timestamp also used to show the valid timings of the keys. First a will verify
that time keys are valid or not. If keys are valid then awill send the message to the Y with
time T. So no incorrect dated message can be send using this scheme. Double encryption
is used in this scheme so content of message is secret from sender to receiver. Main
drawback of this scheme is that it is too time-consuming due to double encryption and

decryption

Zhao Hu, Yuesheng Zhu, Limin Ma (2012). In this paper an improved Kerberos protocol
is used to provide authentication in DH protocol. Kerberos is a third trusted party
protocol. As a third party KDC is used to provide authentication between client and
server. But there are a number of weaknesses in Kerberos. It is vulnerable to password
guessing attack, replay attack and complex key management. Password guessing attack is

main attack in Kerberos. If auser selects aweak password then it is easy for attacker to
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guess the password. DH-DSA key exchange can secure the protocol against replay
attacks. In this paper an improved Kerberos proposed on optimized DH-DSA. In
improved Kerberos protocol, first registration is done to provide mutual authentication
between the client and the server. After this the key exchange takes place. In this protocol
a third party KDC is used to provide security. This improved protocol only modifies
Authentication Service Exchange, but al other parts are same as in Kerberos. In this
protocol nonce is used to avoid replay attacks. That message is valid only a particular
time, noncethat message becomes invalid. By using improved Kerberos protocol

password guessing attack and replay attack are avoided.

Dhanya R. Sarath, Megha V. Ainapurkar (2014) said that it is necessary to authenticate
users before exchanging the data or information over the unsecured channel. Zero-
knowledge proofs are those protocols in which no information is revealed during the
protocol or to any attacker. In this paper an improved FFS identification scheme is
proposed with complete zero-knowledge and almost zero soundness error. This schemeis
based on FFS digital scheme. Main aim of this scheme is that even if attacker guesses the
challenge, it should not be able to impersonate and not be able to find the secret. This new
FFS scheme uses SHA-1 to generate hash function. In this scheme an array of challenge
is used to generate the keys. Classical FFS works on Ali Baba’s cave. There are only two
Challengesin classical one, 0 or 1. So it is easy to attacker guess the challenge. There are
0.5 probability of attacker to guess the password. To overcome this problem an array of
challenges is used to generate the keys. In new FFS scheme is based on complete zero
knowledge and almost soundness error. Result of completeness is that honest verifier
aways accepts proof from honest user. This scheme is more secure than classical FFS.
Even if attacker guess the challenge, it will very difficult to impersonate the attacker. In

this scheme soundness error is very negligible.
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Chapter 3

PRESENT WORK

To transfer the data from one user to another one, we use communication channel. All
personal, banking information, file, images and data are transferred over communication
channels. This communication channel can be unsecured. There can be many attacks over
the information shared over unsecured channel. Man-in-the-middle attacks, replay
attacks, password guessing attacks are common today over communication channels. To
send data in secure way over communication channel authentication protocols are used.
In this only authorized users can access the data or get the information shared over
communication channel. There are so many attacks, which attacker can apply over
authentication protocols. Man-in-the-middle attack and replay attack are common attacks
over authentication protocols in published papers. To provide security from these types of

attacks in authentication protocols is one of the hottest research areas in network security.
3.1PROBLEM FORMULATION:-
In this section, the process of problem formulation in discussed below.

We found that single algorithm is not enough to provide security in communication
between two parties. We have seen that key shared using DH protocol can be
compromised in between the communication. Attacker can change the value of shared

key in between the sender and receiver, which is known as MITM attack.

To remove this MITM attack in DH protocol, we are using FFS algorithm with the DH
protocol to verify the parties involved in the communication. To provide more security in
DH protocol against MITM attack we are combining this protocol with the FFS
agorithm.

PROBLEM OBJECTIVE:- An improved technique to prevent man-in-the-middle attack

in Diffie-Hellman protocol using Feige-fiat Shamir algorithm.

3.2 OBJECTIVES OF THE STUDY:-Following are the various objectives of this

research work.
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1. Thestudy focus on analysis of DH protocol and attack over it.

2. To study the man-in-the-middle attack over DH protocol and its countermeasures.

3. To study the previously proposed plans suggested for counter measurement of
man-in-the-middle attack over DH protocol.

4. To propose new scheme to prevent man-in-the-middle attack and to improve

performance of DH protocol.

3.3 RESEARCH METHODOLOGY:- In our methodology we are using FFS agorithm
with DH protocol to provide security to the DH protocol. In our methodology we have
two parts. First one is verification and another one is key sharing for communication
between sender and the verification using DH protocol. If users are verified in first part
then only second phase will be implemented otherwise key sharing will not take place. To

provide security or to eliminate MITM attack this methodology is used.
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VERIFICATION:- thisisthefirst phase of our methodology. In this sender and receiver

are verified using FFS algorithm.This section describes the feige-fiat-shamir agorithm,

which is used to provide authentication in the Diffie-Hellman protocol.

Feige-fiat-shamir algorithm:- there are six steps to implement this algorithm.There are

two parties in the scheme. Oneis claimant and other oneis verifier.

1.

Claimant choose random number r and n. Claimant calculates x= r"* (2) mod n.

2. X isknown aswitness and claimant send it to verifier.

Verifier chooses an array of challenges (el, €2, €3, --------- , €k). Verifier sent this
array to claimant.

Claimant use array of their private keys (sl, s2, ---------- , SK) and calculates y=
(r*sl™el s2ne?2 s3Me3------- sk”ek) mod n.

Y isknown as response and claimant sent it to verifier.

6. Verifier comparesthe valuey to the (y*2 v1°el v2'e2 v3"e3---------- vk”~ek) mod

n. If both values are same then key will be shared otherwise no key will be shared.

KEY SHARING FOR COMMUNICATION:-After verifying the parties using this
algorithm key is shared in DH protocol. This technique prevents the protocol from

man-in-the-middle attacks.

DH protocol:-There are some steps which are used in DH protocol.Sender and receiver

first agree on a large prime number n and an element g (2<=g<=n-2) that generates a

cyclic subgroup of large order. Rest steps of the protocol are following.

e Sender chooses a number, X, at random from the set {1, 2, ------ ,N-2}. And
receiver chooses y randomly from the same set.

e Sender sends g\(x) to receiver and receiver sends g”\(y) to sender.

e The shared secret key is K= g*(x*y). Sender, knowing x and g’\(y), can
easily calculate g(y) “x=g" (x*y). Recelver can determine the secret key

inasimilar manner by computing g™(y) "X.

x and y are referred to as the private keys, g*(x) and g*(y) are referred to as public keys

and g"\(x*y) is called as shared secret key.
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Chapter 4

RESULTSAND DISSCUSSIONS

In this section, results of the proposed research work have been discussed. The results are
shown using MATLAB tool. MATLAB tool is used for mathematical and applied science
programming work. MATLAB is an easiest tool for programming. MATLAB allows
matrix manipulation, implementation of algorithm, mathematical works also. MATLAB
also provides interfacing with the programs written in different programming languages.
The name MATLAB stands for matrix laboratory. MATLAB aso provides GUI
(graphical user interface). In MATLAB graphs can be plot using different variables In
MATLAB inbuilt mathematical functions are available. We can pick the function from

the toolbox.
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Figure 13 MATLAB
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MATLAB is used for these applications.

e Math and computation.

e Algorithm development.

e Simulation, prototyping and modelling.
e Graphica user interface building.

e Dataanalysis.

e Scientific and engineering graphics.

MATLAB system consists of five main parts, MATLAB language, MATLAB working
environment, Graphics, Mathematical functions, Application protocol interface. In
MATLAB we can plot the graph between the variables. In the MATLAB files are saved
with .m extension. Figures are saved in the MATLAB with .fig extenson. MATLAB is
very easy to implement. We can implement any algorithm in it. Mathematical functions

areinbuilt so we need not to evaluate any function or to define any function in it.

In MATLAB we have matrix manipulation. MATLAB is case sensitive. It understands

the difference between lower case and upper case variables. In this we need not to define
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variables first before using it unlike other languages. We a so need not to define data type
of the variablesin the MATLAB.
Use the Toals Click this Button ~ GetHelp for ~ Annotote Toom und Rototethe

Menuto AceessPlot  to StortPlotEditor  the Plot the Plot Plof
Editor Feotures

+# Figure No. 1

Figure 17 Graph in MATLAB

In MATLAB we use conditional and unconditional loops like other languages. We can
use MATLAB for ssimulation of the model. In the MATLAB we have Simulink library.
By using thislibrary we can create different types of model in MATLAB and can

simulate them.

In the Simulink library components of models are differentiated on the basis of use in
area. There are so many areas in the simulink like communication, hydraulic,

mathematics, motion €tc.

MATLAB agorithm for security does:
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e Extract the man in the middle attack.
e Verifiesthe communicating parties.
e Key sharing between the parties.

e Comparesthe key of the parties.

Here are some results of our proposed work using MATLAB:
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Graph for time evaluation:-

Graph 1:- when k=5
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In the results, we have seen that the output is different for different inputs. If verifier
verifies to the claimant then only steps of DH protocol executed. If claimant is not
verified then steps of DH protocol do not execute. And output is “key not matched”. So

on the basis of this output, it can be verified either there is an attack or not.

If claimant verified by the verifier. Then DH protocol is used to share the key between the
parties. There are two possibilities in the DH protocol also if shared key matched then
message sent by the sender otherwise not. In our result we make graph between number
of X and wtime (evaluation time). We have shown that there is no linear relation between
the X and wtime.

Asthe value of X increasesin the array evaluation time also increases. But it is not linear
increment. So we can use it in future for our research work. In the future research work,
we can research on the evaluation time of the algorithm. In the origina FFS algorithm,
time was constant for all values. But in our proposed work, when we are using this FFS

algorithm with the DH protocol then timeisincreasing with the value X.

In the above diagram we can see that man in the middle attack can occur on DH protocol.
To remove man in the middle attack we are using FFS algorithm with the DH protocol.
With the FFS algorithm verifier verifies to the claimant. Once both the parties are verified
then only key sharing with the DH protocol takes place. If claimant is not verified the no
key sharing will take place.

There are the some parameters which we got in our proposed work.

MITM attack:- By using this proposed technology, no MITM attack will take place in the
DH protocol. In this technology verifier and claimant both are verified before key
sharing. No attacker can attack between the communications. In this we have k number of
values to verify the claimant and verifier. FFS algorithm is advanced version of Fiat
agorithm. In our algorithm we have an array of k values while in main algorithm only
two values are possible for private key (O or 1). It is very easy for attacker to guess the
value of e. Only 2 values are possible so attacker can guess value easily. There is 0.5
Probability of successful attacks. This works upon Ali Baba’s cave theory.

Zero knowledge:- zero knowledge proof also available in this algorithm. Zero knowledge
proofs are those protocols in which no part of information disclosed itself during the
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protocol. In our technology no part of information is revealed during the protocol so zero

knowledge proof is available in this protocol.

Zero-Knowledge Proof

Vote For:
Obama

This last envelope
likely contains “Obama”

Figure 27 Zer o knowledge proof

Completeness:- our protocol aso provides the completeness property. Completeness is
that property in which verifier always receives a proof from the clamant to prove him
that he is the right one. In our FFS algorithm verifier aways verify claimant before

proceeding to the key sharing.

These are the results of our proposed research work. In which we use two agorithms.
First one FFS agorithm for verifying the parties and other one is DH protocol for key

sharing between the parties involved in the communication.

Our FFS agorithm is more secure than original algorithm. Property of original agorithm
was zero knowledge and time. Zero knowledge property is maintained in our proposed
algorithm also. The evaluation time increases with the number of valuesin array. Thereis
no constant relationship between the values of x and evauation time unlike original

algorithm.
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Figure 28 Base paper graph
In our base paper, time is constant for some values of X. After that value time increased
with the increment in value of array size. But in our algorithm, it is safer than the original
one. But it takes more time than the original one.

Animation:-
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Diffie-Hellman Protocol

Choose prime number g,n and x
Calculate X=g"xmod n

Figure 29 snapshot 1

Diffie-Hellman Protocol

Choose prime number g,n and x
Calculate X=g*xmodn

Sends X to Bob

Figure 30 Snapshot 2
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Diffie-Hellman Protocol

Choose prime number g,n and x
Calculate X=g*xmod n

Sends X to Boh

Bob chooses
yand
calculates
Y=gy modn

Bobh sendsY to Alice

Figure 31 Snapshot 3

Diffie-Hellman Protocol

Choose prime number g,n and x
Calculate X=g"xmodn

Sends X to Bob

Bob chooses
yand
calculates
Y=gy modn

Bobsends Y to Alice

Alice calculates
K=Y"xmodn
=g"xy mod n

Figure 32 Snapshot 4
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Diffie-Hellman Protocol

Choose prime number g,n and x
Calculate X=g"xmod n

Sends X to Bob

Bob chooses

yand
calculates
Y=g"ymodn
BobsendsYto Alice
AIiceAcalcuIates Bob calculates
K=Y*xmod n K=X"y mod n
=g™xy mod n =gy mod n

Figure 33 Snapshot 5

Diffie-Hellman Protocol

Choose prime number g,n and x
Calculate X=g*xmod n

Sends X to Bob

Bob chooses

yand
calculates
Y=gy modn
Bobsends Y to Alice
Alice calculates Bob calculates
K=Y"xmodn K=X*y mod n
=g"xy modn K is shared key between =g"xy mod n

Alice anb Bob.

Figure 34 Snapshot 6
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Man in the middle attack

Choose y and calculates
Chooseg,nand x Y=ghy mod n

And calculates Xx=g"xmodn

Alice Bob

{Sender) {Receiver)

Figure 35 Snapshot 7

Man in the middle attack

Choose y and calculates
Chooseg,nand x Y=gMymod n

And calculates X=g"xmod n

Alice Bob

{Sender) {Receiver)

AsendsXtoB
BsendsYtoA

Figure 36 Snapshot 8
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Man in the middle attack

Choosey and calculates
Chooseg,nand x Y=gy modn
And calculates X=g"xmodn

Bob

Alice

(Receiver}

(Sender}

AsendsXtoB

BsendsYtoA
Eve get the value gf i
Eve
{Attacker)
Figure 37 Snapshot 9

Man in the middle attack

Chooseyand calculates
Chooseg,nand x Y=gy modn
And calculates X=g™xmod n

Alice Bob
(Receiver}

(Sender)

AsendsXtoB

B sendsY to A

Eve get the value af;

Ealso get the value of Y
Eve

(Attacker)

Figure 38 Snapshot 10

Page | 36



Man in the middle attack

Choose y and calculates
Chooseg,nand x Y=gy modn
And calculates X=g™x modn

Alice Bob
{Sender} (Receiver)

Asends X to B

BsendsYto A

Evegetthevalue q

Eve

(Attacker)

EsendsEtoB

Echoosesthe public key e
And calculates E=g*e mod n

Figure 39 Snapshot 11

Man in the middle attack

Choosey and calculates
Chooseg,nand x Y=gy modn
And calculates X=g"xmod n

 Alice Bob
(Sender} _ (Receiver)

AsendsXtoB

BsendsYto A

Eve get the value af

(Attacker)

EsendsEto A EsendsEtoB

E choosesthe public key e
And calculates E=g*e mod n

Figure 40 Snapshot 12
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Man in the middle attack

Choosey and calculates
Chooseg,nand x Y=gymodn

And calculates X=g"xmodn

Alice Bob

(Sender) . _ (Receiver)
AsendsXto B :

BsendsY to A

Eve get the value g

fy
{Attai:ke‘r}
EsendsEtoA EsendsEtoB
Echoosesthe publickey e
A calculates =gh
And calculates E=g*e mod n Bl

K1=g"xe modn
& K2=g*yemodn

Figure 41 Snapshot 13

Man in the middle attack

Choosey and calculates
Chooseg,nand x Y=gymodn

And calculates X=g"xmodn

Alice Bob

(Sender) _ (Receiver}
AsendsXtoB

BsendsYto A

Evegetthe value g

{Attacker)
EsendsEtoA EsendsEtoB
E chooses the public key e
A calculates And calculates E=g*e mod n
B calculates

K1=g*xe modn
E calculates K1=g"xe mod n K2=grve mod n

K2=gMye modn

Figure 42 Snapshot 14
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Our Algorithm

Witness X=r*rmodn

Chooser,
primenop
&g

n=p*q
Private
Key=s1,52--

Public Claimant

keys=v1,v2- (Sender)
--------- vk.

Figure 43 Snapshot 15

Our Algorithm

Witness X=r*rmod n

Chooser,
primeno p
&q

n=p*q
Private
Key=sl,s2—¢

Challenge (e1,e2-----—--

Verifier

Claimant

keys=v1,v2- (Sender)
--------- k.

Figure 44 Snapshot 16
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Our Algorithm

Witness X=r*rmodn

Chooser,
primenop
&q
n=p*g
Private Y=(r [SHBSERSAE)-— sk ck)mod n Responsey
Key=sl,s2-

Challenge (e1,e2-----—--

Verifier

————— sk,
Public Claimant
keys=v1l,v2- (Sender)
———————— vk
Figure 45 Snapshot 17
Our Algorithm
Witness X=r*rmodn
Chpose 0 Challenge (e1,e2-----—--
prime no p
&q
n=p*q Verifier
Private Y=(r 2-—skrek)mod n Responsey
Key=s1,52-
————— sk,

Fiplle Claimant

keys=v1,v2- (Sender)
———————— vk,

(y*y*vifel*y2he2
—vktek)modn

Figure 46 Snapshot 18
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Our Algorithm

Witness X=r*rmodn

Chooser,
prime no p
&q
n=p*q

Challenge (el,e2-----—-

Verifier

2-—sk™ekjmod n Response y

Claimant

keys=v1,v2- (Sender)
________ . (y*y*vitel*v2he2
—vk*ek )mod n
Figure 47 snapshot 19
Our Algorithm
Witness X=r*rmodn
Ch.oose " Challenge (e1,e2--——--
primenop
&q
n=p*g Verifier
Private Y=(rf8 82-—sk*ek)mod n Responsey
Key=s1,52-
————— sk,
Public Claimant
keys=v1,v2- (Sender)
--------- vk,

fy*y*vlreltv2ne2
—vk"ek)modn

Receiver

Figure 48 Snapshot 20
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Our Algorithm

Witness X=r*rmod n

Chooser,
primenop
&q

n=p*g
PrivateY=(r
Key=s1,52-

Challenge (el,e2-----—--

Verifier

2-—sk*ek)mod n Response y

————— sk,
Public Claimant
keys=v1,v2- (Sender)
- (y*y*virel*v2hel
—vkArek )mod n
Choose g,x
Receiver
Figure 49 Snapshot 21
Our Algorithm

Witness X=r*rmodn
Chpose : Challenge (e1,e2----——--
prime no p
&q
n=p*g Verifier
Private Y=(r 2--sk"ek)mod n Responsey

Key=s1,52-

Bl Claimant
keys=v1,v2- EEINEIe)
________ . [y*y*virel*v2re2
—vlk"ek Jmodn

Choose g,x

A=ghxmodn

Receiver

Figure 50 Snapshot 22
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Our Algorithm

Witness X=r*rmodn

Chooser,
primenop
&q

n=p*q
Private Y=(r

Challenge (e1,e2------—--

Verifier

D-—skhek)mod n Responsey

Key=s1,52-
————— sk,
Public Clalmant
keys=v1,v2- (Sender)
________ Vk' fy*y*vlrel*v2re2
—vkArek )mod n
Chooseg,x
A=g"xmodn
Choosey
_ Recelver
Figure 51 Snapshot 23
Our Algorithm
Witness X=r*rmod n
Ch_oose h Challenge (el,e2-----—--
prime no p
&q
n=p*q Verifier
Private Y=(r 2-—sk’ek)mod n Responsey
Key=s1,52-
————— sk,
Public Claimant
keys=vl,v2- (Sender)
________ v (y*y*v1tel*v2he2
—vkrek )mod n
Choose g,x

A=g"xmodn

_ I Choosey
Receiver

K1=B*xmod:
=gy modn

Figure 52 Snapshot 24
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Our Algorithm

Witness X=r*rmod n

Chooser,

: Challenge (e1,2----—--
prime no p

Verifier

2-—skek)mod n Response y

PR Claimant
keys=v1,v2- (Sender)

(y*y*vireltv2he2
—vk*ek)mod n
Choose g,x

A=gMxmodn

Choosey
_ Recelver

=AMy modn
=g™xymodn

K1=B" mod
=ghxy modn

B=g*ymodn

Figure 53 Snapshot 25
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Our Algorithm

Witness X=r*rmodn

Chooser,
primenop
&q

n=p*q
Private Y=(r18
Key=s1,s2-

Challenge {€1,82------—-

Verifier

2-—sknek)mod n Responsey

Public Claimant

keys=vLv2- (Sender)
--------- vk.

{y*y*virel*tv2he2
—vktek)modn

Choose g,x

A=g"xmodn

Choosey
_ Recelver

=AMy modn
=g"xymodn

B=g*ymodn

If K1==K2 then send the message else errar

Figure 54 Snapshot 26
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Chapter 5

CONCLUSION AND FUTURE SCOPE

Diffie-Hellman key exchange protocol is used to share the secret key between the users
involved in the communication. But an opponent can guess the secret and get the
information shared between the users. There can be password guessing attack, replay
attack and man-in-the-middle attack over D-H protocol. To make information
confidential between the users authentication protocol is used. In authentication protocol,
only authorized users can access the data shared between the parties. To prevent the
authentication protocol from MITM attacks Feige-fiat-Shamir algorithm is used. By using
this algorithm attacker will not get the information shared between the parties. By using
this technique attack can be removed from the protocol. Security can be increased using

thistechnique. By using this technique, D-H protocol can be safer.

FUTURE SCOPE:-in the previous section, result and discussion we have seen the graph
between the array size X and evauation time (wtime). In that graph we have seen that
evauation time increased with the increment of array size. There is no continuous
relationship of time and array size. So we can use this problem in future research work.
To reduce the evaluation time of the algorithm with the increment in array size can be

used in future research work.
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Chapter 7

APPENDI X

D-H protocol

RSA

DSA

DOS

MITM

KDC

TGS

TGT

AS

HTTP

HTTPS

MSG

TXT

GCD

MOD

POW

NO.

DES

FFS

Diffie-Hellman Protocol
Rivest Shamir and Adleman
Digital signature algorithm
Denial of service
Man-in-the-middle

Key distribution centre
Ticket granting server
Ticket granting ticket
Authentication server
Hypertext transfer protocol
Secure hypertext transfer protocol
Message

Text Message

greatest common divisor
Modulo

Power

Number

Data Encryption standard

Feige-Fiat-Shamir
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VIA

PAKE

ZKP

SPF

ET

CTime

SSH

SSL

IPSec

Verifiable implicit asking
Password Authenticated Key Exchange
Zero knowledge proofs
Soundness proof
Evaluation time
Completion time
Secure shell
Secure socket layer

IP Security

Page | 51



