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ABSTRACT

Physically Unclonable Functions (PUFs) have turned a new page in hardware security by
presenting a promising technique in security. PUFs are based on challenge-response scheme,
where instead of calculating the response they are determined by the randomness due to
manufacturing variabilities in devices. Behavior of each PUF is different even when manufactured
under same external conditions. An arbiter PUF utilizes the race condition between equally
designed delay paths. This thesis deals with enhancement and stimulation of arbiter PUF. PUF is
broadly categorized into two namely weak PUF and strong PUF. Weak PUFs are mostly used for
secret key generation and authentication is done by strong PUFs. Various linear and nonlinear
PUFs like FF, FFO, FFS, FFC et.al. are key parts in this thesis. Finally, implementation of 16 bit
and 25 bit PUF if done and presented along with description about basic architecture and
components of PUF. Response from the implemented PUFs is analyzed by performance

parameters namely reliability, uniqueness and randomness.
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CHAPTER 1

INTRODUCTION:

As we see, in our modern-day world embedded devices and mobiles are becoming
interconnected platforms. These interconnected platforms are part of almost
everyday tasks. internet of things, home automation, intelligent air-conditions,
washing machines, refrigerators have already become a part our life. the major part
of these tasks is to securely handle our private information and a secure
authentication must both sides. The days where people use to go for bank to perform
bank transactions are long gone. nowadays everything can be done sitting in our
chair including every account details and bank transactions. Smartphones have
become a unified platform which are now capable of conducting the most secure
financial transactions, able to securely store the information of user, acting as a
token of authentication for the user and conducting many more operations

securely [1].

As a powerful hardware for mobile computing is developed, it has provided a
flexibility in software to enable convenient processing of mobile data. However,
compared to software security, development in hardware security has been slower.
Our hardware can be in different environments sometimes it may fall into the hands
of an adversary. When there is a physical access to the system, the degree of losing

our data to an adversary is high.

The present day best followed practice to secure such hardware’s is storing the
secret key in nonvolatile memory sources and securing the memory sources. The
secret key is a key which prevents the adversary from attacking our hardware and
helps us access our hardware. The nonvolatile memory can be SRAM (static
random access memory) or EPROM (electrically erasable programmable read only
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memory). Also hardware security operations like cryptography using digital

signature or encryption is used.

We know that the important parameters in designing the hardware are cost, area
and power consumption. The above mentioned methods are very expensive,
increasing the area of design and also increasing the power consumption. As
mentioned above secret keys are stored in nonvolatile memory sources. These
nonvolatile memory sources are very much vulnerable to many attacks such as
invasive attack mechanism. To prevent these attacks, we must provide a constant
active tamper prevention mechanism or provide constant detection mechanism.
This process increases the circuitry. This circuit must be constantly powered and it
increases power consumption. The above mentioned method also increases the

overall time delay of the circuit.

Physically unclonable functions (PUFs) are primitive innovative promising
circuits that are used to serve their main purpose of authentication and are also used
to generate the secret key along with the capability to store them and does not
require the above mentioned expensive, power consumed large circuitry. We are
able to this because instead of storing the secret key in the nonvolatile memory,
PUF generates a secret key depending upon on the physical parameters of the
integrated circuits. There are few parameters in the integrated circuits which cannot
be controlled during manufacturing of circuits. PUF realizes these uncontrollable
parameters due to manufacturing variations and converts them into a readable form.
The realized uncontrollable parameters of PUF can be used as a secret key. This
secret key can know be used for authentication or cryptographic techniques

depending upon our application.

These uncontrollable physical parameters can be of many types like delay, leakage

currents, trapped capacitances, metastability in memory devices etc. In this paper
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we concentrating on one of the physical parameter delay because delay is the most
primary uncontrollable parameter caused in almost all the circuits due to variations
at the time of manufacturing. Also delay is comparatively easy to realize than the
other physical parameters.

The below mentioned are the few advantages of PUF above other standard protocol:

» Instead of using expensive anti tamper memory sources (SRAM/EPROM),
the circuitry of PUF hardware is simple digital circuit which is easy to
manufacture, requires less area and consumption of power is less. Also, we
can replace the application of PUF with expansive cryptographic hardware
techniques which uses secure hash algorithm (SHA) and also replaces
encryption algorithms which uses public and private keys.

» As we discussed, in PUF we derive our secret key from the physical
parameters of integrated circuit. therefore, extraction of any information
regarding the secret key must be done when the device is powered on. so,
any physical attack can be done on the only when the chip is powered up.

> Invasive attacks on PUF are more difficult, because to extract the secret key
from PUF, its physical parameters must not be altered. This makes
execution of invasive attacks more difficult on PUF. As the invasive attacks
are almost not possible we do not need expensive, power consuming anti
tamper mechanisms for security of PUF.

» Manufacturing of nonvolatile memories is a lot expensive process.
Additional mask layers are required for EPROMSs and RAMs always require

external power sources. in case of PUF these are not required.

The basic concept of PUF is that even though if different integrated circuits are
manufactured with manufacturing process, the uncontrollable parameters differ

from one circuit to other due to their manufacturing variabilities. This leverage of
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PUF makes it special. The secret key derived from each PUF can act as a biometric
for the particular integrated circuit. Also, even if the attacker knows the complete
manufacturing process of a PUF, it impossible to clone the exact PUF due its
manufacturing variabilities. So, this feature of PUF makes it special from other
encrypting algorithms. Its uniqueness helps us to authenticate the chip creating a
unique biometric which does not match with any other key even the full knowledge

of manufacturing process.
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CHAPTER 2

LITERATURE REVIEW:

S.V. SANDEEP AVVARU et.al [3]: In this paper they have presented a novel
approach in estimating the differences of delay in each stage of standard MUX
based PUF. They have used two different models to map the relation between
challenge and response pairs. The two algorithms used are LMS (least mean
square algorithm) and perceptron algorithm. With the help of these two models
they estimated the delay differences between each MUX. With least mean
square algorithm they achieved the accuracy from 97.5% to 99.5% and with
perceptron algorithm they have achieved accuracy of 100%. Comparison
between the results of least mean square algorithm and perception models is
done. A scaling factor is computed from the comparisons. From the analysis of
the above models it was concluded that the delay differences of different stages

in MUX PUF belong to the same Gaussian probability density function.

S.V. SANDEEP AVVARU et.al [4]: In this paper a novel concept of hard and
soft responses of PUF is proposed. The probability of the response bit to be ‘1’
is referred as soft response and the probability of the response bit to be ‘0’ is
referred to as hard response. In this paper an artificial neural network has been
proposed to predict hard and soft responses. evaluation of standard arbiter PUF,
feed forward PUF and modified feed forward PUF using the proposed model is
done. At first, the unpredictability of PUFs is evaluated by using hard responses.
These hard responses are predicted using the proposed artificial neural network
model. The probability obtained is compared with the original results of PUF.
Secondly, the proposed artificial neural networks are trained to predict the soft

responses. Stability is defined by the threshold scheme based on probability.
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Finally, the obtained hard and soft responses are used to predict the challenge

response pairs.

BLAISE GASSEND et.al [5]: In this paper, the notion of physical random
functions is introduced which argue about the PUF technique. Initially the basic
definition of PUF is given then an overview of manufacturing variations and
environmental variations are given. The basic description of challenge response
pairs is given. Then it is described that how a PUF can be attacked and different
possible ways of attacking a PUF. followed by architecture and implementation
of PUF. A basic overview of how PUF provides the security is given. Brief
description about linear and nonlinear delay models of PUF. Then error control
mechanism of PUF is described. Then how authentication is done by PUF.
Followed by how to prevent attacks on PUF. Finally, various applications of

PUF are mentioned.

YINGJIE LAO et.al [2]: In this paper initially a brief description about delay
based MUX PUF is given. Implementation of both linear and non-linear PUF
is done. A brief description of different kinds of delay based nonlinear feed
forward MUX PUF is given. They are feed-forward overlap MUX PUF (FFO),
feed forward cascade MUX PUF (FFC), feed forward separate MUX PUF
(FFS) and MUX/DEMUX PUF. Three important parameters for the
performance evaluation of delay based MUX PUF are given along with them
mathematical modelling, they are namely reliability, uniqueness and
randomness. These performance parameters are calculated based on intra and
interchip variables. a brief description about MUX based reconfigurable PUFs
is given. The reconfigurable PUFs are of two types they are CRP-reconfigurable
PUF and logical reconfigurable PUF. Initially standard MUX based PUF was
implemented different stages with N=25,50,75,100,125,150. Considering the

three performance parameters, they concluded that at N=100 the results are
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better and with N=100, they implemented the above mentioned FFC, FFO, FFS
and MUX/DEMUX PUFs. They even provided a modified version of FFC,
FFO, FFS and MUX/DEMUX PUFs and are also implemented at N=100.
Finally, a comparison of results between the normal and modified version is

done with the help of performance parameters.

YANGJIE LAO etal [6]: In this paper a more secure and reliable PUF
authentication is proposed with an extra feature of lightweight. A finite state
machine (FSM) in two levels is proposed to correct erroneous bits generated by
environmental parameters. The environmental parameters can be temperature,
aging and voltage. This method eliminates the problem of counterfeiting. By
using this two level FSM the rea consumed will be reduced to by 2 to 10 times
and the power consumption reduces by 20 to 100 times when compared to BCH
codes. According to the experimental results in this paper the cost of the above
mentioned two level self-correcting FSM is reduced significantly when
compared with codes of error correcting. The performance and applications of
the two level self-correcting FSM are also discussed. In this method they
mapped each and every PUF response with a key and the actual is generated
only after the fabrication of the integrated. This way the adversary is not known
about the key and counterfeiting effect is prevented. Each state of FSM is

determined with each response of the PUF.

MEHRDAD MAJZOOBI et.al [7]: In this paper xor gates are used to increase
the randomness of the response generated by the PUF. Three main working
features in this PUF are each response bit is created by including multiple delay
lines, challenge bits are not directly provided to each MUX stage, they are
combined and transformed before they reach MUX stage and the outputs
obtained from multiple delay lines are combined to make final response.

According to the statistical analysis in this paper, the proposed circuit shows
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higher resilience to security attacks and reverse engineering attacks. The above
mentioned three features are used to design a more reliable and secure PUF.
The novelty in the proposed circuit is creating multiple delay output lines.
Instead of directly providing the challenge bits to the circuit, they are xored
differently at each MUX stage creating a different delay output line at each

response. Thus by increasing the randomness and unpredictability of response.

CHARLES HERDER et.al [1]: The mentioned paper starts its discussion with
two primary applications of PUF. they are cost of authentication must be low
and security in key generation. PUF is broadly classified into two main
categories namely strong PUF and weak PUF. Generally, authentication is

preferably done by strong PUF and key storage is done by weak PUF’s.
The below mentioned features are the key features of a weak PUF:

» The total number of challenge response pairs are less

» The response obtained from weak PUF is robust for different
environmental conditions and stable and the readings of the response
are same even if the challenge is provided multiple number of times.

» The responses generated are highly unpredictable and purely depends
upon the variations in the manufacturing of devices

» It is almost impossible to design two different devices with same
physical digital signature

» Ring oscillator PUF and SRAM PUF are the two examples of weak
PUF.

The below mentioned features are the key features of a strong PUF:
» The total number of challenge response pairs are large. They are large
enough so that attacker cannot enumerate all the possible challenge

response pair in given time.
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» The response obtained from strong PUF is robust for different
environmental conditions and stable and the readings of the response
are same even if the challenge is provided multiple number of times.

» Evenif attacker has a list of challenge response pairs, it is hard to predict
the response of randomly and newly chosen challenge

> It is almost impossible to design two different devices with same
physical digital signature

> Attacker may be revealed with only the response but not about the
internal functionality of the device

» Optical PUF and arbiter PUF are the examples of strong PUF.

YINGJIE LAO etal [8]: In this paper they have proposed a novel
reconfigurable PUF. they have approached in two major ways one is using PUF
with LFSR and other is using PUF with hash function. The effectiveness of the
proposed reconfigurable PUF is demonstrated in their experimental results.
This demonstration is done by using intrachip variations and interchip
variations. Also several security methods are proposed in this papers using
reconfigurable PUF. They have used a different perspective to judge the
reliability concept in PUF. Mathematical analysis of the proposed highly secure
novel PUF is done in this paper. Calculations of re-configurability are done on
challenge LFSR, output recombination, MUX/DEMUX, reconfigurable feed-
forward and challenge hash. All these variations are compared in terms of

minimum, maximum and average comparisons.

SRINIVAS DEVADAS et.al [9]: This paper is mainly focused on how PUF
authentication is done for RFIDs. The main requirements of the RFIDs are
security and cost. PUF can fulfill these two requirements for RFIDs. The
experimental and testing results of this paper demonstrate that PUF is capable
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to securely authenticate RFIDS. They have also highlighted the advantages of
RFIDs based on PUF in different applications like security and anti-
counterfeiting. They have calculated the code distance based on intrachip and
interchip variations. They have compared the results of PUF based RFIDs with
the results from cryptographic and track and trace operations. PUF based RFIDs
provide the advantage of low cost and minimal overheads. They have fabricated

the RFID on 0.18y technology and demonstrated the results.

KOTA FRUHASHI et.al [10]: This paper mainly concentrates on hamming
distance of the PUF. Hamming distance is used check the performance
parameters of PUF like reliability, uniqueness, randomness etc. in this paper
they have calculated the hamming distance using binomial distribution. they
also have calculated the standard deviation by approximating the hamming
distance with normal distribution. In this paper they proposed novel architecture
of arbiter PUF which utilizes RG-DTM (response generation according to delay
time measurement). They have generated a 256-bit response using arbiter PUF
and calculated the uniqueness of this PUF using hamming distance. The novel
PUF proposed in this paper is evaluated using standard deviation. The standard
deviation of the above proposed PUF is greatly improved by from 8.45 to 31
when compared with conventional PUF.

SIARHERI S. ZALIVAKA et.al [11]: In this paper, the main focus is on what
are the challenges in the implementation of delay based PUF. The main
performance parameters of the PUF are reliability and uniqueness. the main
problem while implementation is either we get a poor reliability or the PUF is
vulnerable to high predictability. Poor reliability is caused due to variation in
environmental conditions during the implementation of PUF. Therefore, during

implementation always, a tradeoff is created between the unpredictability and
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reliability. Due to low reliability arbiter PUF always suffers from machine
learning attacks. To overcome these problems a novel method in
implementation of PUF on FGPA is given in this paper. In this paper they have
removed weak challenge bits and improvised the strong challenge bits by
obfuscation techniques. this increases the resilience of PUF against machine

learning attacks.

JING YE etal [12]: In this paper a novel PUF called obfuscation PUF is
proposed. In standard PUF one of the main in implementation is the modelling
attack. To make the PUF more resilience towards such attacks a novel PUF
called obfuscation PUF (OPUF) is proposed in this paper. In OPUF the
challenge bits are first sent to obfuscation cell first and then they are sent to
different MUX stages. In this paper different possible obfuscation cells are
proposed. By doing this we increase factors like non determinacy and
computational complexities. Increasing non-determinacy and computational
complexity increases the unpredictability between challenges and responses .in
this way PUF is made resistant towards attacks. The experimental results and
theoretical analysis in this paper shows that the OPUF is has good stability and

randomness.

YANSONG GADO et.al [13]: This paper concentrates on the statistical analysis
of obfuscation PUF. In this paper they proposed an architecture which is hard
to clone. the proposed circuit is also light weight and secure PUF. in this paper
they have discussed about primary obfuscated PUF. Then they discussed about
the uniqueness of OPUF and about collisions and patterns. They have calculated
the predictions based on hamming distance. Followed by challenge pattern

control, challenge recovery, authentication protocol of challenge response
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pairs. A completely statistical analysis on OPUF is done. attacks based on

model building are also discussed in this paper.

JAMES B. WENDT et.al [14]: In this paper hardware obfuscation is done on
the basis of PUF. Initially they gave a basic overview of PUF. Then discussed
about arbitrary logic replacement. Followed by programmable fabric
configuration then how to stabilize the standard PUF. they discussed the logic
of signal path in obfuscation. Using PUF inputs for obfuscation completely
hides the replaced logic. They specially mentioned two logics one is using PUFs
and reconfigurable logics in direct replacement of arbitrary logics and the other
is signal path obfuscation. The experimental results in this paper prove that PUF
can successfully obfuscate the circuit functionality. They have also provided
algorithms for each new technique proposed in the paper. Attacks and analysis

of OPUF is also discussed in this paper.

SHIBANG LIN et.al [15]: This paper con concentrates on designing PUF using
cascade current mirrors. Implementation of PUF architecture is done by
cascading a NMOS transistor as load. The output impedance of the proposed
circuit is great. Based on this, a small mismatch of current gives a large
amplified output. In this architecture, the area required per bit response is two
NMOS transistors, first transistor acts as a load in current mirror and other acts
as selecting switch. Post stimulation is done UMC 65nm CMOS technology

and the average per bit response is 5.47um2.
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CHAPTER 3
RESEARCH METHODOLOGY:

Physically unclonable functions (PUF) have turned a new page in

hardware security. The input bits of PUF are called challenges and output bits of
PUF are called responses. Their mapping is popularly known as CRP pairs. The
challenge bits are given to the PUF, they are randomized in the possible way

depending upon the type of PUF and responses are obtained.

randomness

challenge l response
— *#H PUF

Fig 3.1: black box of PUF [17]

PUFs are used mainly for two major applications namely, key generation must be
secure and authentication with low cost. Based on these two applications the PUFs

designed from previous research works are categorized into two domains. they are
1. strong PUF
2. weak PUF.

The typical usage of strong PUF is authentication and key generation is done by
weak PUFs. We shall about strong PUF and weak PUF in brief in our further

discussion.
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In other words, we can describe PUF as the black-box model of challenge response
pairs. PUF is given with input challenge ¢ and the output response would be r. the

relation between challenge and response is given by
r =f(c)
where f(.) gives the function between challenge and response.

We can say the mentioned black-box model is appropriate to describe the PUF
because the parameters of f(.) are unknown and hidden from external users. f(.)
represent the manufacturing variations that occur internally in the PUF and are used
to generate a set of CRPs which are unique. Parameters of f(.) can be of any type
as discussed in introduction. The security of PUF relies on the parameters of f(.).
as the difficulty level in measuring and estimating the parameters of f(.) increases,
the security of PUF increases. Security also relies on difficulty in manufacturing

two integrated circuits with same parameters of f(.).

PUF is differentiated into strong and weak PUF based on the domain f(.). In other
words, we can say that a weak PUF can process has a limited number of CRPs and
a strong PUF can process a large number of CRPs so that the determination and

measurement of all the CRPs with in a limited period of time not possible.
3.1 WEAK PUF:

The basic implementation of PUF was started from weak PUFs. As we know that
PUF can generate a unique finger print also called as digital signatures. Weak PUFs
can provide us a digital signature which can be used for crypto graphic purposes.
As the fingerprint remains invariant largely, a weak PUF can process only limited

number of challenges.



Page |15

Relating this to black box description provided above as there are limited number
of input challenges, the domain of f(.) is limited. As we require same response for

the given challenge ignoring environmental noise, the range of f(.) is also limited.
The following are few properties of the weak PUF:

» The total number of challenge response pairs are less

» The response obtained from weak PUF is robust for different environmental
conditions and stable and the readings of the response are same even if the
challenge is provided multiple number of times.

» The responses generated are highly unpredictable and purely depends upon
the variations in the manufacturing of devices

> It is almost impossible to design two different devices with same physical
digital signature

» Ring oscillator PUF and SRAM PUF are the two examples of weak PUF.

A simple example of weak PUF is the power on state of SRAM. Even though there

is symmetry in SRAM cell, the variability in manufacturing gives a tendency to

each cell in SRAM to either obtain ‘0’or ‘1’ in its power on state.

—

~HE
il 4£\\

v

Fig 3.1.1: SRAM cell [1]
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SRAM obtains ‘0’ or ‘1’ in a random nature across all the cells. The different
responses in each cell are random and create digital fingerprint. In this case the
challenge bit is always constant that is the power on state. The size of responses
can be increase by increasing the number of cells in SRAM but still they all
depends on manufacturing variability. SRAM is a typical example of weak PUF

with only one CRP pair.

As the number of CRP pairs in weak PUF are limited. therefore, the obtained
CRP must be kept in secret. They must not be revealed in any condition. If they
are revealed to outer we lose the uniqueness of PUF. This the reason we use
weak PUFs mostly for key generation and not for authentication. Once the key
is generated from PUF it is used for cryptographic purposes like encryption and

decryption.

3.2 STRONG PUF:

A strong PUF differs from weak PUF depending on the number of challenge
response pairs. A strong PUF has a large number of CRP pairs. As the strong
PUF has large number of CRP pairs, it does not require special cryptographic
hardware for authentication. A strong PUF by itself can authenticate an
integrated circuit without the requirement of any complicated cryptographic
hardware. This is one of most primary advantages of PUF over other hardware

security protocols.

The following the few key features of strong PUF:
» The total number of challenge response pairs are large. They are large
enough so that attacker cannot enumerate all the possible challenge

response pair in given time.
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» The response obtained from strong PUF is robust for different
environmental conditions and stable and the readings of the response
are same even if the challenge is provided multiple number of times.

» Evenif attacker has a list of challenge response pairs, it is hard to predict
the response of randomly and newly chosen challenge

> It is almost impossible to design two different devices with same
physical digital signature

> Attacker may be revealed with only the response but not about the
internal functionality of the device

» Optical PUF and arbiter PUF are the examples of arbiter PUF

Weak PUF can also be used for authentication if it is paired with the hardware of
cryptography. It is to be noted that security protocols of strong and weak PUF are
different. In weak PUF the secret key must not be disclosed whereas in strong PUF

there is no such compulsion.

There is one more additional restriction in the security module of strong PUF that
is read out restricted access. This done to prevent the unauthorized access in to the
PUF. to calculate the total enumerations of PUF, along with the CRPs we need to
consider the readout time of the strong PUF also. If the response of PUF is faster
the enumerations of PUF is also faster. In weak PUF only secret key is generated
and rest security protocol is done cryptographic hardware but strong PUF does not
have such hardware. Therefore, in order to rule out any unauthorized access this

restriction is provided.
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3.3 AUTHENTICATION PROTOCOL:

As discussed earlier, the input of strong PUF is challenge and output of PUF is
response. Even if the adversary is provided with information of CRP pairs that is
polynomial distribution of CRPs, the prediction of response to a new challenge is
nearly impossible.

The mentioned is desired property of PUF but it also gives us new challenge. As
told, the PUF is represented by a black box, even the server which is used for
authentication is stored only with the previously obtained CRPs and cannot predict
the response of new challenge.

Therefore, in PUF a different protocol is used for security and is different the

system of cryptography which uses public and private key.

The below are steps to authenticate a client with PUF server:

> Initially manufacturing of PUF is done.

» The access of PUF is given to a particular server. Now the server generates
a table with all the possible CRP pairs. These CRP pairs are stored in secret
internal memory.

» Client is with PUF circuit.

> Now the client needs to submit a request of authentication to the particular
server in which CRP pairs are stored.

» As server has the database of CRP pairs, it pucks up any known challenge
and will send it to the client.

> Now the client is provided with a challenge and PUF circuit. Client provides
input to the PUF circuit and will send generated output response to the

Server.
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» The server verifies the received response from with the database of CRP

pairs and highlights the CRP pair as used.

As the behavior of PUF is highly unpredictable, the CRP pairs must ne internally
stored for future usage. The CRP pair can be used only for a single time, so the
database of the CRP pairs must be large enough that it can last long or the server
need to maintain a good communication with client to be authenticated so that the
database can be recharged periodically.to reduce this problem of CRPs new

protocols are being developed.

3.4 PERFORMANCE PARAMETERS OF PUF:

The below mentioned are the few performance parameters that are used to evaluate
PUF:

1. INTRACHIP VARIATIONS:

When a same challenge is provided to same PUF
under different environmental parameters, the number of bits that vary in output
response of the PUF are defined as the intrachip variations. These variations are
mostly represented in statistical distribution form. They measure the reproducibility

of each PUF circuit.

2. INTERCHIP VARIATIONS:

When same challenge is provided to two different
PUFs under same environmental conditions, the number of bits that vary in the
output responses of the two PUFs are defined as inter chip variations. They are
also mostly represented in statistical distribution form. They are used to measure

the uniqueness of individual PUF.
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3. HAMMING DISTANCE:

Hamming distance is the measure of similarity. It
measures the number of identical in the respective bit positions. Hamming distance
is used to measure the reliability of PUF. It is measured between the expected
output and the output generated.

n

HD(x. y) = ) (i & )

i=1

Fig 3.4.1: Hamming Distance [16]

4. RELIABILITY:

It is calculated based on intrachip variations. Pintra represent

the probability that a particular bit in the response will flip when applied with
randomly selected challenges for multiple times [2].

x 100%

| «— HD(R, R')
E[ HDJ'H mJ - Pirr ra — E| — .
, : — le

Fig 3.4.2: Reliability [2]

5. UNIQUENESS:

It is calculated from the interchip variations. Pinter represents

the probability that the bits generated by the same challenge for different PUF
instances are different [2].
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x 100%

Fig 3.4.3: Uniqueness [2]

6. RANDOMNESS:
Randomness represents the ability of the PUF to output ‘0’ or

‘1’ response with equal probability [2].

Randomness =1 — [2P(R=1) — 1].

Fig 3.4.4: Randomness [2]

3.5 ARBITER PUF:

X[0] X[1] X[126] X[127]

Fig 3.5.1: Arbiter PUF [1]

An arbiter PUF consists of N-stages of MUX. Each stage of MUX is terminated

with an arbiter. The arbiter can be any latch or flip-flop. Here, in this paper |
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used D-latch as an arbiter. Each stage consists of two MUX. These MUX flip
the path of the incoming signals. This flipping is done based on the challenge
bit. If the challenge bit is ‘0, a straight forward path is provided for the
incoming signals. If the challenge bit is ‘1’ the path incoming signals is flipped.
In this way we are creating two paths. When a rising edge is given to the input,

the signal travels through two paths.

Now we organizing a race between these two paths. As we know each MUX
component has different delay due manufacturing variations. Each path is
added with different delay at each MUX component. These two are finally
terminated at arbiter. Arbiter will output the signal which ever reaches it first.
We cannot predict signal through which path arrives first as the delay added to

the paths are due to manufacturing variations.

In this way we are generating an unpredictable response. To increase the length
of response we can increase the number of MUX stages vertically. Therefore, a
response of N-bit is generated for a N-bit challenge. In the mentioned figure we
can see the standard linear arbiter MUX PUF. There are non-linear MUX PUF.
In non-linear MUX PUF we add non-linearity to the paths to make the responses
more unpredictable. Below we shall see few non-linear PUFs
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3.5.1 FEED FORWARD MUX PUF:

Challenge —| FF Arhiter \l\
0 I 0
o o —
T ' I
8w - w Arbiter—
Output
1 |
I —
o ) B

Fig 3.5.1.1: FF PUF [2]

In the feed forward MUX PUF extra feedforward paths are added to increase
the randomness and unpredictability of PUF. the feed forward path is created
by attaching the result of intermediate stage to the arbiter of feed forward path
called FF arbiter. The result of the arbiter is provided as challenge bit to another
stage of MUX. in this way we are creating a feed forward path and increasing

randomness.

3.5.2 FEED FORWARD OVERLAP MUX PUF

Challenge FF Arbiter

Arhiner[—#
Cuipui

Fig 3.5.2.1: FFO PUF [2]
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In feed forward overlap MUX PUF, between two feed forward paths there is at

least one stage of overlap

3.5.3 FEED FORWARD CASCADE MUX PUF

Challenge FF Arhiter
.
4
I II"\('

FIG 3.5.3.1: FFC PUF [2]

In feed forward cascade MUX PUF, at the very termination stage of one feed

forward path another feed forward will be started.

3.5.4 FEED FORWARD SEPARATE MUX PUF

Arblter|—#
Outpuat

Fig 3.5.4.1: FFS PUF [2]

In feed forward separated MUX PUF, the is no relation between two feed

forward paths. There is no overlapping or cascading.
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3.5.5 MUX/DEMUX PUF

Select .‘s'ignal

Challenge ;
|.I
fﬁl L —
[~ Arhiter—
-"Il\'- O i
7_;; . M
—| 1] |—'

Fig 3.5.5.1: MUX/DEMUX PUF [2]

In this type of PUF we use DEMUX along with MUX as shown in the fig. it is
a reconfigurable PUF. Here, we replace MUX in few stages with DEMUX and
provide the output of DEMUX to two different stages of MUX away from each

other.

3.5.6 MODIFIED FEED FORWARD MUX PUF

I_I
It

Fig 3.5.6.1: Modified FF PUF [2]

In normal feed forward MUX PUF, the output of FF arbiter is given as input to
one of the other MUX stages. here in modified feedforward MUX the output of
FF arbiter is not given single other MUX stage but it is given to multiple other

MUX stages.
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3.5.7 MODIFIED FEED FORWARD OVERLAP MUX
PUF

Challempe f' F Arbit ner ! ¥
B l Fi i FF Arhil _'jn . *.i:L

] I—"[J— *-."1”_ '-
e :II l’ \ "'J I' i :' [hll:|l-|ll:

Fig 3.5.7.1: Modified FFO PUF [2]

Implementation is same standard overlap MUX PUF but the output of each FF

arbiter is given as input to other multiple stages of MUX

3.5.8 MODIFIED FEED FORWARD CASCADE MUX
PUF

Fig 3.5.8.1: Modified FFC PUF [2]

Implementation is same standard feed forward cascade MUX PUF but the

output of each FF arbiter is given as input to other multiple stages of MUX
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3.5.9 MODIFIED FEED FORWARD SEPERATE MUX
PUF

Challenge

Bl E - I"“%i ]

91098 )

HT - 4{ |
Fig 3.5.9.1: Modified FFS PUF [2]

.
"x“'

Implementation is same standard feed forward separate MUX PUF but the

output of each FF arbiter is given as input to other multiple stages of MUX

Dhatpat
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CHAPTER 4

WORKDONE

4.1 MUX:

As discussed above in each stage of arbiter PUF there two MUX. one of MUX in
sequence 0-1 and the other MUX in the sequence of 1-0. | named the 0-1 MUX as
MUX 1 and the 1-0 MUX as MUX 2 and the implementation of these two is shown

below. The implementation is done in cadence virtuoso.

MUX 1:




INTERNAL STRUCTURE OF MUX 1:

MUX 2:
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INTERNAL STRUCTURE OF MUX 2:

4.2 DELAY COMPONENT:

Combining the above designed two MUX. | have designed a delay component

where the path of two are flipped based on the challenge bit.

DELAY COMPONENT:

. : . . T
.Lgn.d. : . . . . . 1

v
b
-_@_.S-
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INTERNAL STRUCTURE OF DELAY COMPONENT:

4
aPp 0 4
s |qmux!——= - 2
b [
! )
47‘ 2
. ;ﬂ - i &
4.3 ARBITER:

As discussed above the arbiter can be any latch. Here, | used D-latch to implement

the arbiter. Arbiter selects the first incoming path and generates output accordingly.



ARBITER:

INTERNAL STUCTURE OF ARBITER:
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4.4 PUF 16 BIT:
Using the above components, | designed a 16bit PUF

16 BIT PUF:

R R EE R
222322822

b
e 5

Mw 
%
x
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TEST BENCH OF 16 BIT PUF:
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4.5 25 BIT PUF:
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25 BIT PUF TEST BENCH:
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CHAPTER 5
RESULTS AND DISCUSSION:

5.1 MUX 1:
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FroKm above graph we can see that when the select line ‘0°, first input will be

selected. And when the select line ‘1’ second input will be selected.
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5.2 MUX 2:
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From the above we observe that when select line ‘0’, second input will be selected

and when the select line is ‘1°, first output will be selected.
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5.3 DELAY COMPONENT:
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As discussed earlier, the input must me flipped depending upon the select line.

From the above graph we can see that when the select line is ‘1°, the two paths are
interchanged and when the select line is ‘0’, the straight forward path is provided

for two inputs without any interchanging
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the clock is ‘0’, the output retains its previous states and whenever the clock is 17,

the input will be reflected in the output.

imouge L:

As already told, | have D-latch as the arbiter, the above results justify it. Whenever
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CHAPTER 6

CONCLUSION:

Physically Unclonable functions (PUF) are of various types depending on various
manufacturing variabilities. In this thesis, Implementation of delay PUF on based
on MUX is done. MUX PUF are basically of two types linear and nonlinear PUF.
| have implemented linear PUF in two different stages one is 16 bit and other is 25
bit. From the above implementation we can determine different challenge response
pairs (CRP). These challenge response pairs can be used either for authentication
or secret key generation. Finally, Power analysis of both 16 bit and 25-bit linear
delay based MUX PUF is done with
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CHAPTER 7

FUTURE SCOPE:

Delay based MUX PUF basically depends on the randomness in the delay paths
present in different stages of MUX. randomness can be increased by adding non
linearity to these delay PUFs. Such PUFs are called nonlinear PUFs. The future
scope of this thesis is, we can add non linearity to implemented linear delay based
MUX PUF. Increasing the non-linearity makes PUF more reliable and unique. the
performance of the linear and nonlinear PUFs can evaluated by parameters like

reliability , randomness and uniqueness.
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