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Abstract

Security of the information has been a prime concern since long. It has taken a major leap
in present day scenario due to diversity of applications and users over the internet.
Organisations and individual users/researchers are striving hard to figure out new

techniques to ensure security of the data being transmitted over the networks.

Cryptography is one such class of techniques generally used in which the secret messages
are modified (encrypted) before transmitting so that even if they are intercepted by intruders

during transmission, they cannot be read in their original form.

Cryptographic Hashing is the transformation of a string of characters into a usually shorter
fixed-length value or key that represents the original string. It is a one way process, original

data cannot be recovered from converted value or key.

Similarly Steganography, another class of technique adopted by people using which they
can transmit secret messages securely by hiding them into other messages or some another
media (termed as cover file). The intruders on the network may not know about the

presence of some secret data. Hence it can be safely transmitted.

This study is aimed to achieve enhanced security by the use of steganography as well as
cryptographic hashing together so that even if intruder may guess the presence of data and
modified it, then on the destination receiver will know about the variation in data by

verifying its hash value.
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Chapter 1
INTRODUCTION

The research study title “Enhanced approach to information security using Steganography
and Cryptographic Hash” focuses on the security aspect of the data communication
between two parties via encapsulating the secret message with its corresponding

cryptographic hash within another media like image file or audio file.
1.1 Theoretical Foundation

1.1.1 Introduction to Information Security
Now a days, large amount of information is transmitted on the network through some
medium either on the wired or wireless network. The information travelled on the network
may be crucial depending on the purpose of its use. So the security of this type of
information from the intruders on the network is required. Security of information
transmitted over the network is the major concern in these days. We cannot protect the
entire network from the intruders, but we can secure the information that we want to
transmit. The security of information can be achieved by the use of two technologies:

e Steganography

e Cryptography
1.1.2 Introduction to Steganography
The foundation of this research is a class of techniques for transmitting secret data units by
hiding them in other data units. This technique is known as steganography. The file in
which the secret data is to be hidden or embedded is known as cover media whereas the
file generated as the result of integration of secret data unit into the cover media is known
as stego media. The steganography terminology was coined by Pfitzmann. The media
(cover/stego) can be text files, audio files, images, or any binary files. This implies that any
one type of file can be hidden into any other type of file. For instance, a text file can be
embedded into an image file or an audio file. An image file can be embedded into any

binary file, etc. [20]

When such fusions happen, most of the default application software will discard the data
portion that cannot be understood by them. E.g. Microsoft Windows Picture Viewer will
discard any extra text bytes padded at the end of the stego-image binary data. When the

stego-image will be opened using some non-default application (like notepad) the secret




message would be readable somewhere. In the latter case, the image would not be

displayed. [16]

Cover

Text file Media
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Figure 1: The concept of steganography [16]

Use of Steganography Error! Reference source not found.
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Misuse of steganography Error! Reference source not found.
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Introduction to Cryptography

This research is not only based on the steganography, other technique known as

cryptography is also a part of research. Cryptography provide more feature to provide

security to the information transmitted over the network.

Cryptography is the concept of converting data from one form to another so that even if the

intruder detects the data, its meaning could not be understood. Encryption, decryption,

hashing, digital signature etc. are the mechanisms classified under cryptography

techniques.
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Figure 3: The concepts of Cryptography (Decryption)
Cryptography focuses on keeping the contents of message secret. Cryptography provides
the features Confidentiality, Integrity and Availability (CIA) triad. [26]

Confidentiality

Confidentiality ensures that only authorized person can access information/data or
information system. Confidentiality can be achieved through User ID, Password, Access
Control List (ACL) and Policy Based security implementation. Failed to achieve
confidentiality leads to unauthorized access to data/information or information system.

Confidentiality can be more illustrated by the following two concepts:

e Data Confidentiality assures that private or confidential information will not be
disclosed to any user who is not authorized to access it.

e Privacy assures that individual control or influence what information related to
them may be collected and stored and to whom that information may be disclosed.
Only those people are allowed to access the private data of other users to whom it

1s disclosed.

Integrity

Integrity helps to guard the information from the unauthorized modification while
transmission from source to destination or at rest. If any changes would be made to
information then it ensures those would be done only by the authorized people. The loss of

integrity means unauthorized changes or modification in information. Encryption and




hashing algorithms are the key techniques to ensure integrity. Integrity can be more

illustrated by the following two concepts:

e Data Integrity assures that changes made to information would be in specified and
authorized manner

e System Integrity assures that system performs its intended function in an
unimpaired manner, free from deliberate and inadvertent unauthorized

manipulation of the system.

Availability
Availability ensures that data and information system are available whenever it required to

user who is authorized. The services or access only denied to unauthorized users.

The CIA can be achieved by the use of keys. Key in a cryptography is a combination of
string of bits used to transfer plain text into cipher text using some encryption algorithm
and to convert cipher text into plain text using corresponding decryption algorithm. Key
can also be used to generate hash value for the any string input to hash algorithm. Use of
key in cryptography provide more security to the information .There are two types of keys:

e Public Key is known to every one
e Private Key is known to only the sender/receiver who is the owner of private key

Cryptographic techniques like encryption, decryption, digital signature, etc. all are

dependable on the keys and uses these two keys in symmetric and asymmetric fashion.

In symmetric key based approach the same key is used at both sender and receiver side
whereas in asymmetric key based approach the one key (public/private) is used at sender

side and other key is used at receiver side (private/public).

1.1.4 Hashing

Hashing is the transformation of a string of characters into a usually shorter fixed-length
value or key that represents the original string. A hash value 4 is the processed form of
message M processed by hash function H (i.e. A~=H(M)). The principle objective of hashing
is data integrity. A small change in any bit of message M results in different value of hash

code h. [26]

Hashing is a one way mechanism, in which obtaining original data from the hash value is

not possible because of

e Its fixed length size (which may be smaller as compared to original data size) and




e The number of operations performed on it with the concept of compression.

Even if hash value may be processed for obtaining actual data it may not be true that the

data obtained is same as of whose hash value is.

Some variations are always there in each hash value for different bits of message. Same
hash value will not be generated for any two different messages but hash value is always

same for same message (same output for same input) every time. [19]

These are the characteristics of the hash algorithm.

Message M of L bits Hash Value, h (Fixed

Hash Function H

(Variable Length) Length)

Figure 4: Block Diagram of Hashing

Hashing not only provides the mechanism to achieve integrity, it also provide mechanism

to ensure message authentication, generate pseudo random number, digital signature, etc.

Applications of Hashing
Hashing can be used in wide range of applications. Some of the leading applications are

discussed below. [26]

Message Authentication is the mechanism or service used to verify the integrity of a
message. It assures that data received are exactly same as sent (i.e. no any kind of
modification in the existing content, insertion, deletion or replay). Message authentication
is achieved when the hash function is used with some key, and that kind of hash function
is known as keyed hash function. The hash value is known as message digest when it is

generated by hash function for the purpose of message authentication.

Digital Signature is similar to message authentication, only difference is that the hash
value is encrypted with user’s private key. Anyone who knows the user’s public key will

able to verify the integrity of the message that is associated with the digital signature.

One-Way Password, hash function can also be used for generating one way passwords.
Using this approach the password of user are not directly stored on the database, instead of

actual password only the hash value of that password is stored. By this the actual password

[On |



users is also secured from the intruders because actual password is not retrievable by the
intruders. So when user provides password on the interface then its hash value is generated

and compared with the corresponding hash value stored on the server for that user.

Intrusion detection or virus detection can also be performed by the use of hash functions.
For this user needs to generate hash value for each file on the system and also secure the
hash value on some external source (once writable medium like CD, etc). Later determine
the hash values and match with each other. If any variation between the values found then

it means some wrong on the system either due to intruders or virus.

Cryptographic hash function can also be used to construct pseudorandom function (PRF)

or pseudorandom number generator (PRNG).

Requirements and Security
The basic requirements of hash algorithm that each hash algorithm must fulfil for its
success are variable length input, fixed length output, collision resistant and preimage. The

following table defines the requirement and gives corresponding description for the

requirement.
Requirement Description
Variable input size H can be applied to a block of data of any size.
Fixed output size H produces a fixed-length output.
Efficiency H(x) is relatively easy to compute for any given x,

making both hardware and software
implementations practical.

Preimage resistant For any given hash value h, it is computationally
(one-way property) infeasible to find y such that H(y) = h.

Second preimage For any given block x, it is computationally

resistant (weak infeasible to find y ! x with H(y) = H(x).

collision resistant)

Collision resistant It is computationally infeasible to find any pair (x, y)

(strong collision such that H(x) = H(y).

resistant)

Pseudorandomness | Output of H meets standard tests for
pseudorandomness

Figure 5: Requirements for a Cryptographic Hash Function H [26]

This research implements a new hash algorithm in which input of 256 bits is provided to

hash function and it will generate 128 bits of hash value for that input.




1.2 Evolution

1.2.1 Steganography

In ancient time the steganography technique (only on cover media) was relied on physical
resources like human skin, game, etc. whereas in current time it is relies on the digital media
like image file, text file, audio file, video files, etc. The general working principle of

steganography remained same. Error! Reference source not found.

John and Jajodia (1996), stated that the word steganography is derived from the Greek
words stegos meaning covered and graphia meaning writing, thus means covered writing.

Steganography has been used in various forms for thousands of years. [13]

e Looking back to 500 BC, Histaiacus shaved a slave’s head and tattooed a secret
message on his scalp. After some months when hairs on scalp of slave grew
sufficiently to conceal tattooed message then salve was sent to Miletus to convey
secret message to Histaiacus’s son-in-law Aristagoras.

e In Greece, another method used for conveying secret message was to peel the wax
off a wax-covered tablet, then write a secret message and re-wax tablet. The
recipient would simply need to rid of the wax from tablet to get secret message.

e The modern digital era of steganography is credited to Kurak and McHugh who
proposed the method similar to embedding secret message to LSBs of the data bytes
of cover media (Image file). They examined the image downgrading and

contamination techniques now known as image based steganography. [15]

Figure 6: Famous Painting of Mona Lisa used for Steganography in History




1.2.2 Cryptography

The word cryptography was derived from the greek work kryptos which means secret and
graphos which means writing, resulting this means secret writing. Primarily cryptography
use the codes and ciphers to protect the secret data. Cipher is coded text used on the behalf
of some other text. Cryptography is the process of converting original text into its
equivalent cipher text using some algorithms. Major mechanism used to perform
cryptography is encryption and decryption. Encryption is the process of converting original
text into cipher text whereas decryption is the process of reforming original text from the

cipher text.

The Roman ruler Julius Caesar (100 BC — 44 BC) evolved and used a very simple method
for secret communication. What actually happen he needs to send a highly confidential
military instructions to his generals through messenger but he was not able to trust on his
messenger. He was afraid from the fact that his message may be leaked to his opponents
and can be used against him. So he decided to do some fusion so that messenger if handover
the secret information to opponents then it would be useless for them. He did shifting of
the character of alphabets and forms a mechanism of encryption known as Caesar cipher.
This method was very efficient and fast at the time when it was derived because of non-
availability of machine processing. The Caesar cipher is the mechanism of shifting
alphabets of the word by 3 forward at sending side to generate cipher and 3 backward at
receiving side to forms the original text from the cipher. This means alphabet ‘A’ would be
translated as ‘D’, ‘B would be ‘E’ and so on. So all the alphabets of secret message are
shifted forward and backward on sender and receiver side. All the alphabets and their

corresponding equivalent Caesar has been illustrated in below figure. [27]

Figure 7: Caesar Cipher equivalent to Plain Text

1.2.3 Cryptography to Cryptographic Hash
The first cryptographic hash function designed date back to late 1970s. While presenting
the paper on Public key cryptography by Diffie and Hellman, they identified the need of

one way hash function as building block of digital signature scheme. The first work on hash




proposed by Rabin based on block cipher DES as a result of 64 bit Hash value. To improve
the result of hash value proposed by Rabin (1970). Yuval showed an enhancement in the
hashing mechanism to show how to find collisions for n-bit hash function in time 22,
Later Merkle’s work introduced requirements of collision resistance and second preimage
resistance and preimage resistance. In 1987, the definition of collision resistance is
formalized by the Damgard and after two year Naor and Yung defined the variant of second
preimage resistant functions called universal one-way hash function (UOWHF) also

reffered as function offering eSEC. [21]

In 2004 Rogaway and Shrimpton formally studied the relationship between collision

resistance and various variants of preimage resistance and second preimage resistance.

Hash function implementation mechanism goes through from various phases of design
model. In the beginning the Block Cipher technique used for Hash functions. Later hash
functions built using Arithmetic Primitives then a dedicated hash function are built like N-

Hash, MD2, MD4, MDS5, SHAI, etc. [21]

1.3 Image Steganography Techniques
Several techniques exist in modern steganography for embedding secret message into

image files. Some of common names complied from several source of literature are as

following: [2]

e LSB substitution and Palette based methods.

e Optimum Pixel Adjustment Procedure (OPAP)

e Inverted Pattern (IP) approach

e Pixel Value Differencing (PVC) method

e Discrete Cosine Transform (DCT) and other JPEG Steganography methods
e Patchwork and Spread Spectrum method

e Vector Quantization Method using codebook

e Fixed Range Equalization method
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Figure 8: Image Steganography Method [16]
Sara et.al. (2011) and Hamid et.al. (2012) classify these Image based steganography

methods in following board categories:

e Direct Method
e Spatial or Image Domain Method
e Frequency or Transform Domain Method

e Adaptive Steganography Method

Image Steganography

Adaptive
Steganography
Methods

Transform/Frequency
Domain Methods

Direct

Methods Image/Spatial Domain Methods

LSBin Patchwork Patchwork DCT and
LSB Palette and Spread and Spread JPEG
Substitution based Spectrum Spectrum Steganograp
images Techngiues Techngiues hy

ABCDE (A Block
complexity based
Data Embedding)

Figure 9: Categorization of Image Steganography Methods [16]




1.3.1 Direct Methods

These methods include direct embedding of secret message into cover media without any
manipulation over existing bytes of the cover media. The secret message is appended to the
cover media as extra information. Cheddad et al. (2010) evaluates that neither the image
histogram nor the visual preceptions can detect any difference between the cover image
and stego image due to secret message being hidden after the end of file tag for these

approaches. [16]

e Using simple Text Editor
o Open the cover (image) file with any simple text editor like notepad.
o Type the secret message into the file (at end of file).
o Save the file (now this image would be termed as stego image)
o When the image file would be open using standard image viewer
application, the secret message would not be visible.
o To read the secret message embedded into stego image, open it in some text
editor like notepad, etc.
e Using copy command of DOS
The same task can be performed using copy command of DOS
o Syntax: X:\»> COPY cover_image /B + message file /B stego image
o Example: C:\> COPY cartoon.jpg /B + secret.txt /B cartoons.jpg
o The above command will append the content of secret.txt file to cover image
file cartoon.jpg and generate a stego image cartoons.jpg
o The switch /B indicates that the files are to be treated as binary files.

o The operator + is used to concatenate the file cartoon.jpg and secret.txt

1.3.2 Spatial or Image Domain Method
In these methods, the modification of cover media for embedding secret message involves
encoding at LSBs level. These methods uses bitwise techniques that apply bit insertion and

noise manipulation. Message is directly embedded in the intensity of pixels and are most

suitable for lossless image format like GIF and BMP. [16]

1.3.3 Frequency or Transform Domain Method
This method involves manipulation of algorithms and images transforms. The images are
first transformed and then secret message is embedded into them. Most of these methods

are independent of image format. Algorithms attempt to hide message in more significant




areas of the cover image and the embedded may survive between lossy and lossless

compression. Lossy image format like JPG supports these methods. [16]

1.3.4 Adaptive Steganography Method

Adaptive steganography method is a special case of the spatial/image domain and
frequency/transform domain methods. Adaptive steganography methods are “statistically-
aware embedding” methods. Such methods consider the statistical global feature of the
image prior working on LSB coefficients. The statistics define where to make changes in
the image bits. One of these methods is characterized by a random adaptive section of pixels
depending on cover image and the selection of pixels in a block with large standard
deviation in order to avoid areas of uniform colour (or, smooth areas). This method is

proven to be robust in terms of image compression, cropping and manipulation. [16]

1.4 Steganography and Cryptography
Steganography and cryptography are two different concepts. Both of them lead to security
of information to be transmitted over the network. The secrecy aspect of the message

addressed by steganography and cryptography is stated as under: [17]

o Using Cryptography the contents of the message are kept secret.

o Using Steganography the existence of the secret message is kept secret.

Both steganography and cryptography are the ways to protect information from unwanted
parties but neither of the two technologies is perfect alone and can be compromised. Once
the presence of hidden information is revealed or even suspected, the purpose of
steganography is partly defeated. The strength of steganography can thus be amplified by
combining it with cryptography.

The level of security can be enhanced further if the secret message to be embedded in some
cover media is encrypted using algorithms like RSA, 3DES, etc. prior embedding. In such
a scenario, even after the message presence is identified, the message cannot be directly

read by the hacker unless it is decrypted.

Thus, it can be concluded that steganography is NOT a substitute to cryptography and vice
versa. Rather, both the concepts have different objectives and the integration of both could

lead to stronger and secure message communication system.




1.5 Audio Steganography Techniques

The set of techniques in which the cover media is an audio file (say, .wav, .mp3, etc.) are
known as audio steganography techniques. Most of these techniques are also based on LSB
substitution method as in case of image steganography techniques. Below we introduce the

most widely used MP3 steganography algorithm named MP3Stego. [16]

1.5.1 The MP3Stego algorithm

This algorithm was developed Fabien A. Petitcolas in 2002 at Cambridge University for
the purpose of hiding information in MP3 files. It was the first tool to hide information in
MP3 files. MP3Stego uses the parity based embedding scheme to hide secret data in MP3
files during the compression process. The data is first compressed, encrypted and then
hidden in the MP3 bit stream. The hiding process is executed during the Layer III encoding
carried out using two nested loops. The inner loop is a quantization and encoding loop. The
quantization step-size is increased to get a smaller quantization value if the bits produced
by quantization and encoding exceed the available maximum length bits. This operation is
repeated until Huffman coding bits are short enough. The bits are encoded as its parity by
changing inner loop termination condition. The outer loop is noise control loop that controls

the quantization noise according to threshold value and adjusts the scale factor.
The operation of MP3Stego can be simply understood by the following:

e For each block of music information to be encoded, MP3Stego decides whether or not
or encode a hidden bit of information. Two factors decide whether to hide a bit: if there
are more bits in the hidden message yet to be encoded and whether this particular block
has been randomly chosen to be embedded with a bit.

e If it has been determined that no bit is to be embedded, no change is made from the
standard encoding process, and the block is created as normal.

e [f a bit is to be embedded, the block is first encoded as normal. After the initial
encoding, the parity of the block is examined. Once the parity of the block is
determined, one of two scenarios will occur:

o The parity bit matches the bit to be encoded. In this case, since the parity bit is

what we want it to be, the initial encoding is suitable, since it produces the




correct bit for the hidden message. No change is made and the initial encoded
block is placed in theMP3 file.
o The parity bit doesn’t match the bit to be hidden. In this case the block is
unsuitable for carrying the hidden message bit because the parity is incorrect.
The quantization factor that is used by the encoding application is changed, and
the block is re-encoded in an attempt to change the parity bit of the block. This
may happen several times before the parity of the block is correct. This also
changes the length of the block.
e If the file cannot embed the file for some reason, MP3Stego fails. If there are no
errors, once the hidden file is completely embedded, the remainder of the MP3 file

is encoded normally.

The MP3Stego is implemented using two command line programs named encode and

decode to hide secret message into cover file and extract secret message from stego file.

1.6 The ID3 Tag

ID3 is a metadata container prominently used with MP3 files. It allows storing information
(like title, album, artist, etc.) about the file within the MP3 file itself. Although used
globally in prominence, ID3 is just a de facto standard rather than de jure standard. No
standardization body was involved in its creation nor has it been approved formally by any
such organization. The ID3 tag is credited to Eric Kemp (1996) who had the idea of adding
a small chunk of data to the audio file which soon became the de facto standard for storing
metadata in MP3 files. The format was released by Damaged Cybernetics, an underground

group that specialized in cracking console gaming systems.

ID3 has two unrelated versions: ID3v1 and ID3v2 with sub versions /D3vI.1, ID3v2.2,
ID3v2.3, and ID3v2.4. [16]

1.6.1 The ID3v1

The ID3v1 tag was placed at the end of the MP3 file to maintain compatibility with older
media players. It occupies /28 bytes beginning with the string TAG. It allows 30 bytes for
each of the fields: title, artist, album and a comment. Four bytes are used to store year value
and one byte to represent one of the 80 predefined genres values. The list of genre values
was later extended to 148 by Winamp. A revision to ID3v1l made in 1997 allowed the

comment field to be trimmed by two bytes to store tack number. This revision was known




as ID3v1.1 as there was no major change in format of tag. Strings are either padded with

spaces or zeroes to cover full length (say, 30 bytes for album name). [9]

zero-
TAG  title artist album  year  comment track genre

byte

3B 30B 30B 30B 4B 28B 1B 1B 1B

Figure 10: Format of ID3vI Tag

Extended ID3v1 tag is an extra adds an extra data block before ID3v1 tag that extends title,
artist and album filed by additional 60 bytes each. It also offers a free text genre, one byte
playing speed (values O through 5), the start time and stop time of music in MP3 file e.g.
for fading in. If none of the fields are used, it is automatically omitted. If present the
extended ID3v1 tag consumes another 227 bytes. This tag begins with a string TAG+ and

any information in its field is continuation of information in the native tag fields. [16]

start

TAG+ title artist album  speed Genre

time

4B 60 B 60 B 60 B 1B 30B 6B 6B

Figure 11: Format of Extended ID3v1 tag

Following are the characteristics of several fields of ID3v1 tag:

Field Length Description

Header 3 bytes “TAG”

title 30 bytes 30 characters for song title

artist 30 bytes 30 characters for artist name

album 30 bytes 30 characters for album name

year 4 bytes 4 characters for year number e.g. 2012

comment 28 bytes The comment (30 bytes, if zero-byte and track not allowed)
zero-byte 1 byte If a track number is stored, this byte contains value 0

track 1 byte Track number on album (invalid if zero-byte is non-zero)
genre 1 byte Index in list of genres or 255

Following are the characteristics of several fields of extended ID3v1 tag:

(==Y
9]



Field Length Description

Header 4 bytes “TAG+”

title 60 bytes Next 60 characters for song title

artist 30 bytes Next 60 characters for artist name

album 30 bytes Next 60 characters for album name

speed 1 bytes play speed (0:unset, 1:slow, 2:medium, 3:fast, 4:hard-core)
genre 30 bytes A free text field of 30 characters for the genre name

start time 6 byte The start time of music as mmm.ss

stop time 6 byte The end time of music as mmm:ss

1.6.2 The ID3v2

A totally new specification of ID3 tag known as ID3v2 was created by several contributors

in 1998 that had no relationship with ID3v1. These tags are variable sized and usually occur

at start of file. Metadata is contained in several frames inside ID3v2 tag. The length of each

frame can be up to /6 MB and the entire tag can be up to 256 MB.

There are 84 types of frames and applications can also define their own new frame types.

The standard frames are those that contain:

e Cover art image (album art), which is the very target of this research

e Beats per minute (BPM)

Copyright
License
Lyrics
Arbitrary text
URL data, etc.

There are 3 sub versions of ID3v2

ID3v2.2 was the first public version of ID3v2. It used three character frame
identifiers (like TT2 for frame containing song title) rather than 4 character
identifiers like TIT2. This standard is now considered out-of-date.

ID3v2.3 expanded frame identifier to 4 characters (e.g. TIT2 for frame containing
song title) and added several new frames. A frame could also contain multiple

values separated with a / character. It is the most widely used version of ID3v2 tags.




ID3v2.4 was published in November 2000. It allows textual data to be encoded
using UTF-8. Multiple values of a frame are separated by null character instead of
a / character, so / can appear again in text data as value rather than a separator. It

also allows adding tags at the end of file rather than in the beginning.

Surprising but true, Windows Explorer and Windows Media Player cannot handle ID3v2.4

tags in any version up to and including Windows 8 and Windows Media Player 12.

Windows can understand ID3v2 up to and including ID3v2.3

The metadata frames can also contain images representing the following:

32x32 pixels ‘file icon’ (PNG only)
Cover image (Front)

Cover Image (Back)

Media Label (e.g. label side of CD)
Lead artist/performer
Artist/performer

Band/orchestra

Composer

Lyricist/text writer

Movie/video screen capture
Band/artist logo

Publisher/studio logo

Several image file formats like JPEG, PNG and BMP etc. are supported.

Apart from the above image based frames, there are several text based frames like:

COMM Comments

EQUA Equalization

MCID Music CD identifier

PCNT Play Counter

POPM Popularity Meter (Rating)
RVAD Relative Volume Adjustment
RVRB Reverb

TALB Album name

TCOM Composer name




e TEXT Lyricist or text writer

e TLEN Length (duration)

e TIT1 Content group description

o TIT2 Title or song name description

e TIT3 Subtitle or description refinement

e TRCK Track number or position in a set

e TDRC Recording/release Date and Time

e TYER Recording/release Year

e WOAF Official audio file webpage URL

e WOAR Official artist/performer webpage URL

The tags can be read and edited using a variety of software available commercially or free

of cost over the internet. Such types of software are known as faggers.

1.7 The BMP File format

The BMP file format is one of the most common formats for image representation. It is a
raster graphics format in which each pixel is represented by a triad of bytes with each byte
representing the value for one of primary colours — Blue, Green and Red respectively. Thus,
it requires 24-bits per pixel in memory (i.e. the BMP images have 24-bit colour depth).
With 8-bits per colour component, the intensity levels of each primary colour can range
from 0 through 255. With 24-bits per pixel, the format supports 224 (i.e. 16777216) distinct

colours per pixel in the bitmap image. [5]

These images are independent of the display device and a variant of bitmap images is also
known as DIB (Device Independent Bitmap) image. Although, BMP images can be
compressed, it is not a common practice. Thus, this study deals with the uncompressed

BMP formats only.

1.7.1 The BMP Header

The official specification of the BMP file format requires the binary representation of BMP
image be preceded by a 54 byte header immediately before the pixel data:

Field Offset Length Description/Value
Magic Identifier 0 2 bytes “BM”

Size 2 4 bytes size of the bitmap file (in bytes)




Reservedl
Reserverd?

Offset

Header size
Width
Height
Planes

Bits

Compression

Image size
Resolution-X
Resolution-Y

Colours

Important Colours

10

14

18

22

26

28

30

34

38

42

46

50

2 bytes
2 bytes
4 bytes
4 bytes
4 bytes
4 bytes
2 bytes
2 bytes

4 bytes

4 bytes
4 bytes
4 bytes
4 bytes

4 bytes

reserved (must be 0)

reserved (must be 0)

offset to start of image data (in bytes)

size of bitmap info header (must be 40)
width of the image (in pixels)

height of the image (in pixels)

number of planes (must be 1)

colour depth (7 or 4 or § or 24)

0 (no compression), 1 (8-bit RLE),

2 (4-bit RLE), 3 (RGB with mask)

size of image data (in bytes)

horizontal resolution per meter (in no. of pixels)
vertical resolution per meter (in no. of pixels)
no. of colours in image (generally 0)

no. of important colours in image (generally 0)

Another important aspect about the BMP files is that the pixel information in binary starts

from the pixel at bottom left corner and ends at the pixel at top right corner. [4]

1.7.2 Examples of BMP headers of sample images

o [For 28x24 image]

667722800000054000400002800024000102400000224700

0000000000000000

o [For 32x20 image]

667718270000005400040000320002000010240000012870

00000000000000000

o [For 64x48 Image]

667754360000005400040000640004800010240000003600

0000000000000000




Chapter 2
REVIEW OF LITERATURE

Owen Harrison et. al. (2007). “Practical Symmetric Key Cryptography on Modern

Graphics Hardware”

This paper presents an application oriented approach to block cipher processing on GPUs.
A new block based conventional implementation of AES with 2-4x speed increase over the
previous fastest AES GPUs implementation. The general purpose data structure is used for

representing cryptographic client request, which is also suitable for execution on a GPU.

In this research paper the optimized AES algorithm is implemented in CTR (Counter
Feedback Mode) on an Nvidia 8800GTX graphic processor. This is an ideal non-
generalized implementation which can be used as source of comparison with generalized

approaches. G80 architecture supports integer bitwise operation and 32 bit integer data

types.

The research use the GPU as the dedicated processor for performing cryptographic
functions. The different cryptographic function to be compiled into the single payload. One
of the main criteria for data model in this context is to allow the buffering of as many
messages as possible that require processing into single stream, permitting the GPU to
reach its full performance potential. Exposing the payload structure to user rather than per
message API allows the grouping of multiple messages. The payload structure contain
separate pointers for data and keys as these are generally maintained separately. A level
mode for which cryptographic service is required, is described within the payload
descriptor or within the individual messages. The message descriptor is used to provide
pointers to the arrays of messages, Initialisation Vector, Associated data, tags, etc. All of
these elements uses the generic element descriptor which allow the description of any data

unit within the data and key stream.

So the model is based on AES algorithm that must be used to store keys and reuse of keys
across messages the hashtable cache is used. This is not for just to aid efficiency at the key
schedule generation stage but also to generate smallest key schedule stream. This is
important for on-chip GPU caching of the key schedule. Whenever the client application

generates the key stream for payload inclusion, it’s important for the same key to use the




same position within the stream. This allows fast optimisation of key schedule caching

based on key offset rather than key compression.

The CTR mode of operation is used for symmetric key method. This determine how
specified block cipher is used to implement a cryptographic system which support message
greater than one block in length. Over GPU is suitable for bulk data encryption and can
also be employed in a general manner while still maintain its performance in many

circumstances for both parallel and serial modes of operation messages. [7]

Research Gap.: So it can be concluded that further authenticated encryption modes of

operation should be researched.

Joel Alwen et. al. (2009). “Public-Key Encryption in the Bounded-Retrieval Model”
They research on how to minimize the “key leakage” attacks for the security of keys used
for encryption and decryption purpose. The model is constructed named Bounded-Retrieval

Model (BRM) to provide security against these attacks.

The first public-key encryption scheme in the Bounded-Retrieval Model (BRM) is to
provide security against various forms of adversarial “key leakage” attacks. In this model,
the adversary is allowed to learn arbitrary information about the decryption key, subject
only to the constraint that the overall amount of “leakage” is bounded by at most £ bits.
The goal of the BRM is to design cryptographic schemes that can tolerate leakage bounds
{ bits or more by increasing secret key size but keeping all the other parameters including
the size of the public key, cipher text, encryption/decryption time and the number of secret-

key bits accessed during decryption with small and independent of £ (no. of bits). [12]

As for main technical tool, they introduce the concept of an Identity-Based Hash Proof
System (IB-HPS), which generalized the notion of hash proof systems of Cramer and
Shoup to the identity-based setting. They had three different constructions for this based

on:

¢ Bilinear Groups
e Lattices
¢ Quadratic Residuosity

As aresult of this IB-HPS almost immediately produce an Identity-Based Encryption (IBE)

scheme which is secure against partial leakage of target identity’s decryption key. Similarly




IB-HPS also used to construct public-key encryption (and IBE) schemes in the Bounded-
Retrieval Model.

Amritpal Singh et. al. (2013). “An Enhanced Run Length Coding for JPEG Image

Compression”

Run Length coding is used for compressing the images, especially when images are
compressed by block transformation. An Enhanced Run length coding method counts the
number of repeated zeros which is represented as Run and appends the non-zero coefficient

represented as level following the sequence of zeros.

In this paper, only the data item of zero from the string is encoded either it is single or
repeating. The single zero between two non-zero coefficients is coded as (1, 0) where 1 is
number of occurrence means length and 0 denoted to zero data item. This is an optimized
approach of run length encoding. This technique will increase size of compressed data as

compared to original when there is minimum repetition of data items in the data. [24]

To improve more in the term of compression ratio, if the occurrence of zero is single then
instead of coded it in (1,0) it is simple coded as default as 0 and when it is repeating then it
is coded in (n,0) where n is the number of continuous repetitions. This proposed method of

Run Length is only used when continuous occurrence of zero is more than one.

Let us consider the example of both schemes (Optimized and Proposed Run Length

Coding)
Data Items: {-3321-3-2-3-4-3021010000 0)}
Optimized RLE: {-3321-3-2-3-4-3(1,0)21(1,0)1(5,0)}

Proposed RLE: {-3321-3-2-3-4-302101(5,0)}

Research Gap: This scheme of RLE is that, this scheme is able to improve the compression
ratio only if there are multiple continuous data items in the data set and reliability of RLE

1s still maintained.

Sumit Mittu, et. al. (2013). “Conveying Secret Messages through Album Art in MP3
Files”

This research paper is based on the steganography technique for hiding the data behind
image (known as Album Art) that is also embedded in audio file. The purpose of this paper

is to make information secure while transmission from source to destination. By this




method the intruder on the network will not identify that the audio file contain some secret
or sensitive information in it.
In this Research, for the implementation of steganography on Album Art the LSB (Least
Significant Bit) method was used. In this method the LSB of pixel intensity values of the
album art or cover image is replaced by the secret data bits. [16]
As war as the quality of image is concerned, there was not any major difference in the
quality of both images original album art and stego album art (contain secret information).
This minor difference that may be found will not be observed by the human eye even by
keeping both images in front. Taking the difference to level of pixel the maximum change
would be 1/256*1/256*1/256 = 1/16777216 or nearly 0.00000006% which is impossible
to differentiate by human eye. [1]
For Instance, when using an image with 24-bit pixel depth, one bit (the LSB) of each color
component — Red, green and blue of the pixel can be replaced with one bit of secret data
bit. This would result in strong 3 bits of secret data per pixel.
The Smart LSB pattern substitution algorithm proposed by Sumit Mittu et.al
customizes/extend the traditional LSB algorithms to provide relatively stronger security
maintaining all the positive of LSB substitution algorithms. These algorithms define three
different patterns using which the bits of secret data replaced the LSB’s of specific bytes
of cover image.
Three different Smart LSB patterns proposed (and used with the Smart LBS pattern
substitution algorithms are as under.

1.  Diamond pattern

ii.  SM pattern
iii.  S-less pattern

0 1 2 3 45 6 7 8 . g1 2 3 456 7 8

0 0 0
1 1 1
2 2 2
3 3 3
4 - 4
5 5 5
3 6 6
7 7 7
8 8 g

Figure 12: SMart LSB Patterns [16]

The Smart LSB pattern substitution algorithm takes the LSBs of first 81 bytes of the image,

arranges them into a grid of 9 rows x 9 columns and replaces the 56 of these 81 LSBs with

23



the first 56 bits of secret data. The same procedure is repeated for the next 81 LSB s of the
cover image byte and next 56 bits of secret data. This is done until either of the two (cover

image LSBs or secret data bits) exhausts.

The Algorithms are strong but more dynamism can be introduced in the algorithms to
strengthen information security by introducing randomized bit distribution in its patterns,
by performing cryptographic hash on secret data, in order to get more hiding capacity

compression on secret data can be performed.

S.Joseph et. al. (2013). “A Novel Approach of Modified Run Length Encoding Scheme
for High Speed Data Communication Application”
This paper presents a modified run length encoding scheme for high speed data

compression to reduce the memory occupancy and to improve the performance of system.

This paper is based to improve compression rate. The basic idea behind this modified RLE
scheme is to improve the compression rate so that the more system memory can be saved

by the mean of compression. [14]

The modifications that are ade on RLE scheme in method is on the run length factor by
replacing the few nearer bytes as well. In this. If the input data contain nearest value with
its adjacent data (like 23 with 22 or 21 with 22) then both values are considered as same

data item i.e. 22. Let us consider a compared example of RLE with Modified RLE
Input data {55464 6464121212 13 13}
RLE {5241643123132}

Modified RLE {53 64 3 12 5}

Research Gap: By this technique the data compression ratio can be improved but the

integrity and reliability of data is compromised.

Samir Kumar B et. al. (2013). “Image Compression using Approximate Matching and

Run Length”

This paper concentrate on lossless compression of image using approximate matching
technique and run length encoding. The performance of this method is compared with the

available JPEG compression technique over a wide number of images.




This paper is the combination of Run Length encoding scheme and replacement of
matching pattern with the functional representation module called as edit operation. This
operation is expressed as (p;char) where p describes replacing character at position p by

character char. [3]

Let C denote “copy", and R denote “replace” then the following are two ways to convert
the string “11010001011101010" to “11010001111001010" (0,1 are stored in ASCII)via

different edit operation sequences:
ccccceccecceccecreccecrcecceccececce
11010001011101010
11010001111001010

A list of edit operations that transform a string u to another string v is called an Edit
Transcription of the two strings. This will be represented by an edit operation sequence (u;

v) that orderly lists the edit operations.

For example, the edit operation sequence of the edit transcription in the above example is
(\11010001011101010",\11010001111001010") = (9;1),(12,0);

Approximate matching method. In this case, the string \11010001011101010" can be
encoded as f(17; 2) = (9; 1),(12,0), storing the ASCII characters require 136 bit or 17 byte
whereas storing 4 characters will require 4 byte. Thus a compression of approximate 76.4%
is achieved. This technique is very useful in image compression because of the inherent
property of an image; two consecutive rows of an image has almost same string of pixel

values. Only a few pixel varies. Experimental results prove this hypothesis.

The concept of edit operation is similar to run length encoding scheme where Edit operation

is the replacement of pattern with some distinct bit as well.

Research Gap: This paper is concluded that this technique is only useful where the chances
of occurrence of same pattern is maximum, so that the size of data can be reduced to

maximum possibility.
Sukhdeep Singh et. al. (2014), “Public Cloud Storage using NAS”

This thesis work have some part of hashing, which is used for the username and password
security. Password in the system is stored in the form of hash value rather than its original

string so every time whenever a user logged in to his/her account using username and




password then his/her password would always be matched by its hash value corresponding
to the value entered by the user in login screen and the value stored in the systems database.
Anytime if user (may be an intruder) tries to retrieve password using “forget password”
option, system would generate new password rather than displaying existing password. As

it is already known that formulating the original string is not possible from the hash value.
[25]

Research gap: This study work gives an idea to use hashing concept in proposed research

for maintain integrity, accountability and confidentiality of secret data.




Chapter 3
PRESENT WORK

3.1 Rationale and Scope of Study

Since long ago, messages have been securely exchanged over networks via several of the

techniques like encoding and cryptography.

A hacker is tempted to intercept and decipher these messages due to the fact that he/she can
notice the presence of the message (although not in a form/format that can be directly
understood). Alternatively, if the presence of the message is obscured and the hacker is not
at all aware that some message is actually being transmitted over the network the
probability of the hacker to intercept and decipher that message can be reduced down

almost by 50 per cent.

SMart LSB tool for sending secret data over the network provide the feature to hide data
from the intruders but still if some other person who aware (knowingly or unknowingly)
about the existence of secret data then he/she may tries to intercept the data and make
modification to the content of secret message embedded in stego media. Then receiver has
no option to know about the changes had been made to the content of secret data. Keeping
this thing in mind enhancement can be performed in the SMart LSB tool to achieve Integrity

of secret data.

By performing Hash on secret data before embedding it to cover media and by send that
hash value along with the secret message, the receiver would get to know about the
alteration of secret data when the hash value of secret data would regenerated at recipient

side with same hash function (if different hash value formed means data compromised)

3.2 Problem Formulation

This research study will be based on the Smart LSB substitution algorithms proposed by
Sumit Mittu et.al. This research work would focus on providing enhanced security by
integrating Steganography and Cryptographic hash function to ensure confidentiality,

accountability and integrity.

A hash code would be generated for secret message to be transmitted over the network. The
secret message along with this hash code would then be embedded into an image file using

customized LSB based substitution steganography algorithms. The image file thus




generated would be further embedded in album art of an mp3 file (thereby providing yet
another level of security by multilevel hiding of secret data) at the sender side. Similar

process would be performed in reverse at the recipient side.
The above process ensures the following aspects of security:

¢ Confidentiality is achieved when the message is concealed within another file.

e Accountability is ensured through the organisation key used to generate hash
values.

e Integrity is maintained when at recipient side the hash value is regenerated from the

secret message to match with that generated at sender side.

3.3 Objectives of Problem

The main objectives of the study include:

1. To integrating cryptography and steganography techniques together to generate yet
stronger information security technique.

2. To ensure integrity of and accountability on secret data transmission by use of
hashing techniques.

3. Without increase in size of image the security parameter will be adjusted within the

image.

3.4 Research Methodology

During the proposed study the following possible improvements as suggested by [Mittu
2013] in “Conveying Secret Message through Album Art in MP3 file” are shall be

considered to further enhance Smart LBS substitution algorithms.

1. Key based approach for steganography to achieve integrity.

2. The sender cannot deny sending the message (accountability or non-repudiation).

To achieve integrity for the secret message, the concept of hashing is being introduced in
the Smart LSB substitution algorithms. Prior to embedding secret data in cover image, it
goes through the hash function and corresponding hash value of secret data would also be
embedded into the cover media with secret data. A hash code will be sent along with the
message in the same file to ensure the integrity of message which is regenerated on the
recipient side from the received message with same hash function. If the hash value
matched with received hash value, it means data is same as it is sent by the receiver. If any

variation found in the hash value then it means data has been compromised while




transmission. In this research the new hash algorithm is defined which makes it more secure

because no one else the maker of hash function will aware about the process or method of

Stego
Media

Audio File

Stego
Media

Audio File

generating hash value.

Organisation Key

[ Hash Code }

Sender

Secret Data

Hash Code

Accept i

Hash|Code
Co

mpare

Match

Receiver

Figure 13: Block Diagram of Methodology
3.3.1 Why new hash algorithm?

The purpose of creating new hash algorithm is to make hash value more secure from the
intruders on the network. New hash algorithm will generate different values from other
existing algorithms and the mechanism for generating hash value will also be different from
those in existing hash algorithms. This will restrict intruder to change data and create new
hash value for that changed data. The variation in hash value generated by existing
algorithm and proposed algorithm will restrict them to do changes. New hash algorithm has

been designed as per the specifications and requirements proposed in current study.




To achieve accountability in this research the hash algorithm being proposed in current
study uses an organisation specific key. The organisation key is different for different
organisations. It would be unique among all the keys for the hash algorithm and provided
by the hash algorithm itself. Thus, when the key of particular sender is used for generating
the hash value for any message, sender will not be able to deny sending the message (i.e.

non-repudiation).

3.3.2 Proposed Hash Algorithm
The proposed hash algorithm accepts input of any length and it would always generate

output (hash value) of fixed length (i.e. of 128 bits) of binary.

First of all the secret data is passed to the hash algorithm then it will convert all the secret
data into its equivalent binary form. After conversion to binary the length of binary is
verified that whether it is divisible by 256 or not. If the length is not divisible by 256 then
additional bits would be padded at the end of binary so as to make it divisible by 256. When
length is multiple of 256 then all binary is converted into its equivalent hexadecimal form

with nibble (4bits of binary) represents one hexadecimal value and so on.

At this step you have data in the form of hexadecimal, now all the hexadecimal values are
converted into its equivalent ASCII code and stores binary of that ASCII value. At this step
again length of binary is verified (i.e. divisible by 256) if not then padding would be

performed again.

Now the real process to generate Hash value will be initialized at this step. The another
Hash function named HASH OP will be called by passing 256 bits from the binary
generated at previous step and this process will be repeated until all the binaries will not be
processed by HASH OP function. The value returned by HASH OP function is stored in
the variable HCODE and all the values that are returned by this function are XORed with

each other.

The HASH_OP function will return the binary value of length 128 buts w.r.t 256 bits passed
to it. HCODE variable also have length of 128 bits, XORed value of multiple 128 bits (if
function called multiple times). Then this HCODE (final Hash Value) will be returned to

the user which is embedded with the secret data in the cover media.

The function HASH OP() receive the binary of length 256 bits from the function HASH()
(i.e. input of 256 bits binary data) and split that 256 bits into two parts of L and R of length




128 bits. After this XOR operation is performed on L and R and the result produced after

XOR operation is stored into the variable X.

Now IMPLIES operation will be performed between (LX) and (R—>X) and the result of
both will be stored L’ and R’ respectively. After this Right circular shift of bits on combined
data of L’R’ will be performed

At this step the major input is given to the algorithm i.e. Developer Key (DK) and
Organisation Key (OK) which are used in the algorithm to achieve authentication and

accountability.

Here, a loop will be initialized to perform same operation multiple times to generate unique
value for the input given to algorithm so that final hash value would result in different or
unique every times when different input would be given to it. The number of rounds for the
loop are set to 11. It was observed that 11 iterations lead to a relatively distinct hash value

with optimal combination of computational overhead and security.

In loop body the M represent message will be the concatenate result of L’ and R’ variable.
Now the developer key will be applied on L’ and R’ and the resultant value will be stored
in the variable called L” and R”. The DK developer key will be re generated by XORing
its existing value with Organisation key. After processing DK XOR operation on L and

R with L and R’ will be performed respectively and stored into M.

Now AND operation will be performed on the set of first 8 bits with the set of next 8 bits
and so on up to set of last 16 (8 and 8) bits. Again L.’ and R’ will be recalculated with the
update value of L”, R” and M’ by XORing L” with M’ and R” with M’ After this value of
M will be updated with the values of L’and R’ and next round of loop will be started (if

current round not a last round).

After executing all the rounds of loop the final value of M’ after performing IMPLIES

operation on it with Organisation Key is returned to the calling agent

The entire process is represented with the help of flow chart in Figure 10 and Figure 11.
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Figure 14: Hash Algorithm
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Figure 15: Hash_OP Algorithm




Chapter 4
RESULTS and DISCUSSIONS

With the use of cryptography and steganography techniques together, a stronger security

mechanism is built for the current research work. Using this mechanism the integrity of
secret message sent within cover file is achieved. Formation of new hash algorithm makes
it more secure because intruders on the network would not aware about the technique used
for generating hash value of the secret message and the operations that are performed on

the input to generate its hash value.

The particular organisation key may vary from organisation to organisation which helps to
accomplish accountability for the message in this research. The organisation specific key
can be generated or provided by the developer of algorithm and it will be unique among all

the keys generated for this purpose.

The outcome of this research established its way starting with the development of new hash
algorithm for generating hash value of secret message. Secret message is conveyed using
existing SMart LSB substitution method. The tool iSMart LSB created to embed secret
message with its hash value. This tool gives an option to send secret message with or
without its hash value (depends upon sender choice) and hash value will also be embedded

into the cover media (which is BMP format picture of any size) with secret data.

4.1 The iSMart LSB tool
The iSMart LSB tool is developed so as to implements the proposed iSMart LSB

substitution algorithms. The tool derives certain characteristic features from SMart LSB

tool [16]. The iSMart LSB tool provides following features:

e (Generate stego image that contains secret data along with its corresponding hash.

e Extract the secret data from the stego image and also report about its integrity.

The iSMart LSB tool provisions the sender to embed secret data into the cover image
without the hash if required. The extraction module will accordingly not verify the integrity
of the secret data being received through (and extracted from) stego image. In such case,

the iSMart LSB tool imitates the Smart LSB tool.

The discussion below details the steps used to embed the secret data (with or without hash)

in the cover image and extract it back (with or without integrity verification).




Step 1:  Start iSMart LSB Tool. First screen of iSMart LSB tool gives four option:
e Hide Secret Data
o Provide interface to hide secret data with/without hash
e [Extract Secret Data
o Provide interface to extract secret data perform integrity check
e About iSMart LSB
o Display information about iSMart LSB tool
o Exit
o Quit from iSMart LSB tool.

What you want to do with Secret data

Figure 16: Main Screen of iSMart LSB Tool

Step2: Click on “Hide Secret Message” button to display the stego image
generation interface.

Step 3:  Browse cover image file in which you want to embed secret data. When an
image will be loaded, iSMart LSB tool will display the capacity of image to embed
secret data.

Step 4:  Choose the text file in which secret data is kept. If file size is greater than
hiding capacity of image then iSMart tool will generate alert message and would

not embed secret data.
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9]



Scflaxt L8 - Gender

Where is the COVER I age File?

F:\Study Material \M Tech \ Thesis \CSED46 - Dessertation -1\ Tool
08 Bq‘f:es

Where is the secret message file?
F:\Study Material \M Tech \ Thesis \CSED46 - Dessertation -I[\Tool \
File Size: D12 E)}}Jres
7246219

C)pﬁons
B Want Secret Data to be Hashed

Figure 17: iMSart LSB - Sender window

Step S:  Uncheck Hash option if not interested to check integrity of secret data on
recipient side (by default it is enabled).

Step 6:  Click on “Generate Stego Image” button. It will again verify the capacity of
image to carry secret data and size of secret data (with hash value if chosen). If
everything satisfied then it will embed secret data (with hash value if chosen) to

cover media and thus stego media is generated.

Successfully created Stego Image: f\study materialvm.tech\thesis\cse346 -
dessertation -iitoolhashingthash'result analysis\bitmap

images\metrosphere_s.bmp

Figure 18: Alert generated after Stego Image created successfully

Step 7:  Now you can embed this stego media to any Audio file that supports ID3

tag feature. Most of media players provides option to add or delete cover media

from audio files. Below is the example given for itunes.

7%
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e Select the song and right click on it. Choose option “Get Info” from popup menu

and select Artwork tab as shown in below figure.

e Click on Add button and choose the stego image as cover media to embed into audio

file and click OK button to apply settings.

J3 Music Songs  Albems  Artits  Geares  Playllts

v Mame S
4 ¥ I0kkPs © 4.‘{-9" s n Punjabi

Summoey | o | Video | Soring | Dptions | Lyncs | Atwerkc

Figure 19: Embedded Stego Image via iTunes

Now test existence of cover media in other media players also.

s« Genre Rating

- 10 1kk Pal - o
<< b [ » Ammy Virk — Jattizm — Yo Saarch Library )
= M T 002 (] 435 G ———————————
ﬂ Music = gongs Albums Artists Genres Playlists iTunes Store
Album A Genre Rating

v Name Time | Artist

Figure 20: Preview of Stego Image in iTunes

@ e el “

10 lkk Pal

Figure 21: Preview of Stego Image in Windows Media Player
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Step 8:

CHEH <HEhE»T2x

@mPlading =

Figure 22: Preview of Stego Image on Android Device

After embedding of stego media in audio file you can transmit that audio

file to its destination.

Step 9:

On receiver side
Extract stego media from audio file received using same tool or any other tool
that support or provide ID3 tag editing feature
Keep extracted stego image separate to provide it to iSMart LSB tool later for
extracting secret data from it.
Repeat the same steps that were performed while embedding stego image in
audio file (if using same tool on both sender and receiver side) except the last
step of click on Add button.
Now instead of click on Add button you need to right click on cover media
shown on interface. This will popup a menu with options cut, copy, paste and
delete.
Click on copy option and save this image using any image editor software like

MS Paint, etc.

(7]
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Figure 23: Option to copy Cover Media i iTunes
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Figure 24: Saving Stego Media using MS Paint

Step 10:  Now open iSMart LSB tool on recipient side and choose “Extract secret
data” option from its main window.
e Main screen of iSMart LSB tool remains same as in figure 16.
Step 11: New window “iSMart LSB — Receiver” will give you the interface to extract
secret data from image (load stego image saved previously by clicking on Browse

button)
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\O



i§cflaxt 5B - Receiver

Where is the Imae’,e Ele?

File Size

Here is the secret message...

Figure 25: iSMart LSB - Receiver

Step 12: Stego file will be loaded and few important information related to stego
image will be displayed on interface.
Step 13: Click on “Extract Secret Message” button

e This will extract the secret message from stego image and display it on the
interface.

Step 14: If integrity check was performed on secret data while embedding process
then automatically iSMart LSB tool at this step performs the integrity check.

e The same hash function will be used for extraction and embedding process
of secret data.

e Organization key to calculate hash value for the secret data would also
remain same at both side. If different key would be used it leads to different
hash value for same secret data.

e [f hash value generated at recipient side matched with hash value received
in stego media, means data is same as sent by the sender otherwise data is
compromised.

e User would be intimated by message alert about match or mismatch of hash

value.




Wow...Hash Matched

Here is the secret message...

Ahpﬂjdpplé_xg::iﬂms}:j?&i&

Abcl23apple xyr=IT1920kfjlaskj & & (E(Ekdsklks

Figure 26: Hash Value matched

Step 15: Interface gives the option to save extracted secret data in both scenario even

if integrity check fails.

e To save secret data in text file format, user just need to click on “Save Secret

text to file” button.

e The dialog box appears on screen and choose the destination folder and give

name to secret data text file.

T L « Result Analysis ) Bitmap Images v e Search Bitmap Images -l

Organize v New folder 2~ @
| Desktap. " \Tool\Has]:in a
[ Dacuments b N -
{8 Downloads
W Music
| Pictures
B Videos ;i Large Text temp
{24 Local Disk (C3)
5 Local Disk (D)
s Local Disk (E)
= Local Disk (F)
< Local Disk (G)
(s LENOVOPART (I,

File name; | Secret Data

Save as type: | Text Files

'~ Hiide Folders

Figure 27: Saving Secret Data to new text file




4.2 Interpretation of Results

Result analysis has been performed on various images and secret data items. Few of them
has been discussed here which illustrate the quality and efficiency of the hash algorithm
proposed in this research and how integrity of secret data helps users to know about the

authenticity of the secret data.
Various test has been performed on the basis of following data set:

Images used:

¥ Al B 1147

0 Metrosphere v3.0

Application installed

Figure 28: Test Images (Ship and Metrosphere)

Secret Data:

Secret Data 1 Data 2

724627916C50338643E6996F07877EAFDI6B | Abcl23apple_xyz=17192fkIfjlaskj*&*&*(&!*
DFO1DA7E991D4155B9BE1295EA7D21C9391F | (&Kkdsklks
4CAA41C75F77E5D27389253393725F1427F57 | dklkk45454
914B273AB862B9E31DABCE506E558720520D | Abcl23apple_xyz=17192fklfjlaskj*&*&*(&!*
33352D119F699E784F9E548FF91BC35CA1470 | (&kdsklks
42128709820D69A8287EA3257857615EB032 | dklkk45454
1270E94B84F446942765CE882B191FAEE7ELIC | Abc123apple_xyz=17192fkIfjlaskj* &*&*(&!*
87EOFOBD4EOCD8A927703524B559B769CA4E | (&kdsklks
CE1F6DBF313FDCF67C572EC4185C1A88ES6E | dklkk45454
C11B6454B371980020F19633B6B95BD280E4F | Abc123apple_xyz=17192fkIfjlaskj*&*&*(&!*
BCBO161E1A82470320CEC6ECFA25AC73D09F | (&Kkdsklks
1536F286D3F9DACAFB2CD1DOCE72D64D197F | dklkk45454
5C7520B3CCB2FD74EB72664BA93853EF41EA
BF52F015DD591500D018DD162815CC993595
B195




4.2.1 Without Integrity

Test Plan 1
Image used: #1 Secret Data used: #1 Integrity Check = Uncheck

Bcftaxt 8B - Sender

Where is the COVER Image File?

F:\Study Material \M Tech\Thesis \CSE340 - Dessertation -I[\Tool
File Size: 49208 Bytes

Width: 128 pixels

Height 198 pixels

- Where is the secret message file?

F\Study Material \M.Tech\Thesis\CSE346 - Dessertation I\ Tool \|
File Size: 512 Bl] tes

T24627916C30338645E6996F0T8 TTEAFDIGBDIOIDATEISID4I55BIBE [
[205EATD2ICOZ9IF4CAHCTOFTIEDD2TH89255303 725 4275 T014B
2T3ABS62BOESIDABCEDOOEID8T20520D55352D11OF090ET84FOES48
FFOIBC35CAI4T042128709820D69A828TEA 25785 T6IDEB0321270E94
B84F446942T60CE882RIOFARETEICBTEOFOBDAEOCDSAQ2T705524B

C)pﬁous
B Want Secret Data to be Hashed

Generate Stego Image
=

Successfully created Stego Image: f:\study material\m.tech\thesis\cse346 -
dessertation -ii\tool\hashing\hash\result analysis\bitmap images\ship_sbmp

Using 5M Pattern Detected SM Pattern

i§cltaxt 5B - Reciavex
r Whereisthe Imaé,e File?

Hereis the secret message...

F4C: SFTTESD273802553305725HAZTIST014B275ABS62BOESIDABCES0GES720 B
520D33352DI0F600E784FOESBITOIBC35CAI47042128700820D69AB2BTEA 3257857615
EB0321270E04B84F446042763CERS2BI0[FAEETEICSTEOFOBDAEOCDSAG27703524B559
BI69CA4ECEFDBESISFDCFOTCIT2ECAI8ICIABBEBGECIBG454B371080020FI0633B6B
OBBD2BOE4FBCBOIGIEIAB2470320CEC6ECFA23ACT IDOFIN36F286D3FADACAFB2CDI
DOCE72D64DIOTFCT320B3CCB2FDTAEBT2664BA0385 3EF4IEABFS2FOISDD501500D018
DDI62BI5CCI93505B105 .

Figure 29: Result Analysis of Test Plan 1

Secret data extracted without any integrity check. No authentication of secret data even if

it is modified by an intruder, receiver will not be confident about secret data.

y
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Test Plan 2
Image used: #1 Secret Data used: #2 Integrity Check = Uncheck

iBctart L8 - Gendex
Whereisthe COVER I:n.a‘\f,e File?
F:\Study Material \M Tech"\ Thesis \CSE946 - Dessertation -II'\Tool
File Size: 40208 B\Jtes
‘Width: 198 pixels.
Height:198 pixels

¥ "

- Where isthe secret message file?

FA\Study Material \M Tech\ Thesis \CSE340 - Dessertation ~I \Tool \|

File S512:202 Bg tes

Abcl23apple xyr=IT1020dflask] & & (& (& kdsklks i~
SHT

Abcl23apple xyr=IT1926flask) & & (G (Ekdsklks

dklkk45454

Abcl123apple xyz=171020dflask & & (& (EF kdsklks

Options
B Want Secret Data tobe Hashed

Using Diamend Pattern Successfully created Stego Image: fi\study material\m.tech'thesis\cse346 - Detected Diamond Pattern
dessertation -ii\tool\hashingthash\result analysis\bitmap images\ship_s.brp

i§cllaxt £8.B - Recievax
r Where is the Imaae File?

F:\Study Material \M Tech\ Thesis \CSED46 - Dessertation I \Tool \Hashing
File Size: 40208 B‘L} tes

Width: 128 pixels

Height 128 pixels

Can hide:4247

May be hiding:

Hereis the secret message...

Abel?3apple xu=1T1020dlaski & & (FH{E kdeklks
Abcl23apple_xuz=1T1926lasks'& & (& (& kdsklks
ddlacd454 '

Abel23apple xyr=171920laski' & & (G kdsklks
didlicd>454

Figure 30: Result Analysis of Test Plan 1

Again no identification even if data modified




Test Plan 3

Image used: #2 Secret Data used: #1 Integrity Check = uncheck

i§cf/lart £ B - Sendax
Where is the COVER Image File?

] \Si:u.d b’Latenal\l"LTech\Thems\CSED‘l’ﬁ ~ Dessertation -'H\TOOI
File Size: 460854

[ —

Where is the secret message file?

F:\Study Material \M.Tech\Thesis \CSE346 - Dessertation -1\ Tocl
File Size: D12 B\_.] tes
1205EATD21CA501F4C4A41CTOFTIEDD27 580253595720 42T To14B.
mm%gmmmcmm%?mgmmm
A SOCA147042128T00820D6OA828 TEAS257857615EB0321270E94
Mﬁmﬂm@ﬁm@?ﬁﬂfﬁBMMAm@5ﬂ%

C)ph' ons
B Want Secret Data to be Hashed Hjc].ing, C.ap-a«: ity

Using Diamond Pattern Successfully created Stege Image: f\study material\m.tech'\thesis\cse346 -

Detected Di d Patt:
dessertation -iittoolhhashing\hash\result analysis\bitrap images\ship_s.bmp ected Liamond Fattern

igdlatt J:&B - &dﬂut
Whereisthe ]J.ua@',e Ele?

Hereis the secret message..

T24627916C30338643E6906F0T8T7TEAFDIGB DFOIDATEQOID4155BOBEI2ODEATD2ICO50! |
FAC4A4ICTOFTTESD27 5892555957 25 42T 5 T914B275AB362BOESIDABCES06ESS8720
520D33352D110F699E784FOES4BFFOIBCI5CAI4T042128709320D69ABIBTEA 3257857615
EB0321270E94BA4F446042765CEB82BIOIFAEEZFICSTEOFOBDAEOCDBAG2T703524B559
B769CA4ECEIFGDBI3I3DCEG7CH72EC4185CIABBFESGECIB6454B371980020FI9635B6B
95BD280EAFBCROIGIEIA82470520CECO6ECFA25ACTIDOOFS36F286D3FDACATE2CD]
DOCE72D64DI9TF5CT520B3CCB2FDT4EBT2664BA05853EFHIEABFS2F015DD5091500D018 |

Figure 31: Result Analysis of Test Plan 3

Same case as of test plan 1. Different image used with old secret data

y
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4.2.2 With Integrity

Test Plan 4 - Hash Matched
Image used: #1 Secret Data used: #1 Integrity Check = Checked

In this test plan the integrity check (i.e. Secret data to be hashed) is checked. In this case
secret data alone is not embedded into the cover media. Its hsh value is also calculated by
the hash function and that 128 bit hash value will be embedded with the secret data into the

cover media.

(§dflaxt 5B - Sendax
8 - Whereis the COVER I_maae File?

| \Shld }'{atenal\MTec]:l\'nnems\CSED‘iﬁ Dessertation ~H\T001

I Whereis the secret message file?

Hash Value{Hexa Deimal) Sender Side:

Fﬂe Size: 5[7]?”]:“ 400200100040010804821000C300000D

Want Secret Data to be Hashed H_in:liug‘, Cap-a{::i‘rg

Figure 32: Hash Value (in Hexa-decimal Form) of secret data is shown

Successfully created Stego Image: f\study material\m tech\thesis\cse546 - Detected Diamond Pattern

Using Diamond Pattemn dessertation -ii\tool\hashing\hash'result analysis'\bitmap images\ship_s.bmp




File Size: 49208 Bl; tes
Widh: 128 pixels
Height:128 pixels
Can hide: 4247 Bytes
:Mng be lne}h:lg 544 P

Hash Value{Hexa Deimal) Reciever Side:
400200100040010804821000C3000000
Here is the secret message...

FAC4A41CTOFTTEDD27389255. 'BOE3DABCE306GESD8720
590D35559D119f699ﬁ?8‘1f‘955 20D69. &Q&TEABQE)?B57615

Figure 33: Same hash value generated at recipient side from secret data

i§oflaxt £ B - Recievar
Whereis the ]_ma.&e File?

F:\Study Material \M.Tech \Thesis \CSE346 - Dessertation ~II\Tool \Hashing
File Size: 49208 BL]‘te:«

Width: 128 pixels

Height:198 pixels

Can hide:4247 Bytes

Maxybe hiding: 544 Bytes

‘Wow...Hash Matched
Hereis the secret message..

F4C4AHCTOFTTEOD27389205593T ST \BS02BOESIDABCES06ED58720
520D33352DHOF69OFE784FOE48FH B 700820D69A828TEA 3257857615

EBO321270E94B84F446042765CESS2BIOIFAEETEICSTEOFOBD4EOCDSAG2TT03524B559

BT69CA4ECEIF6DBE3I5FDCFOTCOT2EC418DCIABSESGECIBO454B371980020FI9635B0B

90BD280E4FBCBOI6IF1A82470320CECOECFA25ACTIDOIFID36F286DSFODACAFB2CDI

DOCET2D64DIOTFICTH20B3CCB2FDT4EBT2664BA03853EF4IEABES2F0ISDDAO500D0I8

DDI62815CC993595B195

v

Figure 34: Regenerated Hash value from secret data received is matched with, stored
in stego media




Test Plan 5 - Hash Matched
Image used: #1 Secret Data used: #2 Integrity Check = Checked

ifcflaxt _f8 B - Gander
Where is the COVER I_mdae Ele?

F:\Study Material \M.Tech \Thesis \CSED46 - Dessertation -II'\Tool
File Size: 49208 Bg tes

Widis 128 pixels

Height128 pixels

Where is the secret message file?

F:\Study Mate ) .
Hash Value{Hexa Deimal) Sender Side:

BN PAL T | FFADFFECFBB74784FFSBTDFSIFOEFCFF
Abcl23apple x

Alﬁéi93app} e x1
Abcl23apple_xyz=1T1026kljlaski'&" &G (E kdsldks

C)])ﬁ ons
Want Secret Data to be Hashed Hiding Cap

Figure 35: Hash Value (in Hexa-decimal Form) of secret data is shown

ifcllaxt £ B - Recievar

Whereis the I.maae File?

Here is the secret message..

AbelPapple xye—171020dblaski &&

Figure 36: Regenerated Hash value from secret data received is matched with, stored
in stego media




Test Plan 6 - Hash Matched
Image used: #2 Secret Data used: #2 Integrity Check = Checked

i§ctaxt L5 B - Hander
~ Where is the COVER Image Fil

F:\Study Material \M Tech\Thesis \CSED46 ~ Dessertation ~I[\Tool \\

File Size: 460834
Bytes
Widih: 320 pixels
He:&hh‘l&ﬂ pixels

r Where is the secret message file?

] \Sfm:l Mate — Dessertation —'H\Tool

- Hash Value(Hexa Deimal) Sender Side:
FRISRTIEG DAL FrADFFECFBB74784FFSBTDFSIFOEFCFF

Abcl2Bapple xi
Abcl2Bapple xi
Abcl23apple xyz=171926dblasky’E* & (& (& kdsklks

T C)pﬁons
Want Secret Data to be Hashed

File Size: 46084 Bytes
Wadth: 520 pixels
Height480pixels

Can hide: 39822 Bytes
May bohiding 284 Baics

Hash Value(Hexa Deimal) Reciever Side:
FFADFFECFEB74T24FFSE7DFS3FOEFCFF

-Hereisthe secret message..

54
Abcl2Bapple_xy:=171024klflaski & & (& (Ekdsklks
dklide4D44

ifc/laxt of&a - Recievex

Where is the nage File?
F:\Study Material \M Tech\Thesis \CSED46 - Dessertation -1\ Tool \Has
File Size: 460854 Bytes
Widih. 3?0 phel_s'
Height 480 pixels
Canhide: 30892 Bytes
May be hiding:284 Bytes

‘Wouw...Hash Matched

Hereis the secret message.
Abci93apple xyr-1T1926d6lask &E e
e xyz=IT1926flask) & & (& (G kdsklks
sple xye=TIOMflasky & & (& (E kdsklls

Figure 37: Result Analysis of Test Plan 6




Test Plan 7 - Hash not Matched

Image used: #2 Secret Data used: #2

; igcftaxt LB - Sander
 r Whereis the COVER Lmage File?

Integrity Check = Checked

F:\Study Material \M.Tech \ Thesis \CSED46 - Dessertation -I[\Tool \H

File Size: 460854 -

: Where is the secret message file?

File Size: 202 B\.Ji

Hash Value(Hexa Deimal) Sender Side:
FFADFFECFBB74784FF5BT7DF53FOEFCFF

C)ptions
Want Secret Data to be Hashed

T | <« Result Analysis + Bitmap Images vt Search Bitmap Images

B v
.:"“_1“ \

Organize v New folder

~

8l This PC
i Desktop
‘El Documents
i Downloads
_ﬂ Music
& Pictures
ﬁ Videos
iy Local Disk (C:)
\—a Local Disk (D:)
- Local Disk (E2)
a Local Disk (F:)
s Local Disk (Gt}
a LENOVO_PART (+ ,

Metrosphere ‘metrosphere_s

Ship ship_s

— Dessertation -H\T001

File name: | metrosphere s v| |8itmapﬁles

o

Cancel ‘

Figure 39: Image Altered

n



i§cflaxt L8 B - Reciaver

Where s the Image File?

| \Stucl hiatenal\MTec]:l\T]:lem CSED40 - Dessertation HH\Tool
File Size: 460854 E)g tes

Widéh: 320 pixels

Height:480 pixels

Can hide: 39522 Bytes

May bo hiding : 284 Pevtne

Hash Value(Hexa Deimal) Reciever Side:
FFAFFFECFBFF4TE84FF5BTDFSFCOEECFF
-Here is the secret message..
dklkkABA#PE AbcI2Tapple xyz
dkllk45454
Abcl23apple xgHj802Mkljlask’ e e (T kedlskeles
dilkk45454
Abs#eélapple xyr=1T1020d6askiZ(| (& kdsklks
dididk 45454

Figure 40: Hash value regenerated from the secret data received

i§cflaxt 5B - Reciaver
-Whereisthe Image Fle?

F:\Study Material \M Tech\ Thesis \CSED40 - Dessertation -1\ Tocl
File Size: 460854 B‘L] tes

Width: 320 pixels

Height 480 pixels

Can hide: 30822 Bytes

.Nfﬂ.g Le ]nr}ing z QS“!: Bgfﬂ*

Here is the secret message..

dllkk4DAZS Abel2Bapple xgz=1
dklkl45454
A]:v:l?japple xgﬂ]ﬁggﬂ:].{]lﬁslg &' | kdsklks
&Hklc-i_’)‘iﬁ‘i

Abs#élapple xyz=171924lfilask;’|Z( |4 M(E kdsklks
k43454

Figure 41: Regenerated hash value when compared with, stored in stego media found
altered image

W
=



Test Plan 8 - Hash not Matched because of different Organisation Key used
Image used: #2 Secret Data used: #2 Integrity Check = Checked

Organisation key used at Sender’s site “TestPurpose”

//Input Developer Key and Organisation Key
string o = OrganisationKey("TestPurpose"); //Call to ---Organisation Key--- function
ok.Append(a);

int cr = 8;
int j = 8;

Figure 42: Organisation Key Used at Sender Side

Organisation key used at Receivers’s site “TestPurposeHacked”

L-a s

/{Input Developer Key and Organisation Key
string o = Organ:i.sat:i.onKey("TestPurposeHackedI"); /fCall to ---Organisation Key--- function
ok.Append(o);

int cr = 8;
int j = @;

Whereis the COVER Inage Fle?

F\Study Material \M Tech\ Thesis \CSED46 - Dessertation ~II'\Tool \I.

Where is the secret message file?
F\Study Mate

= Hash Value{Hexa Deimal) Sender Side:
Eﬂe Size; QDQ B‘Lﬂ FF4DFFECFBBT4734FFSBTDFI3FIEFCFF

Want Secret Data to be Hashed

Figure 44: Hash Value (in Hexa-decimal Form) of secret data is shown

n



File Size: 49208 B‘g tes
Widh: 128 pixels

Height128 pixels P
Can hide: 4247 Bytes
B’f&g lwbi&ing:%'ip“"m h _.-x

Hash Value{Hexa Deimal) Reciever Side:

D1FGBFDB39D2E5A2E7CEDFEDFEFBFIFF
-Here is the secret message...

A}Jclz.’ffn;:ple E;Z—Iﬂggﬂcﬂjlﬂﬁk
dklkk45454
Qﬁapple xyz=1TI02Mljlaskj ¢ e (T kedskelkes
&Hkk‘f)t}m
|| Abcl23apple - xyz=1TI02M laski & & (&1 (E kdsklks
dklkk45454

Figure 45: Hash value regenerated from the secret data received

ifc/laxt L5 B - Reciever
W']:Lc—' reisthelm age File?

File Size: 49208 Bg tes
Height:128 pixels
Canhide: 4247 Bytes
May be hiding: 284 Byt~

Here is the secret message...

Abcl23apple xy=IT1020d b laski'E
Abcl?ﬁapple_;g'zzﬂigﬂﬂcl{jinskj*é’ @ (@O kdsklks
Abcl23apple =TI laski'&"5(EH(E kdsklks
dklklc45454

Figure 46: Regenerated hash value when compared with, stored in stego media found
variation

[0
|7



So these test case illustrates that Hash algorithm applied on secret data results in more
secure information transmission. Even if intruders on the network detects the secret data
and tried to alter it, receiver would get know about the variation in secret data when hsh

value is regenerated and compared with the received hash value (stored in stego media).

4.3 Summary

The motive of this research work is to achieve confidentiality, accountability and integrity
of the secret message transmitted on the network through cover file. Even if the intruder on
the network is able to read and modify the content of secret message still the receiver would
get to know that there is a change in the message or hash value. Thus, all such securities
would be achieved by the use of cryptographic hash function, which would generate a fixed
size number of bit pattern corresponding to bits input to it. Research would be stronger
when the algorithm generating hash value use some different technique as compared to
existing and working if unknown to public users. This would make hash value unique in
itself and intruder on the network if change the content of secret message; unable to

generate hash value same as by proposed hash algorithm.




Chapter 5
Conclusion and Future Scope

5.1 Conclusion

The results of this study proves that this technique provides more security to the secret data

in the following manners:

e This study achieved integrity with the use of hash algorithm

e The hash algorithm used in this study also provide authentication of message

This study helps the communicating parties (i.e. Sender and receiver to whom the secret
data belongs) to detect the alteration made to secret data on the network. .Even if the
intruder on the network is able to read and modify the content of secret message embedded
into cover media, the receiver would still get to know that there is a change in the message
or hash value. Thus this method would provide integrity, the way to detect the change in
the content of secret message through the hash code which was generated on sender side.
Research would be stronger when the algorithm generating hash value uses some different

techniques as compared to existing and working.

Personally, this study has offered immense knowledge, a glimpse into the ethos of the
steganography, cryptographic hash and a hands-on experience in developing a security tool
that could serve the society as well. To the society this system could serve as a cost-
effective, time-saving yet secure mechanism to enable sharing secret messages between the

two parties with a minimal risk of information stealth.

5.2 Future Scope

The results of the current study can opens up the scope for possible improvements in

following respects:

e The iSMart LSB Tool to support for displaying/saving multiple formats of secret
data (beyond text file formats).

e Development of specific tool that performs the entire process of embedding stego
media into audio file. This will eliminate the need for a third party tool like windows
media player, winamp, itunes, id3tag editor, etc.

e In addition to image format of BMP, additional image or file types like JPEG, PNG,

etc. can be supported.




Any other or improved application of cryptography over the secret data prior
embedding it in album art image file.

Support for dealing with multiple album art images as capable in ID3v2 tags.
Concept of public/private key for more secure hashing.

Key based approach for steganography.

Addition of noise during steganography process.

Providing support for handling transmission impairments to the level possible.
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