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ABSTRACT

Advanced Encryption Standard (AES) block cipherteysis widely practiced in many
cryptographic applications. The main core of AESckI cipher is the look up table or
substitution S-Box. The Substitution S-Boxes aree ayf the major parts of the
cryptographic system. It brings non-linearity toymtosystem and also increases the
security of the cryptographic system. In converdloAES S-Box is fixed, but if we
generate dynamic S-Box then the security of the Mé8Id be increased. The aim of this
paper is to design a key dependent dynamic S-Baxsbyg PRNG based on two chaotic
logistic maps. The two chaotic logistic maps usethis paper are to generate the random
numbers for dynamic S-Box in AES using its secry.KThe proposed approach is to
generate the dynamic S-boxes changing for everggehaf the secret key. The quality of
the implemented S-box is tested and also comparédoanventional AES on the basis
of following criteria: avalanche effect, simulatitime, key sensitivity, and randomness
test. The generated S-boxes will increase the cexitpland also has better results in
security analysis. The key dependent dynamic S-Biixincrease the security of the

AES algorithm and makes the differential and linegptanalysis more difficult.
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CHAPTER 1
INTRODUCTION

In the recent years, with a growth of the intertie¢re were many applications based on
internet has been developed such as online shgpplegtronic card payment, stock
trading, web-based banking, etc, and almost aldtte is transferred over internet. The
information transmitted over the internet is notyotext, but also contains multimedia
like image, audio etc. due to which important infiation are being exposed to illegal
users. The security of transmission of informatwer the communication channel has
become a major issue. For this reason, cryptogragtiyniques were introduced. Most
cryptography techniques have an easy implementatidnare widely used in the field of
information security. Cryptography is the artistieation of combining some input data
called the plain text, with a user specific sepastsword to get an encrypted output called
cipher text which is human unreadable form by usiegain algorithms. The cipher text
can only convert into plain text by using the sedtey shared by the sender. The
algorithm that combines the key and the plaintegtalled ciphers. The cryptographic
algorithm consists of a number of mathematical appens and functions and that perform
the encryption process by many ways. The key widalsed in the encryption process

usually used by the algorithm and its calculatiera specific number.

decvygption

encupplion A
algorithm plaintext

algorithm

Figure 1. overview of cryptography

1.1 Goals of cryptography
There are main three goals of cryptography that @oafidentiality, Integrity, and
Availability which are uniquely referred to be ak\Griad [15].



a. Confidentiality: Hiding information from unauthorized access. Onén
authorized user can access the data where Infemathile exchange should
remain secret.

b. Integrity: Preventing information from unauthorized modifioat that is,
information should be prevented from modificatidny a person who is not
authorized.

c. Availability: The information should be easily available to attted users.

To achieve these above goals the cryptographiaitigo needs to be designed. The
idea of the design algorithm is as follows thaei®rybody knows the algorithms, the
algorithm exists in the public domain, but the lghould not know to an attacker. So,

therefore, the objective of any attacker is esagrit find out the key.

1.2 Typesof Security Attacks

a. Cryptanalytic Attack - The attacker essentially tries to find out, ather, applies
mathematical techniques to find out the key and wmaknesses of existing
cryptographic algorithms. Exhaustive key searclBaute-force attack is one of the
cryptanalytic attacks.

b. Non-cryptanalytic Attacks - There are two kinds of attacks, a) passive attabictw
are known as snooping attacks and traffic analymisictive attack, which includes
masquerading, modification of messages, replyirdy@gemial of service. Some other
type of attack which include in this Non-cryptartadyattack is Man-in-the middle

approach.

1.3 Categories of Cryptography

Cryptography algorithm can be broadly classifietbithree types depending on the
number of keys that are used in the encryption decryption process, and further
defined by their application and use. Secret Keyp€graphy, Public Key Cryptography
and Hash Functions [15].

1.3.1 Secret Key Cryptography

Here same unique key is used for encryption andydgéon process as shown in figure 2.
Sender uses that unique key to convert the plininéo cipher text and sends it to the
receiver. The receiver uses the same unique keyatgdthe plain text from the cipher

text. As a single key is used for both, encryptaord decryption functions, secret key



cryptography is also known as Conventional or SymimeCryptography. In this
cryptography the key must be known to both sende @ecipient and it should be

confidential.

ertcuyplion decaygption

algorithm cipfiextext algorithm plaintext
plaintcat

Figure 2: Conventional encryption/decryption

Advantages of conventional cryptography are:
» ltis very fast.
» It is especially useful for encrypting data thattasbe stored securely and not

transmitted.

The biggest issue in this cryptography is the sigaof the key ( Key Distribution ).
Secret key cryptography schemes are being divide@ither stream ciphers or block
ciphers. A stream cipher is functioning on a single at a time. A block cipher is
functioning on one block of data at a time utilzithe same key on each block. Some of
the secret key cryptography algorithms are DES gD&hcryption Standard), AES
(Advance Encryption Stanadard), BLOWFISH etc.

1.3.2 Public Key Cryptography

The problems of key distribution are solved by puliey cryptography. It is an
asymmetric key cryptography which uses a pair ofsk®r encryption: “public key”-
which is used in encryption process and a corredipgr‘private key”- which is usedin
decryption process. Here the public key is avadabl the world but the private key is
kept secret i.e., anyone having the copy of pukdig can encrypt information whereas
decryption is only done with the known of privateykIt is computationally infeasible to
deduce the private key from the public key. Anyovieo has a public key can encrypt

information but cannot decrypt it. Only the persdmo has the corresponding private key

3



can decrypt the information. The algorithms whicme under these categories are RSA
(named after its inventors, Ron Rivest, Adi Shamird Leonard Adleman), and Digital

Signature Algorithm.

LIS b

k& T

1 ercuipplion . decrgptian ,
algorithm ciphesteat algorithm plaintext

plainfext

Figure 3: Public key Encryption/Decryption

Advantages of Public key cryptography are,
» The primary benefit of public key cryptography st it allows people who have
no pre-existing security arrangement to exchangesages securely.
» The need for sender and receiver to share secystwk@ some secure channel is
eliminated: all communications involve only pubkeys and no private key is

ever transmitted or shared.

A major disadvantage of asymmetric ciphers is e khanagement. Both the sender and

receiver communicating parties must, ideally, stzadiferent key.

1.3.3 Hash function

Another name for the Hash functions is messagestigend one-way encryption. The
hash function does not use any key, in some sé@hgehash value is computed based on
the plaintext. Hash algorithms are typically applt® supply a digital fingerprint of a
file's contents, often used to ensure that thehfde not been modified by an intruder or
virus. The Hash algorithms that are in common wssay include: Message Digest

algorithm, Secure Hash Algorithm, Tiger.



1.4 Advanced Encryption Standard (AES)

AES was presented by the National institute of daatis and technology (NIST) [15] in
the year of 2001. It's a symmetric block cipher ethprocesses data blocks of 128 bits
with key size of 128, 192, or 256 bits. In additittimee AES is an iterative algorithm: each
iteration being called a round. Encryption consigt&0 rounds of processing for 128-bit
keys, 12 rounds for 192-bit keys, and 14 rounds2fe8-bit keys. Except for the last
round in each case, all other rounds are alike. AE& algorithm’s operations are
performed on 4x4 matrix called the state, each akethe matrix is filled with bytes.

Figure4 shows the conversion of Bytes into Statethan Words.

| 16-byte plaintext block

U

B1|B2|B3 B4 |B5|B6 |B7|B8 |BY B10B11B12B13 B14 Bl B1§

U

Bl BS |B9 |Bl13
Bz |B6 |B10 |Bl4

B3 |B7 |Bll1 |B15
B4 |B& |Bl1l |Bl6

State Array

N

W1l W2 | W3 | W4

Figure 4. Representation of Block, State and Word

Most of the operations in the AES algorithm takacgl on bytes of data or on words of
data (4 bytes long), which are represented in itle GF(Z), called the Galois Field.
These bytes are represented by the polynomial iequat

brx"+ bex®+ bex™+ bgx*+ bax*+ bpx*+ byx + by = Y. biX
Where b€ {0,1} and i=0,1,2,....7 there are 256 eIementGF(f).
For example, Ox 31(00110001) identifies the spedifiite field x+x*+1.



The initial state is the plaintext and the fin@te is the cipher text. As the block length is
128 bits, each row of the state consist 4-bytes. fblar bytes in each column form a 32
bit word. In the intial phase the input data 1288 bre converted into state, then the initial
Add round key is performed. A round function cotssisf four operations. First one is
Substitution bytes, this function uses the S-Boa based on it Byte by Byte substitution
will be performed. The Second operation is ShifiMpin this function the circular shift
operations are performed row by row. Third operai® Mix Columns, in this function
the columns are substituted one by one using disutlis matrix. Fourth operation is the
Add round key, in this operation the X-OR operati®performed bit wise on the present
each byte of the state with the key. These fouraimms are performed on the input data.
AES is having more efficiency compares with DESoalhym. DES uses Feistel structure
for encryption of the data, but AES uses a suligiitepermutation network. The overall
encryption and decryption process of AES is shawthe figure5 [14].

]’Ialiitem Key Plaintext
ﬁ T
Add rouvnd key — w0, 3] Add round key
I ] — |
‘l’ ¥ =
I Substitute bytes I I Expand key I I Inverse sub bytes I =
T E
_ I Shift rows I I Inverse shift rows I &
Fp— = e U = s
gﬁ I Mix columns I _l I Inverse mix cols I
v 1
| Add round key |#——— W[4, 7| ————p] Add round key |
v 1 =
I Inverse sub bytes I E]
=
i £
I Inverse shift rows I
T
I Substitute bytes I .
¢ .
& I Shift rows I *
E ¥ 1
5 I Mix columns I _l I Inverse mix cols I
v T
I Add round key |1—— w36, 39] _DI Add round key I
- 1
I Substitute bytes I I Inverse sub bytes I =
= ¥ 1 5
= I Shift rows I _l I Inverse shift rows I =
E - 1
I Add round key Ivli w40, 43] 44 Add round key I
¥ T
Ciphertext Ciphertext
{a) Emcryption (b} Decryption

Figure5: Structure of AES



1.4.1 The Substitute bytes transfor mation

The first operation performed on the state masithe substitution bytes transformation
on every round of encryption in the main body. T$udstitution bytes transformation is
also performed directly after the last round infihal part of the algorithm. The forward
substitute byte transformation (SubBytes) is a &ntgble lookup. AES defines a 16 x 16
matrix of byte values, called an S-box that corg@mpermutation of all possible 256 8-bit
values. The S-Box is constructed by composing tansformations. The lookup table of
S-Box is generated by using the Galois fields GFé&)d GFg8), and affine
transformation. The transformation S-Box find thaltiplicative inverse of the byte in
the field GFR®) and it is followed by second affine transformatifi5]. The affine
transformation is selected in order to make thestubion byte a complex algebraic

expression while preserving the nonlinearity proper

i. Take the multiplicative inverse in the finite fieldF(2); the element {00} is
mapped to itself.

ii.  Apply the following affine transformation over Gl @hich is defined as,
bi'=b; © i+ 4)mods® D(i+5)mods® D(i+6)mods® D+7)mods® Ci
Where 0< | < 8 and bis the 1" bit of byte and Cis the " bit of byte C whose
value is 0x63 or (01100011). In matrix form, théred transformation element of

the S-Box can be expressed as;

]
J

[Bo 1 o o o 1 1 1 1 - 1
3 1 1 0 0 o 1 1 1| [™ 1
b> 1 1 1 o o O 1 1 ¥z 0
/= |1 1 1 1 o o O 1 % |4 |0
by 1 1. 1 1 1 0o o0 © Xe o
bis P 1 1 1 1 1 0 ©» >3 :
by P 0 1 1 1 1 1 0» - :
- o o 0 1 1 1 1 1 5

L7 | L - AT | [a= ey

Figure6: The S-Box for ByteSub
The Inverse ByteSub is used to reverse this operati decryption process. The
affine transformation for inverse ByteSub is asvambelow;



- 0 01 00 1 0 17 [=o 1

“'I;_D 1 00 1L bd 1 9l |l=s 0
= 0 10 0 19 0 1] |== 1
p /=[|1 01 0 01 0 O T3 0
by 0 1 0100 1 o]l=""1|o
b5 0 01 0 1 0 0 1 Ts 0
:::_ 1. 00 L0 I b O |l= 0

e 010 0 10 1 80| L= 0]

Figure 7. The S-box for Inv ByteSub Operation

Each individual byte of state is mapped into a fgie in the following way: The first
leftmost 4bits of the byte are used as a row vétyand the last rightmost 4 bits are used
as a column value (y). These row and column vasggge as an index to the S-box to
select a unique 8-bit output value. For exampleyster the hexadecimal value {79}
indicate row 7, column 9 of the S-box, which consaa value {B6}. By looking the

lookup table the value {79} is mapped into the {86} [15].

1} [ S-Box =

4}

S0.0 | 80,1 [S0.2 |503 5'0.0 |80 [s02 [s'0.3
51,0 | 81,1 [S1.2 |51;3 51,0 [8'1.1 812 |S'1.3
52,0 | 82,1 [S82.2 |58253 52,0 |182.1 22 |823
53,0 | 83,1 [S53.2 |5353 53,0 [8'3.1 832 |8'33

Figure 8: Structure of the SubByte
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1.4.2 ShiftRows Transformation

The shift rowstransformatio takes every row of the state matrix and shifteft. IThe
first row of state is remains unchanged, the secowds circular shifted by one byte, t
third row is circular shifted by two byte and therd row is shifted b three byt [15].

The structure of the Shiftrovis shown in the figure 9.

= | ShiftRows | ——r—0_

@

S0.0 [ 80,1 | 802 [5O3 500 |S0.1 |80.2 [S0.3
S1,0 | 81,1 | 812 [S13 SLL1 |S1.2 |S13 [S1.0
820 [ 82,1 [5822 [BR23 522 |823 |820 (821
53,0 [ 83,1 | 832 [833 533 |S3.0 |S3,1 832

Figure9: Structure of the ShiftRows

1.4.3 Mix Columns Transformation

In Mix Columnstransformatio, the four bytes of each column of the State are coed
using an invertibléinear transformation matrix as shown in in fic 10. The MixColumn
function takes 4bytes as input and output, where each input affectsall four output
bytes [15].

1} E—— MixCohinns | —— ==

@

500 | 801 | S02 [S03 S'0.0 S'D_Il 5'0.2 |8'03
510|811 |S12 (513 S'1.0 (8111 |8'12 [8'13
S20 | 821 (822 |823 S20 (821 822 (823
S3.0 | 83,1 [S32 |833 S'3.0 (83,1 832 [8'33
0.1 2311 S0.1
$'1.1 1231 S1.1
$21|= 1123 S52.1
'3.1 3112 53.1
Tranformation matrix of MixColmmns

Figure 10: Structure of MixColumn



1.4.4 AddRoundKey Transformation
In this transformationthe 128 bits of the round key are bitwise XORedthe 128 bits
of State. As shown in figurkl, the function is viewed as a column wigaction betweel

the 4bytes of a State column and one word of the roway [15].

S00 | 80,1 | 802 |803 K00 |K0.1 K02 |K03
S1.0 | 81,1 | 812 |S13 Kio [K1.1 K12 |K13
2.0 | 82,1 | 822 |823 K20 |K2.1 K22 |K23
§3.0 | §3.1 | 832 |833 K30 |K5.1 K32 |K33
State Block Round Key
AddRoundK ey
S3.1 |p|K3.1 | = |§3.1

S0.0 [s0.1 [s02 [s'03
5'1.0 |§'1.1 |8'1.2 |§'1.3
520|821 |822 |§23
5'3.0 |83.1 |8'3.2 |8'33

Figure 11: Structure of AddRound Key

1.4.5 AESKey Expansion

The AES key expansion algorithm is applied for gatieg the round keyThis algorithm
takes as input a fouwword (1¢-byte) key and generateslinear array of 44 words (1’
bytes).The first block of the AES key expansion is showrthe figur« 12 It shows eac
group of 4 bytes in the key being assigned to itts¢ 4 words, then the calculation of
next 4 words based on the values of the previousrdls, which is repeated ergh times
to create all the necessary subkey informe The first word of the next round
calculated by using the function called f Pseudo code for AES Expansion is givel
figure 13. The keyexpansion routine creates round keys word by wetdgre a word is
an array of four bytes. The routines creates 4x{\Nwords. For Nk=4 words, Nr=10; tt

routine creates 44 words.

11



Figure 12: First round of the Expansion Key Algorithm

Key Expansion (byte key[16], word w{44])
{
word temp
for (1=0;1<4;1+4)
wii] = (key[4*iL key[4*i+1] key[4*i+2] key{4*i+3]);

for(1=4;1<44; 1++)

{
temp = wii-1]:
if (1mod 4 =0)
temp = Sub Word (Rot Word (temp)) € Rcon [1/4];
wi1] = w{1-4] & temp:;

}

}

Figure 13: Pseudo code for AES key expansion.
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Steps to find Wi when (i mod 4)=0
i.  RotWord: perform one byte circular shift on Wi-j.
ii.  SubWord :performs a byte substitution on each b¥its input word, using the

S-Box.

iiil.  Thr result of step (i) and (ii) is XORed witha raliconstant Rcon[j] which is
given by, Rcon[j]={RC]Jj],0,0,0}, where RC]Jj]=2*RC}jl], with multiplication

over GF(3).
J 1 2 3 4 5 6 7 8 9 10
RCJj] | 01 02 04 08 10 20 40 80 1B 36

Table 3: RCJ[j] values in Hex.
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1.5 Chaotic Logistic Map

The relationship between cryptography and chaos imceeasing day by day [4].
According to some of the properties of chaotictays such as: sensitivity to initial
conditions/system parameters, mixing property, rid@t@stic dynamics and structural
complexity can be considered analogous to the sboriy diffusion with small change in
plaintext/secret key, diffusion with a small changihin one block of the plaintext,
deterministic pseudo randomness and algorithmicpbexity properties of traditional
cryptosystems [5]. As a result of this close relaship several chaos-based
cryptosystems have been put forward since 1990prAsent chaotic theory has been
widely used in many fields, such as cryptographgthematics, chemistry, biography,
and so on. The most common used chaotic map isstioglap and it is given as
Xn+1 = f(x) = rx, (1 — x,) Wherex,is a state variable, which lies in the interval]O,
andr is called system parameter, which can have anyevaétween 1 and 4.The system
parameter value is calculate with the help of tiiertation diagram as shown in figure
14 [7],[8],[9],[10],[11].

2.6 2.8 3.0 3.2 3.4 3.6 3.8 4.0
1_0 1 L 1 1 i L A 1 3 1_0

0.8 4

0.6 4

0.4 -

0.2

(c)
0.0 - ; - - . T - ; - r : -
2.6 2.8 3.0 3.2 3.4 3.6 3.8 4.0
System Parameter (r)

Figure 14: Behaviour of logistic map
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CHAPTER 2
LITERATURE SURVEY

In this paper titled “A block encryption algorithoombined with the Logistic mapping
and SPN structure” [1], researchers Huang, Jian-dnd Yang Liu had proposed a new
block encryption algorithm by adding one dimenslodiacrete Chaotic Logistic Map
(CLM) and SPN structure. Logistic map had been dsedesigning the S-Boxes and the
P-Box and also the same logistic map had been fasegbnerating the sub-keys. In this
approach the sub-key had been created by perforamrgX - OR operation between the
user master key and the pseudo random sequenceggh#om chaos function. The one
dimensional chaotic logistic map had been usedas = ux;(1 — x;), wherex, is the
initial parameter and u is the bifurcation value u=4. The entire process of encryption
contained 8 number of sub-keys, an initial transftion process, the transformation
process with 8 rounds and a final output transféiongprocess. The proposed algorithm
contained the big key space, sensitivity to the, k&yict avalanche effect, and well

confusion and diffusion effect.

In this paper titled “An improved chaos-based strecipher algorithm” [2],
researchers Fu,Chong, and Zhi-Liang Zhu had prapaseémproved chaos-based stream
cipher algorithm to increase the security of anrgpion system under limited
conditions. With the help of three one dimensioraatlt maps and their nonlinear
transform, the key stream generator was formed. bti@nce and correlation properties
of the key stream had been analyzed very effegtivEhe proposed algorithm also
increased the key space, extended the period apbwed the linear complexity of the
key stream under precision restricted conditione Tineoretical and practical results of
the proposed algorithm provided huge anti attadktylagainst the adaptive parameter
synchronization (APS) methods, which increased s$keurity of the chaos based

encryption system (CBES).

In this paper titled “Design and FPGA Implementatiaf a Pseudo Random Bit
Generator Using Chaotic Maps” [3], researchers Khdn Himan, Mohammad Eshghi,
and Shahram Etemadi Borujeni had introduced a ranibsequence generator based on
chaotic maps. In this method two chaotic map fuumdgiwith two different keys were

used. To calculate the initial state of the chaotap, the Bifurcation diagram was used.
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To generate the random bit sequence the initite st@ue was used and the output bits of
two chaotic maps were EX-ORed. A computer simutatiwas used to justify the
correctness of the algorithm. Finally, the proposeethod was successfully passed all
NIST and FIPS tests.

In this paper titled “Pseudo-random bit generatsdal on couple chaotic systems
and its applications in stream-cipher cryptograpf4], researchers Shujun, Li, Mou
Xuangin, and Cai Yuanlong presented a novel pseaddem bit generator based on a
couple of chaotic systems called CCS-PRBG to stileeproblems in the digital Chaotic
ciphers such as discrete dynamics, employed chaypdiems, encryption speed, practical
security and realization. Some Cryptographic Priogerof Digital CCS-PRBG such as
balance on, long cycle-length, high linear comgieapproximating to half of the cycle-
length, 6-like auto-correlation, cross-correlation near 8y¥az chaotic-system-free were
discussed. CSS-PRBG had the strong cryptograpbjepties and it was used to produce

the stream ciphers with robust and large securén the chaotic ciphers.

In this paper titled “A Pseudo Random Bit Generd&8ased on Chaotic Logistic
Map and its Statistical Testing” [5], researcherdidar, Vinod, Krishan K. Sud, and
Narendra K. Pareek had proposed a novel pseudomabd generator (PRBG) based on
two chaotic logistic maps iterated independentlyiclvhwere running side-by-side and
initiating from random independent random initianditions called a seed. There were
two starting initial condition called seed giventh® two logistic maps (X0, Y&[O, 1]
and XGtY0). The outputs of both the chaotic logistic mayse compared which were
generated from the pseudo random bit sequence. erergte the N-bit sequence
continuously the logistic maps were iterated N 8m&he generated sequences were
tested thoroughly using the NIST suite. NIST suital sixteen independent statistical
tests; work out to notice the exact characteristiqsected of truly random bit sequences
(TRBS). The results showed that the proposed PRB@ perfect cryptographic

properties and it could be applied in the creatibnew stream ciphers.

In this paper titled “A New Pseudo-Random Numben&ator Based on Two
Chaotic Maps” [6], researchers Francois, Michael,aé had proposed a new pseudo-
random number generator (PRNG) using two chaotipshta generate multiple key
sequences. The rule of the proposed method wasdgduwon the structure of two chaotic

maps produced by shuffling the position and pemgutf an initial vector. The shuffling
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positions were calculated and indexed by a chdotiction based on linear congruence.
The attacks like Distinguishing Attacks, Guess-&sdermine Attack, Differential Attack
were analyzed. The advantages of the proposed PRNGE the adaptive key space size,
the sensitivity to the initial inputs (keys), thealjty of pseudo-random sequences, the
security level against several attacks, the sintpliof implementation and the

architecture portability.

In the paper titled “Chaos and Cryptography: Bl&sicryption Ciphers Based on
Chaotic Maps” [7], researchers Jakimoski, Goce, bjogpco Kocarev had proposed a
class of block encryption ciphers based on chantps. Two well-known chaotic maps
were used, exponentialxa”x mod1 and logistic»4x (1-x). Ciphers had satisfactory
values of linear and differential approximation lpabilities that were produced by map.

The other way of generating S-boxes by using chanéips was also proposed.

In this paper titled “Implementation of AES and R$A4ing chaos system”[8],
researchers Agrawal, Bhavana, and Himani Agrawal w@posed two cryptographic
algorithms AES and RSA using chaos. The chaos mysi@d been applied in AES to
generate S-Box where as in RSA the chaos sequeasdinst mixed with the plaintext
and then encryption and decryption was applied.n& dimensional chaotic map was
used. This chaos based AES and RSA made the syssmand more complex as
compared to conventional AES and RSA. The MATLABItewas used for simulating the
chaos AES and RSA, the result showed that by apgplghaotic maps, speed of the

system increased.

In this paper titled "Efficient and simple methaat designing chaotic S-boxes"
[9], researchers Asim, Muhammad, and Varun Jeajpgsed a four-step method based
on the mixing property on the Piecewise Linear Gicadap (PCLM) for designing the
S-Box in AES. The PLCM equation used was

x/p 0=x<p

j(l ) < {1

Fiop) =~ P/\57P) pP=x=;
1

F(1—x,p), E«::xil

Where X p <1/2, x was a preliminary condition and p was the mapgdatrol
parameter. In this method the PLCM equation iteratatil all the possible values of S-

Box were filled with the control parameter p=0.1&dalnitial Condition x=0.76. The
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Differential approximation probability (DAP) andh&ar approximation probability (LAP)
were analyzed. The LAP of S-Box organized by thethnd was less than conventional

AES S-Box. Although the DAP was comparatively highe

In this paper titled “A Novel Method for DesignirstBoxes Based on Chaotic
Logistic Maps Using Cipher Key” [10], researchersoMd Dara and Kooroush
Manochehri had proposed a new method based onichegistic map. The logistic map
had been used to generate S-box for AES usirgplter key. The proposed system was
to produce secure S-Box. The proposed method dids®tthe initial value and system
condition in a logistic map. But the logistic mages the cipher key to generate initial
value (). The dynamic S-box was generated by iteratinddgistic map. The generated
S-box had increased the complexity and had be#isultr in security analysis. In the
proposed algorithm, lot of S-boxes were produceddigg change in cipher key and that
was the main advantage of the proposed systemgé&herated S-boxes were analyzed
and also passed all of the important criteria sashavalanche effect, strict avalanche
effect, bit independent criterion, nonlinearity akely sensitivity. The generated S-box
was more secure and robust in favour of attacksh sas differential and linear

cryptanalysis.

In this paper titled “Implementation of strong AHfy using dynamic S-Box
dependent of master key”[11], researchers Khambaidine had proposed an algorithm
for designing the dynamic S-Box which depended aster key. The main advantages of
this proposed algorithm was S-Box and the key esipas were dependent on entire
initial key, so that the AES would be much strong®rone dimension chaotic logistic
map was used to generate the dynamic S-Box in ABS.initial value £,) of the logistic
map ;.. = ux;(1 — x;)) was calculated by using the cipher key lengthldyAamic S-
Box was generated as the XOR operations perforraegden the one byte of master key
with the each byte of the conventional AES S-Baxe Tound keys were used for finding
a value which was used to spin the S-Box in eacheaery round, this process had taken
more time. This proposed modification of AES anddified S-Box were created in a

Cyclone Il device with the help of VHLD language.

In this paper titled “Key-Dependent S-Box Genematio AES Block Cipher
System” [12], researchers Kazlauskas, Kazys, andids Kazlauskas had presented a

new approach for generating random S-Box which deggended on the secrete key. In
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this approach for every change of secret key a rewlom S-Box was generated. A
random key-dependent S-Box and inverse S-Box wasergeed by using two

transformations that were, first one was key pseagmnsion and the other was key-
dependent S-Box and inverse S-Box. In key pseugedgsion, transformation the secret
key was used. The efficiency of this method wasgeteby the changing one bit of the
secret key to produce new S-Box. Researchers aismliuced the independent measure
ratio based on correlation method. The advantaglisfproposed algorithm was a vast

number of S-Boxes were generated by altering s&eset

In this report titled “Dynamic AES-128 with Key-Depdent S-box”[13]
researchers Mahmoud, Eman Mohammed, et al had gedpa new method to design
dynamic S-box which depends on the cipher key. fitiate key were calculated and
then serves to PN generator as initial state. THegEnerator and AES secret key were
used to produce sequence of 16 hexadecimal vaheethase sequences were employed
to arrange S-box vectors. The proposed algorithaaldeto boost the complexity and
difficult to make the linear and differential crgpialysis. In order to achieve secure
communications this algorithm is suitable to exdenthe keys on insecure
communication channels. In this method if any cleaimgcipher key, the organization of
the s-box will be change fundamentally. Securitglgsis test such as Randomness tests,
Avalanche effect, Correlation factor and Simulatimne, for quantifying the durability of
the dynamic AES-128 with key dependent S-box hashlagpplied. The operation of this
method was tested, for that purpose the correlatatio between standard AES and
modified one was calculated.

In this paper titled “Performance Comparison of A&l AES key dependent S-
Box Simulation using MATLAB"[14] researchers Shivkar, S., and G. Umamaheswari
had presented AES-RC4 method that uses the keylslamg algorithm to produce key
dependent S-Box. The output of this algorithm poeu256 values which were depended
on input key. Dissimilar round keys were producing using RC4 key expansion
algorithm. The round keys were used for generatinglue and it was used to spin the S-
Box in each and every round. The strength of th&A&E4 S-Box was tested using the
parameters such as avalanche criteria, randomesssand bit independence criteria
(BIC). The result showed that the security of tHeSAwas improved.
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CHAPTER 3
PRESENT WORK

3.1 Problem Formulation

On the basis of above literature survey some prolilave been identified, which have
been left by the researchers in the previous reseaork. Substitution Boxe (S-Box) is

the major component of any cryptography algoritithe main issue is that the S-Box
which is used in many cryptography algorithm idistaand this will leads an bruteforce
attack. Logistic chaotic maps had beed used t@uhgsthe dynamic S-Box, but the issue
is finding the initial parameter of logistic mapnéther main issue is that simulation time
for desiging the Dynamic S-Box is very complex dinthkes more time. A new method

has been proposed to overcome the problems lefiebsesearchers.

3.2 Objective
On the basis of above literature survey some prolilave been identified, which have
been left by the researchers in the previous reBeaork. A new method has been
proposed to overcome the problems left by the rebees
* To design a key dependent dynamic AES S-Box bygusio chaotic logistic
maps based Pseudo Random Number Generator (PRN@¢h vihas been
increasing the security level of AES algorithm.
» To create a key dependent S-Box where the secyetlgplied by the user would
be used for calculating the initial condition (X@daYO ) of the logistic maps.
» To enhace the key sensitivity to the S-Box such blyachanging the one bit of
secret key a different dynamic S-Box would be gatest.
* To increase the avalanche effect and to minimizesimulation time taken for

desiging dynamic S-Box.

3.3 Methodology

AES is a block cipher algorithm which is widely dse many applications. The key idea
of the methodology would be to design a key dependd&S S-Box which uses two
chaotic logistic maps based Pseudo Random Numbeer@®r (PRNG) [5]. The major
steps used in AES would be the “Substitute BytenSi@mation”. This function would

perform a non-linear substitution, which would lefprmed independently on each input
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byte. The 16x16 matrix used in the AES would bdedaB-Box and meet the following
criteria: key sensitivity, non-linearity, avalancle#fect, order diffusion, the dynamic
criteria. Therefore, to meet the above requiremamsw key dependent dynamic S-Box
would be designedThe structure of the proposed AES would be samethas
conventional AES structure, but in proposed AE8ddtire the Substitution box (S-Box)
would be dynamic. Pseudo Random Number GeneraBRN@ based on two Chaotic
Logistic map would be used to generate S-Box folSAESIng its secret key [11]. The
initial parameter values oXand Yo of logistic map would be calculated from the secre
key. In our proposed method the whole implememntasosame as the conventional AES
except the Substitution S-Box. Figure 11 showssinacture of our proposed method.
Pseudo Random Number Generator (PRNG) has beentuggherate the dynamic S-
Box. Secret key has been used to calculate theesaitiinitial parameter Xand Yo of
logistic map which is act as a seed values for PRR&dom number is generated by
PRNG by iterating the chaotic logistic map. Thepoitof the PRNG has been used to

generate the S-Box.

3.3.1 The proposed key dependent dynamic AES-128 S-BOX

The below mentioned pseudo code is used for gengrte Key dependent dynamic

AES S-box:

1. Initialization: The entries of S-Box are set equmathe values from 0 through 255 in
ascending order; that is S[1] = 0, S[2] = 1, ., S[256] = 255. Thus, the operations
can be written as;

for j=1:256
s_box(j)=j-1;
end

2. Calculate initial parameters value X0 and YO ofatiw@logistic map: The method
uses AES secret key ( K), that has 128/192/256lditgth , the value X0 and YO is
calculated as follows

K = K4,Kj, ..., K3, (Hexadecimal)for 128 bit key
K = Ky, K,, ..., K,g(Hexadecimal)for 192 bit key
K = K4,K,, ..., K¢, (Hexadecimal)for 256 bit key

Xo = Ky X 2(keysize/2)—1 + K; % 2(keysize/2)—2 4ot K(keysize—l) x 20

Yo = Ky X 20 + Ky X 21 + - + Kyeysize X 2 (keysize/2)-1
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Here, Ki is the part of secret key in hexadecimallmmand keysize'is the length
of the key also in hexadecimal mode.
3. Random number Generator: The random number iggteukby iterating the logistic
maps.

X1 = uXp (1 - X3)
Ynsr = u¥p(1—Yy)

4. Now we use random number to generate the initemptation of S-Box. This
involves starting with S[1] and going through S[P&6d for each SJ[i], swapping S[i]
with S[rand_num]. This operation is shown below

for i=1:256
rand_num = rand_num_gen();

if(rand_num==0)
rand_num=1;
end
swap(S[j],S[rand_num]);
end

The flow chart of the entire process of designifglynamic S-Box using PRNG based
on two chaotic logistic maps is shown in the fidile

Secret Key

Initialize S-Box
Wector with 0 to 255
S_Box(1:256)=0:255

Calculate Inmitial
Parameter Values
X0 and YO

X0.Y0

Yot IZUY.n( 1-Yn)
1=l 1-3n)

Rapeat IV times

Ka+l Vn=1

Generate Random
Number (IN) using
PRING

é( fori= 1: 256

swap S Box(i)
with S Box(IN)

Figure 15: Flow chart for Dynamic S-Box Generator
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Figure 16: Structure of Key dependent AES S-Box
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3.3.2 Calculation of initial parametersusing Key

The values of the initial parametdt, and Y,, are calculated by using the AES secret key
supplied by the user. Initially the secret keyiigdkd in to two parts, first part is used for
calculating X,, value and the second part is used for calcul&jn@efore calculating the

initial parameter values the secret key is conderndo hexadecimal mode.

K = K4,K,, ..., K5, (Hexadecimal)for 128 bit key
K = K4,K,, ..., K g(Hexadecimal)for 192 bit key
K = K4,K,, ..., K¢ (Hexadecimal)for 256 bit key
Here K; is the part of the key in hexadecimal mode. Néra teal numbers

X, and Y, values are calculated as follows:

Xo = Ky X okeysize/2-1 4 Ks x okeysize/2-2 4 ... 4 Kkeysize—l x 20

Yo = K; X 20 4 K, X 21 4oy Kkeysize « pkeysize/2-1

WhereK; defines the' bit of secret key andteysizeis the size of the key in
hexadecimal mode. The calculated values of akd Y, are in decimal number then
change them into the real numbers from the decbaahuse Xand Y, lies between 0
and 1.

Example:
Consider the AES cipher key : “LOVELYUNIVERSITY” owert this cipher key into
hexadecimal format, now the cipher key writtetn@xadecimal format as follows
Cipher key: 4C 4F 56 45 4C 59 55 4E 49 56 45 52%34 59
Now the keysize of the cipher key is 32 in hexaaetiformat. Now calculate the initial
parameter values X0 and YO by using the above axquat
Calculating X0 value
X, = Ky X okeysize/2-1 4 K5 X okeysize/2-2 4 ... 4 Kkeysize—l x 20
Xo =4 X 23%/271 4 4 % 232/272 1 5 x 232/273 4 ... 4 5 % 20
Xo=4%x2"%+4x2M"+5x2"8 +..4+5x2°
X, =3417639
Calculating YO value

Yo = K; X 20 4 K, X 21 4oy Kkeysize « pkeysize/2-1
Yo =Cx2°+Fx2'46x2%+..-49x232/271
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Yo=Cx20+Fx2'+6x2%+--45x215

Yo = 3610463
Convert both the decimal values in to real numbew the X0 and YO value is changed
to 0.3417639 and B610463 respectively.

3.3.3 The proposed Pseudo Random Number Generator (PRNG)

The dynamic S-Box would be generated by using #eu&o Random Number Generator
(PRNG) based on two Chaotic Logistic map (CLM).ARNG, it would be using two
chaotic logistic map which would be running sidedige. The initial parameter of CLM
would be calculated from the secret key which tsagca seed value for PRNG. Inside the
PRNG the two chaotic logistic map which is runngide-by-side which uses the ¥nd

Yo. The values ofXo and Yo arereal numbers, every time logistic map generate real
numbers, but the output of the PRNG should be @gér number and to achive this both
the chaotic logistic map has to be iterating etghes in order to get the eight bit binary
sequence. The 8-bit binary sequence is converteddecimal number. To generate the
next integer random number this whole processpsated. The output of the PRNG that
is random number lies between 0 and 255. This géedrandom number has been use to
generate the initial permutation of S-Box. The tw@otic equations used in the PRNG

are given as.

Xny1 = an(l - Xn)
Yopr =u¥n(1-1)

Where X,, Y, are the initial parameter and u is the controlapaater, u=4, X,,Y,) €
(0,1) and X, # Y,. The output bit sequence is generated by compahagoutputs of

both the chaotic logistic maps in the following way

_(1if Xp4a > Yn+1}
.g(Xn+1; Yn+1) - {0 lf Xn+1 < Yn+1

The set of initial parameter X, Y;)€ (0,1) and X, # Y, serves as the seed for the
PRNG, if we supply the exactly same seed to the BRiNwill generate the same bit

sequence [5].
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Figure17: Pseudo Random Number Generator
Table represent the propo: key dependent dynamic S-box atglcorresponding invse
S-box respectively whesecret key i equal to:
“OF 15 71 C9 47 D9 E8 59 0C B7 AD D6 AF 7F 6™

47 25 65 4E &C 71 BE TD EO 8 26 CE 50 8 ap 06
8B 47 BS 62 DE RC B&A QC T8 & 9B DD B2 C1 21 8
F

wow o

4F 82 & 4n 73 2ZE ET 56 C7 36 FDr EE C6 45 4C
D2 6D B4 A% C5 12 15 88 BB &Z C9 05 67 64 FBE OF
31 1F CD 9E 8E 63 28 75 8B 17 E5 CO E& 42 4D BF
oD 59 8 57T An 41 T2 80 AF &9 B F7 FE 8 16 F4
Al 27 TF Fe 8C CC BE 5D 01 EF 1B F2 14 5F 30 ED
3A A4 9C F8 OT7 8 45 E2 2 28 55 CF 8F 61 7B 35
13 Al 2C 3D 5E F& D7 A3 D
8 00 OB E8 66 3E 8 F1

1
E 08 46 90 7C B7 C3 C=2

EB 3IC 33 DF F3 E1 76 03
2D 37 24 6B 11 3% E3 E4 1% DC CEBE 1E 38 32 54 3F
93 2ZF &0 2% 3B T8 BT 53 8D Ee TT 48 D2 95 &8 BO
Bl A6 20 EC OE BS C4 44 a0 32 BC 5B 70 24 40 02
5C 51 2B 43 TA ED DD 98 0OA A5 FO 94 FC F2 F3 Eo
48 B3 DA CA 23 6E S3 AE SA 3A D1 04 18 oF Be 357
De 10 D3 74 64 DE 1D D4 1C DS 02 22 12 TE FF 52

Table4: Key dependent dynamic S_Box

19 1F 2C Ee EC CO 25 CC 7
=] 4n 87 04 55 1D DT S50 2 0O OC D1 RE D9 TI9
AF CF BF DA D4 29C 31 &5 1 FF 33 C1 g8 CB 77 DD
F2 08 4E A9 3D 7B 54 42 DD 6E 78 1E E& ZF &L C9
BE C& 28 DC 7C EA 4F 3F 57 BD 17 23 &C TF T7A FS5
B3 &3 10 F7 EZ2 A7 20 74 F1 DE 9D 21 43 9F FD ED
FO E5> AD AZ A8 T2 49 ES 84 91 1C EE D2 OF 9B 36
47 94 16 14 00 35 C3 AB D8 FE 11 6B 82 68 62 BS

8 CE 97 69 BE CA EB 5B 73 7D 0% 90 D5 41 39 37
FC 8 3B 5n &7 15 95 =8 25 0B 33 5C A3 03 A4 B
=] 53 684 07 32 8E DI 4D AL 9E 45 61 IE ZE C4 8
29 e 2D 4B OE BC 30, E7 01 Al 83 &6 AL 88 89 E3
Tl 8 Z8 939 FZz 0D 40 8 46 27 51 AC 56 9B 3C CD
05 &F ORA 8 E4 Te 13 TOD 8B EO 8 Fe 249 oD SD B2
4C BA 52 59 30 48 SE DF 449 3F4 TE €0 BO SF C2Z2 Co
F3 14 1B F&A 02 D& DE 26 92 C7T 85 F4 BT B9 96 EF

B8 8 FBE B4 B1 80 AD
E

Table5: Key dependent dynamic Inverse S_Box
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CHAPTER 4
RESULTSAND DISCUSSIONS

To simulate the key dependent dynamic AES S-boMATLAB (2010 version) script
has been implemented for both AES and dynamic AEBESorder to ensure that
implemented key dependent dynamic AES S-Box isctffe, some cryptographic tests
have been applied such as, Avalanche effect, Kagitbaty, simulation time of S-Box
etc, to check the strength of the S-box in compari® its earlier implementation. A
careful analysis has been performed to check thgashmeters, the experimental results

are shown as under:

4.1 Avalanche Effect :

It is an important property of any encryption algon. In general avalanche effect means
that a small variation in either of the input ptaixt or the cipher key should reflect many
changes in the cipher texts. Any one bit changéhe plaintext or ciphertext should

change atleast half of the ciphertext.

4.1.1 Avalanche effect due to one bit change in plaintext
It is a most important design objective to apphalanche effect on the implemented
algorithm. Figure 18 shows the avalanche effecthef standard AES S-Box algorithm
and the proposed dynamic AES with key dependent>Srbspectively due to one bit
change in plaintext. The graph shown in figure 49 heen generated when the plaintext
and the cipher key is taken as follows

Plaintext : 01 23 45 67 89 AB CD EF FE DC BA®854 32 10

Cipher Key:0OF 15 71 C9 47 D9 E8 59 0C B7 AD D6 AF 7F 67 98

Bit location change in the plaintext has been tdkdhe X-Axis and the percentage in the
avalanche effect due to one bit change in plairttagtbeen taken in the Y-Axis. Both the
graphs clearly indicate that how much minimum arakimum percentage change in the
avalanche effect is observed when one bit of théenf@xt is modify. The standard AES
algorithm shows that avalanche effect lies betw8&éf6 and 59%, where as our

implemented algorithm shows that avalanche effiest between 39% and 61%, which
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means that it is mordifficult to perform cryptanalysis over the proposed metho

encryption.
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Figure 18: Avalanche effects of standard AES.
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Figure 19: Avalanche effects of dynamic AES with key depend-box.
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Table 6 Shows samples of the standard AES S-Boxtlae@doroposed AES-128 with
Dynamic S-Box ciphertext due to one bit changtheplaintext.

Bit
variation

index

Plaintext

Ciphertext of standard AES

Ciphertext of dynamic AES

0

16

32

64

70

76

100

126

127

128

01 23 45 67 89 AB CD EF
FE DC BA 98 76 54 32 10
81 23 45 67 89 AB CD EF
FE DC BA 98 76 54 32 10
41 23 45 67 89 AB CD EF
FE DC BA 98 76 54 32 10
11 23 4567 89 AB CD EF
FE DC BA 98 76 54 32 10
00 23 45 67 89 AB CD EF
FE DC BA 98 76 54 32 10
0122 C567 89 AB CD EF
FE DC BA 98 76 54 32 10 CA 9C A9 BD C9 CD 96 07
01 23 45 66 89 AB CD EF

FE DC BA 98 76 54 32 1(
0123456789 ABCDE
FE DC BA 98 76 54 32 1(
0123456789 ABCDE
FA DC BA 98 76 54 32 1(
0123456789 ABCDE
FECCBA987654321
0123456789 ABCDE
FE DC BA 98 66 54 32 1(
0123456789 ABCDE
FE DC BA 98 76 54 32 14
0123456789 ABCDE

FE DC BA 98 76 54 32 12

0123456789 ABCDE
FE DC BA 98 76 54 32 11

D

)

)
E
)
E
1
=
D
E
|

FF 0B 84 4A 08 53 BF 7C
69 34 AB 43 64 14 8F B9
E6 78 28 55 CA 75 23 88
98 D2 EF 9F 22 DE F9 B1
C7 85 BE BA 57 80 69 DE
56 75 6B EC C1 A7 41 2D
68 E8 8A 7TA 56 31 7F 4D
E4 25 C6 95 F9 BB 29 01
61 2B 89 39 8D 06 00 CD
E116227CE7 2433 F0
9522 23 FA A6 18 A5 9D

AF 20 28 D5 80 B6 51 93
E3 F1 E5 95 3D 1E 3C D7,
E7 9C 01 F9 34 3E 12 98
2D D7 3D 5E 8F 85 3F 30
88 5A 0C EO0 29 F5 9F 9C
5A05924C514B2171
7A 1083 F511 2B 3590
BO OF 6C 49 98 CC F6 12
3258 FD 21 FB 06 C3 07
99 C8 81 A7 1C DE 51 7A
D3 57 5C 09 AE EE B3 97
B1 87 B6 25 FC 49 E8 0B
A7 A6 DD 08 6F 88 1E 8E
46 3C CD 27 B8 01 EF 51
OE999AFECA6175FC
25 0B 46 DA FE 79 3B OE

7D AC 73 FE 38 1A D9 EB
8E 2167 18 32 92 EB 2E
0C 07 OE 03 2F E3 81 EA
284399 CD 4A 67 16 90
E7 88 4B OF 28 A7 BO F5
E9Q E8 67 77 A8 75 A9 84
CC 1B A3BCA55F 1D 14
9D 04 BE 7C 88 40 06 FA
69 3B F3 7B 60 3F 36 F6 20
B1 CE6F FAS5D 51 F1
79 A8 1F 4D E3 D7 54 10
01 5004 5D 12 69 23 E9
FO D9 FC 7C B8 95 FE BO
B4 8492 AA82 C7 C3 26
8A AC 8B D2 83 2D 00 A3
88 2B 64 FE 41 87 06 FF
3E 7F 12 23 CD 95 65 2E
86 C6 5C FB 4D 64 16 6C
8F CA BO DF BC EO 87 55
76 2B 71 84 9C 4A 76 C9
06 CLOAE2 EOEC C3 AZ
F3 15 B5 70 E9 1F DO FA
3D 78 E3 85 D4 86 2D 87
DO 08 70 85 6F 23 C2 CB
18 E8 B3 F1 FA D7 2D 60
9589 3D 69 F7 F3 20 8E
CF2C713DF1777C8D
A50B B7 E4419F 4151

Table 6: samples of Ciphertext due to one bit change imp#at.
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4.1.2 Avalanche effect due to one bit change in secret key
Figure 20 shows thdtow much variation is observed in th-Boxes due to change in o

bit of the secret key. He graph clearly represent th#te percentage change the

different S-Boxedies between 95.2 and 9¢

% Change in Dynamic S-Box

20 410 &0 &0 100 120
Bit Change Location in Cipher Key

Figure 20: Percentage change in S-Boxes

4.1.3 Key Sensitivity Test:
The following two steps have been performed tottexKey Sensitivity.
First, the original image isncrypted by using the secret (K1),
K1=" 1f1571c947d9e8590ch7add6af7f6798 " (H
Then,try to decrypt the encrypted image by using the mwhenodified secret key (K
K2=" 0f1571c947d9e8590cb7add6af7f6798 " (t
The strength of the algorithrs that even for a single bit change in the seagtvalue
the image is not decrypted as shown in figure ddceSdifferent -Boxes have bee
generated by changing one bit change in secretThe difference oflynamicS-box1
and dynamic $o0x2 elemen is illustrated in Table 8 and Jhis clearly indicates th:

even when one bit of secret key is modified; it imgffect on all the pixel:
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Secret Hey : 1fi157i1cb47d9e8L590cbhbTaddeafTEe798

Original Image

Secret Kewy : O0f1571c947d%9e8590cbTaddeatf7TEf6798

One Bit Change
{secret Kew)

—

Encrypted Image

Encryvpted Image

T[]? Secret Hey @ 1f15T71c947d9e8590chbTaddeatf7EeT7o9E

Decryvpted Image

Figure 21: Two ciphered images, encrypted by the two sligtifferent keys

96 40 AD CB 64 €1 7E D2 4E 55 AL 5C D4 3F 44 &5
02 BT 01 C2 47 CO 88 OE DE 7A& 84 27 18 BF 49 Do
A5 EE 8% 2D DC BE DR FD 4B SE 14 FE EF 9B OC A2
OB FBE E8 77 57 36 43 ED Be F4 5C 4F 45 13 35 TD
EE &C ES S5E 80 890 CT7 E& 2C E4 C4 &6 &7 T3 32 E5
97 54 A8 B> D1 F7 2B T7C CC 62 AE 00 93 8B T8 38
83 20 3B 53 52 0D 14 E2 C1 08 T7F &D FF BE1 4D Fa
C9 B4 9F 71 AF 4C 50 5& AT Ce 7B SF 24 D8 81 5Sa
Bg T2 BO BD 04 F2 A0 26 22 DD 58 DB &3 OF 69 5B
92 70 BC 48 7o 1B 34 D& 28 86 11 CA F3 DO Ee CD
30 33 C8 E3 CE 3E 58 CF 55 75 2E &3 F4 44 84 39
El1 05 1F =3C 54 42 54 e 10 F8 21 D9 259 37 EO E7T
F5 a8 EC 12 F1 2F Ba 1C OA 45 285 46 8C BE 41 234
5D 8B R4 34 16 D3 8E 38 F5 07 6E AC 51 08 23 15
17 B9 C3 1E 82 8D & 87 BD &F 85 74 FO 31 25 C5
79 o0 DF 1% %1 03Z &1 D7 0% B2 1D FC B3 AB 8F 2D

Table7: Dynamic S-Box1
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1.9

-1
k3
tn
[y}
L
1.4
=
[y}
[}

71 BE 7D E0O BE 26 CE 50 83 SD 0&
AC B4 OC 79 96 9B DD B2 C1 91 &
ZE ET 56 C7 8F 36 FD EE Co 45 4C
1a 15 88 4B A2 C3 05 &7 b6h FB OF
SE 8E 63 24 T3 86 17 ES CO E& 42 4D BF
41 72 B0 AF &9 BA FT7 FE C8 16 F4
BE D 01 EF 1B F5 14 5F 30 ED
34 A4 9C F8 07 84 49 E2 21 28 55 CF 8F 61 7B 35
13 40h 2C 3D SE F&4 D7 A3 DE 08 46 90 7C 87 C3 C2
A8 00 OB EE8 66 3E 38 F1 EB 3C 33 DF F3 E1 7o 03
2D 37 24 6B 11 3% E3 E4 1% DC CE 1E 58 32 54 3F
99 2F e0 25 3B 78 BT 53 8D Ee TT 48 DZ2 95 68 BO
Bl Ac 20 EC OE BS C4 44 A0 52 BC 5B 70 34 40 0%
2C 51 2B 43 TA ED DD 98 0OA A5 FO 94 FC F2 F3 ES
48 B3 DA CA 23 6E 93 AFE 5A SA D1 04 18 &F Beo 97
De 10 D3 74 64 DE 1D D4 1C DS 02 22 12 TE FF 82

[ I 3] [1:
[ o |
[ I =]
o X
mo (3 b oco ot
[T T e Y S FE R
i H=TY I 1}
i wom R
E [

[ ¥ R

Table8: Dynamic S-Box2

4.2 Simulation Time

Simulation Time is he time required by the algorithm for processingnpletely a
particular length of data. It depends on the premespeed, complexity of the algorit,
space available in RAM etc. Table shows the simulation time dfixed S-Box and
Dynamic SBox. Simulation time for designing dynami-Box is very less as compar

to simulation time for designing fixec-Box.

Type of S-Box Designing Time of S_Box (seconds)
Fixed S_Box 2.4648158
DynamicS_Bo» 0.343202200000007

Table9: Designing Time of S-Boxes

4.3 Randomness tests
Randomness tests are used to ensure randomnesstigopf the outputs correspond

to the implemented algorithm. Image Histogram ¢est be used for that purpc
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Image Histogram test

In this test (lena.jpg) image is encrypted using shme key for different S-boxes. The
histogram for these encrypted images is plotteguréi 22 shows the original image and
its histogram. Figure 23 represents the encryptedgeée using conventional AES

algorithm within its histogram. Figure 24 represetiie encrypted image using key
dependent dynamic AES S-box algorithm and its prstm. The encrypted images
represent the randomness properties of both ahgosit The generated histogram of both
the encrypted image is nearly the identical anermsitely different from the original

image, therefore, it does not provide any cluenpley statistical attack.

e
&0 100 150 200 250

= 1
50 100 150 200 250

Figure 24: Dynamic AES Encrypted image and its Histogram
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CHAPTER S
CONCLUSION AND FUTURE SCOPE

The proposed new method enables the constructide@yfdependent dynamic AES S-
Box using two chaaotic logistic maps based PRNGsThethod solves the problem of
fixed structure S-box of Conventional AES. The parfance of the proposed technique
has been tested by changing only one bit of thees&ey to generate different S-boxes.
The main advantage of the proposed algorithm is\tagaous S-boxes can be generated
for every one bit change in cipher key. This wiltiease the security of the AES. The
results show that all the testing parameters nantiedyAvalanche effect, Key sensitivity
Analysis, Simulation time of S-Box and randomnessg aire approximately fulfilled and
the comparison shows that the proposed method k#erbperformance than the
conventional AES. The security of the cryptograpgorithm could further be improved

by using different transformations of chaotic laigisnap in future work.
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CHAPTER 7
APPENDI X

AES
APS

CBES
CIA
CLM

DAP
DES

GF

LAP

NIST

PLCM
PRNG

SPN

TRBS

- Advance Encryption Standard

- Adaptive Parameter Synchronization

- Chaos Based Encryption System
- Confidentiality, Integrity and Authtication
- Chaotic Logistic Map

- Differential approximation probakbyli
- Data Encryption Standard

- Galois Fields

- linear approximation probability

- National institute of standards aednnology (NIST)

- Piecewise Linear Chaotic Map

- Pseudo Random Number Generator

- Substitution Permitution Network

- Truly Random Bit Sequences
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