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SYLLABUS
Wireless Networks

Objectives: To enable the student to understand architecture of wireless network, wireless LAN, WAN and MAN. Student can
manage security and authentication on wireless networks.

Sr. No. Topics

1. Introduction to Wireless Networks. IEEE Standards for Wireless Networks. Wireless Networks Applications.
Types of Wireless Networks. Benefits of Wireless Networks.

2. Wireless System Architecture: Wireless System Components, Network Architecture. Information Signals.

Radio Frequency and Light Signal Fundamentals: Wireless Transceivers, understanding RF Signals, Working
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Wireless PAN: Components: User Devices, Radio NIC, USB Adapters, Wireless Routers, Bluetooth Dongles etc.
Wireless PAN Systems: SOHO Equipments, Printing, Accessing Internet, Accessing PDA’s, Mobile Phones
Wireless PAN Technologies: IEEE 802.15. Bluetooth Version 1 and Version 2.

4. Wireless LAN: Meaning, Components: User Devices, Radio NIC’s, Access Points, Routers, Repeaters, And
Antennae.

SOHO Applications: Internet Access, Printing, Remote Accessing. Public Wireless LAN’s, and AdHoc Wireless
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8. Space-Based Wireless WANSs: Satellites, Meteor Burst Communications

9. Wireless Networks Security: Security Threats, Unauthorized Access, Middle Attacks, DoS Attack (Denial of
Service).
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Unit 1: Introduction to Wireless Networks
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Objectives

After studying this unit, you will be able to:

Describe the wireless network

Explain the IEEE standards for wireless networks
Explain the wireless networks applications
Discuss the types of wireless networks

Discuss the benefits of wireless networks
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Notes

Introduction

Wireless network refers to any type of computer network that uses wireless (usually, but not
always radio waves) for network connections.

It is a method by which homes, telecommunications networks and enterprise (business)
installations avoid the costly process of introducing cables into a building, or as a connection
between various equipment locations. Wireless telecommunications networks are generally
implemented and administered using radio communication. This implementation takes place at
the physical level (layer) of the OSI model network structure.

Wireless networks use electromagnetic waves to communicate information from one point to
another without relying on any physical connection. Radio waves are often referred to as radio
carriers because they simply perform the function of delivering energy to a remote receiver. The
data being transmitted is superimposed on the radio carrier so that it can be accurately extracted
at the receiving end. Once data is superimposed (modulated) onto the radio carrier, the radio
signal occupies more than a single frequency, since the frequency or bit rate of the modulating
information adds to the carrier. Multiple radio carriers can exist in the same space at the same
time without interfering with each other if the radio waves are transmitted on different radio
frequencies. To extract data, a radio receiver tunes in one radio frequency while rejecting all other
frequencies. The modulated signal thus received is then demodulated and the data is extracted
from the signal.

1.1 Wireless Networking

A wireless network is a flexible data communications system, which uses wireless media such
as radio frequency technology to transmit and receive data over the air, minimizing the need for
wired connections (What is Wireless LAN, White Paper). Wireless networks are used to augment
rather than replace wired networks and are most commonly used to provide last few stages of
connectivity between a mobile user and a wired network.

Bluetooth and 802.11b have the potential to dramatically alter how people use devices to connect
and communicate in everyday life. Bluetooth is a low-power, short-range technology for ad hoc
cable replacement; it enables people to wirelessly combine devices wherever they bring them.

Conversely, 802.11b is a moderate-range, moderate-speed technology based on Ethernet; it allows
people to wirelessly access an organisational network throughout a campus location. Although
the technologies share the 2.4 GHz band, have some potentially overlapping applications,
and have been pitted against each other in the press, they do not compete and can even been
successfully combined for corporate use.

One thing is clear, wireless technologies will continue to evolve and offer organizations and end
users higher standard of life by making us more mobile and increasing our ability to interact with
each other, removing distance as a barrier. There will be a time when a traveller can sit in any
airport or hotel and surf the Web or connect to the home office and work. Users will be able to
surf or work in places such as malls, parks, or (with smaller handheld computers) just walking
down the street.

=7

Notes Internet service providers will install larger wireless networks allowing users to

connect from anywhere in the city. All of these things are possible with wireless technology.
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Unit 1: Introduction to Wireless Networks

1.1.1 Advantage of Wireless Networking Notes

The advantages of wireless networking include:

1.  Wireless routers are equipped with modem, network switch (a device that has multiple
connection ports for connecting computers and other network devices), wireless access
points.

2. Wireless Router can be connected to/from anywhere in your immediate environment
or house. That means you can log on and surf the Internet from anywhere around your
surroundings.

3. Some of the wireless routers are equipped with a built in firewall to ward of intruders. The
configuration options of the firewall are an important consideration when buying a router.
Virtually everyone buys and sell online one way or the other, buying a wireless router with
good firewall configuration options can be helpful for security and privacy.

4. The broadband router wireless VoIP technology enables you to can connect to the Internet,
using any ordinary phone device. You can then make calls to anybody in the world via
your Internet connection. Wireless router provides strong encryption (WPA or AES) and
features the filters MAC address and control over SSID authentication.

1.1.2 Needs of Wireless Networking

Wireless local-area networks (WLAN) have evolved as the quantity and types of mobile devices
have increased. The number of devices that support Wi-Fi continues to expand. The term Wi-Fi
is an industry acronym meaning wireless fidelity for devices with support for the IEEE 802.11
wireless standard. This means the device has been certified to meet interoperability standards
established by the Wi-Fi Alliance. The type of devices that include Wi-Fi support continues to
expand from laptops to many other devices, such as cameras, phones, automobiles, and other
consumer devices. The uses of Wi-Fi have expanded beyond just data usage, often including
voice, video, and innovative contextual applications. Contextual usage is a combination of
application data, voice, and video services with information provided by the data network, such
as device location, security posture, or access media type information. Contextual applications
increase the value or relevance of data service by using the additional metadata provided by
the wireless network. An example of a contextual data application would be a repair dispatch
system generating work orders, using the WLAN'’s location information to dispatch the closest
technician to repair a failed device.

Many organizations use wireless networks with applications specifically created for the mobile
environment, which requires the WLAN to provide secure communications anyplace the user
might wander. An example would be a hospital where paper records are no longer utilized.
This requires access to the patient’s electronic medical record that is available at all locations
to provide health services. With pervasive WLAN coverage, further optimization to healthcare
quality and costs can be achieved utilizing the WLAN. For example, many diagnostic and monitor
systems utilize devices that load patient data through the WLAN directly into the patient’s
medical record. It is practical today to enable more devices to always be on the network because
there is no longer wired network cable encumbering device usage. Regardless of the industry
or application, everywhere you turn, people and devices are leveraging an always-on network
through WLANS. This has driven more pervasive WLANSs to be deployed, with increased size
and scope of use. The reliance on WLANs has changed from being a convenience to being a
critical edge access method.

WLANSs have become an essential component for most organizations and are mission critical for
many. The increased reliance on WLANS has increased the coverage, security, performance, and
reliability requirements. Numerous impairments to usage of WLANSs have been identified as the
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usage and scale of WLANSs have increased. Originally, WLANSs were deployed with the use of a
relatively simple architecture of standalone enterprise access points (AP). The early WLAN APs
were built to simply translate between the radio frequency (RF) media and Ethernet media.

1.2 IEEE Standards for Wireless Networks

Wireless networking hardware requires the use of underlying technology that deals with radio
frequencies as well as data transmission. The most widely used standard is 802.11 produced by
the Institute of Electrical and Electronic Engineers (IEEE). This is a standard defining all aspects
of Radio Frequency Wireless networking.

The Institute of Electrical and Electronic Engineers (IEEE) is a professional organization of
electrical engineers that has organized a highly successful and unique standards making activity.
Arguably the most successful of these standards making activities has been under the auspices
of the IEEE’s 802 Committee which is responsible for networking standards at the data link (the
Media Access Control or MAC) and physical (the PHYsical) network layers. Subcommittees of
the 802 Committee have been responsible for the major networking standards that we use every
day:

° 802.3: The entire family of Ethernet standards, defining both local and wide area
communication on coaxial cable, twisted pair copper and optical fibre.

° 802.5: The legacy standards of Token Ring for network communication over coaxial cable
and twisted pair copper and optical fibre.

° 802.11: The entire family of wireless local area network standards. Commercially known
as Wi-Fi.

° 802.16: The entire family of wireless metropolitan area network standards. Commercially
known as WiMAX.

In particular, the IEEE 802.11 Subcommittee is responsible for the family of evolving wireless
local area network (WLAN) standards:

° 802.11: The original WLAN standard in 1997 using 1 and 2 Mbps PHY in the 2.4 GHz band.
° 802.11b: The enhanced standard for the 2.4 GHz band in 1999 providing 11 Mbps PHY.

° 802.11a: The enhanced PHY standard for the 5 GHz band providing 54 Mbps using OFDM
(Orthogonal Frequency Division Multiplexing) modulation in 1999.

° 802.11g: The enhanced PHY standard for the 2.4 GHz band providing 54 Mbps using
OFDM with backwards compatibility to 802.11b in 2003.

The variants of 802.11 all use a common MAC protocol. Other auxiliary standards in the family
(c-f, h, 1, j) are service enhancements and extensions or corrections to previous specifications.

The IEEE 802.11n subcommittee was chartered by its parent IEEE 802.11 committee in 2003
to develop high performance enhancements to these standards. Wi-Fi is a brand of the Wi-Fi
Alliance - a commercial organization that certifies interoperability of products implementing the
802.11 IEEE standard and promotes the standard though market education.

l?

Did u know? TEEE 802.11n is the most significant change in the wireless LAN world since
the adoption of the original standard in 1997. 802.11n defines enhancements for both the
MAC and the PHY. The greatest impact of 802.11n is in the technology used for the PHY.
The ability to create low-cost radios in CMOS now allows the simultaneous use of multiple
radios and antennas in every client. Advanced signal processing enables 802.11n to
integrate multiple radios and a number of other PHY improvements to effectively increase
the burst transmission speed and the total system capacity by a factor of ten when all of the
new enhancements are used.
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Self Assessment Notes

Fill in the blanks:
1 is a moderate-range, moderate-speed technology based on Ethernet.

2. Wireless networking hardware requires the use of underlying technology that deals with
radio frequencies as well as.........cccceevveniicivnincnnee

3. is the most significant change in the wireless LAN world since the
adoption of the original standard in 1997.

4. The oo is a professional organization of electrical engineers that has
organized a highly successful and unique standards making activity.

1.3 Wireless Networks Applications

The various wireless application networks are as follows:
1.3.1 Internet Access

If you’ve been in an airport, coffee shop, library or hotel recently, chances are you've been right
in the middle of a wireless network. Many people also use wireless networking, also called WiFi
or 802.11 networking, to connect their computers at home, and some cities are trying to use the
technology to provide free or low-cost Internet access to residents. In the near future, wireless
networking may become so widespread that you can access the Internet just about anywhere at
any time, without using wires.

WiFi has a lot of advantages. Wireless networks are easy to set up and inexpensive. They’re also
unobtrusive - unless you're on the lookout for a place to watch streaming movies on your tablet,
you may not even notice when you're in a hotspot.

1.3.2 Voice over Wireless

VoWLAN (Voice over Wireless LAN) is the use of a wireless broadband network according to
the IEEE 802.11 standards for the purpose of vocal conversation. In essence, it's VoIP over a Wi-Fi
network. In most cases, the Wi-Fi network and voice components supporting the voice system
are privately owned.

VoWLAN can be conducted over any Internet accessible device, including a laptop, PDA or the
new VOWLAN units which look and function like DECT and cellphones. Just like for IP-DECT,
the VOWLAN's main advantages to consumers are cheaper local and international calls, free calls
to other VOWLAN units and a simplified integrated billing of both phone and Internet service
providers.

Although VoWLAN and 3G have certain feature similarities, VOWLAN is different in the sense
that it uses a wireless internet network (typically 802.11) rather than a Cellular network. Both
VoWLAN and 3G are used in different ways, although with a Femtocell the two can deliver
similar service to users and can be considered alternatives.

A company with fixed warehouses or locations would take advantage of their existing WiFi
network and use VoIP (hence VOWLAN) for employees to communicate with one another. This
system can also be used like Land Mobile Radio System or Walkie-talkie systems with push to
talk and emergency broadcast channels.

Another example would be a company that has mobile workers very much like the FedEx
delivery person or the CocaCola delivery driver who delivers goods to a store. These workers
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need to take advantage of 3G type services whereby a cellular company (like AT&T, Verizon,
T-Mobile, Sprint/Nextel) provide data access between the handheld device and the companies
back-end network.

Benefits

A voice over WLAN system offers tremendous benefits to organizations, such as hospitals and
warehouses. The primary benefits are mobility and cost savings. For example, nurses and doctors
within a hospital can maintain voice communications at any time at less cost as compared to
cellular service.

1.3.3 Inventory Control and Healthcare

A high performance wireless network can help hospitals in numerous ways. Many benefits of
wireless focus around improving quality care, decreasing hospital expenses, and increasing
communication between patients, doctors and hospital staff. Here are just three main benefits of
mobility in healthcare:

1.  Asset Tracking & Inventory Management: With RFID technology, hospitals can easily
reduce the cost associated with loss of medical equipment, such as wheel chairs, infusion
pumps and computers-on-wheels. Real Time Tracking capability also allows hospital staff
the ability to locate these items quickly. This helps eliminate time spent wasted looking for
particular items.

One of the most effective ways to increase profits is to control or reduce costs. For a hospital,
real-time inventory management plays a strong role in cost control. With a clear view into
the supply chain, hospitals can control the movement of their assets and maximize the
utility of stock locations, such as available or used prescription drug counts.

2. Quality of Patient care and Clinical Communications: There are many ways that wireless
can help increase the quality of patient care. The mobility that doctors have allow them to
be present with any patient in any hospital via video conferencing and allows them to view
real time patient information instantly. As mobility increases the efficiency of hospital staff,
patient care becomes more focused, providing increasing quality and standards.

Better communication means better care. When clinicians communicate easily, they can
diagnose and treat patients more quickly. Clinicians get lab results as soon as they’re
ready. They can easily access vast medical databases from their smartphones, tablets and
other mobile devices. Ultimately, patient outcomes improve.

3. Patient & Staff Safety: Using Wi-Fi RTLS can easily reduce the amount of safety incidents
and improve safety and peace of mind for clinical staff. Many patients, including psychiatric
patients, trauma patients and the elderly may pose a risk to themselves by wandering or
leaving their hospital bed. Keeping track of any wandering patients can sometimes be the
difference between life or death for that patient.

By leveraging a hospitals existing Wi-Fi network, Wi-Fi RTLS locates all tagged patients
at any time, anywhere within the footprint of the network. If a patient is in his room or on
his assigned floor, RTLS will locate them. Should a patient walk into the fire escape, Wi-Fi
RTLS will alert staff and security about the event.

1.3.4 Education and Real Estate
Wireless networks will play an important role in education. New educational models and

wireless architectures have been proposed to enhance collaborative training. Wireless networks
can provide a dynamic educational environment. However, the lack of fixed infrastructure in
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wireless networks generates new research problems. This paper examines the ways wireless Notes
technology work and the required prerequisites to integrate it into the educational area. It also

describes educational opportunities and challenges of teaching in a real time wireless classroom

environment. Additionally, this paper refers to the constraints and barriers, which prevent

wireless networks from being accepted. It provides educational models and techniques in order

to easier the transition from traditional computerized training systems to wireless training

systems. Lastly, the paper compares models and architectures in educational wireless networks,

taking into consideration the shortages of the educational systems, and predicts future trends

and perspectives of integrated educational environments.

1.3.5 Utilities

Trango microwave communications solutions are ideal for a wide variety of industrial applications
in the utility, energy, oil & gas sectors. Remote monitoring, video, and site interconnectivity
applications require low latency, high reliability, and high capacity capability of licensed band
solutions from Trango Systems.

Utility and energy providers require reliable networks to carry critical traffic with advanced
information security, high capacities and failsafe reliability. Trango Systems’ TrangoLINK Sparta
Elite™ is the most secure microwave Ethernet point to point system on the market, utilizing
integrated NSA Suite B compliant FIPS-197 certified AES256-GCM real-time encryption. The
Sparta Elite is also FIPS140-2 and HIPAA compliant, with secure management interfaces over
SSH, HTTPS.

In addition to advanced information security, the Sparta Elite features Intelligent Payload
Compression (IPC) which compresses packets in real time to provide capacity improvements up
to 2.5 x the raw data rate. If the compression does not yield an improvement, the packet will go
through uncompressed. Latency is typically only increased by 100 microseconds and in the case
of larger packets may be reduced.

AN

Caution Compression ratio is content variable and can be monitored using the management
interface. Both compression and encryption can be used simultaneously.

1.3.6 Field Service

A field service organization has five key applications: billing, systems management for remote
devices, corporate IM, a Web-based CRM application and email. The field technicians carry
laptops throughout the day, and use them occasionally at home and in a branch office. The
laptops have a number of background applications which have been installed by the operating
system, such as Windows Update, or come from third parties, such as automated antivirus or
printer driver updates.

The field technicians typically spend 32 hours a week in the field and 8 hours at a regional office.
While in the field they are connected via a wireless carrier’s data network. At the regional office
they connect via an in-building wireless LAN.

1.3.7 Field Sales

There’s nothing more crucial to your company’s bottom line than sales —and yet your sales force
may not have the tools they need to be performing at their potential. Ultimately, that means less
revenue for the company. Not to mention less satisfied customers.

Wireless software ensures that your sales force stays securely connected to the applications they
need to answer customer questions, input data into your CRM and make the sale, all right from
the customer site. This means improved service, more sales, and less travel time for sales reps.

LOVELY PROFESSIONAL UNIVERSITY 7
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Field Sales Can:

° Sell more efficiently by not having to reenter data
° Eliminate the need for return calls by solving customer needs on the spot

° Trim redundant technologies and plans and ensure greater efficiency

1.3.8 Vending

A wireless vending machine system based on the GSM network is developed in this unit. First
of all, several methods by which we may realize wireless data communication of GSM network
are analysed and compared, the overall structure of vending machine system based on USSD is
given an in-depth introduction. Furthermore, control modules which realize data transmission
and control function of terminal device, middleware which connects application and BOSS
(business operation support system), and transaction software embedded in USSD platform,
are also developed respectively. Finally, the operating support system of wireless vending
machine system is formed, which can not only integrate vending machines, USSD platform and
payment system together, but also manage sale information, logistic information and consumer
information online. The vending machine system presented in the unit has been put into use in
several provinces and cities for more than two years. All performance indexes of the system are
satisfying.

1.3.9 Public Networks

Public WiFi ‘hotspots” in places like cafés, airports, hotels and libraries are convenient but unlike
your home computer you don’t know what security these networks have or who else may be
connected.

Wireless enabled laptops or smartphones allow you to easily connect to the Internet no matter
where you are. The increasing availability of public WiFi ‘hotspots” make getting using them to
get online simple.

These networks are often not secured and there is likely to be other people using them at the
same time. There is a risk that another user on the network could monitor your activity, steal
your data or infect your computer with malicious software.

—]]

Notes Because of the added risks you should take additional care about what you do

online.

Top Tips

° Be careful about which hotspots you use. Avoid using hotspots that are run by people
you don’t know or trust. Criminals can set up hotspots known as “evil twins” and ‘rogue
hotspots’ to steal users” information.

° Install and use anti-virus, anti-spyware and firewall software. Keep them activated and
up-to-date.
) Make sure no-one is watching you. By simply looking over your shoulder, someone could

steal personal information.

° If you can’t connect securely using a VPN, then consider avoiding online banking or
shopping. You should also avoid any sites that require you to enter passwords or sending
confidential email.
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° Encrypt sensitive information. If you keep personal or financial information on your Notes
computer, consider taking steps to encrypt and protect sensitive files and folders.

° Disable wireless networking when you are not using it.
Be Careful about Which Hotspots You Use

Avoid using hotspots that are run by people you don’t know or trust. Criminals can set up
hotspots known as ‘evil twins’ and ‘rogue hotspots’ to steal users” information. Use encrypted
(password protected) networks. Encrypted networks are wireless networks that require you to
log in with a password to use them. Choose networks with WPA2 and WPA encryption if they
are available, because they are more secure than other types of encryption.

Connect Using the Right Network Type

When you connect to a WiFi network many devices will prompt you to enter a network type
(‘home’, “‘work” or “pubic’). Always connect as ‘public’ when you connect to a public WiFi
network as this will lock down the connection more securely.

Use a Virtual Private Network (VPN) if Possible

Many companies and organisations have a virtual private network (VPN). VPNs allow
employees to connect securely to their office network. VPNs encrypt connections at the sending
and receiving ends and keep out traffic that is not properly encrypted.

If a VPN is available to you, make sure you log onto it any time you need to use a public wireless
access point.

Be Aware of Your Surroundings

Because you're likely to have an unsecured, unencrypted network connection when you use a
public wireless access point, be careful about what you do online there’s always the chance that
another user on the network could be monitoring your activity.

If you can’t connect securely using a VPN, then consider avoiding;:

° online banking or shopping
) sending confidential email
) entering passwords or credit card details unless using a secure website

Secure Your Information

° Do not send passwords or credit card details. Criminals using the wireless network can
steal them. If you must make sensitive transactions, only use secure websites. Look at the
web address for https:// instead of http:// and look for a locked padlock or key in the
browser window.

° Encrypt sensitive information. If you keep personal or financial information on your
computer, consider taking steps to encrypt and protect sensitive files and folders. Check
your computer operating system’s help section to find out how to do this.

) Disable wireless networking when you are not using it. Whenever you are connected to the
Internet, criminals can try to attack your mobile device and steal your information. Reduce
their opportunities to do this by turning off your device’s WiFi when you are not using it.
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Notes

1.3.10 Location-based Services

Location-based services (LBSs) are a general class of computer program-level services used to
include specific controls for location and time data as control features in computer programs. As
such LBS is an information service and has a number of uses in social networking today as an
entertainment service, which is accessible with mobile devices through the mobile network and
which uses information on the geographical position of the mobile device. This has become more
and more important with the expansion of the smartphone and tablet markets as well.

LBS are used in a variety of contexts, such as health, indoor object search, entertainment, work,
personal life, etc.

LBS include services to identify a location of a person or object, such as discovering the nearest
banking cash machine (a.k.a. ATM) or the whereabouts of a friend or employee. LBS include
parcel tracking and vehicle tracking services. LBS can include mobile commerce when taking
the form of coupons or advertising directed at customers based on their current location. They
include personalized weather services and even location-based games. They are an example of
telecommunication convergence.

This concept of location based systems is not compliant with the standardized concept of real-
time locating systems (RTLS) and related local services, as noted in ISO/IEC 19762-5 and 1SO/
[EC 24730-1.

Self Assessment

Fill in the blanks:

5. A V0iCe OVEr .....cccceuiuiuruninnnes system offers tremendous benefits to organizations, such as
hospitals and warehouses.

6. With . technology, hospitals can easily reduce the cost associated
with loss of medical equipment, such as wheel chairs, infusion pumps and computers-on-
wheels.

7. s enabled laptops or smartphones allow you to easily connect to the Internet

no matter where you are.

8 s allow employees to connect securely to their office network.

1.4 Types of Wireless Network

A wireless network joins two or more than two computers by means of communication without
using any wires. Wireless Networks utilizes spread-spectrum or OFDM depends on the
technology which is using. Wireless network enable a user to move about within a wide coverage
area and still be associated to the network. There are different types of wireless networking such
as wide area network, local area network and personal area network but the most common are
of two.

1.4.1 Wireless PANs

Wireless personal area networks (WPANSs) interconnect devices within a relatively small area,
that is generally within a person’s reach. For example, both Bluetooth radio and invisible infrared
light provides a WPAN for interconnecting a headset to a laptop. ZigBee also supports WPAN
applications. Wi-Fi PANs are becoming commonplace (2010) as equipment designers start to
integrate Wi-Fi into a variety of consumer electronic devices. Intel “My WiFi” and Windows 7
“virtual Wi-Fi” capabilities have made Wi-Fi PANs simpler and easier to set up and configure.
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These are networks that provide wireless connectivity over distances of up to 10 m or so. At first Notes
this seems ridiculously small, but this range allows a computer to be connected wirelessly to a

nearby printer, or a cell phone’s hands-free headset to be connected wirelessly to the cell phone.

The most talked about (and most hyped) technology is called Bluetooth.

Personal Area Networks are a bit different than WANs and WLANSs in one important respect.
In the WAN and WLAN cases, networks are set up first, which devices then use. In the Personal
Area Network case, there is no independent pre-existing network. The participating devices
establish an ad-hoc network when they are within range, and the network is dissolved when the
devices pass out of range. If you ever use Infrared (IR) to exchange data between laptops, you
will be doing something similar. This idea of wireless devices discovering each other is a very
important one, and appears in many guises in the evolving wireless world.

PAN technologies add value to other wireless technologies, although they wouldn’t be the
primary driver for a wireless business solution. For example, a wireless LAN in a hospital may
allow a doctor to see a patient’s chart on a handheld device. If the doctor’s handheld was also
Bluetooth enabled, he could walk to within range of the nearest Bluetooth enabled printer and
print the chart.

WPANSs are short-range networks that use Bluetooth technology. They are commonly used to
interconnect compatible devices near a central location, such as a desk. A WPAN has a typical
range of about 30 feet.

Wireless PANs make use of both radio and infrared light technologies, which manufacturers
embed in many different types of devices.

User Devices

Wireless PANs don’t require much battery power to operate, making them ideal for small user
devices, such as audio headsets, cell phones, PDAs, game controls, GPS units, digital cameras,
and laptops. Figure 1.1 illustrates several of these types of devices. For example, a wireless
PAN enables someone to listen to music on headsets wirelessly from their PDA. Or a person
can transfer his phone book from his laptop to a cell phone. As with these cases, wireless PANs
eliminate wires that often frustrate users.

Figure 1.1: Many Different Types of User Devices Operate on Wireless PANs

Source: http:/ /etutorials.org/Networking/wn/Chapter+4.+Wireless+PANs+Networks+for+Small+Places/ Wireless+ PAN
+Components/

Radio NICs

Radio NICs are available for wireless PANs in PC Card and Compact Flash (CF) form factors.
If you have a laptop, for example, it's easy to add wireless PAN connectivity by installing a
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PC Card. These products are available from different vendors. Many of the newer PDAs and
laptops come equipped with one or more wireless PAN interfaces. This makes these wireless
devices ready to connect with other devices, such as printers, PDAs, and cell phones that also
have wireless PAN interfaces. The larger PC Cards are uncommon for wireless PANs, mainly
because wireless PAN technologies are ideal for small devices.

USB Adapters

Several companies offer a wireless PAN USB adapter (see Figure 1.2), which is also called a
wireless dongle. For example, you can purchase a USB Bluetooth adapter and connect it to a USB
port on your PC. This makes the PC able to synchronize with other devices having Bluetooth
connectivity. Bluetooth which is discussed later is a specification developed for short-range,
radio-based transceivers.

— Figure 1.2: Bluetooth Wireless USB Adapters Enable PCs and Laptops to Interface with other |—
Bluetooth Devices

Source: http:/ /etutorials.org/Networking/wn/Chapter+4.+Wireless+PANs+Networks+for+Small+Places/ Wireless+PAN
+Components/

A PDA utilizing Bluetooth can wirelessly interface with the Bluetooth-enabled PC and
synchronize without placing the PDA in a synchronization cradle. A USB connection over
Bluetooth, however, is generally slower than having a directly wired interface through the PC’s
USB port. This is because the wireless USB adapter is mapped to the PC’s serial port, which runs
slower than the USB port. The wireless solution might be more convenient, but you might need
to wait twice as long before synchronization is complete.

Routers

Most wireless PAN applications simply involve cable replacement, but some vendors sell
Bluetooth-equipped routers to support wireless connections to the Internet. Because of limited
range, though, these wireless PAN routers are primarily for home and small office use. In order
to satisfy more connectivity needs, some wireless PAN routers also support wireless LAN
interfaces, such as 802.11.

l)

Did u know? The advanced technology and development in wireless network topology
has unshackled wired communication. Wireless communication technologies are point-to-
point, line of sight, scatter, reflective, radio broadcast, satellite, microwave, light-based and
cellular technology. The wireless network topologies that are relevant for communication
are star, tree, line, mesh and ring.

1.4.2 Wireless LANs
Wireless LAN (WiFi) offers the promise of unhindered access to network resources even outside
the reach of a wired setup. In this tutorial, take a closer look at the technical concepts that

drive WiFi and how WiFi stacks up against some of the other competing technologies.
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Wireless LAN or Wireless Local Area Network is a term to refer to a Local Area Network that does Notes
not need cables to connect the different devices. Instead, radio waves are used to communicate.
Technologies that can be used to do that include IEEE 802.11 and Bluetooth.

Benefits of Wireless LANs

° People can access the network from where they want; they are no longer limited by the
length of the cable

° Some cities have started to offer Wireless LANs. This means that people can access the
internet even outside their normal work environment, for example when they ride the
train home.

° Setting up a wireless LAN can be done with one box (called Access point). This box can

handle a varying number of connections at the same time. Wired networks require cables
to be laid. This can be difficult for certain places.

° Access points can serve a varying number of computers.
Disadvantages of Wireless LANs

° Wireless LANs use radio waves to communicate. Special care needs to be taken to encrypt
information. Also the signal is much worse, and more bandwidth needs to be spent on
error correction.

° A typical IEEE 802.11 access point has a range of meters from where devices can connect.
To extend the range more access points are needed.

° There are many reliability problems, especially those connected to interference from other
devices.
° Wireless LANs are much slower than wired ones; this may not matter for most users

though, because the bottleneck in a home network is usually the speed of the ADSL line
(used to connect to the Internet)

Technologies Used

Today, most technologies used for WLANSs use Orthogonal Frequency Division Multiplexing.
This means that several frequencies are used at the same time. Signals that are close to each
other, but that belong to different channels do not disturb each other, as they use different coding
schemes. Depending on the material used, it is possible to cover between 30 metres and 100
metres indoors; outdoors, the range is about 100-300 m, if there are no obstacles.

A wireless LAN (WLAN or WiFi) is a data transmission system designed to provide location-
independent network access between computing devices by using radio waves rather than a
cable infrastructure [IEEE 802.11 Wireless LANs, Technical paper].

In the corporate enterprise, wireless LANs are usually implemented as the final link between the
existing wired network and a group of client computers, giving these users wireless access to the
full resources and services of the corporate network across a building or campus setting.

The widespread acceptance of WLANSs depends on industry standardization to ensure product
compatibility and reliability among the various manufacturers.

The 802.11 specification [IEEE Std 802.11 (ISO/IEC 8802-11: 1999)] as a standard for wireless
LANS was ratified by the Institute of Electrical and Electronics Engineers (IEEE) in the year 1997.
This version of 802.11 provides for 1 Mbps and 2 Mbps data rates and a set of fundamental
signalling methods and other services. Like all IEEE 802 standards, the 802.11 standards focus on
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the bottom two levels the ISO model, the physical layer and link layer (see Figure 1.3). Any LAN
application, network operating system, protocol, including TCP/IP and Novell NetWare, will
run on an 802.11-compliant WLAN as easily as they run over Ethernet.

Figure 1.3: IEEE 802.11 and the ISO Model

Application

Sessjon
MNetwark
operating
system 3 VDG TCP
(NOS)
Netwaork IP
i Data Logical Link Contral (LLO— 802.2
Link Media Access Control (MACI— Power, security, etc.
802.11 <
Physical FH, D5, IR

Source: http:/ /www.tutorial-reports.com/ wireless/ wlanwifi/ introduction_wifi.php

The major motivation and benefit from Wireless LANs is increased mobility. Untethered from
conventional network connections, network users can move about almost without restriction and
access LANs from nearly anywhere.

The other advantages for WLAN include cost-effective network setup for hard-to-wire locations
such as older buildings and solid-wall structures and reduced cost of ownership-particularly
in dynamic environments requiring frequent modifications, thanks to minimal wiring and
installation costs per device and user. WLANSs liberate users from dependence on hard-wired
access to the network backbone, giving them anytime, anywhere network access. This freedom
to roam offers numerous user benefits for a variety of work environments, such as:

° Immediate bedside access to patient information for doctors and hospital staff
° Easy, real-time network access for on-site consultants or auditors
° Improved database access for roving supervisors such as production line managers,

warehouse auditors, or construction engineers

° Simplified network configuration with minimal MIS involvement for temporary setups
such as trade shows or conference rooms

° Faster access to customer information for service vendors and retailers, resulting in better
service and improved customer satisfaction

° Location-independent access for network administrators, for easier on-site troubleshooting
and support

° Real-time access to study group meetings and research links for students
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1.4.3 Wireless MANSs Notes

Wireless MANs offer connections between buildings and users within a city or campus area
through several system configurations. In most cases, the wireless MAN beams RF or infrared
light from one point to another using directive antennae.

WirelessMAN® is a family of wireless networking standards created by the Institute of Electrical
and Electronics Engineers (IEEE). The standards, officially known as IEEE 802.16, complement
other wireless technologies like Wi-Fi®. The 802.16 group of standards are meant for use in large,
city-sized wireless networks that can deliver broadband Internet access and compete against
wired technologies like Digital Subscriber Line (DSL) and cable modems. The WirelessMAN®
standards form the basis for WIMAX® and several other wireless broadband technologies.

The organization which created the 802.16 standard, the IEEE, was also responsible for ratifying
the popular Bluetooth® and Wi-Fi® wireless standards. Each of these standards enables wireless
networks to be built on different scales. Bluetooth®, for example, allows very short-range
personal area networks (PANs). Wi-Fi® popularized whole-house wireless Local Area Networks
(LANSs), and WirelessMANP® is designed for larger Metropolitan Area Networks (MANs) meant
to cover entire cities or geographical areas. In many cases, these different types of networks can
be complementary. A LAN using Wi-Fi®, for example, could be connected to the Internet through
a MAN using 802.16.

Point-to-Point Systems

A point-to-point solution uses RF or infrared signals that utilize either semidirectional or highly
directional antennae to extend range across metropolitan areas, such as college campuses and
cities. Range can be as high as 30 miles for RF systems using highly directional antennae. Figure
1.4 illustrates a point-to-point wireless MAN system.

Figure 1.4: Point-to-Point Wireless MAN Directly Connects Two Points in the Network

.

Point-to-Point

000000000000

Source: http:/ / etutorials.org/Networking /wn/Chapter+6.+Wireless+ MANs+Networks+for+Connecting+Buildings+and+
Remote+Areas/Wireless+ MAN+Systems/

Amedical centre, for example, can use a point-to-point wireless MAN to provide acommunications
link between the main hospital and a remote clinic within the same city. This resulting system,
however, does not provide as much flexibility as point-to-multipoint solutions. However, if there
is a need to connect only a couple sites, the cost of implementing a point-to-point system is less
compared to a point-to-multipoint system.

Point-to-Multipoint System

A typical point-to-multipoint link (see Figure 1.5) utilizes a centralized omnidirectional antenna
that provides a single transceiver point for tying together multiple remote stations. For example,
a building within the centre of a city can host the omnidirectional antenna, and other nearby
metropolitan-area buildings can point directional antennae at the centralized location. The
central transceiver receives and retransmits the signals.

A strong advantage of the point-to-multipoint wireless MAN is that it makes the addition of new
connections easy. In fact, this approach can be less expensive compared to point-to-point systems
when there are multiple sites to interconnect or connect to a central location. For example, a
company headquarters having many remote warehouses and manufacturing plants within the
same city or rural area would benefit from a point-to-multipoint system.
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Figure 1.5: Point-to-Multipoint Wireless MAN Interconnects Users through a Common,
Centralized Transceiver

VT pe—

Point-to-Multipoint

Source: http:/ / etutorials.org/Networking /wn/Chapter+6.+Wireless+ MANs+Networks+for+Connecting+Buildings+and+
Remote+Areas/Wireless+t MAN+Systems/

Packet Radio Systems

A packet radio system (see Figure 1.6) utilizes special wireless routers that forward data
contained within packets to the destination. Each user has a packet radio NIC that transmits
data to the nearest wireless router. This router then retransmits the data to the next router. This
hopping from router to router occurs until the packet reaches the destination. This mesh type
networking is not new. Amateur Ham radio operators have used it for decades, and companies
such as Metricom have been deploying these types of systems in cities for nearly 10 years.

Figure 1.6: Packet Radio System Hops Data Packets from the Source to Destination

Packet Radio Routers

Possible
Route

Destination

Source: http:/ /etutorials.org/Networking/wn/Chapter+6.+Wireless+t MANs+Networks+for+Connecting+Buildings+and
+Remote+Areas/Wireless+t MAN+Systems/

A city government might want to deploy a packet radio system to offer wireless connectivity
for supporting applications through the entire city area. The installation of routers in strategic
places through the city provides the necessary infrastructure. There’s no need for wires for
interconnecting the routers. Each router is capable of receiving, retransmitting and hopping the
packets to their destination.

Caution This form of networking is also survivable. If one router becomes inoperative,
perhaps because of a lightning strike or sabotage, adaptive routing protocols automatically
update routing tables in each router so that data packets will avoid traversing the
inoperative router.
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1.5 Benefits of Wireless Networks Notes

Wireless LANSs offer the following productivity, convenience, and cost advantages over wired
networks:

° Mobility: Wireless LAN systems can provide LAN users with access to real-time
information anywhere in their organization. This mobility supports productivity and
service opportunities not possible with wired networks. There are now thousands of
universities, hotels and public places with public wireless connection. These free you from
having to be at home or at work to access the Internet.

° Installation Speed and Simplicity: Installing a wireless LAN system can be fast and easy
and can eliminate the need to pull cable through walls and ceilings.

° Reduced Cost-of-Ownership: While the initial investment required for wireless LAN
hardware can be higher than the cost of wired LAN hardware, overall installation expenses
and life-cycle costs can be significantly lower. Long-term cost benefits are greatest in
dynamic environments requiring frequent moves and changes.

° Scalability: Wireless LAN systems can be configured in a variety of topologies to meet
the needs of specific applications and installations. Configurations are easily changed and
range from peer-to-peer networks suitable for a small number of users to full infrastructure
networks of thousands of users that enable roaming over a broad area Wireless networks
are a product of convenience for society. Using a wireless network allows an individual to
access the Internet when he is not connected to a computer with an ethernet cable. Wireless
Networks can be used by devices such as cell phones, laptops, and handheld computers.
A wireless network is operated by a network of cellular towers and satellites.

° Security: When using wireless networks, security is an issue. Make sure it is a password
protected network if you are surfing the Internet and entering personal information.

° Convenience: Wireless Networks can help make connecting to the Internet much more
convenient. You don’t need an ethernet connection so you can connect anywhere with a
strong enough signal and a wireless network that is publicly accessible without a password.

° Devices: Many different devices can be used over a wireless network. These include laptop
computers, Cellular phones, Blackberry devices, and handheld computers.

) Speed: Wireless networks are less reliable with connection speeds than connections using
an ethernet cable. This is due to the risk of dead spots where the signal is either weak or
non existant. Weather, and signal interference also play a role in weakening a connection.

g

Task Compare the devices used in the wireless networks.

Self Assessment

Fill in the blanks:
9. WPANSsare ......ccooevveeirvvccnennen, -range networks that use Bluetooth technology.
10.  Wireless PANs don’t require much ..........cccccoevveiininne to operate, making them ideal for

small user devices.
11.  Several companies offer a wireless PAN USB adapter, whichis alsocalleda............cccccccuvuuenee

120 offers the promise of unhindered access to network resources even
outside the reach of a wired setup.
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Notes 13.  The widespread acceptance of WLANs depends on industry standardization to ensure
product compatibility and ...........cccceeiiane among the various manufacturers.

14.  The major motivation and benefit from Wireless LANs is increased ............cccccecccucuneneee

15. A strong advantage of the ... is that it makes the addition of new
connections easy.

16, A system utilizes special wireless routers that forward data contained
within packets to the destination.

Case Study Beaverton, Oregon Builds Interoperable Public Safety
Wireless Network

g s many man-made and natural disasters, from September 11 to Hurricane

Katrina, have proven, the key to saving lives in the wake of a tragedy is effective

communications. And the key to effective communications, among the many
departments and jurisdictions involved in an emergency, is interoperability. Lack of
communications interoperability has been blamed for unnecessary delays and resultant
increased loss of life, frustrating the recovery efforts of first responders and other public
safety personnel. In 2005, Washington County and the city of Beaverton, Oregon worked
together to find a solution that would be used by both to develop an interoperable
wireless network for public safety agencies within the city and throughout the county.
Representatives from Beaverton’s Police, Information Systems Division, and Purchasing
departments participated in the review of the Request for Proposal responses. The county
had received a State Homeland Security.

Program (SHSP) grant that included resources to establish a wireless networking capability
to provide field-based public safety personnel access to critical network-based information
resources. Beaverton’s SHSP grant could also be used to fund their portion of the network.

Working closely with the county to ensure that their mutual needs were met would go a
long way in ensuring the ongoing viability of Beaverton’s wireless public safety network.

The Challenge

Covering an area of approximately 19 square miles, and with a population of over 84,000,
Beaverton ranks as Oregon’s 6th largest city. With 100 city parks and 25 miles of bike trails,
the city offers an exceptional quality of life. But the concerns of its police department are
common to cities throughout the US.

The department wanted to improve the productivity of their officers and maximize their
time spent on the beat rather than in the office. As the department’s first line of defense
in preventing and combating crime they also wanted to ensure that officers had access
to timely information and resources needed to ensure effective response. This would
necessitate communications capabilities beyond the basic voice services associated with
traditional land mobile radio (LMR) systems.

The Solution

The Beaverton Police Department is one of Oregon’s first public safety agencies to create
and use a mobile broadband wireless network. Taking a leadership position can be risky,
but, for Beaverton, it has paid off.

Contd...
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Improved Productivity Notes

As David G. Bishop, Chief of the Beaverton Police Department stated: “Real time
information enables officers on the beat to be better prepared to make the right decision
about the situations they face every day.” Officers can now access their desktop, the city
network and the Portland Police Data System from their patrol cars enabling real time
access to information including mug shots, digitized fingerprints and criminal histories.
Officers conducting follow-up investigations no longer have to return to headquarters or
stop at a satellite office. Prior to the availability of the network, officers had to call in for
histories and written reports, a time consuming and labour-intensive process.

Reliable and Scalable

Beaverton is already experiencing tangible benefits from their wireless deployment. The
network’s role in supporting an expanding range of day-to-day activities of the police
officers in the field requires it to be both reliable and scalable. With Homeland Security
grant funding from the federal Law Enforcement Terrorism Prevention Program (LETPP),
the network is also designed to adapt to the increased capacity and coverage requirements
that often accompany an emergency situation.

Increasing capacity on the network can be accomplished by either adding a node or just
adding another wired egress point. The network’s patented architecture enables capacity
to be added anywhere in the network and directed to wherever it is needed. Quality of
Service (QoS) capabilities ensures the prioritisation of critical voice, video and data traffic.

Future-Proof

The subject of interoperability among multiple public safety agencies and jurisdictions
predates recent disasters that have clearly brought those issues to the forefront. The
FCC has been active in the area of interoperability going back to at least 1986, when they
established the National Public Safety Planning Advisory Committee. And, given the
number of departments, agencies, advisory committees, and jurisdictions involved, and
the constantly changing nature of telecommunications technology, interoperability of
public safety communications will continue to evolve even as new solutions are adopted.

The Design

The overall objective of the wireless networking project is to provide a secure wireless
infrastructure across the city and county. Through a comprehensive RFP and vendor
selection process, an initial field of 12 interested firms was reduced to two finalists: BelAir
Networks (bid by wireless integrator, Invictus Networks) and Motorola. Evaluating the
finalists according to functionality, customer support, experience and reference, cost,
implementation and installation, the winning bid scored an impressive 95%.

High-Performance, Multi-Application

High-performance BelAir200 and BelAirl00 wireless multi-service nodes have been
installed throughout Beaverton to provide wireless coverage of city hall and the commercial
districts.

The city fitted its fleet of forty police cars with wireless-enabled computers. Within just a
few months, the Information Systems department of the City of Beaverton, working with
Washington County, had the in-house expertise to install, deploy, and run live tests over
the new network, and had developed plans for expansion of both the network coverage
and its integrated applications.

The Result

Beaverton, home to divisions of leading technology companies such as Intel and IBM, is
often referred to as ‘Silicon Forest’ so it is not surprising that the city would choose industry

Contd...
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leading technology for their public safety network. The city’s commitment to enhanced law
enforcement and the safety of its citizens is reflected in their ranking as the second safest
medium/large city in the northwest and certainly contributed to their status as one of the
100 best places to live, according to Money Magazine.

Questions

1. Discuss the solution provided by the department to improve the productivity of
their officers.

2. Discuss the features of BelAir100 wireless node.

Source: http:/ /www.techrepublic.com/whitepapers/beaverton-oregon-builds-interoperable-public-safety-wireless
network /2710559

1.6 Summary

° Wireless network refers to any type of computer network that uses wireless (usually, but
not always radio waves) for network connections.

) It use electromagnetic waves to communicate information from one point to another
without relying on any physical connection. Radio waves are often referred to as radio
carriers because they simply perform the function of delivering energy to a remote receiver.

° A wireless network is a flexible data communications system, which uses wireless media
such as radio frequency technology to transmit and receive data over the air, minimizing
the need for wired connections.

° Wireless local-area networks (WLAN) have evolved as the quantity and types of mobile
devices have increased. The number of devices that support Wi-Fi continues to expand.

) The Institute of Electrical and Electronic Engineers (IEEE) is a professional organization of
electrical engineers that has organized a highly successful and unique standards making
activity.

° Wireless networking hardware requires the use of underlying technology that deals with

radio frequencies as well as data transmission. The most widely used standard is 802.11
produced by the Institute of Electrical and Electronic Engineers (IEEE).

1.7 Keywords

Institute of Electrical and Electronic Engineers (IEEE): 1EEE is a professional organization of
electrical engineers that has organized a highly successful and unique standards making activity.

Location-based Services (LBSs): LBSs are a general class of computer program-level services used
to include specific controls for location and time data as control features in computer programs.

Packet Radio System: It utilizes special wireless routers that forward data contained within
packets to the destination

Point-to-multipoint Link: It utilizes a centralized omnidirectional antenna that provides a single
transceiver point for tying together multiple remote stations.

Real-Time Locating Systems: This concept of location based systems is not compliant with the
standardized concept of real-time locating systems (RTLS) and related local services.

Vowlan (Voice over Wireless LAN): It is the use of a wireless broadband network according to the
IEEE 802.11 standards for the purpose of vocal conversation.
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Wireless MANSs: It offer connections between buildings and users within a city or campus area Notes
through several system configurations.

Wireless Network: It refers to any type of computer network that uses wireless (usually, but not
always radio waves) for network connections.

Wireless Personal area Networks (WPANs): WPAN interconnect devices within a relatively
small area, that is generally within a person’s reach.

1.8 Review Questions

Comment “A high performance wireless network can help hospitals in numerous ways”.
Describe the role played by wireless networks in education and healthcare.

Discuss the advantage of wireless networking.

Explain wireless networks applications.

List down the benefits that wireless networks offer over traditional wired networks.
What are IEEE Standards for Wireless Networks?

What are the needs of wireless networking?

What are the various types of wireless network?

o ® N o O ok L b

What do you mean by location-based services?

=
e

Write a brief note on the future of wireless networks.

Answers: Self Assessment

1. 802.11b 2. data transmission
3. IEEE802.11n
4. Institute of Electrical and Electronic Engineers (IEEE)
5. WLAN 6. RFID
7. Wireless 8. VPNs
9.  Short 10.  battery power
11.  wireless dongle 12.  Wireless LAN (WiFi)
13.  Reliability 14. Mobility
15.  point-to-multipoint wireless MAN 16. packet radio
1.9 Further Readings
N
Books Matthew Gast, 802.11 Wireless Networks: The Definitive Guide, Second Edition.

John Ross, Introduction to wireless networks.
Vijay Garg, Wireless Communications & Networking.

Theodore S. Rappaport, Wireless Communications: Principles and Practice.
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http:/ /www.rfidc.com/docs/introductiontowireless_standards.htm
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chap02.pdf
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Objectives

After studying this unit, you will be able to:

) Discuss the components of a wireless network

° Discuss general wireless network architectural elements

° Explain how information flows through a wireless network
° Describe about information signals

Introduction

Wireless networks utilize components similar to wired networks; however, wireless networks
must convert information signals into a form suitable for transmission through the air medium.
Even though wireless networks directly contribute only to a portion of the overall network
infrastructure, attention to all network functions is necessary to counter impairments resulting
from the wireless medium. This chapter discusses concepts common to all types of wireless
networks, with emphasis on components and information signals.
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Although each protocol has different specifications and criteria, there are general characteristics
and goals that each protocol tries to achieve. Several of these protocols are discussed in this
survey paper as well. Below are some general guidelines these protocols try to follow:

° Unlimited roaming and range: The location of the user with the portable device is irrelevant.
No matter how far or how near a user is from the base provider, data can still be sent and
received.

° Guarantee of Delivery: All messages and data is guaranteed to be delivered regardless of

where a user is located or the user’s status. Even if the portable device is turned off, when
it is turned on again, the user will see a new message.

° Dependability of Delivery: All messages are guaranteed of accurate and full transmission.

° Notification: Notifies the user that there is data that has been sent and needs to be looked
at.

) Connectivity Options: Sender and receiver are given a wide range of options not only

in hardware for the portable device, but also are given options in receiving messages
(choosing a type of connection for instance).

o Millions of Users: Ability to engage millions of users.

) Priority Alerts: Able to distinguish between messages and data that are of higher
importance than others. Able to control high-priority data traffic and do so correctly and
rapidly.

° Communication: The ability to communicate between one user to another through one
portable device to another where each portable device holds reliable and user-friendly
software applications.

° Host Reconfiguration: The ability to reconfigure when changing environments. For
example, Person A is carrying a Palm Pilot that uses Bluetooth. Person A enters the office
where there is an entire Bluetooth network set-up and Person A’s Palm Pilot configures to
the settings of the office network. The end of the day comes, and Person A starts driving
home. Person A gets home and walks inside where Person A’s home is set up with an
entirely different Bluetooth network. Person A brings the Palm Pilot out and the Palm Pilot
automatically reconfigures itself to the settings of the Bluetooth network in Person A’s
home. Therefore, whether the Palm Pilot works in one environment and can detect when it
has been moved to another environment and can set itself up wherever it is located.

° Host Mobility: One host contains its settings on a network - its IP address, Subnet Mask,
Gateway Address, and so on. Now this one host decides to move somewhere else, this
means that the host will have to change its settings all over again, but has to let others
know that it has moved. Flexible mobility allows the host to come and go as it pleases and
not even needing to alert others of its move. Communication with the host is still possible
even if it has moved.

° Dynamic Encapsulation: The need to register a mobile host with its base agent, perhaps
using a login and logout request and alerts of activation and inactivation. This will prevent
forged logins and having one’s precious date to be re-routed somewhere it should not be.

2.1.1 Wireless System Networking Equipment

What sort of hardware is required to build a wireless network is dependent on the type of
network you intend to build.
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If you have two devices with wireless network adapters whether wireless enabled PDA’s, Notes
laptops or desktop computers you can technically connect them in an ad hoc wireless network.

Essentially, any devices enabled with wireless network adapters within range of each other can

all communicate with each other over such an ad hoc network.

If you want to build a more traditional network where multiple clients connect to a central point
which acts as a gateway to the rest of the world you will also need a wireless router or wireless
access point to implement an infrastructure mode network.

A wireless router has a physical network connection which would be connected to a wired
network. It could be connected to a hub or switch on a network or for home users would
generally be connected to your cable or DSL modem. All of the wireless-enabled clients would
then connect to the wireless router. Typically the wireless router will act as the DNS server and
Internet gateway for the clients attached to it and it can also be configured to provide IP addresses
automatically using DHCP.

A wireless access point (AP) can be used to join wireless devices to a wired network, or to extend
the range of a wireless network. They don’t provide the DNS, DHCP, firewall or other functions
commonly found in wireless routers. They simply take a wired or wireless network input and
relay it to the wireless devices within its broadcast range.

2.1.2 Wireless System Networking Routers

The process of developing a wireless network becomes complex when you are deploying
multiple APs throughout a multi-story building, because in addition to your neighbours Access
Points (APs) you need to worry about location, channel selection, and interference from your old
APs with each other.

Selecting Channels

You have only three channels to work with in North America when dealing with 2.4 GHz
networking. Some people have suggested that you can get away setting up your channels in a
four-channel manner by using channels 1, 4, 8, and 11. This setup would give you overlap in the
shoulder area of the bands, but the overlap would be fairly small.

Cisco has done lab testing of the concept using four APs and four clients all transferring 50 MB
files to and from a server. Even with this limited overlap, data ends up being lost, and stations or
computers wait their mandatory wait periods and retransmit data.

These problems slow down the overall throughput. The following table shows the final results.
So if you are told that you can use four channels when making your channel selections, this is
not advisable and you should stick to the reliable and time tested three channel configuration.

The simplest wireless network contains only one AP and that the issues that you need to deal
with for one AP are generally placement and signal loss. A centrally located AP in an office with
a few obstructions that may cause signal loss in the unshaded areas.

.

Notes In addition to the obstructions and construction material, there may be various
sources of external interference that can reduce the size of the coverage area.

In addition to the obstructions and construction material, there may be various sources of external
interference that can reduce the size of the coverage area.
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Figure 2.1: AP in a Wireless Network

1

Source: http:/ /www.dummies.com/how-to/content/ wireless-network-routing-with-multiple-access-poin.html

Ignoring signal loss from building materials, if you have three APs in your layout and no outside
interference, you should use all three of the non-overlapping channels (1, 6, and 11). The only
exception to this would be if you had a more linear layout, where the APs at either end of the line
were isolated by the middle AP.

A typical pattern may give you a layout that resembles what is shown. Cisco recommends a
10-15 percent overlap between APs to allow complete coverage in the interim area, 15-20 percent
for VOIP solutions.

Figure 2.2: AP Pattern in a Wireless Network

Ch1

Ché

Ch11

(1

Source: http:/ /www.dummies.com/how-to/ content/ wireless-network-routing-with-multiple-access-poin.html

This deployment would be more complex if you had to provide coverage using four APs. In
that case, you would have to reuse at least one of the non-overlapping channels to complete the
deployment. You can do that by isolating the AP with the reused channel from the other AP
(which is using the same channel) by having stronger signals from the intermediary APs separate
them.

Staggering these AP channels allows you to provide coverage on all your network APs. An
example of this is shown, where the two APs on channel 6 are separated by the combined signals
from the APs on channels 1 and 11.
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Figure 2.3: Coverage using Four APs

Source: http:/ /www.dummies.com/how-to/content/ wireless-network-routing-with-multiple-access-poin.html

If the area gets even more crowded, in an attempt to provide better coverage or to support higher
client density, you may need to take additional steps. In the following figure, notice that

) An AP on channel 6 separates the two channel 1 APs, allowing that channel to be reused.
° All three channel 6 APs are primarily separated by the channel 11 AP.

° In addition to the physical placement, the power levels on the channel 6 APs have been
reduced to provide a lower radius of coverage, thus preventing these APs from touching
each other.

Figure 2.4: AP Pattern in a Wireless Network in a more Crowded Form

Source: http:/ /www.dummies.com/how-to/ content/ wireless-network-routing-with-multiple-access-poin.html

2.1.3 Computer Devices

Automatic wireless network configuration supports the IEEE 802.11 standard for wireless
networks and minimizes the configuration that is required to access wireless networks. When
you enable automatic wireless network configuration on your computer, you can roam across
different wireless networks without the need to reconfigure the network connection settings on
your computer for each location. As you move from one location to a new location, automatic
wireless network configuration searches for available wireless networks and notifies you when
there are new wireless networks available for you to connect to. After you select the wireless
network that you want to connect to, automatic wireless network configuration updates your
wireless network adapter to match the settings of that wireless network, and attempts to connect
to that wireless network.

"

Did u know? With automatic wireless network configuration, you can create a list of
preferred wireless networks, and you can specify the order in which to attempt connections
to these wireless networks.

LOVELY PROFESSIONAL UNIVERSITY 27



Wireless Networks

Notes 2.1.4 Network Interface Cards (NICs)

Every computer on a network, both clients and servers, requires a network interface card (or
NIC) in order to access the network. A NIC is usually a separate adapter card that slides into one
of the server’s motherboard expansion slots. However, most newer computers have the NIC built
into the motherboard, so a separate card isn’t needed.

For client computers, you can usually get away with using the inexpensive built-in NIC because
client computers are used to connect only one user to the network. However, the NIC in a server
computer connects many network users to the server. As a result, it makes sense to spend more
money on a higher-quality NIC for a heavily used server. Most network administrators prefer to
use name-brand cards from manufacturers such as Intel, SMC, or 3Com.

Most NICs made today support 1 Gbps networking, and will also support slower 100 Mbps and
even ancient 10 Mbps networks. These cards automatically adjust their speed to match the speed
of the network. So you can use a gigabit card on a network that has older 100 Mbps cards without
trouble. You can find inexpensive gigabit cards for as little as $5 each, but a typical name-brand
card (such as Linksys or Intel) will cost around $25 or $30.

Here are a few other points to ponder concerning network interface cards:

° A NIC is a Physical layer and Data Link layer device. Because a NIC establishes a network
node, it must have a physical network address, also known as a MAC address. The MAC
address is burned into the NIC at the factory, so you can’t change it. Every NIC ever
manufactured has a unique MAC address.

° For server computers, it makes sense to use more than one NIC. That way, the server can
handle more network traffic. Some server NICs have two or more network interfaces built
into a single card.

° Fiber-optic networks also require NICs. Fiber-optic NICs are still too expensive for desktop
use in most networks. Instead, they’re used for high-speed backbones. If a server connects
to a high-speed fiber backbone, it will need a fiber-optic NIC that matches the fiber-optic
cable being used.

The network interface card (NIC) is installed in an expansion slot of the computer. This card
(Figure 2.5) connects the computer to a network, and contains information on the computer’s
location and also instructions for sending and receiving data over the network.

It adds a serial port to the computer and the port connects directly to a network. NIC converts the
computers’ low power signals to high power signals that can be transmitted over the network.
NIC'’s speed is measured in megabits per second (Mbps).

Figure 2.5: Network Interface Card (NIC)

Source: www.netguidea.com/2012/09/ introduction-2-network-interface-cards.html
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In Figure 2.6, you can see how two computers are connected with network interface cards and Notes
network cables.

Figure 2.6: Two Computers Connected through NICs

Source: www .netguidea.com/2012/09/introduction-2-network-interface-cards.html

A device driver, called driver in shorten form, is a specific type of software developed to allow
interaction with a hardware device (in this case NIC). Typically this constitutes an interface
for communicating with the NIC, through the specific computer bus it is connected to. It also
provides commands for transmitting and/ or receiving data through the NIC.

Networks (hardware) provide the basic ability of transferring data from one computer to another.
In order to use networks we need a set of rules which all of the network’s members agree on.
Such set of rules is called a protocol.

Communication Protocol is a set of standards designed to specify how computers interact and
exchange messages. A Protocol usually specifies:

° format for data representation
o how to handle errors

) signalling

° authentication procedures

In order to simplify the design and implementation of protocols, a set of protocols is defined.
Each in the set has different responsibilities instead of the one protocol being responsible for all
forms of communication.

2.1.5 Air Medium

Air is the medium for a wireless network, but to utilize the free supply of this medium you
need equipment and an environment free of interference. In a home network, the infrastructure
might be as simple as a wireless enabled broadband modem, which also acts as router and access
controller, and the wire necessary to connect this to the power outlet and perhaps a shared
printer. In a larger network, multiple routers, repeaters and monitoring systems may be in place,
and whole sections of the network may use wired connections.

You may see the following terms used interchangeably, but basically:

) A base station is a device whose sole purpose is to connect to the wireless network and
relay information along it.

° A modem is the device that connects a local network to a remote one.
° A router enables sharing of an internet connection between multiple devices.

An access controller is a device that sits between the local and remote network and adds a layer
of security to the network, determining whether connections are secure and should be allowed.
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2.1.6 Wireless Network Infrastructures

In the case of wireless networking in Infrastructure mode you are connecting your devices using
a central device, namely a wireless access point. To join the WLAN, the AP and all wireless
clients must be configured to use the same SSID. The AP is then cabled to the wired network to
allow wireless clients access to, for example, Internet connections or printers.

=7

Notes Additional APs can be added to the WLAN to increase the reach of the infrastructure
and support any number of wireless clients.

Compared to the alternative, ad-hoc wireless networks, infrastructure mode networks offer the
advantage of scalability, centralized security management and improved reach. The disadvantage
of infrastructure wireless networks is simply the additional cost to purchase AP hardware.

As opposed to Ad Hoc mode networks, which make wireless connections directly between
computers, Infrastructure mode wireless networks use networking infrastructure. In this case,
infrastructure refers to switches, routers, firewalls, and access points (APs). Infrastructure mode
wireless networking is the mode that you most often encounter in your work as a networking
professional supporting networks for clients or in a corporate environment.

At a minimum, the only network infrastructure component that is required for Infrastructure
mode is an access point, but if an AP is all you have, you have no more than you would have had
when using Ad Hoc mode. However, most Infrastructure mode implementations include other
components from your traditional network infrastructure.

Figure 2.7: Wireless Network Infrastructure

ASA
firewall ==
Network
Switch

0 ) (&)
Wireless

clients v

Access
points

Source: http:/ /www.dummies.com/how-to/ content/ wireless-networking-infrastructure-mode.html
Base Station

In radio communications, a base station is a wireless communications station installed at a fixed
location and used to communicate as part of one of the following;:
) A push-to-talk two-way radio system, or;

° A wireless telephone system such as cellular CDMA or GSM cell site

° Terrestrial Trunked Radio
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° Two-way radio Notes
° Professional

In professional two-way radio systems, a base station is used to maintain contact with a dispatch
fleet of hand-held or mobile radios, and/or to activate one-way paging receivers. The base
station is one end of a communications link. The other end is a movable vehicle-mounted radio
or walkie-talkie. Examples of base station uses in two-way radio include the dispatch of tow
trucks and taxicabs.

Figure 2.8: Two-way Radio Systems
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Source: http:/ /en.wikipedia.org/wiki/Base_station

Basic base station elements used in a remote-controlled installation. Selective calling options such
as CTCSS are optional.

Professional base station radios are often one channel. In lightly used base stations, a multi-
channel unit may be employed. In heavily used systems, the capability for additional channels,
where needed, is accomplished by installing an additional base station for each channel. Each
base station appears as a single channel on the dispatch centre control console. In a properly
designed dispatch centre with several staff members, this allows each dispatcher to communicate
simultaneously, independently of one another, on a different channel as necessary. For example,
a taxi company dispatch centre may have one base station on a high-rise building in Boston and
another on a different channel in Providence. Each taxi dispatcher could communicate with taxis
in either Boston or Providence by selecting the respective base station on his or her console.

In dispatching centres it is common for eight or more radio base stations to be connected to a
single dispatching console. Dispatching personnel can tell which channel a message is being
received on by a combination of local protocol, unit identifiers, volume settings, and busy
indicator lights. A typical console has two speakers identified as select and unselect. Audio from
a primary selected channel is routed to the select speaker and to a headset. Each channel has a
busy light which flashes when someone talks on the associated channel.

Base stations can be local controlled or remote controlled. Local controlled base stations are
operated by front panel controls on the base station cabinet. Remote control base stations can be
operated over tone- or DC-remote circuits. The dispatch point console and remote base station
are connected by leased private line telephone circuits, (sometimes called RTO circuits), a DS-1,
or radio links. The consoles multiplex transmit commands onto remote control circuits. Some
system configurations require duplex, or four wire, audio paths from the base station to the
console. Others require only a two-wire or half duplex link.
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Figure 2.9: Two-way Radio Systems
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The Figure 2.9 shows a band-pass filter used to reduce the base station receiver’s exposure to
unwanted signals. It also reduces the transmission of undesired signals. The isolator is a one-way
device which reduces the ease of signals from nearby transmitters going up the antenna line and
into the base station transmitter. This prevents the unwanted mixing of signals inside the base
station transmitter which can generate interference.

Interference could be defined as receiving any signal other than from a radio in your own system.
To avoid interference from users on the same channel, or interference from nearby strong signals
on another channel, professional base stations use a combination of:

° minimum receiver specifications and filtering

° analysis of other frequencies in use nearby

° in the US, coordination of shared frequencies by coordinating agencies
) locating equipment so that terrain blocks interfering signals

° use of directional antennas to reduce unwanted signals

Base stations are sometimes called control or fixed stations in US Federal Communications
Commission licensing. These terms are defined in regulations inside Part 90 of the commissions
regulations. In US licensing jargon, types of base stations include:

° A fixed station is a base station used in a system intended only to communicate with other
base stations. A fixed station can also be radio link used to operate a distant base station by
remote control. (No mobile or hand-held radios are involved in the system.)

° A control station is a base station used in a system with a repeater where the base station is
used to communicate through the repeater.

° A temporary base is a base station used in one location for less than a year.
° A repeater is a type of base station that extends the range of hand-held and mobile radios.
° Point-to-point communication systems.

In telecommunications, a point-to-point connection refers to a communications connection
between two nodes or endpoints. An example is a telephone call, in which one telephone is
connected with one other, and what is said by one caller can only be heard by the other. This
is contrasted with a point-to-multipoint or broadcast communication topology, in which many
nodes can receive information transmitted by one node. Other examples of point-to-point
communications links are leased lines, microwave relay links, and two way radio.
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'i Example: Example of point-to-multipoint communications systems are radio and
television broadcasting.

The term is also used in computer networking and computer architecture to refer to a wire
or other connection that links only two computers or circuits, as opposed to other network
topologies such as buses or crossbar switches which can connect many communications devices.

A

Caution Point-to-point is sometimes abbreviated as P2P, Pt2Pt. This usage of P2P is distinct
from P2P referring to peer-to-peer file sharing networks.

Wireless Internet Service Provider (ISP/WISP)

A wireless Internet service provider (WISP) is an Internet service provider with a network based
on wireless networking. Technology may include commonplace Wi-Fi wireless mesh networking,
or proprietary equipment designed to operate over open 900 MHz, 2.4 GHz,4.9,5.2,5.4,5.7, and
5.8 GHz bands or licensed frequencies in the UHF band (including the MMDS frequency band).

In the US, the Federal Communications Commission (FCC) released Report and Order, FCC
05-56 in 2005 that revised the FCC’s rules to open the 3650 MHz band for terrestrial wireless
broadband operations. On November 14, 2007 the Commission released Public Notice (DA 07-
4605) in which the Wireless Telecommunications Bureau announced the start date for licensing
and registration process for the 3650-3700 MHz band.

Point-to-multipoint Communication Systems

Point-to-multipoint (PMP) communication refers to communication that is accomplished through
a distinct and specific form of one-to-many connections, offering several paths from one single
location to various locations. Point-to-multipoint is generally abbreviated as PTMP, P2MP or
PMP. PMP communication is commonly used in telecommunications.

PMP is usually used for establishing private enterprise connectivity to offices in remote locations,
long-range wireless backhaul solutions for various sites, and last-mile broadband access. As such,
it is widely used in IP telephony and wireless Internet by means of gigahertz radio frequencies.
These PMP networks are employed in distribution amenities, huge corporate campuses, school
districts, public safety applications, etc.

Access Controllers

A wireless access controller is a highly scalable and flexible platform that allows you to manage
all the wireless access points in a network as a whole rather than individually. Unlike other
devices, a Wireless Access Controller can manage multiple wireless access points. If you have
controllers in your network, Foglight NMS retrieves the following information from a wireless
access controller:

) View the health status of a controller and of the access points it manages
° Determine which access points are managed by controller

° Determine which devices are connected to which access points

° Track device moves between access points

° View load, noise, interference and coverage of each access point

You can also create an alert or generate a report based on the data collected from a wireless access
controller.
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Fill in the blanks:

1. PMP is usually used for establishing private enterprise connectivity to offices in
.............................. locations.

2. Point-to-point is sometimes abbreviated as ..........c.ccoceevreence.

3. Examples of ..o communications systems are radio and television
broadcasting.

4 stations are sometimes called control or fixed stations in US Federal

Communications Commission licensing.

5. s could be defined as receiving any signal other than from a radio in your

6. AN e, controller is a device that sits between the local and remote network
and adds a layer of security to the network, determining whether connections are secure
and should be allowed.

Y2 provide the basic ability of transferring data from one computer to another.

8. A is a Physical layer and Data Link layer device.

2.2 Network Architecture

Network architecture is the design of a communications network. It is a framework for the
specification of a network’s physical components and their functional organization and
configuration, its operational principles and procedures, as well as data formats used in its
operation.

In telecommunication, the specification of a network architecture may also include a detailed
description of products and services delivered via a communications network, as well as detailed
rate and billing structures under which services are compensated.

The network architecture of the Internet is predominantly expressed by its use of the Internet
Protocol Suite, rather than a specific model for interconnecting networks or nodes in the network,
or the usage of specific types of hardware links.

2.2.1 Network Architecture (OSI)

The Open Systems Interconnection model (OSI model) is a product of the Open Systems
Interconnection effort at the International Organization for Standardization. It is a way of sub-
dividing a communications system into smaller parts called layers. A layer is a collection of
similar functions that provide services to the layer above it and receives services from the layer
below it. On each layer, an instance provides services to the instances at the layer above and
requests service from the layer below.

° Physical Layer: The Physical Layer defines the electrical and physical specifications for
devices. In particular, it defines the relationship between a device and a transmission
medium, such as a copper or optical cable. This includes the layout of pins, voltages,
cable specifications, hubs, repeaters, network adapters, host bus adapters (HBA used in
storage area networks) and more. Its main task is the transmission of a stream of bits over
a communication channel.

° Data Linking Layer: The Data Link Layer provides the functional and procedural means
to transfer data between network entities and to detect and possibly correct errors that
may occur in the Physical Layer. Originally, this layer was intended for point-to-point
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and point-to-multipoint media, characteristic of wide area media in the telephone system. Notes
Local area network architecture, which included broadcast-capable multiaccess media,
was developed independently of the ISO work in IEEE Project 802. IEEE work assumed
sublayering and management functions not required for WAN use. In modern practice,
only error detection, not flow control using sliding window, is present in data link
protocols such as Point-to-Point Protocol (PPP), and, on local area networks, the IEEE 802.2
LLC layer is not used for most protocols on the Ethernet, and on other local area networks,
its flow control and acknowledgment mechanisms are rarely used. Sliding-window flow
control and acknowledgment is used at the Transport Layer by protocols such as TCP, but
is still used in niches where X.25 offers performance advantages. Simply, its main job is to
create and recognize the frame boundary. This can be done by attaching special bit patterns
to the beginning and the end of the frame. The input data is broken up into frames.

Network Layer: The Network Layer provides the functional and procedural means
of transferring variable length data sequences from a source host on one network to a
destination host on a different network, while maintaining the quality of service requested
by the Transport Layer (in contrast to the data link layer which connects hosts within the
same network). The Network Layer performs network routing functions, and might also
perform fragmentation and reassembly, and report delivery errors. Routers operate at this
layer - sending data throughout the extended network and making the Internet possible.
This is a logical addressing scheme - values are chosen by the network engineer. The
addressing scheme is not hierarchical. It controls the operation of the subnet and determine
the routing strategies between IMP and insures that all the packs are correctly received at
the destination in the proper order.

Transport Layer: The Transport Layer provides transparent transfer of data between end
users, providing reliable data transfer services to the upper layers. The Transport Layer
controls the reliability of a given link through flow control, segmentation/desegmentation,
and error control. Some protocols are state and connection oriented. This means that
the Transport Layer can keep track of the segments and retransmit those that fail. The
Transport layer also provides the acknowledgement of the successful data transmission
and sends the next data if no errors occurred. Some Transport Layer protocols, for example
TCP, but not UDP, support virtual circuits provide connection oriented communication
over an underlying packet oriented datagram network. Where it assures the delivery of
packets in the order in which they were sent and assure that they are free of errors. The
datagram transportation deliver the packets randomly and broadcast it to multiple nodes.

=7

Notes The transport layer multiplexes several streams on to 1 physical channel. The
transport headers tells which message belongs to which connection.

The Session Layer: This Layer provides a user interface to the network where the user
negotiates to establish a connection. The user must provide the remote address to be
contacted. The operation of setting up a session between two processes is called “Binding”.
In some protocols it is merged with the transport layer. Its main work is to transfer
data from the other application to this application so this application is mainly used for
transferred layer.

Presentation Layer: The Presentation Layer establishes context between Application
Layer entities, in which the higher-layer entities may use different syntax and semantics
if the presentation service provides a mapping between them. If a mapping is available,
presentation service data units are encapsulated into session protocol data units, and
passed down the stack. This layer provides independence from data representation (e.g.,
encryption) by translating between application and network formats. The presentation
layer transforms data into the form that the application accepts. This layer formats and
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encrypts data to be sent across a network. It is sometimes called the syntax layer. The
original presentation structure used the basic encoding rules of Abstract Syntax Notation
One (ASN.1), with capabilities such as converting an EBCDIC-coded text file to an ASCII-
coded file, or serialization of objects and other data structures from and to XML.

) Application Layer: The Application Layer is the OSI layer closest to the end user,
which means that both the OSI application layer and the user interact directly with the
software application. This layer interacts with software applications that implement a
communicating component. Such application programs fall outside the scope of the OSI
model. Application layer functions typically include identifying communication partners,
determining resource availability, and synchronizing communication. When identifying
communication partners, the application layer determines the identity and availability of
communication partners for an application with data to transmit.

Figure 2.10: OSI Model
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2.3 Information Signals

A signal as referred to in communication systems, signal processing, and electrical engineering
“is a function that conveys information about the behaviour or attributes of some phenomenon”.
In the physical world, any quantity exhibiting variation in time or variation in space (such as an
image) is potentially a signal that might provide information on the status of a physical system,
or convey a message between observers, among other possibilities. The IEEE Transactions on
Signal Processing elaborates upon the term “signal” as follows:

Caution The term “signal” includes, among others, audio, video, speech, image,
communication, geophysical, sonar, radar, medical and musical signals.

Other examples of signals are the output of a thermocouple, which conveys temperature
information, and the output of a pH meter which conveys acidity information. Typically, signals
are often provided by a sensor, and often the original form of a signal is converted to another
form of energy using a transducer. For example, a microphone converts an acoustic signal to a
voltage waveform, and a speaker does the reverse.
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2.3.1 Digital Signals Notes

Digital signals are quite different from the analog signals because they are based on the numeric
methods. It is defined as the types of signal which are used to represent the quantities which use
the numeric method to deliver the information are called as the digital signals. Basically they are
in discrete form. Sometimes they are said to be more reliable in the field of computer technology
because they are used to transfer data. With the presence of continuous waves in the digital
signals they really helpful in avoiding the rise a fall like in analog signals.

2.3.2 Analog Signals

There are different forms of signals one of them is the analog signal. It is defined as the type of
signal that are used to express the quantities that are based on the variability of time and different
type of time based processes such as electrical, some of mechanical and hydraulic are called the
analog signals. Different types of minute fluctuations are used for the sake of process by analog
signals. They also use the same method to pass on the information between different places.
Wires are used for the processes of analog signals.

Self Assessment

State whether the following statements are true or false:

9. Network “is a function that conveys information about the behaviour or attributes of some
phenomenon”.

10.  Application Layer is the OSI layer closest to the end user, which means that both the OSI
application layer and the user interact directly with the software application.

11.  The Data Link Layer establishes context between Application Layer entities.
12.  The operation of setting up a session between two processes is called “Binding”.

13.  The Transport Layer provides transparent transfer of data between end users, providing
reliable data transfer services to the upper layers.

14. The Network Layer provides the functional and procedural means of transferring variable
length data sequences from a source host on one network to a destination host on a different
network

15.  Presentation Layer provides the functional and procedural means to transfer data between
network entities and to detect and possibly correct errors that may occur in the Physical
Layer.

16. Open Systems Interconnection model (OSI model) is a product of the Open Systems
Interconnection effort at the International Organization for Standardization.

Case Study Securing Wireless Networks

How do Wireless Networks Work?

As the name suggests, wireless networks, sometimes called WiFi, allow you to connect
to the internet without relying on wires. If your home, office, airport, or even local coffee
shop has a wireless connection, you can access the network from anywhere that is within
that wireless area.

Wireless networks rely on radio waves rather than wires to connect computers to the
internet. A transmitter, known as a wireless access point or gateway, is wired into an

Contd...
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Notes internet connection. This provides a "hotspot" that transmits the connectivity over radio
waves. Hotspots have identifying information, including an item called an SSID (service
set identifier), that allow computers to locate them. Computers that have a wireless card
and have permission to access the wireless frequency can take advantage of the network
connection. Some computers may automatically identify open wireless networks in a given
area, while others may require that you locate and manually enter information such as the
SSID.

What Security Threats are Associated with Wireless Networks?

Because wireless networks do not require a wire between a computer and the Internet
connection, it is possible for attackers who are within range to hijack or intercept an
unprotected connection. A practice known as wardriving involves individuals equipped
with a computer, a wireless card, and a GPS device driving through areas in search of
wireless networks and identifying the specific coordinates of a network location. This
information is then usually posted online. Some individuals who participate in or take
advantage of wardriving have malicious intent and could use this information to hijack
your home wireless network or intercept the connection between your computer and a
particular hotspot.

What Can You Do to Minimize the Risks to Your Wireless Network?

Change default passwords — Most network devices, including wireless access points, are
preconfigured with default administrator passwords to simplify setup. These default
passwords are easily found online, so they don't provide any protection. Changing default
passwords makes it harder for attackers to take control of the device

Restrict access - Only allow authorized users to access your network. Each piece of hardware
connected to a network has a MAC (media access control) address. You can restrict or allow
access to your network by filtering MAC addresses. Consult your user documentation to
get specific information about enabling these features. There are also several technologies
available that require wireless users to authenticate before accessing the network.

Encrypt the data on your network - WEP (Wired Equivalent Privacy) and WPA (Wi-Fi
Protected Access) both encrypt information on wireless devices. However, WEP has a
number of security issues that make it less effective than WPA, so you should specifically
look for gear that supports encryption via WPA. Encrypting the data would prevent
anyone who might be able to access your network from viewing your data.

Protect your SSID - To avoid outsiders easily accessing your network, avoid publicizing
your SSID. Consult your user documentation to see if you can change the default SSID to
make it more difficult to guess.

Install a firewall - While it is a good security practice to install a firewall on your network,
you should also install a firewall directly on your wireless devices (a host-based firewall).
Attackers who can directly tap into your wireless network may be able to circumvent your
network firewall - a host-based firewall will add a layer of protection to the data on your
computer.

Maintain anti-virus software - You can reduce the damage attackers may be able to inflict on
your network and wireless computer by installing anti-virus software and keeping your
virus definitions up to date. Many of these programs also have additional features that
may protect against or detect spyware and Trojan horses.

Questions
1.  Discuss the security threats related with wireless networks.
2. Discuss the importance of anti-virus software.

Source: http:/ /www.us-cert.gov/ncas/ tips/ST05-003
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2.4 Summary Notes

° Wireless networks utilize components similar to wired networks; however, wireless
networks must convert information signals into a form suitable for transmission through
the air medium.

° A wireless router has a physical network connection which would be connected to a wired
network.
° A wireless access point (AP) can be used to join wireless devices to a wired network, or to

extend the range of a wireless network.

° The simplest wireless network contains only one AP and that the issues that you need to
deal with for one AP are generally placement and signal loss.

° A NIC is usually a separate adapter card that slides into one of the server’s motherboard
expansion slots.

° However, most newer computers have the NIC built into the motherboard, so a separate
card isn’t needed.

° Network architecture is the design of a communications network.

° It is a framework for the specification of a network’s physical components and their
functional organization and configuration, its operational principles and procedures, as
well as data formats used in its operation.

2.5 Keywords

Base Station: Is a wireless communications station installed at a fixed location and used to
communicate.

Communication Protocol: It is a set of standards designed to specify how computers interact and
exchange messages.

Network Architecture: Network Architecture is the design of a communications network. It
is a framework for the specification of a network’s physical components and their functional
organization and configuration, its operational principles and procedures, as well as data formats
used in its operation.

Network Interface Card: 1t is usually a separate adapter card that slides into one of the server’s
motherboard expansion slots.

Point-to-multipoint (PMP): PMP communication refers to communication that is accomplished
through a distinct and specific form of one-to-many connections, offering several paths from one
single location to various locations.

Point-to-point Connection: It refers to a communications connection between two nodes or
endpoints.

Wireless Access Controller: Wireless Access Controller is a highly scalable and flexible platform
that allows you to manage all the wireless access points in a network as a whole rather than
individually.

Wireless Access Point (AP): It can be used to join wireless devices to a wired network, or to
extend the range of a wireless network.

Wireless Internet Service Provider (WISP): WISP is an Internet service provider with a network
based on wireless networking.
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Notes 2.6 Review Questions

1. Describe wireless system networking routers.

2. What is communication protocol?

3. Explain wireless network infrastructures.

4. Describe point-to-point communication systems.

5. Discuss open systems interconnection model.

6.  Write a brief note on information signals.

7. Explain network interface cards (NICS).

8. Explain Wireless Internet service provider (ISP/WISP).

9. What is Point-to-multipoint communication systems?

10. Show two way radio system diagrammatically.

Answers: Self Assessment

1. Remote 2. P2P, Pt2Pt

3. point-to-multipoint 4. Base

5. Interference 6. Access

7. Networks (hardware) 8. NIC

9. False 10. True

11. False 12.  True

13.  True 14.  True

15. False 16. True

2.7 Further Readings

N

Books Matthew Gast, 802.11 Wireless Networks: The Definitive Guide, Second Edition.
John Ross, Introduction to wireless networks.
Vijay Garg, Wireless Communications & Networking.
Theodore S. Rappaport, Wireless Communications: Principles and Practice.

Online links ~ http:/ /www.life123.com/technology/computer-networking/wireless-

40

network/components-of-wireless-network.shtml

http:/ /education-portal.com/academy/lesson/network-interface-card-nic-

types-function-definition.html

http:/ /www.cse.wustl.edu/~jain/ cse574-08 / ftp / medical /

http:/ /www.rfidc.com/docs/introductiontowireless_standards.htm
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Unit 3: Radio Frequency and Light Signal Fundamentals Notes

CONTENTS
Objectives
Introduction
3.1 Wireless Transceivers
3.1.1 Digi Wireless Transceiver Modules
3.2 Understanding RF Signals
3.21 RF Signal Attributes
3.2.2 RF Signal Pros and Cons
3.23 RF Signal Impairments
3.24 Interference
3.2.5 Multipath
3.3  Working of Light Signals
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3.41 Frequency Shift Keying (FSK)
3.4.2 Phase Shift Keying (PSK)
3.4.3 Quadrature Amplitude Modulation (QAM)
3.44 Spread Spectrum
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3.5 Sending Data Packets in the Air
3.6 Summary
3.7 Keywords

3.8 Review Questions

3.9 Further Readings

Objectives

After studying this unit, you will be able to:

° Describe the Radio frequency and radio frequency receiver
° Discuss the working of light signals

° Explain about wireless transceiver

) Discuss the modulation and amplification
Introduction

Radio frequency (RF) is a rate of oscillation in the range of about 3 kHz to 300 GHz, which
corresponds to the frequency of radio waves, and the alternating currents which carry radio
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signals. RF usually refers to electrical rather than mechanical oscillations; however, mechanical
RF systems do exist.

Although radio frequency is a rate of oscillation, the term “radio frequency” or its abbreviation
“RF” are also used as a synonym for radio - i.e. to describe the use of wireless communication, as
opposed to communication via electric wires.

' Example: Radio-frequency identification and ISO/IEC 14443-2 Radio frequency power
and signal interface.

To receive radio signals an antenna must be used. However, since the antenna will pick up
thousands of radio signals at a time, a radio tuner is necessary to tune in to a particular frequency
(or frequency range). This is typically done via a resonator - in its simplest form, a circuit with
a capacitor and an inductor forming a tuned circuit. The resonator amplifies oscillations within
a particular frequency band, while reducing oscillations at other frequencies outside the band.

Fiber-optic communication is a method of transmitting information from one place to another by
sending pulses of light through an optical fiber. The light forms an electromagnetic carrier wave
that is modulated to carry information. First developed in the 1970s, fiber-optic communication
systems have revolutionized the telecommunications industry and have played a major role in
the advent of the Information Age. Because of its advantages over electrical transmission, optical
fibers have largely replaced copper wire communications in core networks in the developed
world.

The process of communicating using fiber-optics involves the following basic steps: Creating the
optical signal involving the use of a transmitter, relaying the signal along the fiber, ensuring that
the signal does not become too distorted or weak, receiving the optical signal, and converting it
into an electrical signal.

Fiber optics is a medium for carrying information from one point to another in the form of light.
Unlike the copper form of transmission, fiber optics is not electrical in nature. A basic fiber optic
system consists of a transmitting device that converts an electrical signal into a light signal, an
optical fiber cable that carries the light, and a receiver that accepts the light signal and converts it
back into an electrical signal. The complexity of a fiber optic system can range from very simple
(i.e., local area network) to extremely sophisticated and expensive (i.e., long distance telephone
or cable television trunking).

' Example: A system could be built very inexpensively using a visible LED, plastic fiber,
a silicon photodetector, and some simple electronic circuitry. The overall cost could be less than
$20.

On the other hand, a typical system used for long-distance, high-bandwidth telecommunication
could cost tens or even hundreds of thousands of dollars.

3.1 Wireless Transceivers

An infrared transceiver, or IR transceiver, is capable of both sending and receiving infrared data.
In other words an IR transceiver is a transmitter and a receiver housed together in one single
unit and having circuitry in common. IR transceivers are often used for portable or mobile use.
Some transceivers can do both functions at the same time, while other transceivers can only do
one function at a time. The device may either have a focused beam, thus requiring it to be in a
precise position in order to function properly, or it may be a broader beam, depending on the
applications that it is designed for.

There are many different kinds of infrared transceivers. The most common types categorized by
speed, size, supply voltage, link, data rate, packaging type and maximum idle current.
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The most common link size is 1 m. There are also infrared transceivers with link size as low as Notes
875 nm or as high as 6.5 m. The maximum idle current available is 10 A, with the most common
infrared transceiver chips having a maximum idle current of 10 mA.

IR transceivers are generally used in communications applications, although they also have other
applications as well. In communications, infrared transceivers can often be used in order to synch
devices.

' Example: A PDA can be synched with a PC through the use of infrared transceivers in
both devices. The systems can send data back and forth to synchronize their contents.

IR transceivers can also be used for entering and collecting data in the field. By using a handheld
IR transceiver, a researcher can collect data on his portable device and then send it to a PC by
using an infrared transceiver. The transceiver can also receive software upgrades, therefore
keeping it up to date with the rest of the equipment in the laboratory or the plant.

3.1.1 Digi Wireless Transceiver Modules

The TRX900 is an encrypted digital wireless transmitter with optional internal backup recording
and IFB. By incorporating an IFB receiver into the body of a traditional wireless transmitter, both
functions are now combined in a package smaller than most transmitters on the market today.

° Fully encrypted audio transmission

° Built-in 2.4 GHz receiver to receive timecode and remote control signals from ZaxNet and/
or IFB100

° Digital modulation wireless transmitter

° Superb audio quality that rivals a mic cable

° Digital drop-out protection

° 5 hour run time on single CR123 battery
° Graphic LCD display
° Integrated timecode reception

° Small and lightweight

° No inter-modulation - up to 50 transmitters, in the same frequency block, can be used
together.

° Built-in IFB audio receiver

° 96 hour internal backup recording with timecode stamp

The TRX900AA’s 96 hour, 24 bit internal loop-recording option is perfect for those times when
there’s a lack of available frequencies or when drop-outs cannot be tolerated. The audio is
timecode referenced, recorded on and played back from a removable MicroSD memory card that
can be used in any standard SD card reader.

Audio can be recorded, played back and timecode referenced either manually or through remote
control commands from the IFB100 transmitter.

The audio is automatically recorded full bandwidth as a .ZAX file. The included ZaxConvert file
transfer software (available for both MAC and PC) utilizes sample rate conversion to obtain the
sample rate and bit depth of choice when files are imported to your computer. There are two
timecode stamped file types to choose from: BWF (Broadcast Wave Format) or MP3 (MPEG-1
Audio Layer 3). MP3 files are great for quickly transferring files over the internet to a transcription
house. Any number of versions of the same recording can be made from a single file.
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Did u know? The TRX900 internal IFB audio option adds the ability to receive IFB
(confidence) audio directly on the bodypack via the built-in 2.4 GHz receiver. To monitor
audio an EA100 or Stereo Adapter is required.

3.2 Understanding RF Signals

A frequency of electromagnetic radiation in the range at which radio signals are transmitted,
ranging from approximately 3 kilohertz to 300 gigahertz. Many astronomical bodies, such
as pulsars, quasars, and possibly black holes, emit radio frequency radiation is called radio
frequency.

3.2.1 RF Signal Attributes

All RF waves have characteristics that vary to define the wave. Some of these properties can be
modified to modulate information onto the wave. These properties are wavelength, frequency,
amplitude, and phase.

Wavelength: The wavelength of an RF wave is calculated as the distance between two
adjacent identical points on the wave. The wavelength is frequently measured as the
distance from one crest of the wave to the next.

Frequency: Frequency refers to the number of wave cycles that occur in a given window
of time. Usually measured in second intervals, a frequency of 1 kilohertz (KHz) would
represent 1000 cycles of the wave in 1 second. To remember this, just keep in mind that a
wave cycles frequently and just how frequently it cycles determines its frequency.

Amplitude: You might wonder that the volume of sound waves is dependent on the
frequency, since lower-frequency waves are heard at a greater distance; however, there
is actually another characteristic of waves that impacts the volume. Remember, at greater
distances, shorter-wavelength waves are more difficult to detect as the waveform spreads
ever wider (though this may be more a factor of the antenna used than of the waveform
itself). The characteristic that defines the volume is known as amplitude. In sound wave
engineering, an increase in amplitude is equivalent to an increase in volume; hence, an
amplifier adds to the volume, or makes the sound louder. While the frequency affects the
distance a sound wave can travel, the amplitude affects the ability to detect (hear) the
sound wave at that distance. RF waves are similar.

Phase: Unlike wavelength, frequency, and amplitude, phase is not a characteristic of
a single RF wave but is instead a comparison between two RF waves. If two copies of
the same RF wave arrive at a receiving antenna at the same time, their phase state will
impact how the composite wave is able to be used. When the waves are in phase, they
strengthen each other, and when the waves are out of phase, they sometimes strengthen
and sometimes cancel each other. In specific out-of-phase cases, they only cancel each
other. Phase is measured in degrees, though real-world analysis usually benefits only from
the knowledge of whether the waves are in phase or out of phase. Two waves that are
completely out of phase would be 180 degrees out of phase, while two waves that are
completely in phase would be 0 degrees out of phase.

AN

Caution When troubleshooting wireless networks, the phase of duplicate RF signals is
mostly an implication of reflection or scattering in an area that may cause dead zones due
to the out-of-phase signals.
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3.2.2 RF Signal Pros and Cons Notes

Advantages of RF include:

° Efficiency: RFID tags do not require line-of-sight to be deciphered They can be read through
cardboard, plastic, wood and even the human body. RFID tags can easily track moving
objects and send the required information back to the reader. This eliminates human errors,
reduces labor and provides quick access to a wealth of information.

° Return on Investment (ROI): RFID costs more to implement than a barcode system, but
provides a good return on investment in the long run, since RFID is significantly more
efficient.

) Less Vulnerable to Damage: RFID tags are less susceptible to damage. An RFID tag is
securely placed within an object or embedded in plastic, enabling the system to be used
in a variety of harsh environments, such as areas of high temperature or moisture, or with
exposure to chemicals or the outdoors.

Disadvantages of RF include:

° Expense: RFID systems are typically more expensive than alternatives such as barcode
systems. While passive tag reading is similar to (and generally less expensive than) barcode
reading, active tags are costly due to their complexity. Active tags consist of an antenna,
radio transceiver and microchip, increasing the overall cost of an RFID system.

° Collision: Tag collision and reader collision are common problems with RFID. Tag
collision occurs when numerous tags are present in a confined area. The RFID tag reader
energizes multiple tags simultaneously, all of which reflect their signals back to the reader.
This results in tag collision, and the RFID reader fails to differentiate between incoming
data. RFID reader collision results when the coverage area managed by one RFID reader
overlaps with the coverage area of another reader. This causes signal interference and
multiple reads of the same tag.

° Security: RFID technology gives rise to numerous security concerns. Since the system is not
limited to line-of-sight, external (and malicious) high-intensity directional antennas could
be used to scan sensitive tags. Fraud is always a possibility when the technology is used for
high-security operations, such as payment verification.

3.2.3 RF Signal Impairments

Interference and multipath propagation causes lower performance in the communication
between the sender and receiver.

3.2.4 Interference

Electromagnetic radiation which is emitted by electric