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ABSTRACT 

A mobile adhoc network is an adhoc network which means that computer can connect or 

communicate with each other without the need of wires and cables i.e, it is wireless. The 

device has the capability to move freely. The node would be laptop, mobile phone, personal 

digital assistance, MP3 and personal computer. The nodes can act as a router or host that 

means they can be deployed urgently without the need of infrastructure. A blackhole doesn’t 

send the packets to destination instead a blackhole nodes forge a routing message, the 

sequence number and hop counts to forcibly acquire the route and then further drops the 

packets. The proposed algorithm is to find the blackhole route using threshold and blackhole 

nodes using neighbor nodes. The proposed algorithm is very efficient in finding all the 

malicious route and further the malicious nodes in that detected route. 
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CHAPTER 1 

 INTRODUCTION 

1.1 Introduction of MANET’S 

In past years, there have been a striking progressions in the development that is used to build 

Micro-Electro-Mechanical Systems (MEMS), mechanized equipment, and remote exchanges. 

This has empowered the progress of irrelevant effort, low-force, multi-reason little sensor 

centers that can ignore on transversely short divisions. Loads of examination has been 

completed in the field of remote sensor frameworks (WSN). Coordinating in remote sensor 

frameworks is essential, as correspondence between center points is key to most obtainments 

that utilization them. 

A system is a structure that embodies an accumulation of PCs and other equipment related to 

it associated by means of correspondence channel for imparting information and data. There 

are two sorts of systems Wired and Wireless Networks. Wired system are those system in 

which PCs are associated with one another with the assistance of wire. The wire goes about 

as the major motivation behind correspondence for transceiving data from one point to other 

reason for the framework. While a remote framework is a framework in which machine 

contraptions talks with each other without obliging any wire. The correspondence between 

the machine and some different contraptions are all remote correspondence. Exactly when a 

device needs to talk with any substitute contraption, the center device must exist in the radio 

extent of each other. The transmission and gathering of information in remote sensor system 

systems is done utilizing the electromagnetic waves. As of late remote systems are getting no 

doubt understood as a consequence of its flexibility, straightforwardness and to a great 

degree direct and expense saving foundation. Portable Ad-Hoc Networks goes under 

Wireless Networks. Remote systems have been truly prominent as a result of comfort in their 

use, they give adaptability, versatility, transportability and adaptability. Remote systems hubs 

have the ability to move uninhibitedly inside the system. They are anything but difficult to 

introduce than wired systems. Equipment expenses foundation is a no issue. Utilizing remote 

systems one customer can unite with distinctive customers and numerous customers at one 

time. 
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Impromptu Networks are free i.e, they have the ability of self designing and needn't bother 

with any brought together framework for organization. One of the property of remote system 

is that they have dynamic topology i.e, one hub can move starting with one spot then onto the 

next. Centers in the frameworks would be cell phone, compact PC, individual propelled 

guide, Mp3 player and PC. Centers can go about as host or switch. They depend on the 

topology in which they are in that system and enters themselves to the system for 

correspondence with different hubs. In the event that the hubs need to send information to 

different hubs they simply show the course demand attempting to find a protected course for 

the parcel being sent. Web Engineering Task Force (IETF) has MANET workinggathering 

(WG) that is given for making IP directing traditions. Coordinating traditions is one of the 

testing and enamoring examination zones. Different coordinating customs have been made 

for Manets i.e. AODV, OLSR, DSR et cetera. 

1.2 Design Constraints 

Off the cuff remote frameworks can get remote correspondences, for instance, exchange 

speed organization, movement repeat, power control, and transmission nature of 

organization, while, likewise, their adaptability, multi-hop counts, and the unlucky deficiency 

of adjusted establishment make diverse complexities and course of action stipulations that are 

new to MANET'S. 

 Infrastructure-less:MANET does not oblige any concentrated framework for organization. 

Every hub can go about as a switch and since hub are not subordinate upon other they go 

about as single independent framework. System administration must be coursed transversely 

over different hubs, which procures included test in issue location and administration. 

 Multi-hop routing:Hub in a system can goes about as a switch and advances one another's 

parcels to impart data in the middle of hosts and no default switch is available. 

 Dynamically changing network topologies:In MANET'S, in light of the way that center 

points can move subjectively, the topology can change thats why any course in the system 

change so quick and continuous. The hubs gets to be untraceable when it moves. 

 Variation in connection and hub abilities:Every center is issued one or more radio 

interfaces that has developing transmission/getting abilities and work transversely over 

remarkable repeat bunches. This heterogeneity in focus point radio proficiencies can achieve 

maybe topsy-turvy joins. Each center point has a trade programming/fittings configuration 
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attaining to variability in dealing with capacities. Drawing out system customs and 

estimations for this heterogeneous structure can be confounding which obliges alterable 

solace to the making condition 

 Energy constrained operation:One discriminating issue about remote sensor hubs is their 

battery, having constrained power supply subsequently there is a diminishment in usefulness 

and gestures are dead after battery is over. On the off chance that hubs are going to kick the 

bucket it needs to pass the vitality or battery to the following hub so that it won't lose the 

information. 

 Network scalability:Different MANET obtainments consolidate expansive systems with a 

monstrous number of versatile center points for instance in sensor and vital frameworks. 

Flexibility is isolating to the profitable sending of these frameworks. It is not straight forward 

to move towards an incomprehensible framework incorporating center points with obliged 

resources and present various troubles that are not took care of in spaces, for instance, having 

a tendency to, guiding, range and game plan organization, interoperability, security, high 

breaking point remote advancements et cetera. 

1.3 Overview of AODV  

AODV (Ad hoc Distance Vector) is a touchy coordinating tradition, yet it is on an extremely 

essential level a change of DSDV guiding tradition which is proactive tradition. It launchs 

course disclosure system courses exactly when there is any need to find center point. AODV 

can manage low, coordinate, and for the most part high adaptable rates, together with a 

blended pack of data movement loadings. Regardless, it makes no acquisitions for security.In 

Route Discovery Process of AODV there are sorts of messages: Route Request (RREQ), 

Route Reply (RREP), and Route Error (RERR) messages. 

 RREQ- At whatever point a hub obliges a course to the hub, it transmits the course demand 

message. A time to live (TTL) worth is conveyed by every course ask for which expresses 

the quantity of jumps it must be sent for. It sends solicitation to the following hub and than 

transmit again if the past hub did not get answer. Each hub has two counters, for example, 

arrangement number and the telecast id of each hub. 

 RREP- It gets a request from the past center. If it has the path to the accompanying center 

point it reply to the past center point that their is a route for the data to be send to the 

objective. Thusly, it trade the data to the accompanying bounce center point. 
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 RRER- In a system hubs screen any way between hubs. At the point when join breakage 

happens in the way, it sends blunder message to the past hub that it has a connection 

breakage in the dynamic course so that the message won't keep on sending to that breakage 

course. 

The essential step is to discover a course or way. To discover another course, a center point 

broadcasts a Route Request (RREQ) in the framework to all the centers available for 

correspondence to attain to the objective. Exactly when their is course for the data, it answers 

again to the source exhorting their is a course to attain to the end of the line by sending a 

RREP back. Course upkeep is moreover a key step. In course upkeep, when a center point 

recognizes that a course to a neighbor center point is not generous, it empties the 

coordinating section and sends a Route Error (RERR) message to the dynamic neighbors that 

use the course. The procedure is reiterated at centers that get RERR messages. AODV keeps 

up courses the length of the course is dynamic. A multicast tree is kept up for the life of the 

multicast pack. Since the framework center points are compact, various association 

breakages along a course can conceivably happen in the midst of the lifetime of that course. 

1.4 Black Hole Attack 

In light of the method for events that prompts the use of Manets, for example, 

correspondence amid common catastrophes, on the front line, and business gatherings, there 

is a requirement for guaranteed security of information exchange between two conveying 

hubs. Along these lines, secure steering conventions have been as of late proposed. Secure 

coordinating traditions are essentially arranged toprevent dangers to security properties, for 

instance, (i) character confirmation and non-reputation; (ii) availability of advantages; (iii) 

uprightness; (iv) classifiedness and insurance. 

MANET'S must have a sheltered course for transmission and correspondence and this is 

significantly troublesome and crucial issue as there are extending perils of attack on the 

Mobile Networks. Security is the holler of the day. With a specific target to give secure 

correspondence and transmission, it is most incredible critical to fathom various sorts of 

ambushes and their results for the MANET'S. Wormhole strike, Black crevice attack, Sybil 

ambush, flooding strike, guiding table surge ambush, Denial of Service (Dos), infantile 

center acting insidiously, copy ambush are marginally strikes that a MANET can encounter 

the evil impacts of. A MANET is more disposed to these sorts of strikes because 
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correspondence is concentrated around imparted trust between the centers, there is no 

primary issue for framework organization, no endorsement office, overwhelmingly changing 

topology and confined resources. A Black Hole strike scrambles the course by forming a 

directing message, and after that, further either listens stealthily or drop the bundles, speaking 

to a possible peril to security properties. A Black Hole ambush molds the course of action 

number and skip check of a coordinating message to powerfully get the course, and a while 

later spy or drop all data allocates pass. A vindictive hubmimics an end of the line center 

point by sending a counterfeit RREP to a source center point that began a course revelation. 

A Black Hole center point has two properties: (1) the center ill-uses the extraordinarily 

designated directing tradition and advances itself as having a genuine course to an end, in 

spite of the way that the course is spurious, with the point of getting packages, and (2) the 

center consumes the caught packs. 

The technique how malevolent center point fits in the data courses shifts. Fig. 1.2 shows how 

dull crevice issue rises. In Figure 1.1, center point 1 is source center point however center 

point 4 is end center. Source center shows course request pack (RREQ) to find a course to 

objective center point; with the run of the mill moderate centers tolerating and continually 

TV the RREQ, beside the Black Hole center. Everything capacities outstandingly if the 

RREP from an ordinary center attains to the source center point first. Here center 3 is 

assailant and goes about as dull opening. Center point 3 sends a course answer bundle 

(RREP) to the source center. In the meantime a course reply from center 3 compasses to 

source center point before some other midway center. This makes the source center point to 

gather that the course divulgence strategy is done, slighting all distinctive RREPS and 

beginning to send data packs. The Black Hole center would clearly send a course reply 

(RREP) to the source center S, with an amazingly colossal progression number and bounce 

check of 1. The end center D would similarly choose a course with a base ricochet check in 

the wake of tolerating RREQS from customary centers, and send a RREP package.For this 

circumstance source center point sends the data group to end center point through center 3. In 

any case as the property of dim crevice center that this center point does not forward data 

bundles further and dropped it. In any case source center point is not aware of it and 

continues sending pack to the center 3. Thusly the data, which must be touched base at to the 

objective, fails to reach there. There is no genuine approach to make sense of such kind of 
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attack. These center points can be in considerable number in a single MANET, which makes 

the circumstances more fundamental.  

AODV is not performed when harmful center point gets RREQ from the source, it sends in a 

split second the RREP to the source that it has the most constrained approach to attain to the 

target in the course. Since AODV considers RREP having higher estimation of target 

gathering number to be fresh, theRREP sent by the harmful center point is managed new. 

Henceforth, malicious center points succeed in imbuing Black Hole strikes. 

 

Fig 1.1 Black Hole Attack 

To further explains it in details as seen in figure 1.1, Node 1 is source hub while hub 4 is 

destination hub. Source hub shows course ask for bundle (RREQ) to discover a course to 

destination hub with the typical transitional hubs accepting and persistently TV the RREQ, 

aside from the Black Hole hub. Everything functions admirably if the RREP from an 

ordinary hub achieves the source hub first. Here hub 3 is aggressor and spans to source hub 

before some other moderate hub. This makes the source hub to presume that the course 

revelation methodology is finished, disregarding all different RREPs and starting to send 

information bundles. The Black Hole hub would straightforwardly send a course answer 

(RREP) to the source hub S, with a to a great degree huge arrangement number and bounce 

check of 1. 1. The destination hub D would likewise choose a course with a base jump check 

after getting RREQs from ordinary hubs, and send a RREP parcel. For this situation source 
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hub sends the information parcel to destination hub through hub 3. Anyhow, as the property 

of dark opening hub that this hub does not forward information bundles further and dropped 

it. In any case, source hub is not mindful of it and keeps on sending parcel to the hub 3. 

Along  these  lines the information, which must be come to the destination, neglects to reach 

there. There is no real way to discover such sort of assault. These hubs can be in expansive 

number in a solitary MANET, which makes the circumstance more discriminating. 
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CHAPTER 2 

REVIEW OF LITERATURE 

Author Muhammad Raza and Syed IrfanHyder (2000) proposed "A compelled directing 

information change model for preventing blackhole attacks in remote exceptionally 

designated frameworks". Here they displayed a FRIMM that stands for compelled controlling 

information conformity modeI. For correspondence amidst server and access point they used 

Wimax building (IEEE 802.16 to 66 Ghz range) and for correspondence between access 

point and center they used Wifi advancement (IEEE 802.11 to 2.400 Ghz range). The center 

points first talk with access demonstrate and the server. Additionally server to get the chance 

to demonstrate and after that center points. 

Author Xiaobing Zhang, S. Felix Wu, Zhi Fu, Tsung-Li Wu (2000) proposed "Malicious 

Packet Dropping: How It Might Impact the TCP Performance and How We Can Detect It". 

This papers investigates the negative effects of parcel dropping assaults and a technique to 

distinguish such assaults. Initial, three dropping examples are characterized and researched. 

They exhibit that aggressors can pick diverse dropping examples to corrupt TCP 

administration to diverse levels, and specifically dropping a little number of parcels can bring 

about a serious harm to TCP execution. Second, we demonstrate that a programmer can use a  

DDoS assault device to control an "uncompromised" switch to copy dropping assaults. This 

demonstrates that dropping assaults are undoubtedly essentially extremely conceivable to 

happen in today's Internet surroundings. Third, they show a measurement investigation 

module for the recognition of TCP parcel dropping assaults. Three measures, session defer, 

the position and the quantity of parcel reordering, have been actualized in the measurement 

module.  

Author Bo Sun, Yong Guan, Jian Chen and Udo W. Pooch (2003) proposed “Detecting 

Black Hole attack in Mobile Adhoc Networks”. The system utilizes neighborhood hubs 

strategy to recognize Black Hole assault and Routing Recovery convention to locate the most 

secure way to the destination. These systems viably distinguish the Black Hole without much 

directing overhead. 



9 
 

Yanzhi Ren, MooiChooChuah, Jie Yang, Yingying Chen (2005) proposed 

"DetectingBlackhole Attacks in Disruption-TolerantNetworks through Packet Exchange 

Recording". In this paper, a system to secure the history records of parcel conveyance data at 

every contact so that different hubs can recognize insider assaults by examining these parcel 

conveyance records. They assessed our methodology through far reaching reenactments 

utilizing both RandomWay Point and Zebranet versatility models. Their outcomes 

demonstrate that our system can recognize insider assaults proficiently with high 

identification rate and low false positive rate. 

Ali Graffari (2006) proposed "Vulnerability and Security of Mobile Ad hoc Networks".The 

idea and structure of MANETs make them inclined to be effectively assaulted utilizing a few 

methods frequently utilized against wired systems and new techniques specific to MANETs. 

Security issues emerge in various territories including physical security, key administration, 

directing and interruption recognition, huge numbers of which are fundamental to an 

utilitarian MANET.Other assaults may require two or more noxious hubs to connive with one 

another, for instance, the burrowing assault obliges a "passage" between the malevolent hubs; 

to dispatch the Sybil assault, assailants need to impart their mystery keys. 

Author Payal N. Raj, Prashant B. Swadas (2009) proposed “DPRAODV: A Dynamic 

learning system against Black Hole Attack in AODV based Manet”. DPRAODV detaches 

vindictive hub from the system. DPRAODV builds PDR with least increment in Average-

End-to-end Delay and standardized Routing Overhead. This technique in the wake of 

identifying the Black Hole hubs disconnects the vindictive hub and sends the Alarm to those 

other dynamic hubs to abstain from sending of bundles to that course. DPRAODV: Solution 

against blackhole assault. The RREP packet is accepted if it has RREP_seq_no higher than 

the one in routing table. 

1. Our solution does an addition check to find whether the RREP_seq_no is higher than the 

threshold value. 

2. As the value of RREP_seq_no is found to be higher than the threshold value, the node is 

suspected to be malicious and ALARM to its neighbors. 

3. The malicious node is isolated from the network by the ALARM packet. 

4. The continuous replies from the malicious node are blocked, which results in less Routing 

overhead. 
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Author Faizal M. A, MohdZaki M, Shahrin S, Robiah Y, SitiRahayu S, Nazrulazhar B (2009) 

proposed “Threshold Verification Technique for Network Intrusion Detection System”. Here 

it utilizes TCP port number to recognize the Black Hole course. The system ascertain the 

edge esteem by ascertaining all the mean of the time taken by every ports. In the event that 

the time taken to achieve the destination is more noteworthy than the edge esteem then it 

distinguishes the Black Hole course. 

Author Weichao Wang, Bharat Bhargava and Mark Linderman (2010) proposed “Defending 

against Collaborative Packet Drop AttacksonMANETs”.They plan a hash capacity based 

strategy to create hub behavioral evidences that contain data from both information activity 

and sending paths.we propose another instrument for remote hubs in MANETs to create 

behavioral verifications for the recognition of parcel drop assaults. 

Author Yaserkhamayseh, Abdulraheem Bader, Wail Mardini, and MuneerBaniYasein (April 

2011) proposed "A New Protocol for Detecting Black HoleNodes in Ad Hoc Networks". The 

AODV comprises of source hub who sits tight for a dependable course, every hub has a table 

in which it includes the locations of the solid hubs, RREP is over-burden with an additional 

field to show the dependability of the answering hub. It brings about change in the terms of 

bundle conveyance proportion, number of parcels dropped, and end-to-end delay. Here every 

hub has a table to hold the locations of the dependable hubs. Amid the methodology of 

course disclosure, each hub who gets RREQ, it checks the conduct of the TV hub. In the 

event that the conduct of the TV hub is typical, it is added to the table. The estimation of the 

trust field is introduced to zero by the answering hub and may be changed by its past bounce 

amid the outing of the RREP. 

LalitHimral, Vishal Vig and Nagesh Chand (2011) proposed “Preventing AODV Routing 

Protocol fromBlack Hole Attack”. They proposed an answer for recognizing the pernicious 

hub in AODV convention experiencing dark opening assault. The Proposed system can be 

utilized to locate the secured courses and keep the dark gap hubs in the MANET by 

indentifying the hub with their arrangement number; check is made for whether there is huge 

distinction between the arrangement number of source hub or middle hub who has sent back 

RREP or not? By and large the first course answer will be from the pernicious hub with high 

destination grouping number, which is put away as the first section in the RR-Table. At that 

point contrast the first destination grouping number and the source hub succession number, if 
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there exists substantially more contrasts between them, most likely that hub is the vindictive 

hub, promptly expel that entrance from the RR-Table. Moreover, the proposed arrangement 

may be utilized to keep up the character of the malevolent hub as MN-Id, so that in future, it 

can toss any control messages originating from that hub. Presently since noxious hub is 

recognized, the directing table and the control messages from the malevolent hub, as well, 

are not sent in the system. 

Author Sheela.D, Srividhya.V.R, AsmaBegam, Anjali and Chidanand G.M. (2012) proposed 

“Detecting Black Hole Attacks in Wireless Sensor Networks using Mobile Agent”. The 

proposed strategy utilizes a versatile specialists to recognize Black Hole and shielding it, it 

utilizes numerous base stations sent as a part of system. A parcel drop assault or dark 

opening assault is a kind of foreswearing of-administration assault finished by dropping 

bundles. Portable specialists is a system portion which is self-controlling. They explore from 

hub to hub transmitting information as well as doing calculation. This instrument does not 

require vitality necessity. To dodge pointless transmission of bundles to numerous base 

stations, the identification of strange conduct of specific hubs is taken after whereupon the 

information transmission to various base stations is activated. For this reason utilization of 

versatile specialists which continue going to the stationary hubs to recognize any anomaly in 

the vicinity of dark gaps. 

Himani Yadav and Rakesh Kumar (May-Jun 2012) proposed "A Review on Black Hole 

Attack in MANETs". This papers expresses that it distinguishes two fundamental assaults, 

for example, single dark gap assault and communitarian dark gap assault. This recognition 

systems that make utilization of responsive steering conventions have low overheads and 

high bundle misfortune issue. So its ideal to have a cross breed identification method which 

joins the benefits of both receptive and proactive directing for future examination heading. 

Author M. Mohanapriya and IlangoKrishnamurthi (Jan 2012) proposed “Trust Based DSR 

Routing Protocol for Mitigating Cooperative Black Hole Attacks in Ad Hoc Networks”. The 

technique utilizes the Dynamic Source Routing (DSR) convention to locate a protected way 

from source to destination i.e, end-to-end course where there are no dark gap hubs with 

participation from the neighbors. With this system it will help recognizing plotting hubs 

entered in the system without the need of checked hubs. 
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Author Fei Shi, Weijie Liu, Dongxu Jin, Jooseok, Song (Aug 2013) proposed “A cluster 

Based Countermeasure against Black Hole Attack in Manet”. Here they present a bunch 

based plan. A calculation AHP (diagnostic progressive system procedure) is utilized to 

choose CH (clusterheads). Clusterheads distinguish blackhole as well as recognize blackhole 

hubs. Three parameters are use to weight every hub for the race of CHs. They are:  

1)Relative strength esteem – the more drawn out lifetime of groups can be ensured.  

2)Connectivity quality – the great network used to shape correspondence in the middle of CH 

and group individuals.  

3)Credit quality – parcels dropping conduct by BH 

Author NiteshGondwal, ChanderDiwaker (2013) proposed “Detection Black Hole Attack in 

WSN by Check Agent using Multiple Base Stations ”. This strategy is proficient in vitality, 

Fast, Lightweight and Reduces message many-sided quality. It utilizes numerous base 

stations to enhance the conveyance of the bundles from the sensor hubs coming to no less 

than one base station in the system, consequently guaranteeing high bundle conveyance 

achievement. It utilizes a Check operators that is a product program which is self-controlling 

and it moves from hub to hub and checks the vicinity of dark opening hubs in the system. It 

decreases the utilization of vitality in the system by the hub. 

Author Sanjay K. Dhurandher, Isaac Woungang, RaveenaMathur and Prashant Khurana 

(2013) proposed “GAODV: A Modified AODV against single and collaborative Black Hole 

attacks in MANETs”. It implies Gratuitous (give uninhibitedly) AODV. Here it occupies the 

activity from the Black Hole. The control parcels, for example, CONFIRM, CHKCNFIRM 

and REPLYCNFIRM are utilized to recognize the vicinity of Black Hole and redirect all the 

activity. The calculation are: 

Algorithm 1  

Sender sends RREQ. Next node send RREP to sender. If next node is not Blackhole node it 

sends CONFIRM to destination. If next node has a blackhole address it drops or Discard the 

RREP Else If intermediate node reply that there is a route, the sender checks the route to the 

destination.  Else Send packets. If the intermediate node is confirmed that it is not blackhole, 

pass the packet to the other node Else Drop the packets. When destination receives 

confirmation it sends broadcast to the sender RREP. If  sender receives RREP from the 
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destination before timeout it sends the data  Else Discard the packets because there is 

blackhole. Try the RREQ again from the beginning. 

Algorithm 2 

Sender sends RREQ. Next node sends RREP. If next node is not blackhole it sends RREQ to 

destination. If next node is blackhole sender discards the packet Else If RREP from 

intermediate node sender, checkconfirm route to destination. Else Route data. When 

intermediate receives checkconfirm and confirm it to the sender, it sends replyconfirm to the 

sender. If sender receiver replyconfirm, it checks its checktable and updates tables. If sender 

receives replyconfirm from destination with no timeout it deletes checktable and sends the 

packets. Else Checks all the ID from next node to intermediate node whether there is 

collaborative blackhole and start RREQ again from the sender. 

Harsh Pratap Singh,  Virendra Pal Singh and Rashmi Singh (2013) proposed “Agreeable 

Blackhole/ Grayhole Attack Detection and Prevention in Mobile Ad hoc Network: A 

Review”. This papers survey on a different sorts of facilitated assault is pondered, for 

example, blackhole/ grayhole assault which are most genuine dangers in versatile specially 

appointed system. In helpful blackhole assault more than one hub intrigue to one another 

consequently this assault is additionally difficult to distinguish. This paper exhibits a survey 

of diverse security instrument to kill the blackhole/ grayhole assault from the system. A ton 

measure of work has been done to make the responsive directing convention free from such 

dangers yet these routines don't evade completely. So there is requirement for impeccable 

counteractive action and recognition system. The location of blackhole is an extremely 

intense errand. 

Author Neetika Bhardwaj and Rajdeep Singh (May 2014) proposed “Detection and 

Avoidance of Blackhole Attack using AOMDV Protocol in Manet’s”. These papers discover 

an answer for recognize and counteract Black Hole hubs showed up in the system. They 

actualized less directing or reckoning overhead and that's just the beginning/builds bundle 

conveyance proportion and throughput. In AOMDV new hub is added to make tracks in an 

opposite direction from the blackhole in the middle. So the past course and the course in 

which another hub is added are disjoint to one another. This location and avoidance 

technique can even recognize single, different and helpful Black Hole assaults. Proposed 

strategy contains: 
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1. Broadcast the packets. 

2. The destination send FINISH to sender as it has not received data from the sender 

through the active route. 

3. When the sender receives FINISH from the destination, it stop forwarding the packets 

by removing the current entry from the routing table and send packets packets 

through alternate (substitude) route present in the routing table. 

4. The proposed approach can detect single, multiple as well as cooperative Blackhole 

attacks because it exploits the basic functioning of malicious nodes. 

Author Muhammad Al-Shurman and Seong Moo Yoo, Seungjin Park proposed “Black Hole 

Attack in Mobile Adhoc Networks”.It has two arrangements. The primary arrangement is to 

discover more than one course to the destination. The second is to endeavor the bundle 

grouping number included in any parcel header. The accompanying pack must have higher 

quality than the present bundle regard. It utilizes AODV convention to ascertain the 

separation vector. This arrangement just recognize a solitary Black Hole assault. 

Author EikoYoneki and Fehmi Ben Abdesslem proposed “Finding a Data in Bluetooth 

Scanning”. It discovers what number of number of missed gadgets in a situation by utilizing 

GPS and Bluetooth checking. To recognize different gadgets it utilizes the request sweep 

substate. 

AshisBhattercharjee and Subrata Paul (Apr 2014) proposed "A Review on some aspects of 

Black Hole Attack in MANET”. In this paper the gatecrashers or noxious hub make 

utilization of  escape clause to complete their malevolent practices in light of the fact that the 

course revelation procedure is difficult to counteract or dodge. This paper presents sorts of 

dark opening, for example, single dark gap assault and shared dark gap assault. This papers 

give how to arrangement dark opening. 

Praveen Kumar Maurya and AkhileshPanday (7 July, 2014) proposed "Analysis of Reactive 

Attacks on Mobile Communication Protocol Network". This papers contains advantages and 

disadvantages with predominant directing convention in remote portable specially appointed 

networks.Both of proactive steering and responsive directing have specific abilities. The 

proactive discovering method has the unrivaled bundle sending proportion and exact 

recognition likelihood, however experienced from the propelled directing overhead because 

of the every now and then telecast bundles. The responsive acknowledgment system expels 
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the directing overhead issue from the occasion driven methodology, however experienced a 

few parcel misfortune in the begin of steering procedure. In this way, a crossover 

acknowledgment strategy which aggregate the benefits of proactive steering with receptive 

directing is the propensity to up and coming examination bearing. 

ShashiGurung and Dr. Krishan Kumar Saluja (2014) proposed “Mitigating Impact of 

Blackhole Attack in MANET”. In this assault, a pernicious hub gives bogus data of having 

most brief course to the destination hub in order to get all information bundles and drops it. 

In this paper, they propose a calculation which mitigates the effect of dark gap assault in 

AODV routing.The execution of the proposed approach under Black Hole assault has been 

contrasted and AODV under  Dark Hole assault. 
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CHAPTER 3   

PRESENT WORK 

3.1 Problem Formulation 

The aim of my project is to find a safe way for packets who is sending data or information 

from one node to another node in a wireless system management network using MATLAB 

tool. MATLAB also known as matrix laboratory is a multi-standard numerical registering 

environment and fourth-era programming dialect. Grown by MathWorks, MATLAB permits 

grid controls, plotting of capacities and information, execution of calculations, production of 

client interfaces, and interfacing with projects written in different dialects, including C, C++, 

Java, Fortran and Python.MATLAB is broadly utilized as a part of scholarly and exploration 

foundations and mechanical enterprises.The MATLAB application is fabricated around the 

MATLAB dialect, and most utilization of MATLAB includes writing MATLAB code into 

the Command Window (as an intelligent numerical shell), or executing content documents 

containing MATLAB code, including scripts and/or functions.MATLAB backings creating 

applications with graphical client interface highlights. MATLAB incorporates GUIDE (GUI 

improvement environment) for graphically outlining GUIs. It likewise has hard incorporated 

chart plotting features.MATLAB's backing for article situated programming incorporates 

classes, legacy, virtual dispatch, bundles, go by-quality semantics, and go by-reference 

semantics.There are likewise free open source distinct options for MATLAB, specifically 

GNU Octave, Scilab, FreeMat, Julia, and Sage which are proposed to be for the most part 

good with the MATLAB dialect. Among different dialects that regard clusters as 

fundamental substances (exhibit programming dialects) are APL, Fortran 90 and higher, S-

Lang, and in addition the measurable dialects R and S. There are likewise libraries to add 

comparative usefulness to existing dialects, for example, IT++ for C++, Perl Data Language 

for Perl, ILNumerics for .NET, NumPy/SciPy for Python, and Numeric.js for 

JavaScript.MATLAB is utilized as a part of each aspect of computational math. Taking after 

are some regularly utilized numerical computations where it is utilized most normally:  

1. Managing Matrices and Arrays  

2. 2-D and 3-D Plotting and representation  

3. Direct Algebra  
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4. Logarithmic Equations  

5. Non-direct Functions  

6. Insights  

7. Information Analysis  

8. Analytics and Differential Equations  

9. Numerical Calculations  

10. Changes  

11. Bend Fitting  

12. Different other extraordinary capacities  

Taking after are the fundamental highlights of MATLAB:  

1. It is an abnormal state dialect for numerical processing, visualization and application 

advancement.  

2. It likewise gives an intelligent situation to iterative investigation, configuration and critical 

thinking.  

3. It gives immeasurable library of scientific capacities for straight polynomial math, insights, 

Fourier investigation, separating, enhancement, numerical coordination and illuminating 

standard differential mathematical statements.  

4. It gives constructed in representation for imagining information and instruments for making 

custom plots.  

5. MATLAB's modifying interface gives improvement instruments for enhancing code quality 

and practicality and amplifying execution.  

6. It gives apparatuses to building applications with custom graphical interfaces.  

7. It gives capacities to coordinating MATLAB based calculations with outside applications and 

dialects, for example, C, Java, .NET and Microsoft Excel. 

MATLAB is broadly utilized as a computational device as a part of science and designing 

incorporating the fields of physical science, science, math and all building streams. It is 

utilized as a part of a scope of utilizations including:  

1. Sign Processing and Communications  

2. Picture and Video Processing  

3. Control Systems  

4. Test and Measurement  
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5. Computational Finance  

6. Computational Biology 

There are so many intruders who wanted to drop the packets, modify or corrupt the packets 

which is send. Gadgets associate and impart each by sending data utilizing remote 

correspondence channel. Secure steering channel is hard to distinguish and the course is 

perilous as it is remote. Numerous hubs can enter and leave the system whenever it needs. As 

a result of changing topology and no main issue of administration assaults can happen 

attempting to acquire the course. One of this is Black Hole assault. Dark Hole dependably 

promotes itself that it has the briefest way or course to achieve the destination send by the 

source/sender. Dark Hole hubs predominantly degenerate, alter and drop bundles of 

approaching information send by the source. 

There perhaps maybe a couple or participating Black Hole in the system. By utilizing our 

technique on the off chance that we recognize the way or course of the Black Hole we can 

undoubtedly distinguish the Black Hole hubs in the course. In this way, Packets to be send by 

the sender won't send to that way where there are Black Holes. The technique expresses that, 

to recognize the Black Hole course we figure utilizing Time Differences. What's more, to 

identify Black Hole hubs we utilize the Neighborhood hubs. To figure the separation between 

the hubs and course revelation the system utilizes AODV convention. AODV can deal with 

low, direct, and generally high versatile rates, together with a mixture of information 

movement loadings. To find course conveyance bundles we utilize the control parcels, the 

RREQ, RREP and RRER. Retransmissions happen when there is no answer. On the off 

chance that the Route is having an accessible course it send RREP to the past location. The 

mistake i.e, RRER message is send to all hubs if their is connection breakage in the course. 

Link breakage are taken care of in this philosophy. There will be less defer in the association 

so the bundle information will be conveyed quick. We will attempt to extend our strategy to 

identify other directing assaults moreover. 
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3.2 Objectives 

1. Create Deployment Area 

2. Create Network with all Nodes 

3. Run Proposed Algorithm to detect black Hole Detection  

4. Analyze Results , calculation time and transmission period. 

5. If there are blackhole nodes in the  route the time taken to reply to source is less than the 

average time. 

6. To detect  a particular blackhole nodes in the route the neighbor nodes does not receive data 

or less data. 
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3.3 Methodology 

In the system dark gap hub is distinguished by utilizing the idea of the time taken to get back 

answer at the source hub alongside the area table.  

At first the source center demonstrates the RREQ bundles to its neighbors set up locate an 

open and safe course to the end of the line. The accompanying center forward the same 

RREQ to the end center and send back RREP to the source that it has a sheltered route for the 

packages to be transmits. Yet the noxious center point answers which comes in the path from 

source to objective, answers yet again without sending the bundle to the end. Quickly the 

time taken to reply to source or sender by the malicious center is shy of what that of each and 

every one of centers. We strive for differentiating the time taken by distinctive approaches to 

send answer to the source center, if the time taken is less as stood out from the every diverse 

way, then that particular way will be suspected to have dangerous center point. 

In the wake of knowing of the specific way where malevolent hub may be exhibit, the source 

hub will send information to the hubs in the way. On the off chance that the malevolent hub 

is show then it will drop the parcels. We go for dissecting the neighbors of every last one of 

hubs lying in the way. There will be no less than one neighbor for every genuine hub that 

will get the information message yet in the event of malevolent hub none of its neighbors will 

get any information or they will get less information when contrasted with the neighbor 

which are neighbors of honest to goodness hubs, since dark gap drops the information 

bundles sent to it. By checking the area table and breaking down the information got, the 

vicinity of noxious hub will be recognized. 

There is a way to calculate the threshold to find the black hole in the route and to find the  

particular black hole which is dropping the packets. Let us see an example how to calculate 

the threshold calculation to find the path of the black hole and to find the particular black 

hole and the diagram to explain further in details: 
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As you can see, there are 3 routes/path. First path has 2 intermediate nodes from sender to 

receiver. Second path is the black hole node and third path has 3 intermediate nodes. To 

calculate the threshold calculate the average of all the path available from source to 

destination ie, avg threshold=add all the time taken of  nodes RREQ and RREP in all the path 

nodes/ number of route or path. If the threshold is taken an example after calculation is 5.02. 

The time taken of route request and route reply by first path is 6. That means it exceeds the 

average time which does not contain blackhole path. The second path take only two seconds 

to reply that means there is black hole in that path. The third path is 8 that means there is no 

malicious node in the route. So to detect the particular node which is the main intruder, 

analyse all the node in the network range. The neighborhood nodes of the black hole will not 

receive the data send or will receive less data from the malicious node. Now we came to 

know that it is black hole. The neighborhood inform its other neighborhood nodes so that no 

node will send data through that route. 

The algorithm for detection of black hole can be calculated as: 

3.3.1 To calculate neighbor of nodes 

Algorithm 1  

Notations: 

M =  Total number of nodes 

Xi  =  x-coorinate of the ithNode 

Yi=  y- coorinate of the ithNode 

1 Begin  
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2 For i = 1 : M 

3 Dist()  calculate distance 

4 End 

5 If dist< Range of Node 

6 Nx= M 

Where, Nxis adding node in neighbor set 

7 End 

8 End 

// To calculate the neighbor of nodes, let M be the total number of nodes. Set the range for 

each particular monitor. Calculate the distance of each. For example if  we calculate the 

distance as 5km range in node “i” , all the nodes in the range of i will be called the 

neighborhood nodes  say “j”. 

3.3.2  To Broadcast the Route Request messages. 

Algorithm 2 

Notations:  

N = Set of neighbor nodes 

Tinitial  = 0; initial time 

1 Begin 

2 For i = 1 : M 

3 Start clock 

4 For j = 1 : N 

5 Broadcast(); 

6 Node i Node j 

#Node i send route request message to Node j 

7 End 

8 End 

// To broadcast route request messages, the monitor node say "i" send route request to all his 

neighbor  nodes say "j" inside each range. The monitor starts counting from the initial time 

ie, 0. 
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3.3.3 Route Reply 

Algorithm 3 

Notations: 

NR = Nodes which received Route Request 

1 Begin  

2 For i = 1 : NR 

3 For j = 1 : N 

4 If Nj = = destination 

#any Node has route to destination 

5 Reply() 

6 End 

7 End 

8 End 

9 Stop time 

// To calculate the route reply, let NR be the node which received route request. The monitor 

sends route request to neighborhood nodes. The NR say “j” will reply to monitor if it 

received route request. Every NR node will reply if it has the route to destination according 

to the  average time set. 

 

3.3.4 Comparing Time to Replies 

Algorithm 4 

Notations: 

TR = Set of time values taken to receive Reply 

Avg Time = average value of time to reply of different path 

SP =  suspected path 

1 Begin 

2 For i = 1 :TR 

3 If TRi<Avg Time 
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4 Add to suspected path 

SP =  suspected path 

5 End  

6 End 

// To compare time of replying, let SR be the suspected route. If the reply by a node say NR 

in one route took less time to reply than the average time, than it is obvious that their is black 

hole nodes in that route. 

 

3.3.5 To find the Nodes in suspected path 

Algorithm 5 

Notations: 

SPN = Nodes in suspected path 

1 Begin  

2 For i = 1 : SPN 

3 For j = 1 : N 

4 If data Receivedj<Avg DR 

#If data received of jthNode is less than average value of data received 

5 Node = BlackHole Node 

6 End 

7 End 

8 End 

// To find the nodes in suspected route, let SPN be the nodes in suspected. If the neighbor 

nodes receive less data than we can know that the node who is not transmitting the data is a 

black hole node. 

Flowchart for proposed method: 
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The explanation of flowchart: 

1. Deploy all the sensors in the network range. 

2. Broadcast route request RREQ to all nodes to find a path from source to destination. 

3. The nodes who have the path from source to destination will reply RREP to the source telling 

that it has the route to destination. 

4. Compare the time taken for all the route replies to know the black hole. The black hole will 

also reply that it has the shortest path to the destination.  

5. According to the threshold calculation the time taken by all the nodes should be more than 

the threshold. If it detects a least route path time less than the threshold value, it is suspected 

to be a malicious path. 

6. Now send RREQ to that suspected path to analyse which nodes is receiving less data or 

which neighborhood node is not receiving data in that path. 

7. Analyse all the nodes in that suspected path. 

8. After analyzing the suspected path, we came to know that there is black hole as black hole 

does not send the packets instead it just drop the packets as shown in the results. 

9. It will stop sending the data to that suspected path and send data to other safer route. 

10. The neighborhood nodes will also warn all its neighborhood nodes beside it not to send data 

in that malicious path and malicious node to prevent itself from dropping. 
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CHAPTER 4  

RESULTS AND DISCUSSIONS 

 

 

 

This figure shows the working of MATLAB program. Here you can see current folder on the 

left, command window on the middle, workspace on the right top and command history on 

the right buttom. There are five algorithm that i have shown. When the source broadcast 

route request, the number of nodes start to count showing it has the route to destination as 

shown below. In the graph there are path from source to destination, attacker path, dropping 

packets by black hole etc. 
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Here, as seen in the figure, the two black nodes are source and destination. The red ones are 

the intermediate nodes. The black are the source and destination. The red ones shows all the 

nodes visible in the network. 
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The figure shows three color nodes. The blue ones are source and destination. The red ones 

are nodes inside the network. The green ones are the path which are sending RREP i.e, nodes 

which has path from source to destination. Here black hole is not yet detected. The green 

ones has a route to destination that’s why it is showing in green color and the shortest path. 
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The figure shows one black hole who is also receiving RREQ and send RREP to source 

informing it has the shortest path to destination. But the neighborhood and source doesn’t 

know that it is black hole so the source sends data towards the black hole thinking it will 

reach fast. The red ones shows the intermediate node. 
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The figure shows that the black hole is dropping the packets send by the source. The black 

hole is black in color. The packet send by the neighborhood nodes is dropped by the black 

hole. The color of neighborhood node send to black hole is green in color as shown in the 

figure. The 24 node is the black hole. The black hole will not pass the packets or forward the 

packets to other nodes. 
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The figure shows that there are 40 number of nodes in the network and the routing overhead. 

Overhead is any mix of abundance or circuitous reckoning time, memory, transfer speed, or 

different assets that are obliged to accomplish a specific objective. 
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The figure shows the delay of nodes. The delay of a system indicates to what extent it takes 

for a touch of information to go over the system starting with one hub or endpoint then onto 

the next. It is commonly measured in products or portions of seconds. Postponement may 

vary somewhat, contingent upon the area of the particular pair of conveying hubs. 
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Here is a list of neighbors the attacker has. There are nodes which the black hole is having 

say attacker is 5 and it has a neighborhood nodes of 3, 6, 9, 13, 14, 17 etc. When the packets 

is dropped this neighborhood nodes will not receive any data or will receive less data. The 

source broadcast the RREQ again to verify whether there is attacker node or not. Here if the 

neighborhood does not receive data, it will came to know there is an attacker in that path. 
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The figure shows the distance reply by each node telling it has the route to destination. The 

distance of each path between nodes is shown. The shortest path and the average path of each 

node is shown. The path which has the shortest path will be the attacker if it is less than the 

threshold.  
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This is the distance replied by the attacker. The distance replied by each node from attacker 

node is given in the figure. 
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This is the energy consumed by each node for communication between nodes and to all its 

neighborhood nodes. If a node has no energy it can send RREQ and wont get RREP. Node I 

has the energy of 4.9995. Node 2 has 4.9897 energy to communicate with the second node 

which has the path to destination. All this energy given in the graph has the shortest path to 

destination.  
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This figure shows that the node is forwarding request to each neighborhood nodes say node 3 

is sending to 7, 8, 9 that means it forwards to each neighborhood nodes and so on.  
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The figure shows that nodes ere sending broadcast request to each neighborhood nodes say 

node 1 is sending RREQ to 15, 21, 27, 29, 35, 36, 37, 38, 39, 40. This nodes send route reply 

to node I tellimg it has a route to destination and so on.  
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A relay system is a sort of system used to send data between two gadgets, for e.g. server and 

PC, that are too far away to send the data to one another straightforwardly. Along these lines 

the system must send or "transfer" the data to diverse gadgets, alluded to as hubs, that go on 

the data to its destination. A no doubt understood illustration of a transfer system is the 

Internet. 
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A relay system is an expansive class of system topology regularly utilized as a part of remote 

systems, where the source and destination are interconnected by method for a few hubs. In 

such a system the source and destination can't impart to one another straightforwardly in light 

of the fact that the separation between the source and destination is more noteworthy than the 

transmission scope of them two, consequently the requirement for middle of the road node(s) 

to hand-off. 
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Here, the distance between node 1 and 15 is 25.0200 and the distance between node 1 and 21 

is 19.23 and the distance between node 1 and 27 is 18.86 and the distance between node 1 

and 29 is 11.18 and so on. Same goes to node 2 and its neighborhood nodes and so on. 
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The number of sensors deployed is 40. 

 

 

 

 

This are the number of nodes received.  

 

 

 

 

This are the number of sensors who is broadcasting RREQ. 

 



44 
 

 

 

This is the sensors in the x-axis position inside the range. 

 

 

 

 

This is the sensors in the y-axis position inside the range. 
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CHAPTER 5  

CONCLUSION 

 

MANET is remote and has no system administration that is the reason malignant hub like the 

Black Hole hub can enterinto the system to get entrance attempting to degenerate, adjust or 

drop the bundles send by the source to the destination. Along these lines, the fundamental 

point is to recognize those Black Hole course utilizing Time Differences and Black Hole 

hubs utilizing neighborhood hubs.  

For future extension it will have the accompanying change:  

1. End to end postponement will be less.  

2. The proportion of the Packet Delivery (PDR) is high.  

3. Concentrate on the diminishment of the directing overhead on the system.  

4. Expand the throughput of the system. 
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APPENDIX 

 

List of abbreviations 

A 

 AODV  Ad hoc Distance Vector 

 

D 

 DOS  Denial of Service  

 

G 

GUIDE  GUI improvement environment 

 

M 

MEMS  Micro-Electro-Mechanical Systems  

 

R 

 RREQ  Route request 

 RREP  Route reply 

 RRER  Route Error 

 

T 

TTL   Time to live  
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W 

WG   Working gathering  

WSN   Wireless sensor Networks  
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