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ABSTRACT

Wireless communication had proved its worth in mobile networks to
facilitate information exchange with minimal data loss. Communications are
made so easily feasible with the help of technology in all possible networks
,extensive amount of research work is done in the field of communication
that is accessed using ad-hoc networks .However, still an effective solution
for the Hidden and Exposed terminal Problem is required.

In the present scenario there are several methods to resolve the hidden
/exposed node problem and one of the latest and very effective techniques is
ARMAC protocol that was used to solve the hidden and exposed terminal
problem using the attachment of hash codes but they had some limitations
which required solution , To work on the limitations using the basic
RTS/CTS mechanism , SRTS protocol is designed that works on the loop
holes of the ARMAC moreover provides security and high performance to
the network.

This dissertation is focused on some of the major problem of ARMAC to
solve hidden and exposed node problem efficiently. Proposed technique
changes pattern of the control packet which helps in solving various
limitations and making the protocol immune to various attacks which
increase the security of protocol. SRTS protocol also changes certain
fundaments like broadcast packets which make the time and power concerns
of the protocol to be satisfied It also reducing the number of collisions and
packet overhead so that the communication between two parties are not
disrupted and provide a transmission of data that is in a smooth and secure
network. SRTS protocol will help in solving the hidden and exposed
terminal problem together with the concerns of security using the basic

RTS/CTS exchange to provide the world with more competent solution.
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CHAPTER 1
INTRODUCTION

Technology and communication has come a long way since past few decades and have seen drastic
changes in their entire field. Networking has a very significant role in this scenario wherein the
whole base of telecommunication rests on it. Networking provides a route or a channel for the
technology to connect various branches of technology that ultimately frames the structure of modern
communication. A simple network could be the one we user at our homes. The laptop connected to
internet is a network, any digital device connected to pc through a USB cable is a network, home
Wi-Fi network or Bluetooth connection is a network.

Networking in the simplest words is nothing but a connection of series of points or nodes which are
interconnected to each other via simple or complex paths, simple devices like routers, repeaters and
hubs are used to transmit the data packets to all the nodes in the network. Node may be mobile.
Managing such a network in which nodes are continuously moving and the infrastructure topology
varies. Intelligent wireless network is able to adapt itself to such mobility issues. These networks
may be of many types. There could be an internetwork of nodes in a scenario and similarly a
networking between different other networks. Networking between these nodes can be studied by
going through the topologies that they exhibit .Networks can be of two types that is wired network

and wireless networks.

Wired networks: The network is established with the help of wires and connections that is

maintained by the various topologies and it also depends upon the need of the connection required.

Wireless networks: Connections between nodes are established without the use of wires and

provide the access of mobility of nodes .there are several sub-categories of the wireless networks

=
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Figure 1.1 figure shows the example of networking



Benefits of networking: In modern communication technology vary in different fields

depending on the type of networking technology being used.

Speedy and easy communication: Using the networking technologies available in market it gets very

easy to communicate with people over large distances with an instant using video conferencing,
telephones, chats etc. Therefore the data transmission rate is also very high.

Software and hardware sharing: Sharing of resources get easier when there is a network among the

nodes. A printer could be shared by two or machines over a network and software installed on one
machine could be used by other on the same network.
Security: Data integrity as well as its security is never compromised in a network. Unauthorized

access of resources in a network is restricted by passwords and firewalls.
Need of networking:

Broadband connection: the networks provide the ability to have a broadband connection to connect
with the internet and sharing the information. So sharing and exchanging of information is provided
by the network through the various broadband connections.

Files: Transfer the files through distributed network provide middleware solutions for the software

companies is not possible without the use of networks.

Peripherals and printer: Connecting with the peripherals will not be possible without a proper
network in distributed networks .Moreover the easy acknowledgement of information and security
can only be provided when there is a point of connection between the two parties and that is

provided by the network

Drilling down to the roots of networking, the characteristics and properties of a network are
determined by three basic key features.

e Topology that network displays: Gives the physical or geological arrangement of positioning

of the nodes in a network.

e Protocol governing the network: It is a set of rules which determine the way communication
will occur in a network.
e Architecture of network: Gives the basic architecture or the skeleton of the network. It could

be a peer-to-peer architecture where communication occurs directly between nodes or it could be
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client/server architecture wherein a node asks for a request which is served by some distant node

having the required information and responds back to the request made.

Topology- These networks may be one of the following topologies. Refer Fig 1.2

e Bus- The Bus topology contains a backbone line which serves as the main communication line
for all the nodes in the network which are directly connected to this main line.

e Token ring- The Token Ring topology uses a token which acts like a pass for the node which
wants to transfer any data. The node with the token transfers the data. The nodes are connected
to every adjacent node.

e Star- The Star topology has a central unit to which all the nodes are connected and use it to
transfer data among each other.

e Mesh- The Mesh topology is a sort of hybrid of all the topologies which is formed by a mixture
of all the topologies known. It has a very complex structure but gives much more reliability

because there are more than one ways to communicate to a node.

Fig 1.2- Network topologies

These network connections would require different links that would give a physical means of
connection between the nodes. These physical links could be optical fiber cables, twisted cables,
shielded or unshielded twisted pair cables, coaxial cables.



1.1Wireless networking:

It is serving at its best to meet the needs of internet service use of a very large scale. A wireless
network can be easily accesses anywhere within its range easily without any use of extra hardware
device. It is just a network which can provide you data connection without use of any wiring and can

form a network in the same manner.

A wireless network is a class of computer network in which wireless data links are used for the
connection of network nodes Wireless networking is a means through which telecommunications
networks, homes and endeavor (business) installations get rid of the costly process of introducing
cables into between various tools locations. They are generally administered and implemented using
radio communication. This implementation will take place at the OSI model’s physical layer.
Examples of wireless networks are Wi-Fi local networks, cell phone networks and terrestrial

microwave networks

Depending upon the requirement of the connections the wireless networks can be of different types
and also provide the mobility to nodes. Wireless networks had proved it worth in the every field of
technology and communication to provide a flawless service to its users without having the problem

of connections like in wired networks.

mobile nodes A mobile node b

&\/./{}

L -]

PTOP
MOBILE NODE g LAPTO

FIGUREZ1.3connection in wireless networks



1.1.1Types of wireless networks

1.1.1.1Wireless PAN: Wireless Personal Area Network or PAN is nothing but the networking
of devices using wireless technology within a small area or region, generally created for the use

of a person or two

1.1.1.2Wireless LAN: Wireless Local Area Network or LAN is used for local geographical
region 100 m ranges. A wireless local area network (WLAN) links devices over a short range,

by using connection of internet access.

1.1.1.3Wireless mesh network: A wireless mesh network is a network using radio nodes
formed in a mesh topology. Every terminal forwards messages to the other nodes. Mesh
networks can "self heal™, by using re-routing techniques around a node that has less power.

1.1.1.4Wireless MAN: Wireless metropolitan area networks or WMANSs are collection of
several wireless LANs. Wi-MAX is a common example of Wireless MAN and is described by
the IEEE 802.16 standard.

1.1.1.5Wireless WANS: Wireless wide area networks or WWANSs covers huge areas, for
example between towns and cities, or city and suburb. The typical system of WAN contains
base station gateways, access points and wireless bridging relays. This method can be easily
used to connect offices or business bodies located at two cities.

Wireless networking branches:

1.

3.

Wireless Ad-Hoc networks: It provides a flexible infrastructure and provides the mobility of
nodes that can be accessed by the transmission range set for the nodes the routers and protocols
are described for the connection of the nodes.

Intrusion detection systems: The systems are designed to detect any kind of intrusion present in
the network so that they can be blocked timely to provide secure communication.

Wireless network security: this branch provides the various mechanism and protocols that works
to provide security to the network by the trap mechanism like honey pots and detect and prevent

mechanism so that a secure network is available to communicate.
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4. VANET::Vehicular ad hoc networks (In VANETS) uses artificial intelligence that make vehicles
to behave in intelligent agent while vehicle-to-vehicle collisions, accidents, drunken driving etc.
5. MANETS: Mobile ad-hoc network provides the mobility of nodes etc

There are many branches that are present and new developed to provide security and to ease the task

using the technology.

1.2Ad Hoc Network:

Ad-Hoc networks come with a very flexible infrastructure. Mobile stations and mobile nodes and
base stations are common in Ad-Hoc networks which have no specific design or structure. The
whole concept works on the phenomenon of wireless networking wherein communication between
nodes depends upon the reach range of nodes. A wireless network is simply a network that uses
wireless data connection for connection of network devices. A mobile node once goes out of the
communication range of a node; it is no more able to communicate with each other.

Figure 1.1 shows the same concept. As soon as the node D goes out of the range of node A it loses

its connection with it, but still it can connect.

Figurel.4AdHoc networking

Ad hoc networks come under the branch f networks that provide the communication and security to
the communication can only be established when they are transmission range of each other as shown
in figure the that when aand D are communicating the communication is smooth but when D is out

of range of A the connection is broken between the nodes

Securing such a network in which the communicating nodes are continuously in mobile mode is a

necessary evil. Secure routing is needed the most in Ad-Hoc networks. There are many attacks that



make routing suffer from much vulnerability. Routing tables should be robust enough to tolerate any
attack. Talking about attacks in routing, it is basically because of errors that come in the routing
table. In order to communicate with another node, a node may share its routing table information

with it. Security attacks can arise during this point of information sharing

Routing security can suffer from external attacks or internal attacks. External attacks arise when an
outside attacker injects malicious of wrong routing table information in a communication and thus
changing the originality of information .This method can be successfully exploited by the attacker to

result in network traffic overload or ever communication failure.

Internal attacks arise due wrong routing table information advertised by compromised nodes within a
network. Finding such an error is not easy because all the compromised nodes can easily sign the

routing table with their valid signatures.

Use of intelligent cryptography methods, digital signature, certificates can prove somewhat useful in

protecting the security of Ad-Hoc networks but even then risks are always there.

1.2.1Advantage of Ad-HOC networks:

1. No infrastructure and lower cost: The ad hoc networks as its is based on no infrastructure
property provides the benefit of connection that do not require wires etc this leads to low cost that
is spent on the development of network between the two nodes, with this property it provides
advantages of portability and access to the technology and to hose nodes that are far way that was

not possible by wired systems.

2. Mobility: The wireless ad-hoc networks provides the advantage of the mobility to the nodes ,with
no proper infrastructure to be followed the nodes can freely move and provides the portability for
the new range it(cell) it move to. The mobility of node that want to communicate can only do so
if it is in the transmission range of the other node.

3. Decentralized and robust :Ad hoc networks does not have a central control over the nodes
provides the decentralized access and communication are held by routers that trace the path of the
node in the robust way to have communication better than that in wired systems.

4. Maintenance Cost: In the wired communication a lot of money is spent on the maintenance of the
wires and for the damage of the connection but in the wireless systems no infrastructure helps to

reduce this cost.



Easy to build and spontaneous infrastructure: The establishment of the wireless networks are easy
as compare to the other systems and require a rapid node to node connection with help of routing

protocols that help to provide connection without centralized control.

The nodes of the ad hoc network can rely on any hardware or software provides the ability to get

connected and communicated faster than other connections.

It can be set temporarily at any time.

1.2.2 Limitations of ad-hoc networks:

Quality of service: as the ad-hoc networks can create the dynamic organization for the
communication and due to the dynamic changing topology the quality may be affected in the peer
to peer link in the multi-hop environment.

The transmission quality is affected: the quality of service between two nodes is affected by the
interference that arises in the ad-hoc networks. The nodes that are in the transmission range can
only communicate each other but non neighboring nodes provide interference for the dropping of
packet.

Limited resource: The ad-hoc networks have the property of dynamic changing the link flow that
results in varying resources.

Highly dynamic: Ad-hoc network have the characteristics of dynamic changing topology and this
change occurs due to radio transmission and due to the components of Qos.

Sufficient admission control: This decides that the amount of available bandwidth is enough for
the transmission of packet in the presence of resources. The ad-hoc network provides a limited
bandwidth may affect the end quality of service.

Scalability: the problems are faced in the large scaled networks due to equal node priority etc

Security: the infrastructure less network is very prone to the various attacks and it is hard to
maintain the security of the network there are passive attacks and active attacks etc that can
adhere the communication.

Power control: The control over the consumption of power is to be monitored in the ad-hoc
networks as some communication requires high power consumption.

Higher error rate :Due to the problem electronic wave several problems like diffraction fading
may result in the transmitted packet being garbage



10. Lower data rate: The ad-hoc networks faces a problem of reduced data rates, the characterises of
waves required for communication prevents them to transfer data better than wired systems, this
problem can be handled with a higher frequency can transmit more data, but then it is more prone
to interference.

1.3MANETS:

Networking has now taken one leap ahead of the traditional networks. We have the intelligent
networks now which exhibit self-configuring properties and are almost without any definite
infrastructure. These are the Mobile Ad Hoc Networks or MANETSs wherein the nodes have the
ability to change their positions, and can move in any direction freely. This would ultimately change
the physical links and the topology of the network. These networks need certain devices called
routers which store the information related to the movement of all the nodes so as to maintain the
network traffic. These were used firstly by the military and defense forces to communicate with the
troops on the battlefield

MANET Stands for "Mobile Ad Hoc Network.”" A MANET is also characterized as a ad-hoc
networks that can be accessed anywhere even at time of fly. Mobile Ad-Hoc networks or MANET is
a complex system characterized by nodes that are capable of moving and changing the network
topology. It has a flexible structure with no pre-defined communication infrastructure. MANET has
proved to be a boon for defense and military services and is continuously growing with time.

Figure 1.5 Example of MANET network



1.3.1Types of MANET:

1.3.1.1Vehicular Ad hoc Networks (VANETS): Vehicular ad hoc networks (In VANETS) uses
artificial intelligence that make vehicles to behave in intelligent agent while vehicle-to-vehicle
collisions, accidents, drunken driving etc.

1.3.1.2Smart Phone Ad hoc Networks (SPANs): SPANSs are different from traditional hub and
spoken networks, as Wi-Fi Direct, which support multi-hop relays and also there is no notion of a
group leader so peers can join and leave without eliminating the network.

1.3.1.3Internet based mobile ad hoc networks (i-MANETS) : Are ad hoc networks that are
created using links between the nodes and internet. They require a proper connection between nodes
and any interference can adheres the communication.

1.3.1.4Military / Tactical MANETS: are used by military units with focus on enhancing and
focusing on security, range, and integration with existing systems. Military based systems provide
security and their update are not made public due to security reasons

1.3.1.54-G and Ad-Hoc Networking: The evolution of 4-G mobile networking has been successful

because of the MANET technology and thus enabling the users to access their data anytime and

anywhere with a super speed.

4-G networks basically are a kind of hybrid topology networks with the ability to integrate and
combine many more network topologies and technologies with themselves [Refer fig 1.8]. A4-G
network can integrate itself with many heterogeneous wireless networks like wireless LAN, WAN,
PAN including other Ad-Hoc networks. Apart from this they can combine or integrate their
functionality with a fixed network backbone infrastructure like the internet or PSTN. What 4-G
network believes is that the future base of networks will be packet switched networking and other

technologies related to it

figure 1.6 4G networking
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1.4Hidden Terminal Problem:

The wireless communication is very efficient on the one side but as we know there are not only
boons but problems with it. The communication to be smooth and without jam requires a problem
connection between the two nodes that are communicating so that any kind of disturbance on the

data sent or on security of the connection is not there but the ideal situation is not always followed.

The nodes in the particular cell can sense the other nodes by the carrier sense and the transmission
range When any node that is not in the range of the carrier sense of the other node, It means that
node is hidden for the other node and it for that node that node does not exist as it is not in the range
of the node. This leads to the hidden terminal problem.

The hidden terminal problem occurs when the nodes are trying to communicate to the same node at
the same time they send the request to pair with the node. The node whose request is first received is
paired for connection but the another nodes continue to send request to the node because it is not
acknowledged about the connection of the two nodes because one of the nodes is hidden for it, this

results in collisions of packets and jamming on the network.

Hidden nodes use carrier and packet sensing different MAC protocols. These protocols regulate
access by using the means where nodes adjourn from attempting to gain access when they sense
another node using the channel so they also try to establish the connection. There is also a scenario
when the other nodes interfere with the connection so that they cannot establish a connection. When
node gains access destination reception node interfere by sending packets for request result in
collision of packets.

Suppose there is cell where there are different nodes present such that A and B are in the
transmission range for each- other but the other node C that does not know A is any node(because it
is hidden node for C) tries also to communicate with B , both the nodes send request for connection
to the node B without having knowledge about each other as they are hidden to each other, so when
the request of packet A is received first they start to establish a connection but C node could not
detect the ongoing transmission between A and B and will interfere at packet reception, this results

in collision of packets, jamming and communication loss

11



Fig: 1.7 hidden terminal problem

As in the figure it is shown as per the scenario that nodes A, B, C are of different cell and A and C
are hidden so when they try to communicate it create problem and collision of packets because a
AND C are hidden

1.5 Exposed Terminal Problem:

The exposed node problem is very different from the hidden problem still they affect each other.
Exposed node problem and hidden terminal problem goes hand in hand and also affect the

performance of each other.

According to the research, it is shown that the exposed node problem in fact dominates the hidden
terminal problem by the rate of 1.3 density variations. The problem mainly occurs because of not
allowance of concurrent transmission to the other nodes of the same cell where the nodes are

communicating.

In this problem the node tries to communicate to the nodes that is sensing to establish connection
with a node that is either busy with communication or virtually jammed and they are not allowed to
communicate as they can interfere the other transmission, this leads to the whole network get

jammed and no node could establish a secure connection.

Suppose there are four nodes that are in the case that A,B,C,D such that B is in the range of A and
C, Dis in the range of C not A and B in this case the nodes D tries to communicate to C when the
transmission of A and B are going ,in this situation they are not accessed to communicate with two
reasons that that c is constantly trying to communicate with .B this will show C busy when D will

12



sense and they will create interference in on going transmission so they are blocked for the time the

other transmission is going on this leads to whole create the traffic and high load on network.

D TERMINAL

A

ﬂRTS BY D

CTERMINAL

ATERMINAL

BTERMINAL

Fig: 1.8 Exposed terminal problem

Extensive amount of research is done in this field to resolve the problem, there are many ways
proposed in the networks to encounter this problem various protocols are generated to like:

e Pure contention based protocol: It includes some of those mechanisms that was initiated in the
primary effort to solve the problem and is based on the principle of CSMA/CA. they are divided
into three groups of sender-initiated, receiver initiated, hybrid. Some of the protocols that re in
this category are MACA,MACAW ,MACA-BI ,FAMA ,AA etc

e Busy tone signal based protocol: This protocol takes the benefit of one or more busy tone
signals. the protocol can be divided single and multiple channel based, the main advantage of
using this protocol is that busy tone is easy to detect than the MAC frames. Some of the are
PUMA, busy-Simon, ri-BTMAetc.

e Power aware protocols: The main goal of the power protocol is to decrease the power
consumption and can also be designed to minimize the probability of collisions to deal with the

hidden node problem.
e Multiple channel based protocols: They use several channels to increase the overall

performance, reduce the number collisions. There are three categories of such protocols :with

common control channel, without and hybrid.
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e Directional antennas based protocols: It allows the concurrent transmission of data and reception
in order to boost spatial reuse. This protocol had defined a particular frequency range to catch
the packets in their range so that they cannot interfere in each other transmission ,this will help

in reducing the number of collisions caused in the hidden problem.

Despite of the various efforts done in this field Still the problem is present that totally disturb the
network throughput and the performance of the network .Some criteria till date prevail that are

untouched and that could also add-up to provide the efficient solution of the problem.

Hidden and exposed nodes are also vulnerable to the various attacks that are RTS/CTS attacks,
replay attack etc that leads to the total jam the network and create interference in the network with
problem like data loss, packet overhead, more power consumption and collisions .The problem is
severe and the need of research is still prevailing in this area. So in the research work we not only
consider solving the hidden node problem but also concentrating on the attacks moreover on the
power consumption, packet overhead and reduce packet collisions so the robust approach can be

provided for better communication with no data loss.
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CHAPTER 2
LITERATURE REVIEW

This chapter introduces the studies that have been done in the field to solve the hidden and exposed
terminal problem ,various simulation and results are summed up to describe the problem and all the

literatures lead to the prominent results in adding marking stone for my research work.

(Caishi Huang et.(2013)[3]: In their paper they have presented a joint approach to resolve the
exposed and hidden terminal problems in wireless networks. In hidden terminal, the proposed
technique uses the fact that different transmission rates have different received power and different
SINR requirements, and therefore different interference ranges and transmission range .1t is shown in
the paper that for a given DATA packet broadcast rate the related hidden terminals may be mostly
removed by selecting a right rate for sending RTS/CTS packets. After this, integration of the
transmission power control into the solution under certain criteria are required for tackling the

exposed terminal problem that has been exposed.

(Viral V. Kapadia, 2010)[2]:In this research paper the author mainly focuses on the hidden terminal
problem and the few problems that are introduced by the use of RTS/CTS mechanism and that create
the virtual jamming problem, which let the malicious node to efficiently jam a large fragment of
wireless networks at minimum expense of power. They considered the various mechanism like
CSMA ,RTS/CTS handshake and provided different solutions to solve the problem of hidden and
exposed node like increasing the power ,use Omni -directional antennas Remove obstacles, move the

nodes and protocols enhancement to solve the problem.

(katarzyana kosek,2012)[3]: In this survey paper the author described about comprehensive
overview about the MAC protocols that discuss about the various methods to solve the hidden and
exposed terminal problem. They discussed about pure contention based protocol ,busy tone signal
based protocol ,power aware protocol, multiple channel based protocols etc field with the sub
categories of all the protocols defined to resolve the problem to describe the each development done
in the particular and where the disadvantage is still there. These protocols can be further compared
for the better results and a hybrid remedy can be prepared for the proficient results.
15



(Weifeng Sun et. al in their paper(2012) : In this paper have analyzed existing studies on channel
assignment algorithms and formulated channel distribution principles. This paper has developed a
dynamic channel assignment algorithm called R-CA considering the problem of channel interference
in multi-hop wireless mesh networks called. R-CA is a dynamic algorithm which is based on a cross-
layer design which includes a network layer and a MAC layer. It is able to assign the routing and
channel at the same time. It is a proposed form of DC where the channels are assigned dynamically
to increase the network throughput . The simulation results in this paper show the R-CA algorithm’s
effectiveness in exploiting channel assignment diversity to reduce interference which leads to a

noticeable better performance in a multi-hop mesh network that is IEEE 802.11 based.

(Ashikar rahman,2006): In this research paper the author describes about various problems of
RTS/CTS mechanism and discussed about the virtual jamming that is created to exploit the network
so that any other node trying to communicate cannot access the node. They provided the scheme of
RTS verification that allows to check the node before sending so that any virtual jamming created
could be stopped at the particular instant and provided a methodology to identity that whether the
node is false blocked or in true communication mode by RTS validations schemes by dividing them

into two phases.

(Ms. Ritu Patidar et. al ,(2012)[5] : In this research paper have explained in detail the hidden
terminal problem in the case of wireless networks. These problems have an impact on the
throughput performance. A brief explanation of the solution methods has also been given. After
analysis of the problems, the directional antenna that is based on MAC protocol and is used with
Sensor-MAC Protocol to improve the output performance of wireless sensor network has been

proposed.

(M. J. Saeed et. al in their paper,(2012)[15] :They have elaborately discussed the wireless mobile
ad-hoc networks and have high lighted the wireless network fundamentals in general and in
particular, the mobile ad-hoc wireless networks. Besides that the core problems/issues related to
wireless ad-hoc are also discussed in detail which provide an overview of the complexities that are
related to the practical implementation and design of MAC layer protocols. The IEEE standard are
also discussed for the analysis of the Hidden and Exposed nodes problem that is faced by the wireless

ad-hoc networks and how they have been dealt by other available protocols .A new MAC level
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protocol is proposed in the end, which offers a new approach to the ‘Back-off’ criteria that is used by

IEEE and the “Virtual Base Station’ concept. The results given in this paper are preliminary in nature

(Lu Wang et. al in their paper (2012)[14]: In this paper, we propose a novel Attachment Coding
scheme to attach control information on data traffic. This coding scheme enables data transmission
along with control transmission, without humiliating the throughput for novel data traffic. To
illustrate the effectiveness of Attachment Coding, Attached-RTS has been proposed that includes a
particular syntax in which the communication is followed, to fully utilize exposed terminals for
concurrent transmissions. Attachment Coding describes the particular bandwidth for the RTS and
CTS packets and the particular hash code for each bandwidth so that it can allow concurrent
transmission .they faced some problems in communication over distributed network and had some
limitations due to the habit of broadcasting the message as well as defining the limited bandwidth for

each packet. They provide effective solution for simultaneous transmission.

(Khaled H. Almotairi et. al in their paper,(2011)[9]They have proposed the MMAC-HR for
resolving the multichannel exposed terminal problem, that leads to poor channel utilization. MMAC-
HR employs carrier sensing over all channels and does not use a channel list. Hence, nodes do not
require to sense the control channel to find if any data channel is idle. Additionally, the proposed
protocol uses a slow hopping and independent strategy for utilizing the multiple channels without
exchanging information. Also, MMAC-HR is a distributed protocol and does not need
synchronization simulation results by using ns-2, show that MMAC-HR achieves better throughput

and lower delay than DCA.

(Deepanshu Shukla et. al in their paper, (2011)[11] :They have presented a simple enhancement
to the IEEE 802.11 DCF MAC protocol that allows parallel transmission to occur whenever possible,
reducing the loss in the throughput due to the exposed node problem. While it has long been
recognized that exposed nodes should be free to transmit, the unambiguous algorithm has been
presented within the IEEE 802.11 framework. This paper has made use of the viewer fact that traffic
on the internet has a large number of small packets, and the accepted fact that is inefficient to use
RTS/CTS for such small packets. This algorithm is local and opportunistic and therefore gives

varying levels of improvement
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(Ketema Adere, Ramamurthy(2010)[8]:In this research paper ,they explained the exposed and
hidden terminal problem in wireless sensor networks . These problems have an effect on the
throughput performance They described about the Omni-directional and directional antennas can be
beneficial to transmit the data with no collisions and data loss The solution methods have been
briefly explained. After the problem analysis, the directional antenna based MAC protocol that is
used with Sensor-MAC Protocol to increase the performance of the output of wireless sensor network

has been proposed.

(Ki Hong Kim et.,(2010)[7] ; In this paper they have presented the case study of security attacks
that are based on control packets (RTS and CTS) vulnerabilities in Synergy MAC. In addition to this,
it has analyzed security vulnerabilities at every handshaking stage while attacking control packets
that are exchanged among nodes (source, destination, and relay). In this paper, a study on the
comprehensive analysis of security vulnerabilities caused by attacker node in Synergy MAC is being
made. The analytical results can be extended to cooperative wireless network security as well as
WSN security design in general. As future work, the author plans to design and implement

lightweight low-power authentication mechanism suitable for cooperative wireless networks.

(Aruna Jayasuriya et. al in their paper (2010)[13]:In this research paper they have evaluated the
comparative throughput performance and node density of the hidden and exposed nodes of ad hoc
networks with and without pre-data control schemes, such as RTS/CTS mechanism in 802.11
systems. The diagnostic and imitation results suggest that throughput performance degrades due to
use of RTS/CTS like pre data handshake mechanisms. This paper shows that exposed problem
dominates the hidden terminal problem and the rate of 1.3 times and the density and transmission rate

is shown that as exposed problem is solve the hidden will transmission rate affectively.

(Alex Sherman et. al (2008),[6] :They introduced a new protocol, called Fair Torrent, which is
simple to execute and has many enviable properties. It has been showed that this simple protocol not
only maintains sprite, but has surprising good download performance in a variety of settings. By
essentially matching download rates with upload rates , under various upload capacities distributions
faster overall download times have been achieved .

Fair Torrent peers achieve a better consumption rate, thereby also civilizing the system by increasing
the upload capacity. These results have been demonstrated in a variety of settings and derived bounds

on the worst case performance.
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CHAPTER 3
PRESENT WORK

3.1 Problem definition

An Ad hoc network has collection of mobile nodes that are communicating with each other without
any centralized control function .To establish a proper communication various protocols are used to
create a non —collision, secure communication in case of hidden and exposed terminal problem
.RTS/CTS handshake is very common for solving hidden terminal problem but there are various
complications during solving hidden terminal and exposed terminal both and also after introduction
of RTS attack and CTS attack it is much difficult to achieve high performance with CTS/RTS
handshake. In Attached-RTS hidden and exposed node problem are considered but they increase
broadcasting overheads which consumes time and power ,packet overhead and they also not
considered RTS and CTS attack which increase the vulnerabilities. And there are certain limitations
to A-RTS:

e Low data carrying space.

e Useless in distributed networks.

e Packet collision may occur.

3.2 Objectives

SRTS MAC PRTOCOL:

. To Solve hidden and exposed node problem in all possible networks.
To Resolve CTS and RTS attacks.

To conserve time during mechanism.

1
2
3
4. To conserve power during mechanism.
5. To reduce packet overheads.

6

To avoid packet collision.
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3.3 Research Methodology
AR-MAC is very effective in solving Hidden Terminal and Exposed Terminal Problem but due to its
limitations and problems which is stated in upper section certain changes is needed. Few changes

what is proposed to avoid all the limitations and fulfilling the objectives are:

[

. The process of broadcast is removed that is done in AR-MAC ,Second,

N

RTS/CTS should contain the id of sender and receiver with a sequence number.

w

If there is any node send RTS or Received RTS should be blocked for other transmission till
ACK is received.
RTS should contain all intermediate node ids in message packet and CTS should be responded

>

back to same sequence.

5. Always select the RTS with lowest Sequence.

The format of new control packets would be like:
RTS (source_ld, intermediate_Id... destination, Sequence No)
CTS (source_lId, intermediate_ld... destination_Id, Sequence No)
DATA (source_Id, intermediate_Id... destination_Id, Sequence No)

ACK (source_ld, intermediate_Id... destination_Id, Sequence No)

This procedure is explained by following diagrammatical sequence.

Figure (3.1) Sample network where 1 has to communicate with 4
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RTS(1,4,1) 2

Figure (3.2) 1 is sending RTS to 4

RTS(2,1,1)
1 3
CTS|(1,4,2) 2
6
4 5
RTS (5,6,1)

Figure (3.3) 4 is sending CTS to 1,2 is sending RTS to 1 and 5 is sending RTS to 6
As in figure 3.3, 2 is sending RTS to 1 but 1 has already sent an RTS so 1 is blocked to all
message except CTS by 4 so RTS by 2 is discarded.

1 3| ¢153,5.1)
2
6
4 Data (2, 4,1) 5
Data (1, 4, 3) CTS (6,5,2)

Figure( 3.4): sending data to 4, 2 is sending data to 4 (Attack),6 is sending CTS to 5 and 3 is
sending(CTSattack)
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As in figure3.4, 2’s RTS is blocked and 2 try to send data to 4 but as sender information and
sequence number is autonomous and generated by nodes so sequence number is wrong which makes

4 to discard message and same as for 3 sending CTS to 5.

1 3
ACK (1,4,4) 2
6
4 5
Data (5,6,3)

Figure( 3.5) 4 is sending ACKto 1, 2 is sending data to 4 (Attack), 6 is sending CTS to 5 and 3 is
sending CTS to 5 (CTS attack).

As per previous figures the procedure explained which is avoiding the attacks and as the procedure
does not have to broadcast messages the control packet transmission is limited and as limited packets
power consumption and time also be limited, also the timer is included that will wait for the
particular time in the case of no acknowledgment is given back in case of connection failure or false
blocking it will set it free after the time period so that it can be available for other nodes and this
also help in solving he exposed node As the protocol restricts the individual nodes it can work on
any network without any restriction as the sequence number is auto-generated this solves problem
regarding many attacks including RTS/CTS attacks. Moreover it will check the signal to interference
and signal to noise ratio before starting the communication so that the performance of the
communication is not affected and measures will be checked accordingly .this methodology could

result in better result to solve the problem.
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CHAPTER 4
REULTS AND DISSCUSION

The proposed methodology described in the upper sections of the report defines that SRTS protocol
designed to work on the limitations of ARMAC protocol will improve the protocol by reducing the
number of packets collisions, packet-overhead, reduce in time and power consumption together with
the resolving the RTS/CTS attacks in all possible networks that was not provided by the ARMAC
protocol.

SRTS is an effective protocol that works on the basic RTS/CTS mechanism together with the
considerations of the attacks that creates a problem in the transmission of data that can work in all
possible networks for solving the hidden and exposed terminal problem. ARMAC protocol that used
attachment coding of hash packets for the transmission of data for solving the hidden and exposed

terminal problem, but they faced some limitation in their approach is:

e Transmission of data in distributed network.

e Low data carrying space

e Packet-overhead

e High number of collision of packet

e Broadcasting the data before transmission

The process they chosen for the broadcasting of the packet before transmission to every node of the
cell results in more time wastage and high packet overhead which results in collisions of packet.As
per the limitations of the ARMAC protocol we designed a research methodology that will work o the
limitation together with considering some unique aspects that were not included in the protocol.

When this methodology was implemented on the MATLAB the following results came forward: The
simulation was created that worked on both kind of scenario that is of ARMAC protocol and SRTS
protocol. The ARMAC protocol was simulated to work as defined by their methodology of
attachment coding using hash codes for the nodes that want to communicate to each other in the
form of:(Source node, destination node, hash code)

And similarly SRTS protocol was simulated as per the research methodology that used a particular
path that is involved in the transmission together with the sequence number that is auto generated
and incremented for each step ahead for the level of transmission. The format of control packets of
SRTS are like:

RTS (source_lId, intermediate_ld, destinationld, Sequence No)
CTS (sourceld, intermediateld,destinationld, Sequence No)
DATA (sourceld, intermediateld, destinationld, Sequence No)
ACK (sourceld, intermediateld, destinationld, Sequence No)
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When both the protocols were simulated on MATLAB with their defined methodology and under
same conditions, the results was:
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Figure 4.1 Simulated Network

This is the simulated network that is created on the tool that have some nodes designed in circles that
have different transmission and carrier sense range. Communication between nodes was made using

both the protocol on the same network to check the results of the performance.
SIMULATIONS for ARMAC protocol:

To make the communication between two nodes in the ARMAC protocol we entered the source

node name and the destination node name to show the communication.
We entered the source node: 1
Destination node: 8

It showed a path that it will follow to reach to the from node 1 to 8 to send the RTS message . They
does not included the intermediate node name in the path as the node are mobile when the

intermediate nodes moved it could create problem in tracing the path.
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Figure: 4.2 RTS packet is sent from node 1 to 8 with the hash code 18

This is the initial step of trying to establish a connection between the nodes 1 and 8 in the sample

network.

The nodel send the request to send message (RTS) to the node 8 ,but both the nodes belong to the
different networks so they connected with the path using node 11. This is a drawback that their RTS
packet do not contain the id of the intermediate node, as in MANETS the nodes are mobile so if the
intermediate node moved the path connection from source to destination will not be fulfilled (this is
one of the limitation of ARMAC protocol).

The protocol divided a particular bandwidth for the RTS and CTS, ACK packet together using the
hash codes that is unique for each communication .They designed a format for sending the request

and receiving it in the form of: (Source name, destination name, hash code).

In this sample network connection is to be established between the 1 and 8 the node 1 sends the RTS
message in form of (1, 8, 18) where the 1 and 8 are the source and destination node respectively and

18 is the hash code that will remain same for the whole communication.
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Figure 4.3 the sample network where the node 8 is sending CTSto 1

When the node 8 get an RTS request from node 1 if the node the node is free, is not involve d in any
other communication then it will respond to the RTS message by the clear to send message .it will
follow the same path that was chosen by the RTS message to send the request to send the CTS to the

source node.

The message similarly contains the (source name, destination name, hash code) but the same
problem prevails that if does not contain the id of the intermediate node though they are involve in

the path of communication.

In the network of the CTS did not responded back in the time and meanwhile any other attacker send
the CTS the source node will assume that it is send by the node 8 and the communication will stop

so the response of CTS on time is very important for communication to be possible.
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Figure 4.4 sample networks where CTS message from node is going back to source following the
path.

The CTS message sent by the node 8 is going to the source node 1 following the path that was
directed by the source node .They used the node 11 to reach the source node but I the node 11 is
moved they do not have any path traced for node 11 that will make it difficult to communicate in
distributed network. Moreover ,the time CTS is sending the attackers are in wait to send the
identical CTS message so to have the data that is exchanging between the nodes or to stop the

communication.
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Figure 4.5 the sample network where the RTS and CTS attack occurred on node 1 an 8.

When the node sends the CTS packet to the source node the attackers try to attack to the source node

as they want to manipulate or hack the data.

In this sample network node 2 (attacker) is sending a CTS attack on the node 1 similarly node 10 is
sending the RTS attack .when this CTS attack is reached first the source node assumed that it is a
response to the RTS packet sent to node 8 and it accept the CTS message as there is no path defined
for the CTS packet.

This results in the attack to stop the communication as there is no vulnerabilities to attack taken by
the ARMAC protocol as similar hash codes can be used be the attacker to intrude into the

communication.
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Figure 4.6 sample network where the communication cannot be continued due to attacks (CTS)

When the CTS message was responding back from the destination node any other node (2) attacked
the node 1 with the same CTS message source node that do not have particular path to trace the
authentication of the node accepts the node 2 request assuming the it is the node with whom the pair

connection was requested.

So in this protocol the response for the CTS should be in a time frame to stop the attackers and

continue the communication.

These simulations show that the communication between the nodes stops due to attackers and

moreover it could also be stopped when the nodes moved from one place to another.

Moreover, the protocol have the habit of broadcasting the message to every other node that it is busy

it consumes a lot of time ,power and results in collision of packet and packet overhead.
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SRTS PRTOCOL SIMULATIONS: To observe the proposed methodology used for SRTS
protocol we similarly created a sample networks as done in the case of ARMAC to check the

working of protocol under same environment.
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Figure 4.7 sample network.

This is the simulated network that is created on the tool that have some nodes designed in circles that
have different transmission and carrier sense range. Communication between nodes was made using
both the protocol on the same network to check the results of the performance.

When the SRTS protocol was simulated on the network that has different transmission range.

To establish a connection between the nodes with SRTS protocol under same environment in which
the ARMAC worked we described the

Enter the source nodel
Enter destination node 8

The packet of request from the source to the destination contains the id of the sender, receiver and
intermediate together with the sequence number that is auto generated, so even if the intermediate
node moved we will have the proper id of the node that can be traced .Moreover, the sequence
number is auto generated then it will not help attackers as the sender and receiver know the whole
path from where data is communicated together with sequence number
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Figure 4.8 node 1 is sending the RTS to node 8

In the simulated network the nodes are trying to establishing connection with the node that is in the
transmission range with each other or by communicating through the intermediate nodes in
distributed networks.

Node 1 sends the request to pair message to the node 8 via the intermediate node 11.the format of
the packet include the (source-id, intermediate —id, destination-id, sequence number) which contains
the id of the whole path that is needed to be followed and as the sequence umber is auto generated
each nodes knows what sequence number is on and respond accordingly.

When the node sends the request to pair it is the message that is send when to check that the
particular node is free and wants to communicate to the other node .the RTS message in the SRTS
protocol covers through the node 11 that is intermediate node to cover the communication in
distributed network, even if the nodell is moved they message contains the id of the node so they
can be traced to finally reach node 8 via node 11.
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Figure 4.9 sample network where RTS is traversing through the intermediate node 11.

In the simulated network node 1 is trying to establishing the connection with the node 8 ,the message
is traversing through the intermediate node to reach the node 8.

It contains the id of all the involved nodes with the sequence number to prevent the attacks that
could occur to stop the communication as when the attacker will send the request the node will know
the exact path with the sequence number that will not match so it will not respond to the packet
(attacker).

Unlike the ARMAC protocol they do not divide the particular bandwidth to sending and receiving
the packets as it limit the data carrying space .moreover, they do not broadcast the message of busy
in communication to every other node of the range as it waste lot of time and power and results in
high number of collisions.

Before starting the communication the SRTS protocol check the noise ratio of the network if some
concurrent transmission is going on and if the SNR>60 then the adjacent nodes cannot communicate.

The node that is under communication blocks itself for the particular period of time when the
communication is on and if the destination node does not respond back the timer is turned off and
the node can communicate with other nodes.
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Figure4.10 node 8 is sending the CTS and node 2 and 10 are sending the CTS and RTS attacks

After receiving the request to send message from the source node 1 ,if the destination node is free
and want to get involved in the communication respond to the message using the same clear to send
message using the same path directed by the source node in the same format.

As it is clear the destination node 8 is responding to the message by the source node by sending the
CTS using the same format of source-id, intermediate-id, destination-id, sequence number, but here
the sequence number is turned into 2 as it is auto generated for the next level of communication.

When the node 8 is sending the CTS some other nodes (attackers) who want to stop the
communication or manipulate the data also send the RTS Attack and CTS attack so that the source
node assumes that this is the real message node and pair with that node, but as the path decided is
known by both the nodes they cannot with their ids, so id any attacker will attack the node knows
that this message do not contain the path ids together with the sequence number that it should
contain so it will not respond to the attacker and remain blocked for them to continue the
communication between the nodes.

33



1[][] T T T T T T T T T

80

80

70

60

50

40

30

20

10

D | | | | | | | 1 |
0 10 20 30 40 50 60 70 g0 90 100

Figure 4.11 sample network where the attackers are blocked to continue the comunication.

When the node 8 is sending the CTS some other nodes (attackers) who want to stop the
communication or manipulate the data also send the RTS Attack and CTS attack so that the source
node assumes that this is the real message node and pair with that node, but as the path decided is
known by both the nodes they cannot with their ids, so id any attacker will attack the node knows
that this message do not contain the path ids together with the sequence number that it should
contain so it will not respond to the attacker and remain blocked for them to continue the
communication between the nodes.

It is clear feom the sample network that the nodes of the attackers node 2 and 10 is blocked by the
nodes tat are in communication as they could not succeed in attacking the nodes as their path id and
the sequence number did not match and was easy to identify that they are not the autthorised nodes .

In this way if any attack comes in front of communication they can be dealed and the ongoing
transmission is not affected.
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Figure 4.12 sample network where data attack is done on the nodes.

When the source node gets the CTS message from the destination node they start transmission of
data between the nodes so again the data attack is done by some node so that they can access the
transmission going but as similarly the path ids and the sequence number is not matching the nodes
get it identified that they are not the authorized node and block them. In this way the data is sent to
the transmitting nodes successfully without the data being manipulated
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Figure 4.13 sample network where ACK message is sent by the destination node 8

When the data attack is blocked by the nodes the data is transmitted without any problem .The
communication between the nodes being smooth and when the data is all transmitted to the
destination node ,it reply to the source node with the ACK message to acknowledge him with the
data being received.

In this way the whole process of communication is made possible in the SRTS protocol. They not
only work on the transmission of nodes but also on the securing the connections from the RTS and
CTS attacks.

Unlike the ARMAC protocol they do not have a habit of broadcasting the packet that helps to reduce
the packet overhead and power consumption with no time wastage .The pattern of sequence number
with the ids used by the nodes help them to secure the network from the attackers .

So when the attackers are dealt with the time the mechanism is completed on time and the attacks are
resolved with low number of collision.
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When the simulation worked on both the protocols there was different results for both the scenario
they were:

1. Time required during the mechanism:

Time Elapsed
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Figure 4.14 the time required for the communication between nodes.

The objectives of the SRTS protocol described that it will require less time as compare to the
ARMAC protocol .Now it is shown in the figure that the time spent on transmitting the data
between two nodes is less in the SRTS protocol(2) than in ARMAC protocol(1).

The reason of more time required in the ARNAC was that they used to broadcast the message before
transmission to every other node before transmission to acknowledge them that they are involved in
the transmission this lads to wastage of time moreover they did not considered the intermediate
nodes due to their limitation to work on distributed network .but in the reverse SRTS protocol have
no habit of transmitting the broadcast message as it blocks the node for the time of transmission so
that no other node can communicate to that node. Moreover, they have defined a particular path that
is needed to be followed for the transmission of data with includes the id of the sender, receiver,
intermediate nodes together with the sequence number that is auto generated this leads to less time
wastage in the transmission then in the ARMAC protocol.
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2.

Packet Overhead:

Packet Overheads
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Figure 4.15 packet overheads

SRTS protocol promised to provide reduce number of packet overheads in the objectives and as
shown in the above figure for the particular simulation created on the network the no of packet
overheads is different for both the protocols. The ARMAC protocol has high number of packet
overhead (1) than (2) in SRT protocol.

The number of packets generated in the particular time frame defines the packet overhead ,As we
know that the ARMAC protocol have the habit of broadcasting of the message before transmission
so he number of packets are generated to acknowledge every node together the transmission packets
are also generated this results in huge number of packet generation that also results in more number
collisions .But in the SRTS protocol they do not broadcast the message so the number of packet
generation is low as only those packets are generated that are for the communication process and the
packets generated are the resultant of the packets that are generated in the initial of transmission so
the chance of packet overhead and the packet collision is very low.
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3. Power consumption
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Figure 4.16 power consumption of the ARMAC (1) is more than SRTS (2)

When both the protocols were simulated using the same simulated environment than as the
methodology described by both the protocols, The ARMAC protocol have the habit of broadcasting
the packet of transmission to every other node that the node is busy ,a lot amount of power is wasted
in sending the packets and in waiting for the response from the nodes .moreover they have described
the bandwidth of each packet to send or receive so adjusting the message according to the given
format also involves a lot of power. But in the SRTS protocol the methodology do not have the habit
of broadcasting the packet as it blocks the node that is in communication so that if any other node
tries to pair find the node block understand that it is busy in the communication ,this reduces the
amount of power required that could e used in the transmission mechanism.

So it is shown in the figure that the power consumption is less in SRTS than ARMAC because of the
specified reasons
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4 COLLISIONS:
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Figure 4.17 shows the packet collision rate is high in ARMAC (1) than in SRTS (2)

When in the simulated network the nodes try to establish the connection they send the packets for
request and data packets that sometimes collide with each other or with the other packets of the
nodes that are attacking or communicating with other nodes.

The reason of collision of packet may be high packet overhead ,reason of high rate of collisions in
ARMAC is due to the reason of broadcasting of packet if the broadcast is done there are large
number of packet generated and high number of packet is for the communicating parties that result
in the collision of packet and data loss. But in the SRTS protocol the broadcast s not done and only
the packets that are involved in the transmission are generated and even that are single sided and any
attacker’s nodes message is blocked so the collision rate is low as compared to the base protocol.

Thus, this is the result of high collisions in the network so the 1 have high collision rate than 2.
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5.Successful completion:
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Figure 7.18 shows the number of successful communication between the two methods.

When the protocols were run on the simulated network with the described methodology the
simulated environment contained many attacker node and complication to test both the protocols
using the same scenario both the protocols worked according to their methodology that result in no
successful completion in the ARMAC protocol as they could not handle the attack tat was tried to
stop the communication and the attacker successes in stopping and manipulating the transmission
this resulted in stopping the communication and no successful completion is there because the nodes
paired could not complete the transfer. But in the SRTS protocol the attackers were resolved and that
could not influence the ongoing transmission and the nodes paired and completed the transfer
without any problem.

So the successful completion shows that the transmission is completed with smooth and problems
got resolved in time so the ARMAC was not successful for the particular simulation than SRTS.
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6. ACCURACY:
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Figure 7.19 shows the time with accuracy ratio for the accuracy of methods
The accuracy of any protocol can be described when it is completed within the time frame with the
defined methodology without any problem the SRTS protocol works with the full accuracy and it

provide the successful communication within the time frame so that any problem is not do not stop
the connection by resolving the attacks
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CHAPTER S
CONCLUSION AND FUTURE SCOPE

The research proposed in this paper mainly focus on solving the hidden and exposed terminal
problems by working on the limitation of ARMAC protocol that used attachment coding for

resolving the problem to provide concurrent transmission.

The methodology defined in the paper will be efficient not only to resolve the problem of hidden and
exposed node but will also work upon various attacks that occur during transmission The research
work mainly focuses on solving the problem regarding many attacks which includes RTS/CTS

attacks.

AR-MAC is very effective in solving Hidden Terminal and Exposed Terminal Problem but due to its
limitations and problems which is stated in upper section changes are required. Few changes what is
proposed to avoid all the limitations and fulfilling the objective are, first, RTS/CTS should contain
the id of sender and receiver with a sequence number. Second, if there is any node send RTS or
Received RTS should be blocked for other transmission till ACK is received. Third, RTS should all
intermediate node ids in message packet and CTS should be responded back to same sequence.
Fourth, always select the RTS with lowest Sequence. The procedure explained in this thesis work
avoids during attacks and as the procedure does not have to broadcast messages the control packet
transmission is limited and as limited packets power consumption and time also be limited. As the
protocol restricts the individual nodes, it can work on any network without any restriction as the

sequence number is auto-generated thereby solving the many attacks problem.

Though there are various protocols and mechanism researched so far for the solution of this problem
but the RTS —CTS mechanism was the primary effort started by researchers so any progress in this
area will not only make it more worthy for the solution of the problem but also defines an proficient
way to resolve the problem considering the attacks that occur nowadays during transmission .So it
uses the basic technique defined with more modification to provide better communication with no
data loss and jamming. so the future scope lies that this protocol will help to provide the better
communications in MANETS and with secure connection with no data loss. The future scope also
includes that the methodology checks the SNR ratio before transmission so it does not allow if the
SNR ratio of their adjacent nodes is more than 60 that provides an area for research to be done in
future to provide adjacent nodes the privilege for concurrent transmission.
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CHAPTER 7
APPENDIX (GLOSSARY OF TERMS)

This chapter of the report includes all the definitions of the terminology used in the research work
so that a clear understanding of the concept is developed .Some of the important terminologies need
to know before the definition of my problem are:

Request To Send: This is a request command sent by the terminal to another terminal before
establishing the connection .This request clarify that the node is not busy and is interested in the
pairing for communication, the respond for the pairing is giving by the CTS command to the other
node to declare that the node is not busy and ready for communication.

This RTS process helps in establishing a smooth connection between the nodes and help to reduce
the false blocking so that those nodes that are ideal can be paired for communication and also helps
in solving the hidden node problem.

Clear To Send: This is respond command sent by the destination node to the source node in
response to the RTS request sent by it. This command defines that the node is clear and is not
involved in any other transmission.

After getting the response from the destination node, the source node sends a data packet for the
transmission of data in this way the communication is established between two nodes by prior
identification that nodes are free and interested for transmission; this is the mechanism of CSMA.
Data packet: This is the packet that contains the data for communication that is sent after the CTS
command given by the destination node .Data packet is sent only after the secure connection is
established between the nodes and the way of transfer between the nodes varies for different
protocols. When data has to be transmitted, it is broken down into similar structures of data, which
are reassembled to the original data chunk once they reach their destination.

Acknowledgment: This is a command sent by the destination node to acknowledge that it received
all the data sent by the source node moreover it also describe that whole complete data is sent
without any packet loss.

When this command is received by the source node it stop sending the packets and realize that data
IS sent to the destination.

Carrier Sense Multiple Access: This is the mechanism defined to resolve the hidden and exposed

terminal problem .It includes all request to send, clear to send, data and acknowledge packet.
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This mechanism used to sense the nodes before establishing the connection so the hidden problem
do not occur and moreover the virtual jamming and false blocking is also not addressed while
communication.

Cell: It is area in which the node can sense the other nodes for transmission. In wireless telephony, a
cell is the geographical area covered by a cellular telephone transmitter. The transmitter facility itself
is called the cell site. In Manets the cell range can vary from mile to twenty mile moreover it also
depends upon the transmission range of the nodes.

ARMAC protocol: This is the protocol of the base paper that is chosen for the research work .The
protocol works on the exposed nodes to provide the concurrent transmission by using the concept of
attachment coding by diving the bandwidth of each RTS and CTS packet together with the hash-
codes .The paper is efficient for the solving the problem using the basic RTS/CTS mechanism but
they had various limitations that is addressed in this research work to make it more proficient to

provide the solution of the problem.

S-RTS protocol: this is the protocol defined in the research work that works on the limitations of the
ARMAC protocol moreover it also works on some criteria like security, time and performance. It is
the modification of the ARMAC protocol so to provide better connection between the nodes with
more security .Details of the protocol is explained in the objectives and research work covered.
Hidden node: The node is called hidden when they are not in the transmission range of each other
and they cannot sense the other node .Because of this when they try to communicate to the same
node they create collision of packet because they transmit at same time moreover as they are hidden
to each other they do not know the reason of collision and they create the jam on the network.
Exposed node: the nodes are said to be exposed when the node is trying to communicate to the other
node but they cannot because the node is in communication with other node or the nodes of the same
cell are in communication that do not allow the concurrent transmission.

RTS Attacks: It is a kind of attack that is done on the node in which the attacker acts like a source
node who tries to communicate by sending the false data packet or by intentionally blocking the
node that is false blocking so that it cannot pair with any other node .It can also act as a node so the
source node get confused from where the request are emerging and accept the request.

CTS Attack :It is a kind of attack in which the node send a CTS command to one of the source node
that are trying to communicate so that the node accept the request and share the data with the
unauthorized node .This is mainly done to stop the communication and even to manipulate the data

sent between the two nodes.

47



Data attack: this attack is done when some other node that is not involved in the transmission tries
to send the data to the destination data. As we know the data sent by the attacker is not valid so
before the data from the true source nodes arrives the attacker send the data from false node so to
corrupt the communication with invalid data transfer.

Acknowledgment attack: This is done when some other node (attacker) sends the acknowledge
message to the source nodes declaring the data has been received so that source node can be
acknowledge and stop sending data packets .This is done mainly o stop the transfer of data packets
and to create a jam as the destination node is engaged and waiting for the data packet but the source

node is acknowledged about data transfer is complete.
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