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ABSTRACT

Cloud Computing, which once provided locally has seen a technical and cultural shift of
computing service provision to being provided remotely, and en-masse, by third-party
service providers. The data has now been placed under the protection of the service
provider that was once placed under the security domain of the service user. Our data is
no longer kept under our own watchful eyes as we have lost control over the protection of
our own data at the hands of cloud service providers. While Cloud computing relieves
various organizations from the burden of the data management and storage costs, security
in general and the malicious insider threats in particular is the main concern in cloud
environments. Insider threat has become a serious security issue within the organizations.
The problem of insider threats has been analyzed in this dissertation and work has been
done towards the detection and conception of strategies to solve these malicious insider

threats.
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STRUCTURE OF REPORT

Chapter 1 - Introduction gives a brief history of cloud computing, its benefits, essential
characteristics, models and introduction to the security paradigm to understand the

problem definition.

Chapter 2 - Review of Literature gives a brief summary of the processes being followed

by various authors in selecting, sorting and describing extracted information.

Chapter 3 - Present Work contains Objectives that tell what has been intended to solve in
this dissertation. Research Methodology explains what methods are used and further
provides the subject matter and the topics which have been studied and discussed,

parameters for what will be talked about and what the dissertation covers.

Chapter 4 - Results & Discussions show and explain the end results of successful

implementation.
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Chapter 1
INTRODUCTION

1.1 History of Cloud Computing

Cloud Computing (CC) is a new term given to a technological evolution of distributed
computing and grid computing. CC has been evolving over a period of time and many
companies are finding it interesting to use. Without the development of ARPANET
(Advance Research Projects Agency Network) by J.C.R.Licklider in 1960's and many
other researchers who dreamt of improving the interconnection of systems, CC would
never have come into existence. The advent of ARPANET, which helped to connect (for
sharing, transferring, etc.) a group of computers [1], lead to the invention of Internet
(where bridging the gap between systems became easy). This Internet helped to accelerate
multifarious activities such as human interaction (social media, instant messaging, etc.),

business needs of an organization (online shopping, financial services, etc.).

Further advancement in this area of Internet resulted in development of Applications
Service Provision (ASP), grid and utility computing and cloud computing [1]. CC
introduced a new paradigm which changed the traditional interconnection of systems to a

pool of shared resources that can be accessed through internet.

1.2 Defining The Term Cloud Computing

Cloud computing is internet based where shared resources; software and information are
provided to computers and other devices on-demand. Cloud computing is a new
computing paradigm that attracted many users, businesses, and governments all over the
world. Cloud computing, being the buzz word of the IT industry is the future of the
computing. Cloud computing is the most demanded because of its performance, high
availability and low cost. According to the National Institute of Standards and

Technology (NIST), Cloud computing has been defined as:

“Cloud computing is a model for enabling convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage,

applications, and services) that can be rapidly provisioned and released with minimal
1



The Malicious Insiders Threat In The Cloud

management effort or service provider interaction. This cloud model promotes
availability and is composed of five essential characteristics, three service models, and

four deployment models.” [15]
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Figure 1 — “Visual Model of NIST Working Definition of Cloud Computing”.

The above definition clearly states that Cloud Computing helps in minimizing an
organization's expenditure towards managing resources and also reduces the burden of
maintaining software or hardware by its user. When burden of management, maintaining
a software/hardware is reduced, the companies’ expenditure and time spent towards
infrastructure management is reduced and time saved can be utilized in doing some
creative work. This is a huge advantage for users/organizations, which not only saves

time but also boosts the performance of company by saving time spent on infrastructure.

1.3 Benefits of Cloud Computing
Some common benefits of Cloud Computing are -
e Reduced Cost: Since cloud technology is implemented incrementally, it saves
organizations total expenditure.
¢ Increased Storage: When compared to private computer systems, huge amounts of

data can be stored than usual.
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Flexibility: Compared to traditional computing methods, cloud computing allows
an entire organizational segment or portion of it to be outsourced.

Greater mobility: Accessing information, whenever and wherever needed unlike
traditional systems (storing data in personal computers and accessing only when
near it).

Shift of IT focus: Organizations can focus on innovation (i.e., implementing new
products strategies in organization) rather than worrying about maintenance issues

such as software updates or computing issues.

1.4 Essential Characteristics

A comprehensive list of the “essential characteristics” is given below -

1.

© N o 0o B~ w DN

On-demand self service
Broad network access
Rapid Elasticity
Pay-per-use
Connectivity

Resource pooling
Abstracted infrastructure

Little or no commitment

1.5 Service Models

Software as a Service (SaaS)

A SaaS provider typically hosts and manages a given application in their own data centre

and makes it available to multiple tenants and users over the Web. Some SaaS providers

run on another cloud provider’s PaaS or IaaS service offerings. Oracle CRM On Demand,

Salesforce.com, and Netsuite are some of the well-known SaaS examples.

The applications are accessible from various client devices through either a thin client

interface, such as a web browser (e.g., web-based email), or a program interface.

Platform as a Service (PaaS)

Platform as a Service (PaaS) is an application development and deployment platform

delivered as a service to developers over the Web. It facilitates development and

deployment of applications without the cost and complexity of buying and managing the

3
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underlying infrastructure, providing all of the facilities required to support the complete
life cycle of building and delivering web applications and services entirely available from
the Internet.

This platform consists of infrastructure software, and typically includes a database,
middleware and development tools. A virtualized and clustered grid computing

architecture is often the basis for this infrastructure software.

Infrastructure as a Service (l1aaS)

Infrastructure as a Service (laaS) is the delivery of hardware (server, storage and
network), and associated software (operating systems virtualization technology, file
system), as a service. It is an evolution of traditional hosting that does not require any
long term commitment and allows users to provision resources on demand.

Unlike PaaS services, the laaS provider does very little management other than keep the
data centre operational and users must deploy and manage the software services
themselves - just the way they would in their own data centre. Amazon Web Services
Elastic Compute Cloud (EC2) and Secure Storage Service (S3) are examples of laaS

offerings.

Definition | Examples
Applications that are enabled for the cloud | « Google Docs

Supports an architecture that can run multiple | » MobileMe
instances of itself regardless of location |, 7ok

Stateless application architecture
maturingl Monthly subscription-based pricing model

Software
A platform that enables developers to write | - Microsoft Azure
applications that run on the cloud |, Google App Engine
A platform would usually have several | ¢
nascent application services available for quick '

Platform deployment

A highly scaled redundant and shared | « Amazon EC2, 53, elc.

computing infrastructure accessible | .
evolving using Internet technologies Hacf&space Mmf"’ offering
Infrastructure Consists of servers, storage, security, » Sun’s cloud services

(servers, storage, databases) databases, and other peripherals |  Terremark cloud offering

Figure 2 — Cloud Service Models
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1.6 Deployment Models

Private cloud: In a private cloud, the infrastructure for implementing the cloud is
controlled completely by a single organization (e.g., enterprise). Typically, private clouds
are implemented in the enterprise’s data centre and managed by internal resources. A
private cloud maintains all corporate data in resources under the control of the legal and

contractual umbrella of the organization.

Community cloud: The cloud infrastructure is provisioned for exclusive use by a
specific community of consumers from organizations that have shared concerns (e.g.,
mission, security requirements, policy, and compliance considerations). It may be owned,
managed, and operated by one or more of the organizations in the community, a third

party, or some combination of them, and it may exist on or off premises.

Public cloud: In a public cloud, external organizations provide the infrastructure and
management required to implement the cloud. It may be owned, managed, and operated
by a business, academic, or government organization, or some combination of them. It
exists on the premises of the cloud provider. Public clouds dramatically simplify
implementation and are typically billed based on usage. This transfers the cost from a
capital expenditure to an operational expense and can quickly be scaled to meet the

organization’s needs.

Hybrid cloud: The hybrid model may combine the best of the public and private cloud
models that remain unique entities, but are bound together by standardized or proprietary
technology that enables data and application portability (e.g., cloud bursting for load
balancing between clouds).

The Cloud Computing model offers the promise of massive cost savings combined with
increased IT agility. However, cloud computing technology challenges many traditional
approaches to datacenter and enterprise application design and management. Cloud
computing is currently faced by barriers like security, interoperability, and portability

which hamper its broader adoption [15].
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1.7 Importance of Security In Cloud Computing

Security is one of the most important issues which hamper the growth of cloud. The idea
of delivering important data to another company is worrisome; such that the consumers
need to be vigilant in understanding the risks of data breaches in this new environment.
Regardless of the technical and operational countermeasures deployed in an
infrastructure, defending against accidental or malicious human actions is difficult to do.
The insider threat affects almost every infrastructure and remains an issue till date.

In the context of cloud computing, “a malicious insider with access to cloud resources can
cause considerably more damage to the organization”. Furthermore, as the attack can
affect a large number of cloud users, the impact of such attack will be vital.

Malicious Insider Threat is #3 in the Cloud Security Alliance (CSA) top threats list.
[19]

Firewall / E'
Provider logging \ Client logging

prediction/detection

Automatically switchable
W geo redundant backup ——p Cloud o
[_Separation of duties | dataceater
| Separation of duties | Encrypted data
cheanels
Cloud provider Connection to the
outsourcer U <>

Incider throat

prediction/detection

[ Malti-factor authentication | &

Figure 3 - Visualization of all security countermeasures versus insider threat.
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A malicious insider is an employee of the Cloud Service Provider who abuses his or her
position for information gain or for other nefarious purposes e.g. a disgruntled employee.

The threat of a malicious insider is well-known to most organizations.

This threat is amplified for consumers of cloud services by the convergence of IT services
and customers under a single management domain, combined with a general lack of

transparency into provider process and procedure.

To complicate matters, there’s usually very little or no visibility into the hiring standards
and practices for cloud employees. This kind of situation clearly creates an attractive
opportunity for an adversary - ranging from an amateur hacker, to organized crime, to
corporate espionage, or even nation-state sponsored intrusion. The extent of access
granted could enable such an adversary to reap confidential data or gain complete control

over the cloud services with little or no risk of detection.

The impact that malicious insiders can have on an organization is substantial, given their
level of access and ability to infiltrate organizations and assets. Brand damage, monetary
impact, and productivity losses are just some of the ways a malicious insider can affect an

operation.

As organizations adopt cloud services, the human element takes on an even more
profound importance. It is critical therefore that the consumers of cloud services
understand what providers are doing to detect and defend against the malicious insider
threat.

1.8 The Motives of A Malicious Insider

In reality, there are many different types of attackers with different reasons to attack

users. Some examples are -

e To steal valuable data - Hackers love to steal data as some data stored in the
internet are valued millions of dollars. With access to valuable data, they can then
generate revenue, for example, WikiLeaks.
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To cause controversy - Some attackers purely love the thrill and excitement of
causing chaos and the internet, and similarly the Cloud, is one of the best
mediums to target mainly because of the popularity of the internet as well as it
being more likely to steal data over the internet in comparison to a personal
computer system.

To get revenge - Former workers who were recently stripped of their position at
an organization may express their dissatisfaction by hacking the organization’s
network. When an organization makes use of the Cloud, this becomes all too easy
for the former employee and there have been many cases of this happening in the
real-world.

To help - A hacker, in contrast, may also try to help an organization by identifying
the security flaws in their system. A hacker may be confident enough to bypass
the existing security protocol and implant his or her own mechanisms to expose
the protocol.

To prove intellect and gain prestige - Attackers may also want to show off their
skills and gain prestige among their social skills if they were able to hack a large
organization with solid security mechanisms. Some hackers make a career out of
hacking organizations.

Avre just curious - Some hackers are curious to learn something about a company
and/or organization. These kinds of hackers don’t usually have malicious intent as
they may not be aware of breaking security rules however it does not mean these

hackers are less dangerous whatsoever.
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Chapter 2
REVIEW OF LITERATURE

Collecting Data From Literature

To identify which areas of cloud computing security need more research, initially CC
challenges are found by searching the literature. Literature review is used to find all
available data relevant to a particular research area, for collecting information to satisfy
our questions. Based on the information gathered from literature review, an analysis was
employed to develop general explanations. This helped to identify the key concepts, terms
and also resources used by other researchers. This data is used to develop alternative
designs or find out need for further research so as to develop appropriate mitigation

strategies for the problem.

Literature review using online databases involves a series of steps -
I.  Identifying the keywords for the topic.
ii.  Creating a list of possible search terms.
iii.  Using search engines, electronic databases to find information.

iv.  Modify the list of terms and repeat step iii.

Magklaras et al. [13] have presented the concept of an “insider threat specification
language” that enables analytical description of the actions of a malevolent insider, so as

to detect such actions and tie them to suspicious insiders.

Francisco Rocha [16] from School of Computing Science, Newcastle University used
the technique of deploying integrity-protected virtual machine monitors (VMMs), a.k.a.,
hypervisors.
e Respect security design requirements.
e For the malicious insider threat ensure that the principle of least privilege is
respected in the memory access model used for the management VM.
Also, he used trustworthy computing to provide integrity measurements of hypervisors to

remote clients.
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e Integrity measurement, cryptographic hash of software/binary code.
e Remote attestation enables a verifier to establish trust in an initially untrusted
platform.
The shortcoming is that it only protects inter-vm communication; hence the rest of a

virtual machine's memory is still vulnerable to attack.

Greitzer et al. [6] advocate a predictive model that identifies several weighted indicators
of insider risk. They discuss development of a reasoning system to integrate multiple data

sources and help analysts identify high-risk events.

William R Claycomb et al. [3] have discussed the common notion of a cloud insider as a
rogue administrator of a service provider. They have presented two additional cloud
related insider risks: the insider who exploits a cloud-related vulnerability to steal
information from a cloud system, and the insider who uses cloud systems to carry out an
attack on an employer’s local resources. They also characterize a hierarchy of
administrators within cloud service providers, give examples of attacks from real insider
threat cases, and show how the nature of cloud systems architectures enables attacks to

succeed.

Md. Tanzim Khorshed et al. [14] boast that cloud computing helps reduces cost of
services and improves business outcomes. But to market this and popularize its use by IT
user community, there are many security risks to be solved. They also mentioned that the
cloud services pose an attractive target to cyber-attacks and criminal activities as these
services have information from many organizations and individuals stored in their

repositories.

The authors perform a survey in cloud computing to find out gaps and security concerns

and mentions five common types of attacks:

i.  Denial of service: In this type of attack the attacker prevents the legitimate user

from accessing his resources,

10
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ii.  Malicious insider attacks: This type of attack the attacker is an insider. This
person can easily gain access to sensitive user information namely: passwords,

cryptographic keys, etc.

iii.  Cross virtual machine side channel attacks: Is the type of attack in which attacker
resides in the same physical hardware as that of the target virtual machine and

gains access to his sensitive information,

iv.  Phishing attacks: In this type of attacks the attacker sends links to the target user
through email or instant messages. These links look as if they were sent by a
trusted party but through this links the attacker can gain access to user sensitive

information,

v.  Attacks targeting shared memory: The shared memory between the user and the

attacker is used to perform unwanted, unauthorized actions.

They proposed a method for automatic identification of these attacks, tested its
effectiveness by simulating attacks in a real, actual cloud setup. The design of this model,
they say, is based on machine learning models. Various models are considered and a

support vector machine (SVM) is able to detect maximum attacks.

In the end, the authors conclude that their results are outcomes of simulation and express
that there can be difference in depth, volume and intensity of attacks in simulation as
compared to an actual environment. This leaves us an impression that the method
proposed still needs real world experimentation and hence, the attacks mentioned in this

paper are still a threat in CC environment.

Miltiadis Kandias et al. [11] deal with the insider threat in the cloud environment. An
insider attack in the cloud is easier to perform and has far greater impact than an attack in
a traditional infrastructure. At the same time, detection and identification of the physical
entity that performed the attack remains challenging. They address the problem in a

holistic way by differentiating between the two possible scenarios —

I.  “Defending against a malicious insider working for the cloud provider”, and
il.  “Defending against an insider working for an organization which chooses to
outsource parts or the whole IT infrastructure into the cloud.”
11
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They identify the potential problems for each scenario and propose the appropriate
countermeasures, for both the cloud clients and providers, for each insider scenario in an
effort to mitigate the problem. Solving the insider threat requires a large number of
countermeasures, to be implemented by both cloud providers and clients.

Popovi and Hocenski [12] discussed security issues, requirements and challenges that

cloud service providers (CSP) need to address in cloud engineering:

i.  Security issues describe the problems encountered during implementation of cloud
computing (CC).

Ii.  Security standards provide some security templates, which are mandatory for
cloud service providers. The Open Visualization Format (OVF) is a standard for
creating new business models that help the company to sell a product on premises,
on demand, or in a hybrid deployment model.

iii.  Security management models are designed based on the security standards and

best practices.

Maggi and Zanero [7] addressed countermeasures (anti-viruses, intrusion detection
systems) developed to mitigate well-known security threats. The focus is mainly on
anomaly-based approaches which are mostly suited for modern protection tools and not
for intrusion detectors. The pattern-based changes (example: from thin client connected to
the main frame or powerful workstations connecting to thin clients) are observed, which
cause some simultaneous changes in work environment and new problems to security of
CC.

Subashini and Kavitha [17] dealt with the security risks faced in the CC. They provided
empirical evidence on security risks and issues encountered during deployment of service
delivery models in an organization. The service models are placed in cloud and the
empirical validation was made in order to justify the safety of the environment. Security
was the main issue while there were also complications with data protection and data

privacy in a continuous manner that affected the market.

Eystein Mathisen [5] discusses some key security issues of cloud computing (policy,

software and hardware security) and techniques implemented to reduce the risk. The
12
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author expresses that usage of CC will increase in near future and more companies will
share their information to cloud servers, which could attract large groups of hackers. He
also says that in future there are possibilities for interoperability and data lock-in issues,
which can be reduced by using open standards from the time of CC adoption. The author
concluded by saying that security is always addressed late while adopting CC and also
mentioned that security standards are still missing for CC. If an organization wishes to
shift to CC but is reluctant due to lack of proper measures or standards, it can refer to
Open Cloud Manifesto which is the largest initiative surrounding open standards. These
standards are restrictive and so most companies do not wish to follow the Open Cloud

Manifesto standards.

Iliana lankoulova et al. [9] have performed a systematic review to identify which
security requirements need to be further researched. To find that, the authors used an
existing model with 9 sub-factors namely: access control, attack/harm detection, non-
repudiation, integrity, security auditing, physical protection, privacy and confidentiality,
recovery and prosecution to categorize their findings. From this review, they found that
nonrepudiation, physical protection, recovery and prosecution are the least researched in
security areas. Integrity, access control and security auditing are the most popular areas.
A surprising finding in their review is that privacy and confidentiality had been observed
only in 7% publications. In addition to security requirements, solutions to these identified

challenges were also mentioned.

Bishop and Gates [2] defined an insider based on violation of a security policy using
legitimate access and violation of an access control policy by obtaining unauthorized
access. In the first case, the insiders perform some actions that is opposing to the security
policy using their legitimate access. When the insiders have legitimate access to the data
or resources and use that eligibility to provide the information to someone who does not
have access or to deny access to someone who does have access. In the second case, the
insiders misuse their eligibility to extend their privileges that enable them to break both
the access control and security policies. They are considered key and trusted assets and
are eligible the highest possible privileges for the systems they own. Excessive and
unnecessary privileges can lead system owners to act in the way they please with very

little restrictions and accountability [18].

13
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Ertaul et al. [4] mentioned CC's features like reduced total cost of ownership, scalability
and competitive differentiation. They claim CC also minimizes complexity and provides
faster and easier acquisition of services to customers. Virtualization is the technique used
to deal with quality of service (QOS). Usage of CC is considered to be unsafe in an
organization. For dealing with this type of situation, they investigated a few major
security issues with CC and also existing countermeasures to those security challenges.
Advantages for implementing CC from a different point of view are also discussed. They
also stated that some standards are required in CC for security.

Farhan Bashir Shaikh et al. [8] include information regarding vulnerable security
threats from 11 articles. The authors tabulated their findings i.e., problem discussed and
technique used to solve the problem in their paper. But in the end, they conclude
expressing that cloud computing from user perspective is suffering from numerous

security threats. This, they say, is the only worth mentioning disadvantage in CC.

They also list out the following as key concerns in their point of view:

I.  Users’ authentication: User authentication process must be improvised to ensure
that malicious users do not get access to powerful computing systems in CC.

ii. Leakage of data or Data loss: Data can be at risk if an unauthorized person gains
access to shared pool of resources and deletes or modifies data. This risk can
increase further if there exists no backup for that data.

iii.  Clients’ trust: There must be strong authentication practices implemented to
ensure that the clients’ data is being protected from unauthorized access.

iv.  Malicious users handling: Malicious users can be attackers using cloud services
with a malicious intent or an insider who has gained the trust of company but
works to gain access to sensitive information stored in cloud.

v.  Hijacking of sessions: These kinds of attacks happen when a legitimate user is
prone to phishing or insecure application interfaces that can be exploited by
attackers. Through this kind of attacks, attackers gain user credentials and hijack
legitimate users sessions.

vi.  Wrong usage of CC and its services: Cloud computing service providers give

access to try their cloud services for a limited period of time for free. Some users

14
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utilize this trial period to misuse the resources obtained through CC service

provider.

15
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Chapter 3
PRESENT WORK

3.1 Problem Formulation

This dissertation focusses on the malicious insider threat. A malicious insider threat to an
organization is a current or former employee, contractor, or other business partner who
has or had authorized access to an organization's network, system, or data and
intentionally exceeded or misused that access in a manner that negatively affected the
confidentiality, integrity, or availability of the organization's information or information
systems.

A malicious insider could be, for example, an administrator of the cloud that goes rogue
and as root access to the servers that compose the cloud. This type of attacker can violate
data confidentiality without the need of high technical skills. A malicious insider can steal
confidential data of the cloud user, so the user is mostly left with trusting the cloud
provider. Hence, it is worthwhile to formulate a security strategy which will enable the

Cloud providers and customers alike to fight against the threat of malicious insider.

3.2 Objectives of Dissertation

Since an insider attack in the cloud is easier to perform and has far greater impact than an
attack in any traditional infrastructure, hence this dissertation aims to identify the various
malicious insider threats faced during cloud computing, focusing specifically on the Rogue
Administrator Threat and thus, aims to find the solutions for the challenges that still do not
have proper mitigation strategies identified through the literature review.

The steps being done are mentioned below-
1. Studying the malicious insider threat in the cloud,
2. Detecting the malicious insiders present in the cloud, and
3. Preventing those malicious insiders from doing any nefarious activity inside the

cloud.

16
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3.3 Research Methodology

Studying The Context of The Problem

In order to study the problem, it is suggested that it should be studied in two distinct

contexts:

I. “Insider threat in the cloud provider”: Where the insider is a malicious employee
working for the cloud provider. He/she could cause great deal of damage to both the
provider and its customers. This is the worst-case scenario for both cloud providers
and cloud clients, i.e. a malicious system administrator working for the cloud
provider. Because of his/her business role in the cloud provider, the insider can use
his/her authorized user rights to access sensitive data.

ii. “Insider threat in the cloud outsourcer”: The insider is an employee of an
organization which has outsourced part or whole of its infrastructure on the cloud. In
this scenario, the insider is an employee of an organization, which has moved part (or
the whole) IT infrastructure into the cloud.

Though responsibilities may be different, there are few elementary differences between a
rogue administrator at the cloud provider and a rogue administrator within the customer
organization; both insiders have root access to systems and data, and both may employ
similar types of attacks to steal information.

For example, an administrator responsible for performing regular backups of the systems
where client resources are hosted (virtual machines, data stores) could exploit the fact that
he/she has access to backups and thus, exfiltrate sensitive user data. Detecting such
indirect access to data, can be a challenging task. Depending on the insider’s motives, the
result of such an attack in a cloud infrastructure will vary from data leakage to severe
corruption of the affected systems and data. Either way, the business impact for the

provider will be significant.

We also have Socio-Technical Approaches and Predictive Models [10]. “A socio-technical
approach to insider threats associated with cloud computing isn’t directly applicable from

the perspective of an organization concerned with the rogue administrator at the cloud
17
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provider, but it is helpful when looking for employees who exploit cloud weaknesses or use

the cloud against the employer”.

HR, Legal, Physical
Non-tech indicators

Timeline

Figure 4 - Opportunities for prevention, detection, and response for an insider attack.

Problem To Be Solved

In the existing works, the Malicious Insider (MI) attack techniques are only basically and
abstractly described. Without the proof of concept, the MI attacks are just theoretical
threats. Therefore, we need a different kind of solution for solving the malicious insider

threats.

Hence, the objective of this dissertation is to show that how we can stop any malicious

insider from stealing confidential data of the cloud user.

For understanding my proposed solution, we first need to understand the term “Rogue
Administrator”. The rogue administrator employed by a cloud provider is a cloud-related
insider. An attack often posited by this insider is theft of sensitive information, resulting in
loss of data confidentiality and/or integrity. The insider described by this threat may be
motivated financially, a common motivator for theft of intellectual property or fraud. But

another attack possibility to consider is IT sabotage, where an employee seeks to harm an
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employer’s IT infrastructure. Some may dismiss this type of crime in cloud environments,
where administrators work for the provider, not the customer organizations. However, this
should not be entirely discounted. Even if it is unlikely an insider has a grudge against the
victim organization, an insider’s a grudge against the cloud provider could result in harm to

a victim organization with the intention of damaging the cloud provider’s reputation.

Here, a cloud environment has been deployed in which the threat of Rogue Administrator
would be detected by performing the attacks stated below and solutions have been provided
so as to prevent further stealing of the users’ data. The attacks here show that how a
malicious insider can easily compromise passwords, files, and other confidential data. It is
assumed that the attacks are performed by a malicious insider who has root access to the

management of the servers that compose the cloud.

G =)

l ' Attack ‘ Techniques '

—// -

Figure 5 - Flowchart Showing How A Malicious Insider (Rogue Administrator) Can Get

Confidential Information of Cloud Users.

Performed Attacks

So, in this dissertation, | have provided the proof of concepts, showing three different types

of attacks and then providing their mitigation techniques too. The attacks are —
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i. Changing The Contents of Users’ Files,
ii. Obtaining The Private Keys of Users’ Encrypted Files, and

iii. Public Templates Poisoning.

Now, starting with the first attack technique, | have deployed a virtual cloud
environment in which the user can upload a file to his/her private cloud and if any
malicious insider, in our case, the rogue administrator makes any changes to the file, the
user will get a notification as a pop-up window that the file contents have been changed
along with a pop-up showing the list of changes too. Hence, the attack can be easily

detected by the cloud user.

Proceeding towards the second attack technique, the user also has the option of
encrypting his/her files using AES algorithm which provides added security. The user can
upload the file, either directly or by encrypting it with a private key. The key would also
be stored on the cloud server itself, so any malicious insider who has root level access
(administrator) can easily gain entry to the private key of users, decrypt the data and steal

vital information or make any changes not intended by the owner of the files.

Finally, the third attack technique demonstrates the attack on public template.
Employees who have access privilege to storage server or cloud management web
interface (Web Ul) can download the default public templates. Template poisoning attack
assumes the scenario when Malicious Insiders, who have enough privileges to access the
storage server or Cloud management Web Ul, download the template and deploy the
downloaded template in his/her private storage with the attempt to poison the template.
The poisoned template will be uploaded back into the Cloud. After the Malicious Insiders
successfully uploaded the poisoned template, the users’ data deployed from the poisoned

template is vulnerable to the Malicious Insiders.

Proposed Solution

| have created a virtual cloud environment in which the cloud is deployed locally in the
system itself. The three types of attacks shown above can be used by any malicious
insider to gain access to the users’ data. These attacks clearly demonstrate that it is

currently possible to violate the confidentiality of the cloud user’s data.
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The test environment was a single machine, with an Intel Core i7 Q740 Processor and 4
GB RAM. The machine had an emulated cloud infrastructure using Cloud Sim v 3.0.3.

There are 2 types of users of the system — administrator and users. The cloud server has a
mode of encryption using AES (Advanced Encryption Standard) in which a private key
is used for authentication and establishing secure channels with the clients.

I have used the concept of OTP (One Time Password) to tackle the problem of Rogue
Administrator as a malicious insider. Also, the malicious insider would not be able to
access the users’ data as a cloud-based rogue administrator would have access to the

encrypted data, but not the associated keys, and a local rogue administrator would have

access to the locally-stored keys, but not the encrypted data.
Techmques

i Attack

-'--

Figure 6 - Flowchart Showing How The Malicious Insider (Rogue Administrator) Threat

Can Be Mitigated Using My Proposed Solution.
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Chapter 4
RESULTS AND DISCUSSIONS

In this chapter, | have presented the attacks being performed by a malicious insider who has

root access to the management of the servers that compose the cloud.

No approach till now has offered a satisfactory path towards any solution for preventing or
solving this type of threat. Therefore, in order to tackle the problem, I have presented my

proposed solutions in the form of my implementation snapshots.

Firstly, we will register a user. So, here is the Registration Window for the user in this

Cloud Interface.

Registration Window

Unique UserID 4
Please Enter Your Desired Username atulay
Please Enter Your Desired Password AN
User Role ADMIN
ADMIN
Register |

—

Figure 7 - Registration Window.
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Figure 8 - Registration Successful.

After Registration, we will head towards the login window to gain access to the interface.

(&) LoGIN (=88] = ]

1

Figure 9 - Login Window.
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(£ LoGIN =W

LOGIN WINDOW

»
Username admin Message ﬂ

Password dnes 6 Welcome! Ticket Has Been Generated.

3

Login Register

Figure 10 - Login Successful.

(&) 106N l=l®] % |
LOGIN WINDOW
{ B
Username admin Message ﬂ
Password *raren 6 Invalid Username Or Password. Please Try Again.

| Register

Figure 11 - Login Failed.

Now, we have logged in as an administrator. Since the administrator has root level access,
so the panel has option of uploading files, viewing files, viewing the list of users as well as

their files.
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[£] Administrator Panel =@ % |

Figure 12 - Administrator Panel.

To view the list of all registered users (including administrator), click on View Users’ List.

Figure 13 - List of Users.
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Also, the administrator can view and delete individual user’s files too. There is an option of

viewing as well as deleting.

List of Files

EElectronic Banking.bdt
Key.txt

| ViewFile | Delete File | | Cancel |

Figure 14 - List of Files.

Now, I have shown the User Panel.

The users have the privilege to upload file, either in normal mode or in encrypted mode.
When uploaded normally, the user can view it without any password.

When encrypted, a key file is generated for viewing the file which can be accessed by the

local administrator but he would be unable to access the data.

Similarly, the cloud based administrator would be able to access the encrypted files but not

their associated keys.

For gaining access to the files, the user has to do a secure login by entering the OTP sent to

his/her registered email 1D.
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— .
{£| User Panel [E]M

Selectthe mode for File Data
O Encryption

() Normal

Path | Upload File |

| View

Figure 15 - User Panel.

2
|| User Panel

Select the mode for File Data
() Encryption

' (L) Normal

| -
Path | Upload File |

Figure 16 - Upload Mode For A User.
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(& Libraries
@ euey
(& computer

(& Network
Report.doc
Term Paper.doc

Figure 17 - Normal Upload Mode For A User.

Figure 18 - Normal Upload Complete.
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@ User Panel

Select the mode for File Data

Look In: [ﬁ Desktop

(&5 Libraries Electronic Banking.tt
(& Homegroup || Report.doc

@ euL@y Term Paper.doc

(& computer

(& Network

File Name: [ Electronic Banking.td

|
| Files of Type: [AII Files Q

M [ Cancel ]

Figure 19 - Encryption Mode Upload For A User.

Select the mode for File Data

® Encryption

(_J) Normal

Path Eesktop\EIectronic Banking.txt :

| Upload File l

o The File Has Been Succesfully Migrated To The Cloud.

(o]

Figure 20 - Encryption Mode Upload Complete.
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(2] User Panel (=)

Select the mode for File Data

(®) Encryption

(_) Normal

Path 'esktop\EIectronicBanking.txt‘ | Upload File I

Figure 21 - Associated Key Upload Successful.

When the user wants to view his/her file, he/she has to click on View File which opens a

pop-up for sending an OTP to the registered email ID.

o8] = |

(> o
|| Show Files

_ .

List of Files

Electronic Banking.txt
Key.bd

6 Sending The One Time Password To Your Registered Email ID!

Delete File

Figure 22 - Sending OTP.
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After the OTP is sent, the user gets a confirmation.

List of Files

Electronic Banking bd
Key.txt

OTP Sent Successfully To Your Registered Email ID.

ol

| ViewFile | | DeleteFile

Figure 23 - OTP Sent Successfully.

I have designed my code to send an OTP to the user’s registered email address.

OTP For Accessing File ¢ Inbox &
la ., atulaymahajan@gmail.com 4:23 PM (0 minutes ago) -
@ tome |~
Dear User,

Your One Time Password (OTP) Is YAST2tkfV8
For Your Own Data Security. Please Don't Disclose This OTP To Anyone.
This Will Help In Avoiding Any Threat To Your Data's Security In The Cloud.

- Click here to Reply or Forward
0 GB (0%) of 15 GB used Terms - Privacy
Manage Last account activity: Apr 13

Details

Figure 24 - OTP In Gmail.
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After getting the OTP in the registered email address, the user has to enter it in a pop-up.

Figure 25 - Enter OTP.

After entering the OTP, click on secure login to gain access to the file.

Figure 26 - OTP Verified Successfully.
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After Successful Secure Login, the user can access his/her data without the fear of any

Malicious Insider.

i~ IW

| %) S[&] =

Electronic banking, also known as Internet banking, ele

</ [
"— Save | l‘— Cancel i
- A

Figure 27 - Viewing File After Decryption.

If any user tries to access the file without decryption, it will appear as random characters

which cannot be understood by anyone as a private key is needed for decryption.
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List of Files

Electronic Banking.txt

Key.txt

RWmne1Abe3HC+cNh09liAHNNyWFMXnwowQYFKdW7
rMmk/EzLZKSTLNKFzIOKtYAODOFQ7 AWAANEr2fcY+Wd
1VbQeBNIi6vXEiaGx6xMDd3eSsZ6xUICH 1TmxglX6LhM
ufgKWNyuYpetBdULJhRH17CAvmjuFQhPHBMhQKI/B11
Fz8DTNp8aKR1CksozwKEN/ISTAIFVBI+TTOQj7q2qRu
12PJTSNjOWIINGZESMvyWKIpieHNnCuZDbzm5SLEuwZd
ntMPSjiitllQQt3fsinRoQ8ccYgF 1INpW+NXsdjbgeNIEGAe
mJsI3DQ+FZZeASnvsSMOR099J7NbwEds5SR4PM2yH
tHfuPaUraG1senoWrPelGNPpxothbVHQOXsZSIEh8K7 7
QLxtgd8y+WKEKO4MJA3LEF/8j)YMRSTKIiIRWeTx9yEXmE
10hBTaspAcrJzEcU1PU70Jfiijh7gOXYRZK3B3He7kIck.

0BagjvQUKX7nAFICZXoLMOy48Z0aqtl76wKJ11K7acTik
S8MHaAvIZXK9dbCrHFEJSrEfrOHBU=

Figure 28 - Viewing File Without Decryption.
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Chapter 5
CONCLUSION AND FUTURE SCOPE

Conclusion

Cloud Computing is a promising paradigm with growing acceptance, but there is still much
work to be done if we want to achieve holistic security in the cloud. This dissertation
demonstrated that an insider can violate data confidentiality without the need of high
technical skills. It also discussed the benefits of my current proposed solution for the

problem.

Malicious activity from within the Cloud provider system is tough to observe when there
are collusion and collaboration between multiple insiders and outsiders within the Cloud

environment.

The cloud computing with such great offering such as storage, infrastructure and
application designing capabilities on the go to the IT industry still fail to have proper
standards for interoperability with other cloud service providers. This failure to provide
concrete security standards, common underlying framework for data migration and global
standards for cloud interoperability, make the leading technology “the cloud computing”

still a vulnerable option for aspiring users.

Insider threats are a persistent and increasing problem. Insiders steadily continue to abuse
organizational trust in other ways, such as using cloud services to carry out attacks.
Organizations should know about vulnerabilities exposed by the utilization of cloud
services and mindful of the availability of cloud services to employees within the

organization.

Malicious insiders’ attacks that exist in the Cloud system pose a critical threat to the
organizations. With the flexibility of Cloud system, the malicious insiders can manipulate

the privileges access the sensitive information remotely.

In my opinion, if one is considering using the cloud, he/she should be certain to identify
what information would be put out in the cloud and what one needs to make sure it is

protected. Additionally, one should know the options in terms of what type of cloud would
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be best for one’s needs, what type of provider would be most useful, and what are the

reputation and responsibilities of the providers that one is considering before signing up.

Future Scope

Future research on cloud-related insider threats should focus on identifying and addressing
unique vulnerabilities posed by the use of cloud computing services. Hence, my future
work will focus on detailed implementation and analysis of insider threat prediction and
detection models for the cloud along with ways for the service providers to offer security as

a service within the cloud.

Furthermore, the implementation will enable us to measure the effectiveness of the
countermeasures proposed in above chapters in practice, and enhance/modify them

accordingly.
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