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ABSTRACT

According to United Nations, 66% of the global population will be living in urban cities
by 2025. It also reports that the consumption of material worldwide will be accelerated to
90 billion tonnes by 2050, contrasted to 40 billion tonnes in 2010. The planning
commission report (2014) India reveals that the waste generated is approximately 62
million tonnes (MT) per annum. It is projected that the population of India will be 1.82
billion by 2051, and the population of urban area will be 50% of the total population.
Considering the rise in the population, the waste will be expanding by 5% per year.
Therefore by 2047 the waste generated will be approximately 260 million tonnes per
annum. In present scenario, only 70% of waste is collected in India and the remaining
30% gets amalgamated with other debris or lost in the environment. Only 12.45% of the
garbage collected is treated, and the remaining is dumped in landfills which causes soil
deterioration, groundwater contamination, and air pollution. Solid Waste Management is
required for the collecting the solid waste generated by the individual residing in urban
cities and also helps to achieve the sustainable environment by collecting, transporting,
recycling and disposing the solid waste to reduce the harmful effects on the environment.
The amount of the waste is overflowing in the bins due to delay in collection at

appropriate time.

However, the information and communication technologies can have significant
impact on the solid waste management. The information and communication
technologies can provide a convenient way for addressing the waste management
challenges. The Internet of Things is one of the most suited technologies for solid waste
management because it provides for continual monitoring of bins from any remote area.
As the bins are located in an outdoor environment, the sensor node of bins need battery to
power up. The blockchain technology can also contribute to the solid waste management
by establishing the secured and transparent business model for providing the economic



benefits to the individual from the waste. The primary aim of this thesis is to implement
the Waste-to-Money model in the solid waste management with the assistance of
blockchain technology and Long Range (LoRa) network. The waste generated in a
community area is proposed to connect to the recycling unit through a cloud server to
monitor the waste and gain the value in terms of money based on the amount of waste

with blockchain technology.

To achieve the goal, the thesis is organized into four objectives. A customized
hardware has been designed and developed for the bins to communicate the sensory data
with the help of the LoRa communication protocol. The gateway is customized with and
ESP 8266 Wi-Fi, and LoRa communication protocol. The LoRa protocol is employed to
minimize the transmission cost, power consumption and enhances the transmission range
for the bins. To establish LoRa network with the bins and gateway, a FLoRa simulation
along with evaluation metrics like bit rate, time on air, receiver sensitivity, and link
budget are performed. The simulation and evaluation metrics concludes the optimal
parameters for the implementation of LoRa based system as Spreading factor 7, 125kHz
of bandwidth and code rate 4. The LoRa spreading factor is a parameter that influences
the spread out of data bits in an amount time and high spreading factor (i.e., 12) implies
the more spread out of data bits in a time. The amount of Forward Error Correction added
to LoRa packet is controlled by the LoRa code rate, higher code rate improves the
reliability of connectivity during interference presence. Bandwidth denotes the amount of
data transferred by LoRa communication in given time. A customized waste management
server is implemented to visualize and monitor the status of the bins through internet. The
waste management server has been designed to work with a lightweight blockchain that
establish a waste-to-money model on basis of real-time sensor data. The integration of
waste management server with lightweight blockchain is achieved with flask server and

local network.
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Chapter 1

Introduction

In this chapter, the overview of solid waste management is presented in detail along with
the significance of solid waste management and the impact of information and
communication technologies in solid waste management. This chapter also presents the

motivation, research objectives, and thesis organization.

1.1 Solid Waste

Solid waste is unusable solid material generated by human activities in residential,
industrial, or commercial sites. It is generated either from the product of manufacturing
processes or as a result of things or materials being disposed of after consumption in the
domestic or commercial domains. Figure 1.1 illustrates distinct kinds of solid waste
categorized based on hazardous and non-hazardous. Organic waste, agriculture waste, and
plastic waste fall under non-hazardous waste. The composition of waste is vital for
implementing waste management life cycles like collection, transportation, recycling, and
disposal (Bisinella et al., 2017). It also plays a crucial role in greenhouse gas emissions
(Ramachandra et al., 2018). Industrial waste, E-waste, nuclear waste, and bio-medical

waste are hazardous waste.

Solid waste
management

Non-hazardous Hazardous

Agriculture Plastic Industrial -
waste waste waste

Water

bottle
Electrical

# Toys " "
4 appliance Diagnosis

K sample
Plastic bag

Figure 1.1 Types of Solid Waste
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waste

Bio-medical
waste

Food waste

Electronics
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waste
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Figure 1.2 Composition Of Solid Waste in India (‘Solid Waste Management Rules Revised After 16

Years, Rules Now Extend to Urban and Industrial Areas’: Javadekar, n.d.)

The waste composition differs from one country to another country and from one
municipality to another municipality, urbanization, income level, and government
regulations (Abdel-Shafy & Mansour, 2018)(Nagpure, 2019). According to the press
information bureau, 2016 (How Can India’s Waste Problem See a Systemic Change? |
Economic and Political Weekly, n.d.), the composition of India's waste. The waste's
composition is classified into three categories: recyclable waste, organic waste, and
hazardous waste. Organic waste comprises of food, paper, wood, etc. Organic waste is the
highest generating waste in India (Figure 1.2), electronic waste (E-waste) and plastic waste
are categorized as recyclable waste. Organic waste is waste generated from the residents
and food restaurants (Kawai & Huong, 2017). Organic waste from the residents and food
restaurants is managed by the local municipal body. Recyclable waste is waste, in which
the waste is transformed into new material. Hazardous waste is a waste that has the
properties of causing damage to human health or the atmosphere. Hazardous waste is

produced from the industrial manufacturing process of waste to battery trash, or it can take



several forms, including liquids, and liquid gases (Saleh, 2016). Biomedical is waste from
the hospital environment like syringes, needles, diagnosis samples, drugs, medical devices,
etc. This waste is infectious and can spread infectious diseases (Datta et al., 2018).
Ineffectual supervision of organic waste results in the creation of airborne disease in an
open environment leads to contamination of water bodies and generates harmful gases due
to burning (Ayilara et al., 2020) (Rajendran et al., 2013).

Solid Waste Management is required to achieve sustainable metropolitan development
by collecting, transporting, and recycling the solid waste in advance for minimizing the
harmful effects on the environment and humans (THE 17 GOALS | Sustainable
Development, n.d.). The waste management process comprises the collection,
transportation, and deployment of different bins for disposing of waste and transportation

(figure 1.3). Recycling is the process of turning waste material into usable material.

MANAGEMENT

4
Disposal

Figure 1.3 Activities of Waste Management

According to United Nations, 66% of the global population will be living in urban cities
by 2025 in comparison to 54% currently inhabiting urban cities. It also reports that the
consumption of material in cities will be accelerated to nearly 90 billion tonnes by 2050,

contrasted to 40 billion tonnes in 2010 (The Weight of Cities | Resource Panel, n.d.).
3



According to World Bank research [14], 4.3 billion urban inhabitants will generate 2.2
billion tonnes of solid trash annually by 2025. The report reveals that high-income people
are generating a large quantity of waste than low-income. The Indian planning commission
report reveals that in 2014 the waste generated by India was 62 MT. It is projected, by the
year 2051 the population of India will be 1.82 billion and the population of urban India
will reach nearly 50% of the total population (Planning Commission Report. (2014).
Reports of the taskforce on waste to energy (Vol-l) (Retrieved from
http://planningcommission.nic.in/reports/genrep/rep_wte1205.pdf - Google Search, n.d.).
Considering the rise in the population, the waste will be increasing by 5% per year.
Therefore by 2047, the waste generated will be around 260 million tonnes per annum. To

dump this amount of waste, around 1400 Sq. Km area will be required (On, 2009).

In India, only 70% of waste is collected, and the remaining 30% gets amalgamated with
other debris or lost in the environment. Only 12.45% of the garbage collected is managed,
and the remaining is dumped in landfills, causing soil deterioration, groundwater
contamination, and air pollution. Urban local bodies in our country spend more than 70%
of their budget only for collecting waste and the remaining amount 30% is utilized for
transport (Kumar et al., 2017b). The challenges for solid waste management indicate the
immediate need for necessary action for upgrading the services of waste management
authorities, especially in the middle & low-income countries (Cheng & Hu, 2010). The
authorities are confronted with the challenges in optimizing the routing path of solid waste
which has a direct impact on operational cost, collection efficiencies, and pollutant
emissions (Tsai et al., 2020). Many studies have been undertaken for capacitated vehicle
routing problems to minimize pollutant emissions and cost (Guerrero et al., 2013) (Singh,
2012). Yet many investigations are considering only static data instead of real-time for
routing optimization. To solve the growing problems in solid waste management,
information and communication technologies can play a vital role due to the increasing
need for automation in data processing, identification, connectivity, storage, computation

demand, and analysis (Anagnostopoulos et al., 2017).



1.2 Technology in the Solid Waste Management

Information and communication technology is widely recognized in data collection,
processing, and communicating required information for the (OECD Glossary of Statistical
Terms - Information, Communication Technology (ICT) goods Definition, n.d.). This
technology provides a convenient way for addressing solid waste management issues due
to its ability to enable access to information instantly from any remote location (J.-W. Lu
et al., 2013). An evident incentive for achieving the broad solid waste management
objectives would be achieving sustainable urban development. Even in the paradigm of
smart cities, technologies are being used for the establishment, enactment, and
empowerment of a sustainable growth environment (J. Wu et al., 2018). The Information
of technologies is becoming more and more critical because of the increasing demands on
acquisition, dissemination, and interpretation of big data along with fast computing
capabilities to achieve the goals of intelligent solid waste management systems.
Innovations in Micro-Electro-Mechanical Systems (MEMS) technology have encouraged
to build of systems for solid waste management during the past few decades (Lyshevski,
2018), and literature shows the capability of tackling the distinct issues of solid waste
management in terms of environment, operational cost, and time (J. W. Lu et al., 2013).

The site selection was in previous schemes performed without adequate preparation for
waste bin, dumping point, recycling station, or collection point. The waste collection was
undertaken without a proper route plan by drivers. It causes ineffective collection as bins
may be filled or empty which also increases the transport cost due to repeated visiting for
partial waste collection. The technologies may be applied for resolving the issues in solid
waste management, although it is difficult to follow the appropriate combination of
technologies for establishing an effective system. Technologies in solid waste management
provide an opportunity for establishing monitoring activities in remote areas. In later time
the different Information and communication technologies that have already been
incorporated into the solid waste management for monitoring the bins, identifying the
location of the bins, route optimization, real-time monitoring of the bins, and extracting the

information
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Figure 1.4 Technologies in Solid Waste Management

Technologies are classified into three types, concerning the parameters like spatial data,
data acquisition, and data communication. Information and communication technology is
classified into four types: spatial technologies, data acquisition technologies, data
communication technologies, and 10T (figure 1.4). Most of the system uses the integratlion

of two or more technologies. This section discusses the Information and communication



technologies that are implemented in solid waste management for supervising, collecting,

and management.

1.2.1 Geospatial Technologies

Geographical information systems, remote sensing, and Geopositioning system are the
geo-spatial technologies used for route optimization, dumping site selection, and waste
generation information (Milla et al., n.d.). Geospatial technology facilitates obtaining data
about the earth. This technology may be used to make intelligent decisions from the maps
and models to acquire the desired result. Geospatial technology can track each event during
trucks transportation concerning the change in the surface of the earth. Geographical
information system, remote sensing, and Geopositioning system are three Geospatial
technologies which are being implemented in the solid waste management system. It is
important to allocate and utilize resources efficiently which can be achieved by using
emerging technologies such as geographic information systems, remote sensing, and
mathematical optimization approaches (Dutta & Goel, 2017b). Remote sensing is utilized
for monitoring and analyzing the physical attributes of an area (Nishanth et al., 2010).
Remote sensing can be employed for the environmental assessment of the water bodies. It
can be utilized for landfill sites regarding water bodies pollution due to the decomposition
of mixed waste in the land. It can also be integrated to estimate the waste generation and
identify the appropriate site for constructing landfills for waste disposal. The integration of
Geographical information system, with remote sensing, and Geopositioning system is

processed to obtain spatial data and its analysis (Chalkias & Lasaridi, 2009).

The geographic information systems are used in solid waste management for a range
of solutions including site selection for waste management disposal facilities, and
management of waste collection and transportation (WC&T) (Ghose et al., 2006b). It is
also employed for identifying recycling drop-off centers (Chang et al., 1997), optimizing
solid waste management in coastal areas, and assessing solid waste generation rates using

local demographic and socioeconomic data (Vijay et al., 2008). Decision-makers can be



optimized for solid waste management by employing remote sensing in conjunction with
Geographical information systems. It may improve efficacy and increase profitable returns
or savings. Site selection (Ghose et al., 2006a; Karimi et al.,, 2019; Mussa &
Suryabhagavan, 2019; Singh, 2019), route optimization (Akhtar et al., 2017; Hannan et al.,
2018; Vu et al., 2019, 2020), bin location selection (Erfani et al., 2017; Farahbakhsh &
Forghani, 2019; D. Khan & Samadder, 2016; Rathore et al., 2020), waste generation
estimation (Solano Meza et al., 2020) are achieved by Geographical information system.
Vehicle tracking (Kariapper et al., 2019), route scheduling (F. I. Khan & Gawade, 2018),
driver tracking (Kariapper et al., 2019), collection monitoring (Chakole et al., 2017; Steyn
& Willemse, 2018; Tarone et al., 2018) are the activities that are possible with the
Geopositioning system. Environment assessment and environment feature monitoring are
achieved with the assistance of remote sensing (Remote Sensing: Models and Methods for

Image Processing - Robert A. Schowengerdt - Google Books, n.d.).

Global positioning systems track the object based on longitude and latitude. In solid
waste management, a global positioning system can be combined with a geographic
information system and Radio Frequency Identification (RFID) for tracking the trucks and
drivers during the waste collection and optimization of the routes. Global positioning
system and Geographic information system support landfill selection and assessment of
waste management. Remote sensing can be used for monitoring and analyzing the physical
attributes of an area. Remote sensing can also be used to measure the environmental impact
of aquatic bodies and landfill sites for measuring the amount of water polluted by the
decomposition of mixed trash on the land. Remote sensing can also be integrated for
estimating waste generation and identifying the appropriate site for constructing landfills

for waste disposal.

1.2.2 Data Acquisition Technologies

Data acquisition technology can acquire real-time information about physical things

without human intervention. Availability of real-time information can encourage the



authorities to track and monitor bins continuously (Faccio et al., 2011). Real-time
information can also assist in evaluating the generation pattern and quantity of waste in the
bins. It can facilitate the trucks for collecting the waste at an appropriate time for avoiding
the overflow (Fraden, 2004), (Cavdar et al., 2016a). Data acquisition technology includes
i) sensors and ii) Imaging technology. Sensors acquire the chemical, physical and
biological properties of any material and convert it into an electrical signal. In many
studies, researchers have addressed the significance of the sensor in solid waste
management for real-time quantity & weight of waste and emission of the gas from the
garbage. Imaging technology is another data acquisition technology that can be
implemented in solid waste management for capturing and monitoring the visuals of the
bins and the surrounding environment. Camera and video surveillance (J. Huang et al.,
2010), (Sundas & Panda, 2020) are the sources of image technologies to capture the digital
images for the prediction of possible events. Bin level detection (Arebey et al., 2010; J.
Huang et al., 2010; Wagland et al., 2012), waste sorting (Gundupalli et al., 2017; Liu et
al., 2018; Nagori et al., 2019; Thanawala et al., 2020; Vo et al., 2019), and collection
monitoring are a few applications of imaging technology. The visuals which are captured
by the camera are beneficial for analyzing the waste generation pattern and other activities
with the assistance of artificial intelligence (Al) techniques. Multilayer Deep Learning
System (MDLS) model can also be applied to the images for classifying the waste (Chu et
al., 2018).

1.2.3 Wireless Communication Technologies

Wireless communication technologies in solid waste management use data
transmission and geo-spatial data for stable and reliable interconnection with the bins. The
advent of communication technologies opens opportunities for transmitting information
from a remote location (Hannan et al., 2015a). The wireless communication technologies
are categorized on the basis of transmission range likely, i) Long-range communication, ii)
Short-range communication. LoRa is a long-range communication technology. Zigbee

Bluetooth and Wi-Fi, (Misra et al., 2018) are short-range wireless. Global system for



mobile communication (GSM) / global packet for radio service (GPRS) is long-range
communication that operates on the frequency band of 900-1800 MHz (Jawad et al., 2017).
However, the major drawback of the GSM/GPRS is the high-power consumption.

Table 1.1 Wireless Communication Technologies in Solid Waste Management

Parameter/ GPRS/ LoRa Zighee Bluetooth Wi-Fi
Technology GSM
Network Wide area Low Personal Area Personal Local Area
network power wide Network Area Network (LAN)
(WAN) area network (PAN) Network
(LPWAN) (PAN)
Operating 900-1800 433/869/915 2.4 GHz 868 2.4 GHz 2.4 GHz /5 GHz
band MHz MHz and 915 MHz
Modulation GMSK/ GFSK OQPSK/ DPSK, OQPSK/
type QPSK BPSK GFSK, and BPSK
DQPSK
Security GEA, MS- Advanced 128-hit 64- or 128- 128
type SGSN, MS- Encryption Advanced bit bits Advanced
host System -128b Encryption Advanced Encryption
System Encryption System
System
Bandwidth 200 kHz Less than 500 2 MHz 1 MHz 22 MHz
kHz
Topology Cellular Star to star Mesh, Scatternet Point to
peer2peer, hub
star, mesh
Transmission 1-10km 5-10km 100 m 10-50 m 100 m
range
Research (Hannan et (Addabbo et (Karthikeyan (Misra et (Rahman et al.,
al., 2011), al., 2019), etal., 2017), | al., 2018), 2020)
(Cavdar et (Cerchecci et (Reis et al., (Memon,
al., 2016a), al., 2018a; 2015), (Aswin | Shaikh, et
(Deka et al., Lozano, Raaju et al., al., 2019),
2018),(Sohag | Caridad, De 2019) (S.T.
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& Podder, Paz, Wilson et
2020) Villarrubia al., 2019)
(Singhvi et Gonzalez, et
al., 2019) al., 2018;
Sheng et al.,
2020; Ziouzios
& Dasygenis,
2019)

The limitations of high power can be overtaken by the LoRa, as it is communication
is low power and long-range module to transmit the sensory information up to 5 km (urban)
and 10 km (Rural). Bluetooth is a wireless PAN (WPAN) communication protocol that
communicates information with low power consumption. Wi-Fi is a wireless LAN
(WLAN) which communicates information over Internet Protocol (IP). Table 1.1 shows
the detailed review of wireless data communication technologies in solid waste
management. It is concluded among wireless technologies, that LoRa (Long Range) is the
promising and reliable communication technology to meet the transmission requirements
of solid waste management. The end devices are powered with a battery, and GSM/ GPRS,
Wi-Fi consumes the high power for the data transmission. Zigbee and Bluetooth consume
low power however these two technologies only can transmit to the range of 100m. LoRa
(Long Range) is the optimal technology that dissipates low power with the reliable long-

range transmission with security.

1.2.4 Long-Range Communication

Wireless technology will connect more than twenty-five billion people by 2020 (Sinha
et al., 2017). LPWAN (Low Power Wide Area Network) technologies are performing a
vital role in communication as it supports long-range with minimal power consumption.
LoRa, Sigfox, and NB-10T are the LPWAN technologies for supporting the requirements
of wireless communication (Table 1.2). LoRa is a robust low-power wireless networking
that is used for transmitting data long-distance. LoRa works on modulation of the chirp

spread spectrum (CSS) to modulate ISM (Industrial, Scientific & Medical) signals (H. C.
11



Lee & Ke, 2018). CSS modulation allows a narrow band signal to be sent over a wider
channel bandwidth. LoRa operates on ISM 868 MHz (Europe), 995 MHz (North America),
and 433 MHz (Asia)(Mekki et al., 2019). In rural areas, LoRa can communicate between
10 and 40 kilometers, while in urban areas coverage is 1 to 5 kilometers. In a mesh network
and cellular network, the nodes must wake up to synchronize with the network and check
the messages. This mechanism increases the lifetime of a battery due to less energy
consumption. LoRa is integrated with a pure ALOHA mechanism, and this makes the
network wake up automatically when there is a requirement of transmitting the data. This
factor enables LoRa communication to consume minimal power during the data

transmission.

Table 1.2 LPWAN Technologies [24]

Characteristics Technology
LoRa Sigfox NB-l1oT
Modulation Chirp Spread BPSK QPSK
Spectrum
Spectrum band 433/868/780/ 868/902 MHz Licensed LTE bands
915MHz (Unlicensed ISM band)
(Unlicensed ISM
band)
Data rate 50 kbps 100 bps 200 kbps
Two-way Half-duplex Half-duplex (limited) Half-duplex
communication
Connectivity Range 5 km -20 km 10 km-40km 1km-10km)
Interference Maximum Maximum Minimum
resistance

1.3 Internet of Things for Solid Waste Management

I0T is the network of networks with the components of data collection, processing, and

communicating to provide an ecosystem in which intelligent services are given to end-

12



users (Asghari et al., 2019), (Madakam et al., 2015). The applications of 10T in the supply
chain are timely planning, control, and coordination of supply chain processes by enabling
agility, visibility, tracking, and information sharing (Ben-Daya et al., 2019). IoT has
primarily 3-layer architecture (Sethi & Sarangi, 2017) including application layer, network
layer, and perception layer (figure 1.5). The perception layer consists of sensors, which
sense a change in the physical environment. In 10T, sensor technology plays a crucial part
in monitoring physical objects/things. The network layer allows sensor data to be
transmitted and processed through networks. The application layer provides application-
related services to the end-user and defines different applications in which the 10T can be
deployed. 10T can connect the bins to the internet for real-time monitoring and visualizing
the status of the bins from any remote location. Wireless communication technologies like
GSM, Zigbee, cdma2000 ev-do, and RFID are being integrated for establishing the
interconnection between bins and servers. Moreover, node MCU and RKI-1451 have been

implemented for communicating sensory data over the internet.

eConnecting phyiscal ayer *Provide smart services |
things to the loT =2 to customers
network. .
the information to loT *Eg: S’T‘a“ hiome, Senart
*Eg: Sensors & i agriculture, smart

Actuatots N health care etc.
*Eg: LoRa, Wi-Fi,
Bluetooth etc

sTransmit and receive

Figure 1.5 Basic Architecture of 10T

1.4 Blockchain Technology
Blockchain is a decentralized network that maintains an immutable and transparent
record of transactional ledgers (Chen et al., 2018). Blockchain ensures complete

decentralization by not depending on a third party, and intermediary (Monrat et al., 2019).
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The blockchain technology is introduced by Satoshi Nakamoto in 2008 was only limited
to a digital currency, i.e., bitcoin (Bitcoin: A Peer-to-Peer Electronic Cash System, n.d.).
The unique features of the blockchain technology-empowered to implement widely in
various industries for enhancing security and transparency. This technology consists of a
cryptographical hash function (Baygin et al., 2019), and a record of time-stamped
authorized blocks that are interconnected to the chain. Every block contains the hash of the
previous block. The relationship between blocks is created, and a chain of blocks is created
as shown in figure 1.6.

block n block n+1 block n+2

[ 7 e I (i 3
n hash of | hash of | hash of
oo L blockn-1 L _blockn_ Lblockntl 5| eee
transactions transactions transactions

Figure 1.6 Blockchain Technology

The blockchain has gained a lot of interest because of its distinctive features as shown in
figure 1.7. In the blockchain, decentralization implies that data is distributed to all network
participants. Instead of allowing people to verify their identities before starting with a
transaction, this technology encourages them to trust one another. Blockchain enhances
transparency during transactions as the transaction ledger copy is available to everyone in
the network. Privacy in the blockchain is protected by distributing the required details with
the confidence of not misusing the information. Individuals can establish private networks
with confined access and select from a list of companies linked to the blockchain network
to secure transactions and identities. Since each block is linked to a public-key
cryptography framework, blockchain technology has a strong security feature. The public
key cryptography framework is made up of two keys: a private key, and a public key.

Using asymmetric encryption, two keys can be used to verify the legitimacy of transactions.
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The public keys can be shared with other entities during the transaction between the two

entities, but the private keys are kept secret.

Decentralization Transparency
Decentralized system has
eliminate the requirement Ledger are distributed

for intermediary trust and available with every
authorities node

Peer to peer Immutable
To attack a blockchain '
o The blockchain network
an attacker must first :
; Is now extremely secure
break into all of the :
: o due to the use of private
interconnected individual :
blocks and public keys.

Figure 1.7 Blockchain Features (Naheed et al., 2021)

1.4.1 Consensus Mechanism

A consensus mechanism in blockchain systems is a fault-tolerant mechanism utilized
to acquire a legal contract for an individual data characteristic. This mechanism is designed
to resolve the challenge of 51% attacks on the blockchain network. A 51% attack is one in
which a set of miners controls more than half of the network's resources. Consensus
mechanisms such as Proof-of-Work (PoW), Proof-of-Stake (PoS), Proof-of-Capacity
(PoC), Proof-of-Burn (PoB), Delegated Byzantine Fault Tolerance (dBFT), Proof-of-
Activity (PoA), Unique Node Lists (UNL), SIEVE, Proof-of-Weight (PoW), and Practical
Byzantine Fault Tolerance (pBFT) are implemented in various blockchain networks (K
Christidis & Devetsikiotis, 2016).
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1.4.2 Blockchain Architecture

The architecture of Blockchain uses a framework like Python, SQL.ite, and RESTful
application programming interface (API). Data is encrypted using the authorized user's
private key before it is uploaded to Blockchain Database API. With the assistance of
Blockchain Database API, the data is decrypted using the user's private key. Blockchain
Database API generates the hash value with a nonce (random string) in the event of an

unauthorized update.
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Figure 1.8 Blockchain Database Architecture
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This was previously utilized for user authentication. If the changes occurred, the API can
be notified, and this is how the data integrity will be ensured. Figure 1.8 and Figure 1.9
presents the database architecture of blockchain and blockchain mechanisms in web
applications. The system's quality such as security, privacy, scalability, and sustainability
are preserved by using the Blockchain as a software connector to build important
architectural decisions apparently. Blockchain is used as a software connector including

design trade-offs for quality attributes (X. Xu et al., n.d.).

1.5 Motivation

Solid waste management is very important in urban cities for maintaining a clean and
green environment. The report of the United Nations and Environment ministry reveals the
amount of the collected solid waste needs to be managed properly for avoiding the harmful
effect on the environment and humans. Many researchers have implemented distinct
techniques for tackling solid waste. The waste in the bins is still overflowing due to the
delay in collecting the waste at an appropriate time. 10T can be used to monitor the bins
through internet connectivity from any remote location. The integration of sensors with
loT makes identification of filled and alerting the garbage collector to collect the waste
smoothly. The amalgamation of blockchain and IoT can accelerate business models by
handling transaction and data authenticity, at the same time. 10T can become a point of
connection with the real world and also connecting loT to a decentralized network can help

obtain real-time data and provide real-time waste tracking.

1.6 Research Objectives

The aim of this research is to implement a waste-to-money model in solid waste
management. The four objectives of the research are as follows:
1. To design sensor node for the bins with communication capability.
2. To establish LoRa network between the bins.
3. Development of waste management server.
4

Integration of lightweight blockchain server with waste management server.
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1.7 Thesis Organization

The organization of the thesis includes a total of seven chapters.

Chapter 2 covers the review of the literature of existing studies on solid waste
management. The review of the literature concludes with the research gap from the

previous literature.

Chapter 3 covers the system architecture and hardware development. The complete
working of the system architecture along with the block diagram is discussed. The
description of components selected for the sensor node and gateway is also discussed along
with the Proteus Simulation model. The significance of hardware customization of sensor

nodes and gateway are presented along with circuit diagram and PCB design.

Chapter 4 covers the performance analysis of the LoRa network to evaluate the optimal
parameters which are required for the system implementation using LoRa. The significance
of performance analysis and the explanation of distinct network parameters of the LoRa
are discussed. A FLoRa simulation is performed for calculating the energy consumption of
nodes by varying parameters like spreading factor (SF), Bandwidth (BW), transmission
(Tx) power, number of nodes, and number of gateways with a carrier frequency (CF) of
433 MHz. The bit rate, time on-air (ToA), link budget, receiver sensitivity, and battery life
of sensor node based on LoRa are evaluated by varying parameters like code rate (CR),
BW, SF, Tx power, and payload size.

Chapter 5 covers the development of the cloud server for waste management
application. The significance of the integrating cloud server with the customized gateway
and sensor node is described. The customized gateway and sensor node interconnected

with the blynk server and Thingspeak server through Wi-Fi and API are discussed. The
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development of the customized cloud server based on Mongo database, Node.js, and
Angular framework is demonstrated.

Chapter 6 covers the integration of the blockchain with the waste management server
for implementing the waste-to-money model. The significance of integrating blockchain
with waste management server is also addressed. The architecture and implementation of
the blockchain with waste management server through local API are presented in detail.

Chapter 7 concludes the thesis by highlighting the prime outcomes of the current
research and the significant contribution of the thesis. The scope for future research in this

area is also discussed.

1.8 Chapter Summary

In this chapter, the background of solid waste management is presented with
motivation. The role of information and communication technologies in solid waste
management is discussed including geo-spatial, wireless data acquisition, and wireless data
communication technologies. Moreover, the significance of 10T, LoRa, and blockchain
technology is presented with the motivation of the study. The objectives and thesis

organization of the research work are discussed in this chapter.
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Chapter 2

Review of Literature

In this chapter, the review of literature on solid waste management is discussed to study
the existing technologies. The review of the literature concludes with the research gap from

the previous literature.

Solid waste management is a utility that every municipality provides to its residents. It
is probably the most important municipal facility and a requirement for complex municipal
services such as transportation, health, or education (Rajendran et al., 2013). Due to
urbanization and a wide amount of waste generation, the static methods implemented in
solid waste management are limited to overcome the challenges. On other hand,
Information & Communication Technology (ICTs) gained attention and is capable of
handling the challenges of solid waste management due to the increased demand for
automated data collecting, identification, storage, communication, and analysis in
conjunction with fast and equivalent processing (Johansson, 2006; McLeod et al., 2013a).
ICTs could also help in addressing various limitations such as site selection, collection
monitoring, intelligent recycling, and inefficient waste disposal (Hannan et al., 2015b).
With the same, in this chapter, the literature is carried out on the different ICTs

technologies which are implemented in solid waste management.

2.1 Spatial Technologies in Solid Waste Management

In early-stage monitoring of solid waste, geo-spatial technologies are widely
implemented with RFID. The RFID is integrated with GSM, geographic positioning
system & GIS to monitor the solid waste bin and the truck (Hannan et al., 2011).
Geographic Information System -based DSS was implemented for enhancing the recycling
management along with collection optimization and results concluded that the collection
was 2.5 times more effective than the existing collection method (Anghinolfi et al., 2013).

Geographic Information System analysis is integrated with an Agent-based model and

20



equation-based to optimize the transportation of waste collection (Nguyen-Trong et al.,
2017). The performance of the model is evaluated by a case study in Hagiang city of
Vietnam. The result shows that the proposed model can reduce the cost of waste collection
by 11.3%. Geographic Information System -aided model is implemented for proper
allocation of solid waste bins in Dhanbad city (D. Khan & Samadder, 2016) and the vehicle
route problem solver is also utilized for better optimization of routes for the trucks. Table
2.1 illustrates the literature for the Geographical information system in solid waste
management. The studies majorly focused on route optimization. For route optimization,
the Geographical information system is integrating with namely agent-based, and equation-
based, 3D-based, DSS, and dual-phase modes.

The amalgamation of the Geographical information system with the aforementioned
models is implemented for achieving an efficient optical path during the waste collection.
It is also integrated with fuzzy logic, remote sensing for site selection, and placement of
the bins. Arc geographic information system tool is employed for allotment of bin & route
optimization. Quantum Geographic information system is useful for estimating the amount
of waste generation at a particular site. A geographical information system can assist the
municipal authorities with the proper operation of the waste collection system and disposal
unit. The utilization of geographic positioning systems in association with other
communication and spatial technologies, particularly geographic information systems, aids

in tracking the vehicles and garbage bins for monitoring position and collection time.

A framework is created with a geographic positioning system and other traceability
technology to optimize the collection of solid waste in terms of routing and costs(Faccio et
al., 2011). Bins are equipped with perception technologies, and the truck is equipped with
a GPRS module, weighing system, geographic positioning system receiver, RFID receiver,
and a mobile laptop loaded with vehicle trackable applications. The control server retrieves
data from bins and truck locations from the GPRS/geographic positioning system network.
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The central DB stores position of bins on local maps, which are accessible by the

geographic information subsystem and routing sub-modules (Abdallah et al., 2019).

Table 2.1 Geographic Information System in Solid Waste Management

Ref

Spatial Technology

Function

Limitations

(Anghinolfi

etal., 2013),
(Tavares et
al., 2009)

Geographic information

system

Selection of an optimal

route for waste collection.

Require a high skilled
person for implementing

this system

(Nguyen-
Trong et al.,
2017)

Geographic information
system-based Agent &

equation- model

Optimizing the route for the

waste collection.

This study is focused on
the collection time, travel
time

and travel distance.

(Lotfietal.,
2007)

Integration of Geographic
information system and

fuzzy logic

Selecting the landfill site

Require a high processing
unit for the

implementation

(Fanetal.,
2010)

Geographic information

system-based DSS

Optimization and
scheduling of route for

collection of solid waste

Reducing the fuel cost
also depends upon the
type of the vehicles and

roads.

(Kumar et
al., 2017a)

Geographic information
system-based spatial

analysis

Evaluation of groundwater

contamination

It is difficult to schedule a
waste collection as the
amount of waste disposed
in the bins is not

estimated.

(J. Linetal.,
2017)

Geographic information

system-based spatial

Estimation of waste
generation in an urban

environment

Limited for assessment of
groundwater and
monitoring the other
parameters in landfill sites

are lacking.

(Muetal.,
2018)

Dual-phase Geographic

information system model

Enhancing the waste

collection route

Ineffective in
recognizing the situation
with the lowest system

cost
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(Okot et al., Geographic information Selecting the appropriate for Long term solid waste
2019) system and remote sensing waste disposal. management plans should
be presented,
for valorizing the circular
economy
(Imran et al., Quantum Geographic Predictive analysis & Creating an optimal route
2020) information system Quantum Geographic for the garbage truck with
information systems are descriptive and predictive
used for evaluating waste analysis.
generation.
(Town et al., Geographic information Analysis of the Geographic | The manual analysis also
2020) (Amal system information system data for is integrated with a
etal., 2020) selecting the disposal site geographic information
system for the effective
selection of disposal sites.

The well-defined architecture for enabling traceability and monitoring, and the
suggested dynamic scheduling and routing models, are among the strengths of the
geographic positioning system (Ahmed et al., 2006). However, it's doesn't support a
wireless sensor network for additional sensor data and GPRS fusion in all bins, which

increases operational expenses.

Table 2.2 provides a review of solid waste management systems that are primarily
based on geographic positioning system technology. As indicated in the table, geographic
positioning system-based solid waste management systems are generally utilized in
collection truck monitoring to record the time spent in trash transfer stations by vehicles
(J. A. Lee & Thomas, 2004) (B. G. Wilson & Vincent, 2008). Other geographic positioning
system applications in solid waste management concentrated on optimization of route
based on static data (Flora, 2009), for collection monitoring (Arebey et al., 2011) as well

as the implementation of efficient pricing.
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Table 2.2 Geographic Positioning System in Solid Waste Management

Ref Spatial technology Function Limitations
(Apaydin Global positioning Integration of Global Real-time data of the
& Gonullu, system & Geographic positioning system & route optimization is
2007) information system Geographic information system lacking.
for optimizing routes for waste
collection.
(B. G. Global positioning Analyzing the delay of vehicles | Limiting the analysis to 1
Wilson & system at the transfer station. year of data may have
Vincent, concealed
2008) a few seasonal
dissimilarities in the
data.
(O’Connor, Global positioning Communicates the precise A real-time
2008) system activities of drivers communication system is
not addressed.
(Rovetta et Global positioning Spatial data and real-time data | Sensor fusion technigques
al., 2009) system & Geographic for tracking and optimizing the are not utilized for the
information system collection. classification of waste.
(Nielsen et Global positioning Automated billing and route RFID technology is only
al., 2010) system & RFID optimization. able to communicate
only information to a
limited range.
(Mundhe et Global positioning Integrating for assessing the Assessment is limited to
al., 2014) system & Geographic waste management system. the theoretical approach.
information system
(Zeeshan et Global positioning Geographic information system | A tracking system needs
al., 2018) system & Geographic & Global positioning system to be implemented for
information system for selecting a feasible location making the system
effective.

The authors of (Yang et al., 2008)developed a method for landfill site selection by
analyzing anaerobic decomposition and gas emissions from landfills. In a metropolitan

region of Jiangsu province, China, the system investigates the remotely sensed
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environmental characteristics around landfills and evaluates conformity of their location
and leachate quality with applicable national laws. The system's strength is the
establishment of a remote monitoring approach for identifying landfill sites that take into
account man-made environmental concerns in order to alleviate potential health problems.
Unfortunately, providing real-time information is difficult, and it can only provide a limited

service to solid waste management.

Table 2.3 Remote Sensing in Solid Waste Management

Ref Spatial technology Function Limitations
(Yang et Remote sensing Allotting landfill site which is Implementation of RS &
al., 2008) far away from water bodies. geographic information

system increases the

infrastructure cost.

(Adeofun et Remote sensing Selecting a waste disposal In optimal routing, the profile
al., 2012) site. of the road has not been
considered.

(Karsauliya, Remote sensing & Evaluating the feasible site for | Time-consuming and high

2013) Geographic disposal of waste far away cost for real-time
information system from the river bodies. implementation.
(Dutta & Remote sensing & Analyzing the waste Simple Thiessen polygons to
Goel, Geographic generation. evaluate the impact of
20173) information system activities on a specific area

with single remote sensing

imagery.
(Vambol et Remote sensing Detecting unauthorized Detection time is maximum.
al., 2019) landfill sites.
(Richter et Remote sensing & Ranking the landfill site. Thiessen polygons for
al., 2019) Geographic obtaining the area of
information system influence around polygons

and the usage of a single RS

image.
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Table 2.3 presents solid waste management systems based on Remote Sensing
technology. The use of Remote Sensing -based systems in solid waste management
includes a selection of disposal sites (Jensen & Christensen, 1986), environmental features
and impact monitoring for solid waste disposal sites (Yang et al., 2008), and environmental
impact assessment. The analysis of the spatial technologies concludes that the
implementation of these technologies consumes requires high-end infrastructure and is
time-consuming. Unfortunately, it is incapable to deliver real-time information, which is

primarily required in ICT for monitoring waste.

2.2 Real-time Technologies in Solid Waste Management

Real-time monitoring of garbage bins has become more feasible and accessible as
sensing and communication technology has advanced (Hannan et al., 2015b). The ability
of these technologies to provide information on bin status motivates the use of various
sensors and wireless sensor networks (WSN) that employ a combination of short- and long-
range communication technologies. On other hand, the advancement in Internet protocols
enabled monitoring the devices through the internet (Weber et al., 2017). The Internet has
transformed the world and provided global connectivity. In the same manner, the 10T
paradigm is primarily responsible for facilitating the integration of various application and
communication technologies, such as identification and tracking, sensor networks, wired
and wireless actuators, improved communication protocols, and distributed intelligence for
objects (Zanella et al., 2014). The integration of sensors, actuators, and communication
protocol with the internet establishes a real-time monitoring system. The sensors and
actuators embedded in the physical things can transmit real-time information through a

communication protocol.

In the early stage of real-time monitoring, the WSN is implemented to monitor the bin
status wirelessly (Lata & Singh, 2016; Lokhande & Pawar, 2016; Narendra Kumar et al.,
2014), where researchers have integrated the webserver for visualizing the filling of bins

(Suryawanshi et al., 2018). With this motivation, the convergence of Ultrasonic Sensors,
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RFID, and GSM technologies for solid waste management is established to implement an
intelligent solid waste collection system (Cavdar et al., 2016b). An intelligent solid waste
bin with three different sensing units is integrated to sense lid status, waste level, and
weight and when the lid is opened, the accelerometer activates the three sensor systems
(Al Mamun et al., 2015), (Hannan et al., 2016). A study has integrated an ultrasonic
sensor, GSM, RFID system, an RFID tag and embedded it in two containers for real
monitoring of truck and route optimization during collection (Cavdar et al., 2016a). In
(Marques et al., 2019) proposed an architecture that uses Raspberry Pi hardware with
AQMP and XMPP Communication protocols for providing a better quality of service to
the user. The sensors are the primary unit for the implementation of real-time monitoring
and the sensors help to monitor the physical environment. Table 2.4 presents the type of
sensors that are implemented in solid waste management for detecting the level, waste
sorting, and waste collection. A Green loT-based waste management system is proposed
to reduce waste and the emission of greenhouse gases Ultrasonic Sensor (HC SR04) and
gas sensors (Misra et al., 2018). Raspberry Pi 3 and ultrasonic sensors-based system
proposed for detecting the level and suggested to integrate RFID for better identification
of the bins (Maksimovic, 2018).

Table 2.4 Sensors in Solid Waste Management

Ref Sensors Application Function
(McLeod et Infrared sensor Scheduling for Enhancing the waste collection
al., 2013b) collection event.
(Maksimovic, Ultrasonic sensor Detection of bin level Level sensing of waste in the bin.
2018)
(Chaudhari et Ultrasonic sensor Waste collection Enabled threshold limit to the bin for
al., 2019) overcoming the overflow of waste

from the bins.

(Durrani et Infrared sensor Bin level level measurement of waste in the
al., 2019) bin.

(Vasagade et Infrared sensor Waste collection Monitoring the level of waste.
al., 2020)
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(Hannan et Camera Waste collection Improving the efficiency of the

al., 2012) collection system.
(Szoke- Camera Outdoor condition of | Monitoring the outdoor condition of
sieswerda & bin the bins.
Szoke-
sieswerda,
2014)
(Yu, 2020) Camera Bin identification Identifying the bins during
classification.
(Rad et al., Camera Classification of A deep learning framework is
2017) waste implemented on the image that was

acquired through the camera.

(Chinnathurai Camera Bin sorting Mounted camera in the robot for
etal., 2016) sorting the waste in the bin.
(Yunetal., Camera Monitoring dumping | Real-time monitoring activities in the

2019) dumping yard.

Table 2.5 presents the implementation of 10T for solid waste management, where the
IoT is used for monitoring the different activities like monitoring the level and stinky gases,
waste discharging, waste collection, reduce food waste. From table 2.5, it is concluded that
the major focus is done on monitoring the filling level of the bins. To quantify the level of
the waste, an ultrasonic sensor can be embedded in every bin. In a few studies, the
proximity sensor is embedded for sensing the nearby object and enabling the lid to open
for disposal of the waste. Force resistive sensor & load cell sensor are embedded for
quantifying the quantity of the waste in the bin. Fire sensor is for sensing the fire or smoke
in the bin, gas sensor is for sensing the possible evolution of pungent gas from the waste,
odor sensor for sensing the smell from the waste in the bin, and moisture sensor is to
monitor the wetness on the waste. With the evolution of cloud computing technology, the
bins can be monitored through IoT. Cloud is one of the promising computing technologies
where the data is analyzed, computed, and stored. The different platforms of cloud are
implemented in literature including Ubidots, Google cloud server, Thingspeak server,

amazon web server, and local server.
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Table 2.5 10T in Solid Waste Management

Ref Objective Waste Sensors Software
(Chaudhari Monitoring level Solid waste Ultrasonic sensor, weight Local server
etal., 2019) sensor
(Hong et al., Reduce food waste Food Load cell Mobile API,

2014)
(Popa etal., | Waste discharging and All Ultrasonic, proximity & Amazon
2017) collection fire webserver
(AWS)
(Indexed et Monitoring level Solid waste Ultraviolet (UV) Web portal
al., 2018)
(Jinila et al., Waste collection & Household Ultrasonic sensor Cloud server
2019) monitoring level waste
(Memon, Monitoring level Solid waste Ultrasonic sensor Mobile API
Karim
Shaikh, et
al., 2019)
(Sohetal., | Monitoring the level & Solid waste Ultrasonic sensor Ubidots loT
2019) alerting Cloud
(Shirke et Monitoring level & Solid waste Ultrasonic sensor, Local server
al., 2019) moisture moisture sensor
(Hussain et Monitoring level & Solid waste Ultrasonic sensor, weight | Google Cloud
al., 2020) weight sensor, an odor sensor (GCP)

Figure 2.1 shows the 10T architecture of solid waste management. In this architecture,

‘n’ number of the bins in the perception layer are considered with communication

capability to transmit the filling level of the bin. The nodes are deployed in the bins which

enables communication to the cloud server with GSM/ Node MCU modem. In 10T, the

selection of the controller and wireless communication is very important as the sensor node

are energy-constrained devices. Nodes positioned in the outdoor ecosystem require an

additional

electrical

power

grid. GSM/GPRS communication consumes power

consumption and a prepaid amount needs to be recharged for transmitting the data (Satria

& Hidayat, 2019; Zavare et al., 2017). The data transmission range of ZigBee is limited to
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short-range and however, the transmission range can be increased by installing Zigbee
repeaters. Installation of Zigbee repeaters is having a higher possibility of connectivity
failure. Wireless communication technologies like GSM, Zigbee, cdma2000 ev-do, and
RFID are being integrated for establishing the interconnection between bins and servers.

Node MCU and RKI-1451 have been implemented for communicating sensory data over
the internet.

TCP/IP
Protocol

GSM/GPRS [EEE 802.11 Wi-Fi

Communication Layer

n
Perception Layer

Figure 2.1 10T Architecture for Solid Waste Management System (Marques et al., 2019)

The limitations of integrating the GSM/GPRS, Zigbee, and Wi-Fi-based Node MCU
for loT-based solid waste management in terms of transmission range, high energy
consumption, and additional electric grid infrastructure. However, the evolution of LoRa
protocol has widened the opportunities for implementing loT architecture to waste
management, as this technology is capable of transmitting wireless data in the absence of
remote cell technology with low power consumption (Augustin et al., 2016; Saari et al.,
2018). A study has implemented the low power consumption LoRa nodes for the
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optimization of waste collection routes (Lozano, Caridad, De Paz, Gonzélez, et al., 2018)
(Lozano, Caridad, De Paz, Villarrubia Gonzalez, et al., 2018). An architecture is
implemented to measure the filling level of the dustbin by using low powered sensor and
ATMega 328 microcontroller (Cerchecci et al., 2018b) (Cerchecci et al., 2018a).

loud Platform Layer

o
5---.()--—‘

LoRaW AN Gateway

Perception Layer

’
4
-

Figure 2.2 LoRa & loT Architecture for Solid Waste Management (Cerchecci et al., 2018a)

A recent study integrated the Raspberry Pi 3 Model B+ controller unit and LoRa
communication protocol to examine the filling level in the bin (Anh Khoa et al., 2020).
The LoRa enabled architecture for solid waste management is shown in figure 2.2. LoRa

is embedded in the sensor nodes to transmit the sensory data to the gateway. The gateway
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uses the internet connection to log the sensory data into the cloud server. The gateway is
the integration of the LoRa network and IEEE 802.11 Wi-Fi/ 3G/ 4G which is capable of
receiving the data from the nodes and communicating it to the cloud server for computing
and storage. LoRa is an optimal wireless communication technology for the

implementation of solid waste management.

2.3 Blockchain

Blockchain technology integration with IoT enables the creation of a trustworthy
business market, service between the device & cryptography-based authentication to
automated devices in loT (Konstantinos Christidis & Devetsikiotis, 2016). A framework is
implemented for baby monitoring with blockchain technology and IoT through Raspberry
pi and camera module (Ouaddah et al., 2016). BlendCAC model is implemented with smart
contract and blockchain technology for 10T access control in a decentralized manner (R.
Xu et al., 2018). A smart city architecture based on software-defined networking and
blockchain technology is proposed to address the issues of latency, bandwidth bottlenecks,
flexibility, confidentiality, and privacy (P. K. Sharma & Park, 2018a). The scalability
problem of 10T is overcome with an architecture based on the blockchain network and also
it can improve the security of 10T due to the presence of a proof-of-concept prototype
(Novo, 2018). An efficient distributed storage system based on smart contracts is
implemented and OSD in the system operates as transaction protocol (Q. Xu et al., 2018).

An ICT e-agriculture system is implemented, where the blockchain infrastructure is
integrated with ICT for exchanging information at the national level as well as a regional
level (Y.-P. Lin et al., 2017). Hybrid Blockchain and 10T are combinedly used for
monitoring the structure of an underground building, where the centralized and
decentralized characteristics have been divided into core and edge networks (Jo et al.,
2018). Blockchain technology is used to authorize the activities of resource monitoring and
trading for managing the resources in an intelligent and decentralized manner (Alcarria et

al., 2018). The double chain architecture using public blockchain in agriculture supply is
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proposed for assuring not only security and privacy but also provides credibility for public
service platforms (Leng et al., 2018). The integration of blockchain with artificial
intelligence for water management, and supply, where information about water distribution
is stored in blockchain, and artificial intelligence is used to predict water distribution
patterns (Y.-P. Lin et al., 2018), (Dogo et al., 2019). Lightning networks and smart
contracts were used to create a method for securing electric vehicles and charging piles (X.
Huang et al., 2018). A proof of concept is proposed with blockchain technology in solid
waste management, where the payment will be executed based on the amount of the waste
(Lamichhane, 2017). A waste tracking system is proposed with blockchain technology by
involving the different entities to monitor data from the platform (P. K. Gopalakrishnan et
al., 2020). A solid waste management model is proposed for enhancing the mechanism of
waste management through blockchain technology (P. K. Gopalakrishnan et al., 2021).

An architecture is proposed for the supply chain to validate and track the product with
a private distributed ledger and public blockchain (H. Wu et al., 2017). Blockchain
technology is used to eradicate illegal drugs, maintain quality drugs and manage the
electronic medical record of patients(Hoy, 2017). The information-sharing of the different
government organizations like revenue, identity verification, health information, judicial
decisions, ownership of transport, and policy framing using blockchain technology (@Ines
et al., 2017). A prototype is implemented with blockchain technology for evaluating
distributed personal health records and it is tested by considering datasets of 40 thousand
patients from two different hospitals (Roehrs et al., 2019). A blockchain-based traceability
prototype is deployed to eliminate data manipulation during traceability (Q. Lin et al.,
2019). An open manufacturing framework is carried out for sharing the information and
knowledge among the different entities of the manufacturing with blockchain and edge
computing (Z. Li et al., 2017). A novel ethereum assisted framework is proposed for data
preservation in medical and this framework is reliable for storing the personal medical data
and maintains the originality of the data (H. Li et al., 2018). Gcoin a blockchain platform

is recommended for knowing the data flow of drugs and also creating a transparent data
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transaction of drugs for overcoming counterfeit, drugs (Tseng et al., 2018). The private
blockchain is been used for providing a decentralized platform for consumers and
prosumers of 100 householders for trading the local energy generation (Mengelkamp,
Notheisen, et al., 2018). Smart contracts and energy blockchain are used for securing the
charge of electric vehicles in a smart city and the energy consumption and utilization of
the electric grid are monitored securely (Su et al.,, 2018). An open manufacturing
framework for sharing the information and knowledge among the different entities
involved in manufacturing by bringing different technologies in blockchain and edge
computing (Zhang et al., 2020). Efficient management of microgrid energy market a
blockchain-based microgrid energy framework is proposed (Mengelkamp, Garttner, et al.,
2018). Blockchain and the Continuous Double Auction (CDA) mechanisms are used in a
study of electricity transactions for assisting customers and retailers to match transactions
in the market due to price fluctuation (Wang et al., 2017). A demand response of energy in
a smart grid is examined using multiple residential energy data sets, where the evaluation
of demand response in the smart grid is processed with consensus-based validation (Pop et
al., 2018).

2.4 Conclusion from the Review of Literature
In the review of literature, the existing techniques that are applied in solid waste

management are carried out. The following are the research gaps that are identified from

the review of literature:

e Real-time hardware implementation with the blockchain in solid waste management
needs to be explored.

e Implementation of LoRa with loT network for efficient waste monitoring and
management needs to be studied.

e Sustainable sanitation and circular economy by implementing blockchain in solid waste

management are not yet explored.
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The table 2.6 illustrates the mapping of research gaps with research objectives. In this,

research objective is linked to the respective research gap in detail.

Table 2.6. Mapping of Research objectives with research gaps

S.No Research Objective Research Gap
1 To design sensor node for the bins Real-time hardware implementation with
with communication capability the blockchain in solid waste management
needs to be explored.
2 To establish LoRa network between Implementation of LoRa with 10T network
the bins for efficient waste monitoring and
management needs to be studied.
3 Development of waste management Implementation of LoRa with 10T network
server for efficient waste monitoring and
management needs to be studied.
4 Integration of lightweight blockchain | Sustainable sanitation and circular economy
server with waste management server | by implementing blockchain in solid waste
management are not yet explored

2.5 Chapter Summary

The chapter discusses the existing literature that focused on the different techniques
implemented in solid waste management. The chapter includes the conclusion from the
existing literature and a research gap that supports the formulation of objectives and
methodology. It is concluded that blockchain technology can be implemented in solid
waste management along with hardware for enhancing the mechanism of solid waste
management.

A review article is published about the distinct technology role in the solid waste
management for wireless monitoring and the publication is: Shaik Vaseem Akram, Rajesh
Singh, Anita Gehlot, Mamoon Rashid, Ahmed Saeed AlGhamdi, Sultan S. Alshamrani,
and Deepak Prashar. "Role of Wireless Aided Technologies in the Solid Waste
Management: A Comprehensive Review." is published in Sustainability, MDPI, (SCI).

35



Chapter 3

System Description

In this chapter, the system architecture and hardware development are discussed. The
complete working of the system architecture along with the block diagram is discussed.
The description of components selected for the sensor node and gateway is also discussed along
with the Proteus Simulation model. The significance of hardware customization of sensor

nodes and gateway are presented along with circuit diagram and PCB design.

3.1 System Architecture

Waste management is a significant administrative unit that monitors and supervises the
activities of the waste from the collection to the disposal. The system architecture proposed
in the present research for the waste management system includes the waste-to-money
model based on blockchain and the LoRa network. The waste-to-money model is to be
implemented in between the waste generator (individual) and recycling unit (organization).
The waste generated by an individual in a community area is connected to the recycling
unit through a cloud server. An individual can gain value in terms of money from the
recycling unit on the basis of the amount of waste is generated. The blockchain supports
the recycling unit to validate and authenticate the sensory data received from the waste

generator to execute transactions.

The system architecture (figure 3.1) describes the working of the system implemented
for the waste management system. The key units of the system architecture are sensor node,
gateway, intelligent waste management server, and blockchain. The real-time data of the
bins are processed for logging on to the cloud server and also for implementing the
blockchain. The sensor node communicates the sensory data of the bins to the gateway.
LoRa communication transmits only the radio frequency (RF) packets, and to record, the

data on the cloud server, IP packets are required. The gateway connects two networks of
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distinct wireless communication protocols. The gateway is embedded with both wireless

communication protocols namely: Wi-Fi module and LoRa.
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Figure 3.1 LoRa and Blockchain-based Proposed Architecture for Solid Waste Management

The gateway is positioned at the place where it can access the internet connectivity.
The gateway receives the data from the sensor node through LoRa and communicates it
over the IP to the cloud server with a Wi-Fi module. The cloud server is integrated with

blockchain through a Web API. The blockchain validates the sensory data like the waste
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level in the bins and based upon the quantity of the data, the blockchain generates a specific

amount and credits into the individual account.

3.2 Sensor Node

The sensor node is the unit of the architecture which collects and communicates the
sensory data of the bins to the cloud server. A sensor node is embedded with four
components namely controller unit, communication module, sensors, and power supply
unit as shown in figure 3.2. The Controller unit is interfaced with the sensory unit,

communication module, and power supply unit (figure 3.2).

________ A
: Sensory unit

|

| Level

| | measurement Contr_oller
I sensor | unit

I :

| Weight |

| sensor ' Power
L |

— e — supply
T unit

Figure 3.2 Block Diagram of Sensor Node

ATMega 328P microcontroller (Corporation, 2015) unit is considered for the sensor
node as per the complexity of the processing requirement. It is an 8-bit AVR
microcontroller based on RISC architecture, with low power consumption. RISC
architecture enables ATmega 328P to execute 1 MIPS per 1IMHz. The programming of the
ATmega 328P controller is convenient and flexible, as its programming is done with the
Arduino IDE in the C++ language. The technical specifications of the ATmega 328P

microcontroller are presented in table 3.1.
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Table 3.1 Specifications of ATMega328P Microcontroller

Parameter Specification
Processor 8-hit
Architecture RISC
Flash memory size 32-kilo bytes (KB)
CPU speed 20 MIPS

Programming

In-system programming

Serial interface

Master/slave SPI

PWM channels

6

Pin 6 analog pins 14 digital pins
Voltage 27Vto55V
Current, Power-down state: 1 uA at 3V;
Active state: 1.5 mA at 3 V-4 MHz
Clock speed 16 MHz
Table 3.2 Specifications of SX 1278 Module
Parameter Specification
Frequency 433 MHz
Network topology Point-to-Multipoint, Point-to-Point, Mesh, and Peer-to-Peer
Modulation FSK/GFSK/MSK/LoRa
Data rate <300 kbps
Sensitivity -136 dBm
Output power +20 dB
Voltage 1.8Vto3.6V
Current Tx: 120 mA, Rx: 10.8 mA
RSSI 127 dB
Link budget 168 dB

The communication module LoRa is connected to transmit the sensory data to the
gateway. SX1278 LoRa module (Semtech Corporation, 2016) is based on LoRa
modulation and operates in the frequency band of 433 MHz (ISM band). The technical
specifications of the SX 1278 LoRa module are presented in table 3.2. A sensor unit is

developed to sense the different parameters of the bins. The level and weight of the waste
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in the bins are measured with weight sensor and level measurement sensor respectively.
The level of waste in the bin is detected by a level sensor in the sensor node, which
measures the level of the waste in the bins. The HC SR 04 sensor (Voltage et al., n.d.)is
used to measure the distance between objects. After the generation of ultrasonic waves by
the sensor, the head of the sensor detects the reflected target waves. The duration between
emission and reception of ultrasonic waves is considered for measuring the distance of the
object (figure 3.3). This sensor has a four-pin module, namely: echo, trigger, Vcc, and
ground and it can measure the distance within the range of 2cm to 400 cm. The technical

specifications of the HCSRO04 are shown in table 3.3.

Figure 3.3 HC SR 04 Sensor

The weight sensor in the sensor node measures the weight of the waste, filled in the
bins. The weight sensor connects the force placed on it into an electrical signal. Load Cell
(Description, 2015)acts as a weight sensor and comprises four strain gauges, and it is based
on Wheatstone Bridge Circuit. The specifications of the load cell sensor are presented in
table 3.4. The power supply unit is to provide power to the interfaced components with the
node. The sensor node comprises three different power supply pins namely: +5V, +12V,
and +3.3V for powering the components with distinct voltage. In the sensor node, the
operating voltage of the ATMega 328P microcontroller is 2.7V- 5.5V, the LoRa module is
1.8-3.6V, and the Level sensor is 5V.
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Table 3.3 Specifications of HCSR04 Sensor

Parameter

Specification

Pins

Four (Vcc, GND, trigger, echo)

Measuring distance

2 cmto 450 cm

Operating voltage +5V
Operating current <15mA
Accuracy 3mm

Table 3.4 Specifications of Load Cell Sensor

Parameter Specification
Circuit Wheatstone Bridge
Type Strain gauge

Operation Tension-Compression
Range Up to +110Kg

Accuracy 3mm

3.2.1 Proteus Simulation Model of Sensor Node

Proteus is a Virtual System Modeling and Circuit Simulation program. It integrates the
Simulation Program with Integrated Circuit Emphasis (SPICE) circuit simulation,
components, and microprocessor models to enable co-simulation of microcontroller
designs. Proteus also simulates the software running on a microcontroller with any analog
or digital devices that are connected to it. The proteus model of the sensor node is presented
in this section with a detailed explanation. The Sensor node comprises of level
measurement sensor, load cell sensor, and LoRa module. The working flow diagram of the
sensor node is illustrated in figure 3.4. The main purpose of the sensor node is to collect
sensory data and communicate it to the gateway. The function of the sensor node starts by
initializing the serial peripheral interface (SPI). After that, the status of the sensor node is

checked. In case the sensor node is in working mode, then the sensor acquired the data of
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the bins. As the sensor obtains the data of the bins then the LoRa module is set for

communicating the data to the receiver in the microcontroller of the sensor node.

( Start Node )

A

Initialize serial

communication
& SPI

Check the
device mode

Read the level,
guantity of the bins

v

Set the LoRa module
in transmission mode

v

Make packet and
transmit via LoRa
module

Figure 3.4 Working Flow of Sensor Node

The sensor data of the bins are converted into a packet and transmitted via LoRa
communication. Proteus is generally utilized for drawing and designing electronic circuits
before designing a PCB board. To evaluate the circuit design, a proteus simulation is
performed. To check the workflow of the sensor node, a proteus simulation is carried out.
Figure 3.5 presents the proteus model of the sensor node. Here Arduino Uno is considered
as it is integrated with the same ATmega 328P microcontroller that is utilized for the sensor
node. Pin 6 of the Arduino UNO is used for the ultrasonic sensor's echo pin; pin 7 is used

for the sensor's trigger pin. In serial communication, the Arduino Uno's receiver (RxD) and
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transmitter (TxD) are connected. The simulation is carried out for the sensor node through
serial communication and the sensor node visualizes the sensor data on the LCD connected
to the Arduino Uno.
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Figure 3.5 Proteus Simulation Model of Sensor Node
3.3 Gateway

The gateway acts as a bridge to connect two distinct wireless communication protocols.
Figure 3.6 presents the block diagram of the gateway. The Controller unit, Wi-Fi module,
LoRa module, and power supply unit are the four components of the gateway. The
Controller unit is interfaced with a sensor unit, two communication modules, and a power
supply unit. ATMega328P microcontroller is considered for gateway. The importance of
integrating the microcontroller unit in the gateway and the technical specifications are

already discussed in section 3.2 and table 3.1. LoRa module and Wi-Fi module are
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interfaced to the gateway for connecting the sensor node to the cloud server. SX1278 LoRa

module (433MHz) interfaced to the gateway transmits the sensor data from the sensor node

L

through RF packets.

LoRa
module j
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Controller WIF
. module
unit
y

Power supply
unit

Figure 3.6 Block Diagram of Gateway

Table 3.5 Specifications of ESP8266 Wi-Fi Module

Parameter Feature
Processor Tensilica L106 32-bit processor
IEEE standard 802.11 b/g/n
Frequency 2.4 GHz
Data rate 72 Mbps
Network Protocols Ipv4, TCP/UDP, HTTP

Tx power 17 dBm (802.11 g), 20 dBm (802.11 b), & 14 dBm (802.11n)

Sensitivity -91 dBm (802.11 b), -75dBm (802.11 g) & -71 dBm (802.11n
Voltage 25Vt03.6V
Current Average: 80mA

The sensor data is required to communicate in IP packets over a cloud server and the
Wi-Fi module (IEEE 802.11standard) interfaced to gateway transmits the sensory data in
IP packets. ESP8266 Wi-Fi (IEEE 802.11) (ESP8266 Wi-Fi MCU | Espressif Systems, n.d.)
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is the Wi-Fi module interfaced to the gateway to transmit the packets through the internet.
The technical specifications of the ESP 8266 Wi-Fi module are presented in table 3.5. The
power supply unit provides power to all units including the LoRa module, Wi-Fi module,

and controller unit.

3.3.1 Proteus Simulation Model of Gateway
The gateway consists of a LoRa module and ESP 8266 Wi-Fi is to bridge the sensor
node and cloud server. The flow diagram of the gateway is shown in figure 3.7. The SPI is

initialized for checking whether the LoRa module is functioning or not.
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Figure 3.7 Working Flow of Gateway

When the LoRa module is functioning, then the gateway power on to verify whether

the LoRa module receives the sensory data from the sensor node. The received data is
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exchanged and stored in the sending buffer of the Wi-Fi modem. The status of Wi-Fi
(Online/offline) is validated after verifying the node addresses. The buffer data transmits
to the cloud server when the status of Wi-Fi shift to Online. To check the workflow of the

gateway a proteus simulation is carried out.
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Figure 3.8 Proteus Simulation Model of Gateway

The Proteus simulation model of the gateway is presented in figure 3.8. The transmitter

in the proteus simulation represents the sensor node and the receiver represents the

gateway. Arduino Uno is considered in the proteus simulation, as it is integrating with the

ATMega 328P microcontroller. The serial communication is established between the
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transmitter and receiver by connecting the TxD pin of the transmitter to the RxD pin of the
receiver. RxD pin of the transmitter connected to the pin of TxD pin of the receiver. The
simulation is carried out for the gateway, the transmitter (sensor node) can transmit the
sensor data through serial communication to the receiver (gateway). The sensor node is

visualized on the LCD of the gateway.

3.4 Hardware Customization

The customization supports to design and develop a system for a specific application.
The controller board for 10T applications available in the market is general-purpose boards
with limited power supply pins and constrained size. Size is one of the prominent design
parameters for any system which helps to deploy the system in a specific location. Size can
be reduced by selecting only the required number of analog and digital pins. The use of a
large number of jumper wires to interface components is another challenge with boards.
Even a minor fault in the connecting wire can significantly affect the system's performance.
The customization of hardware allows selecting only required components for
implementing the system. Depending upon the input/output components, the number of
analog pins and digital pins can be selected on the board, which can reduce the complexity

of size and space.

The power consumption is a crucial parameter for designing the nodes, as they are
implemented in the outdoor environment where the electrical grid network may not be
available, it may raise the infrastructure cost of deploying an independent electric grid
network. In addition to powering the sensor node, a power jack is also embedded on the
board for getting power supply through the battery or from any external source. The +5 V
and +3.3 V voltage converters are integrated with the sensor node and gateway to provide
the required voltage. The selection of a controller is another design challenge and selecting
an appropriate controller enables the design of an energy efficiency node. Following the
selection of appropriated components for the design of the node, the next stage entails the
integration of these components into a single board for realizing the reliable, compatible,
and flexible node.
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3.4.1 Design of Customized Board for Sensor Node

The components that are chosen for the sensor node are presented in this section along
with the block diagram, circuit diagram, and PCB layout. Figure 3.9 illustrates the
components for the sensor node, where the selected components are interfaced with the
controller unit. In addition, with the communication module and sensor unit, the sensor
node is interfaced with the In-Circuit Serial Programming (ICSP) and Future Technology
Devices International Limited (FTDI) programming pins. These programming pins in the
sensor nodes enable to upload of the program. ICSP has used form programming with a
bootloader in MCU and the FTDI port is connected for uploading a program written in
Arduino IDE. As discussed early in section 3.2, the different power supply pins for

supporting the required voltage are also integrated on the board of the sensor node.

Power rail Power rail Power rail
17 I 1T
A U [T +3.3 V voltage
supply
Y
Battery T
LoRa
A 4 > module
ICSP < p-| AtMega328P -
controller Weight

sensor

FTDI port 4—”—}J i

Figure 3.9 Components of Customized Sensor Node

All the selected components are integrated on circuit design as shown in figure 3.10
and it is as follows:
= The MOSI, MISO, SCK, GND, V. and RESET pins of the LoRa modem are
connected with 15,16,17 GND, +5V, and RESET pins of the ATmega328
microcontroller respectively.
= Onboard +12V to +5V converter is connected to V¢ and GND pins of the
ATmega328 microcontroller respectively.
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Ve, trigger, echo, GND of the Ultrasonic sensor are connected to +5V, pin 11, pin
10, and GND pins of the customized board respectively.

The FTDI port represents programmer pins, where this port enables the board to
program the Atmega 328P microcontroller.
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Figure 3.10 Circuit Diagram of Sensor Node
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Figure 3.11 Prototype of Sensor Node

Table 3.6 Features of Customized Sensor Node

Parameter Specifications
Microcontroller ATMega328P
Communication module SX1278 LoRa module (433 MHz)
GND 6 Pins
Voltage converter +3.3V and +5V
Power trails +12V, +5V and +3.3V [6 power trails of each voltage]
Power jack +12V External power supply
Programming pins FTDI and ICSP

After designing the circuit of the sensor node, the prototype of the sensor node is
developed as shown in figure 3.11. LoRa module and ATmega 328P microcontroller are
interfaced on the sensor node. The sensor node is packed with protective material for
enhancing the protection of the sensor node in the outdoor environment. The features of

the customized sensor node are presented in table 3.6.

3.4.2 Design of Customized Board for Gateway
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The components that are chosen for the gateway are presented along with the block
diagram, circuit diagram, and PCB layout. Figure 3.12 illustrates the components of the
gateway. As discussed in section 3.3, SX 1278 LoRa module is selected to enable the
gateway to initiate communication with LoRa based sensor node. ESP 8266 Wi-Fi module
is used to transmit the sensor data to the cloud through the internet. Similar FTDI and ICSP

programming pins are integrated on the board of the gateway for programming purposes.

Power rail Power rail Power rail
+12 V power +5 V voltage +3.3 V voltage
supply converter converter
— .
Battery LoRa
module
FTDI —4
Ethernet
ICSP T
ESP 8266
| WiFi module

Figure 3.12 Components of Customized Gateway

All the components are integrated and designed a circuit for gateway (Figure 3.13). The
connections of the gateway are as follows
= The MOSI, MISO, SCK, GND, Vcc and RESET pins of the LORA modem are
connected with 15,16,17 GND, +5V, and RESET pins of customized ATmega328
controller respectively.
= D6, D7 pins of the ESP8266 Wi-Fi module connect to the PIN 11 and PIN 10 of
the ATmega 328P controller respectively.
= Two FTDI ports are embedded in the gateway for programming the Atmega 328P

microcontroller and also to program the ESP8266 Wi-Fi module.
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Figure 3.13 Circuit Diagram of the Gateway
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The prototype of the gateway is shown in figure 3.14. LoRa module, ATMega 328P

microcontroller, ESP 8266 Wi-Fi module are highlighted on the gateway. The features of

the customized gateway are presented in table.3.7.

Table 3.7 Features of Customized Gateway

Parameter

Specifications

Microcontroller

ATMega328P

Communication Module

SX1278 LoRa module [433 MHz-LPWAN), ESP8266 Wi-Fi
module [2.4 GHz-LAN)]

Gnd

8 Pins

Voltage Converter

+3.3V and +5V

Power Trails

++12V (6 trails), +5V (8 trails) and +3.3V (6 trails)

Power Jack

2 [1 for ATmega 328P controller, 1 for ESP 8266 Wi-Fi

module] +12V External power supply

Programming Pins

2 FTDI [ATmega 328P controller, 1 for ESP 8266 Wi-Fi
module] and 1 ICSP

Display

LCD (20*4)

3.5 Chapter Summary

The chapter presents the system description of LoRa and blockchain-based waste

management systems. The significance of a customized hardware prototype is discussed in

detail, including the selection of each component that embedded in the sensor node and

gateway. The circuit diagram of the sensor node and gateway is also presented in this

chapter. The proteus model of the sensor node and gateway is also discussed along with

the prototype of the sensor node and gateway. The customized loT enabled hardware i.e.,

sensor node and gateway are designed to sense filling level of the bins on cloud server.

A research article is published about the customization of hardware and the publication
is: Shaik VVaseem Akram, Rajesh Singh, Mohammed A. AlZain, Anita Gehlot, Mamoon
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Rashid, Osama S. Faragallah, Walid El-Shafai, Deepak Prashar, “Performance Analysis of
loT and Long-Range Radio-Based Sensor Node and Gateway Architecture for Solid Waste
Management is published in Sensors, MDPI (SCI).
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Chapter 4

Performance Analysis of LoRa Network

In this chapter, the performance analysis of the LoRa network is discussed for evaluating
the optimal parameters appropriate for the system implementation using LoRa. The
significance of performance analysis and the explanation of distinct network parameters of
the LoRa is discussed. A FLoRa simulation is performed for calculating the energy
consumption of nodes by varying parameters like BW, SF, Tx power, number of nodes,
and number of gateways with a carrier frequency of 433 MHz. The bit rate, time on-air
(ToA), link budget, receiver sensitivity, and battery life of sensor node based on LoRa are

evaluated by varying parameters like CR, BW, SF, Tx power, and payload size.

4.1 Performance Analysis

The performance analysis of the LoRa network enables the observation of the behavior
of the network by varying different parameters like CR, BW, SF. Moreover, the
performance analysis assists to finalize the parameters for the implementation of the
system. Each parameter is considered for analyzing network behavior through evaluation
metrics like bit rate, link budget, receiver sensitivity, ToA and battery life of LoRa enabled

sensor node (Lavric et al., 2020).

= Spreading Factor (SF)

LoRa is based on the chirp spread spectrum, where chirps are the data carrier. The
spreading factor affects the chirp rate, which in turn influences the transmission speed.
Lower SF indicates high data transmission and vice versa. LoRa network uses a spreading
factor for controlling the congestion during transmission. As the spreading factor is
orthogonal, the signals modulating with various spreading factors can be transmitted on the
same frequency channel at the same time without interference. LoRa modulation comprises
six SFs from 7 to 12, where the SF shows an effect on the bit rate, ToA, and receiver

sensitivity.
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= Bandwidth (BW)
The frequency range in the spectrum band is represented by BW, which can be one of
three bands: 500 kHz, 250 kHz, and 125 kHz. A higher bandwidth indicates fast

transmission and lower bandwidth indicates long-distance transmission.

* Code Rate
The code rate is required for ensuring minimum interference during transmission. In
data transmission, LoRa modulation incorporates forward error correction (FEC), which is
attained by encoding 4-bit data with 5-bit, 6-bit, 7-bit, and 8-bit redundancies. The code
rate is expressed in the equation (4.1):
_ 4
4+n

where ‘n’ ranges from 1 to 4

CR

(4.1)

During data transmission, the code rate is proportional to transmission speed and is
inversely related to ToA. A higher code rate indicates a faster transmission speed and a

lower ToA.

» LoRa Packet Structure

LoRa packet structure consists of a preamble, optional header, payload, and Cyclic
Redundancy Check (CRC) as shown in figure 4.1. A preamble is included to establish a
link between transmitter and receiver. The header comprises the information and payload

size of LoRa configuration, and it is encoded in the form of code rate = 4/8.

NP NH Npavload
Preamble Header Payload CRC
(Optional y
P
CR=4/8 CR = Coding Rate

Figure 4.1 LoRa Packet Structure
In the packet structure, the payload encrypts with code rate, and in the last frame of the

packet, the Cyclic Redundancy Check (CRC). LoRa packet duration is the integration of
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the transmitted packet and preamble. The preamble length is expressed in the equation
(4.2.):
Tpreamble = (npreamble + 4.25)Tsym (4.2)

Where npreamble indicates programmed preamble length

The payload is defined by the enabled header mode and the number of payload symbols
defined in equation (4.3):

L — 4SF + 28 + 16RC — 20IH)
4(SF — 2DE)

8P
Npayload = 8 + Max (ceil [( ] (CR+4),0 > (4.3)

where PL indicates a number of payload bytes; IH=0 during enabled header; IH=1
when no header is available; SF is spreading factor from 7 to 12; LowDataRateOptimize=1
for DE=1, DE=0 otherwise, CR indicates the code rate. The payload duration is estimated
by multiplying the number of payload symbols by the symbol period and it is expressed in
equation (4.4):

Tpayload = npayload * Ts (4.4)
* Time on Air (ToA)

The amount of time taken for a signal to reach the receiver end from the transmitter is
known as ToA. ToA of a packet is evaluated by integrating the spreading factor, code rate,
and bandwidth. ToA of LoRa packet is the summation of payload duration and preamble
and it is expressed in equation (4.5):

Tpacket = Tpreamble + Tpayload (4.5)
Bit Rate/ data rate is defined as the number of bits that are transferred between

transmitter and receiver. Bit rate (Rbit) of LoRa is expressed in equation (4.6):

] BW
Rbit = SF * >SF

x CR (4.6)

Where SF indicates spreading factor; BW indicates bandwidth and CR indicates code

rate.
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= Receiver Sensitivity

The ability of a system to extract information from signals is defined as receiver
sensitivity. It can alternatively be characterized as the minimum signal strength that will
enable the system to go into packet resolution mode. A variation in the receiver's
temperature may influence the first term, which is generated by thermal noise in the 1-Hz
bandwidth. The receiver noise figure (NF) is a constant for each hardware implementation.
Finally, SNR denotes the signal-to-noise ratio necessary for the modulation technique
beneath it. The signal-to-noise ratio and bandwidth are the design variables relevant to the
LoRa designer. The LoRa receiver sensitivity (S) is calculated using equation (4.7):

S= —174 4+ 10log,, BW + NF + SNR (4.7)

Where BW indicates bandwidth in kHz, SNR indicates Signal to Noise Ratio and

NF indicates Noise fig. of a receiver in dB.

= Signal-to-Noise Ratio (SNR)

It is the ratio of the received power signal to the noise floor power level. SNR is often
measured in the range of -20 dB to +10 dB. The received signal is less distorted if the range
is approximately +10 dB. LoRa has an SNR range of -7.5 to -20 dB.

= Link Budget

The sum of all losses and gains from the transmitter to the receiver over free space is
the link budget. (Ortin et al., 2018). The link budget can be computed using a simple model
that includes transmitter power (PTX), antenna gain, receiver sensitivity (Rx), and free

space path loss (FSPL). The link budget is expressed using equation (4.8):

PRx = PTx- L + GTx + GRx (4.8)
where PRx is received power or link budget (dBm), PTx indicates transmitter
power(dBm), GRx indicates receiver antenna gain(dB), GTx indicates transmitting antenna

gain (dB), and FSPL indicates free space path loss (dB).
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FSPL is the amount of energy lost in free space during a conversation between the
transmitter (Tx) and receiver (Rx). FSPL is derived from Friis transmission equation and

Friis transmission equation (Balanis, 2012) is (4.9):
2

Pr_ ( A ) Gor G (4.9)
Pt \4mR ot “or '

where Pt and Pr denotes transmitted power and received power, A denotes wavelength,
and G,,-G, directivity of the receiving and transmitting antenna. As per FSPL's definition,
the FSPL is expressed as equation (4.10):

FSPL = (%)2 (4.10)

where d implies a distance between Tx and Rx (Meters); Tx implies transmitter; Rx
implies receiver, and 2 indicates wavelength. The wavelength (1) is expressed in the
equation (4.11)

C
Az? ;¢ =3 x10%m/s (4.11)

4.2 FLoRa Simulation

FLoRa is a platform to create a LoRa network by providing modules for LoRa nodes,
gateways, and network servers (Home | FLoRa - A Framework for LoRa simulations, n.d.).
By using Adaptive Data Rate (ADR), the network server and nodes can adjust
configuration parameters can be adjusted dynamically. Through Adaptive Data Rate, the
network server and nodes offer dynamic management of configuration parameters (ADR).
Statistics on energy use can be gathered for each node. The FLoRa simulation is performed
to evaluate the energy consumption of the nodes by varying the distinct parameters. The
evaluation of energy consumption of nodes facilities to calculate optimal parameters that
are optimal for the implementation of the system. FLoRa is based on the OMNeT++
discrete event simulation library (Bouras et al., 2019). FLoRa is built on the OMNeT++
framework, which is integrated with the INET Framework that enables experimentation of

distinct network protocols (OMNeT++ Discrete Event Simulator, n.d.). Furthermore, the
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FLoRa structure provides appropriate LoRaWAN architecture(Home | FLoRa - A
Framework for LoRa simulations, n.d.) implementation as well as a reliable LoRa radio
physical layer model based on past experimental findings (Slabicki et al., 2018). Using the
FLoRa architecture, it is feasible to simulate the entire LoRaWAN star-topology
architecture, which consists of four entities: LoRa nodes, gateways, a network server, and

an application server (Petajajarvi et al., 2015).

Figure 4.2 illustrates the working model of the FLoRa functioning model, in which the
complete network is deployed according to the LoRa architecture. Figure 4.3 illustrates the
working of the FLoRa simulation, in which the LoRa nodes are transmitting information
to the cloud via LoRa, and a Wi-Fi-enabled gateway. Figure 4.4 shows the two nested
submodules that deal with the LoRa network service (LoRaNic), and application layer
(simpleLoRaApp). The network module (LoRaNic) and the application module
(LoRaNode) are both present in the LoRaNode module (simpleLoRaApp). The LoRaNic
module includes a LoRa network, a radio module (LoRaRadio), and a MAC module
(LoRaMAC). LoRaNode is the major module in which parameters are varying for
evaluating the behavior of the LoRa network of waste management and it is shown in figure
4.4. In the simulation, the parameters are configured to evaluate the energy consumption
of nodes are BW = 125 kHz; carrier frequency = 433 MHz; CR = 4; SF = 7; No of packets
= 2; gateway distance = 320 m; network size =480 m 480; number of gateways =1; number
of nodes =4, and deployment type = square. The simulation is performed in four different

cases, by varying the parameters.

= Case ‘I’

In case ‘1,' the code rate is varied from 1 to 4 and no significant variation is observed
in the energy consumption of the LoRa node. The LoRa node's Tx power is varied from 2,
5, 8, 11, and 14 dBm to check the change in energy consumption. The tx power is
represented with Tx1, Tx2, Tx3, Tx4, and Tx5 The remaining parameters, such as carrier
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frequency, spreading factor, bandwidth, no of packets, network size, and gateway distance
is kept constant.

Figure 4.2 FLoRa Simulation Graphical User Interface

Figure 4.3 Working Model in FLoRa Simulation
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Figure 4.4 Two Nested Submodules

The 4 nodes are represented as Node ‘1', Node ‘2', Node ‘3', and Node ‘4'. The
simulation is performed for four nodes by varying transmission power and energy

consumption of four nodes recorded in table 4.1.

The simulation results demonstrate that for Tx power of 2 and 5 dBm, node ‘1' and
node ‘2' consume the same amount of energy. At the Tx power of 11 dBm, the energy
consumption of node ‘2' gradually decreases. At a Tx power of 8 dBm, the energy
consumption of node ‘3' immediately rises from 1.90 mW to 2.74 mW. When the Tx power
is configured to 2 or 5 dBm, Node ‘4' consumes a consistent amount of energy; however,
when the Tx power is set to 8 dBm, the energy consumption rises and then reduces to 2.31
mW. Figure 4.5 illustrates that node ‘3' (red color line) consumes the maximum energy of

all nodes when the Tx power is tuned to 8 dBm.
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Table 4.1 Energy Consumption in case ‘1’ for Tx power 2 dBm-14dBm

Node Energy Energy Energy Energy Energy
Number | Consumption | Consumption | Consumption | Consumption | Consumption at
at2dBm at5dBm at8dBm at11 dBm 14 dBm
(mW) (mW) (mW) (mW) (mW)
Node
‘v 2.45 2.46 2.46 2.09 2.18
Node
2 2.45 2.46 2.18 1.95 2.03
Node
‘3 1.89 1.90 2.74 3.10 3.24
Node
‘4 2.38 2.39 2.60 2.31 2.41
g 4
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Figure 4.5 Nodes Energy Consumption in Case ‘1’ for Tx power 2 dBm-14dBm

= Case ‘2’
In case ‘2, the simulation is performed by increasing the number of gateways = 2 and
maintaining all other parameters constant. The energy consumption of four nodes is shown

in Table 4.2. At the Tx level of 2 dBm, the energy consumption of all nodes rapidly
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decreased as the number of gateways increased to two. When compared to a single gateway
implementation in the simulation, the energy consumption of Node ‘1 decreases for the Tx
power of 2 dBm, 5 dBm, and 8 dBm as shown in figure 4.4. The energy consumption of
node ‘4’ is maximum at Tx power of 14 dBm and at remaining Tx powers the energy
consumption of node ‘4’ is decreased. In Node ‘3’, the energy consumption of nodes is

maximum for the Tx power of 2dBm and 5 dBm.

Table 4.2 Energy Consumption in case ‘2’ for Tx power 2 dBm-14dBm

Node Energy Energy Energy Energy Energy
Number Consumption | Consumption | Consumption | Consumption | Consumption at
at 2 dBm at5dBm at 8 dBm at 11 dBm 14 dBm
(mW) (mW) (mW) (mW) (mw)
Node
1 1.68 1.69 2.39 2.10 2.78
Node
R 2.10 2.11 2.53 2.81 2.03
Node
3 2.10 2.12 2.60 2.52 2.63
Node
4 2.24 2.25 2.39 2.24 3.69
= Case ‘3’

In case ‘3°, the number of nodes is expanded to 8§ and the remaining parameters of the
simulation are maintained the same as mentioned in case ‘1°. The representation of 8 nodes
is as: Node ‘1, Node ‘2°, Node ‘3°, Node ‘4’°, Node ‘5’°, Node ‘6°, Node ‘7°, and Node ‘8’.
The simulation is performed with the same parameters and the energy consumption of
nodes is presented in table 4.3. In comparison to the previous case, the amount of energy
consumed by the first four nodes is varied and as shown in figure 4.7. Node ‘1' has
consumed a high portion of energy at 11 dBm, i.e., 3.25 dBm, while Node ‘2' has consumed
a moderate amount of energy at 5 dBm, i.e., 1.61 dBm.
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Figure 4.6 Nodes Energy Consumption in Case ‘2’ for Tx power 2 dBm-14dBm

At 14 dBm Tx power, the energy consumption for Nodes ‘2', ‘3", and ‘4' is similar, i.e.,
1.88 mW and the energy consumption for nodes ‘5' and ‘6' is the same i.e., 2.48 mW.
The energy consumption of Node '3' gradually reduces from 3.01 mW to 1.88 mW. Node
'5' energy consumption is progressively increased from 2.03 mW to 2.48 mW, while

Node '8' energy consumption also increased from 1.96mW to 2.56mW.

= Case ‘4’:

In case ‘4’, the number of nodes increased to *16, and the remaining parameters are
maintained constant. Node ‘1°, Node ‘2°, Node ‘3’, Node ‘4’, Node ‘5°, Node ‘6°, Node
“7’, Node ‘8’, Node ‘9’, Node 10°, Node ‘11°, Node ‘12°, Node ‘13°, Node ‘14’, Node
‘15°, and Node ‘16’ are representation of 16 nodes. After performing the simulation with
their parameters, the energy consumption of 16 nodes is shown in table 4.4. The high
energy consumption of nodes is acquired at Tx of 11 dBm for the Node '13" is 3.10 mW,
while the low energy consumption of nodes is recorded at Tx power of 14 dBm for the
Node '10', i.e., is 1.73 mW.
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Table 4.3 Energy Consumption in case ‘3’ for Tx power 2 dBm-14dBm

Node Energy Energy Energy Energy Energy
Number Consumption | Consumption | Consumption | Consumption | Consumption
at2 dBm at5dBm at 8 dBm at11 dBm at 14 dBm
(mW) (mW) (mW) (mW) (mW)
Node
‘r 1.75 1.76 2.04 3.25 1.95
Node
A 1.61 1.59 2.32 1.95 1.88
Node
‘3 3.01 3.02 2.88 1.95 1.88
Node
‘4 2.52 2.53 2.11 2.38 1.88
Node
‘5 2.03 2.04 2.04 2.09 2.48
Node
‘6’ 2.51 2.46 2.74 2.74 2.48
Node
e 2.17 2.18 1.83 2.74 2.33
Node
‘8 1.96 1.97 2.11 2.31 2.56
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Figure 4.7 Nodes Energy Consumption in Case ‘4’ for Tx power 2 dBm-14dBm
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Table 4.4 Energy Consumption (E.C) in case ‘4’ from Tx power 2 dBm to 14dBm

Node Energy Energy Energy Energy Energy
Number | Consumption | Consumption | Consumption | Consumption at | Consumption
at2dBm at5dBm at8dBm 11 dBm at 14 dBm
(mW) (mW) (mW) (mW) (mw)

Node

‘1 211 211 2.53 2.81 2.71
Node

2’ 1.96 1.97 2.26 2.46 2.26
Node

3’ 1.82 1.83 2.81 2.09 2.86
Node

‘4 2.66 2.67 3.17 2.31 2.71
Node

‘5 1.89 1.90 1.89 2.46 3.08
Node

‘6’ 2.38 2.39 2.39 2.09 1.88
Node

7 2.31 2.32 2.53 1.96 2.86
Node

8’ 2.09 2.04 2.32 2.74 2.26
Node

‘9 1.89 1.90 3.10 2.60 331
Node

‘10° 2.60 2.61 2.67 2.64 1.73
Node

‘11 2.03 2.04 2.60 2.45 2.18
Node

12’ 1.75 1.76 1.90 2.60 2.03
Node

‘13’ 2.80 2.81 1.76 3.10 2.78
Node

14 1.96 1.97 2.74 2.09 2.63
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Figure 4.8 Nodes Energy Consumption in Case ‘4’ for Tx power 2 dBm-14dBm

4.3 Performance Analysis

In this section, the performance analysis of the distinct evaluation metrics of LoRa is
performed by varying SFs, CR, payload, and BW.

4.3.1 Bit Rate

The data rate/bit rate is defined as the number of bits transferred between the transmitter
and receiver during communication. The input parameters SF, CR, and BW are
incorporated for evaluating the LoRa data rate. The data rate is expressed in bits per second
(bps). Equation 4.6 is used for calculating the bit rate from SF 7-12. Six cases are divided
for calculating the bit rate for 6 SFs. In the first case, the parameters such as SF 7, BW
(7.5kHz to 500 kHz), and CR (1 to 4) are used for calculating the bit rate.
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Figure 4.9 illustrates the graph of bit rate at SF 7, and the graph concludes that the bit rate
is low (213 bps) at BW 1 (7.5 kHz) and code rate 4. The high bit rate (21875 bps) is
observed at BW 10 (500 kHz) and code rate 1.
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Figure 4.9 Bit Rate Analysis for Different code rate and bandwidth with SF 7

In the second case, the parameters such as SF 8, BW (7.5kHz to 500 kHz), and CR (1
to 4) are used for calculating the bit rate. Figure 4.10 illustrates the graph of bit rate at SF
8, and the graph concludes that the bit rate is low (121 bps) at BW 1 (7.5 kHz) and code
rate 4. The high bit rate (12500 bps) is observed at BW 10 (500 kHz) and code rate 1.

In the third case, the parameters such as SF 9, BW (7.5kHz to 500 kHz), and CR (1 to
4) are used for calculating the bit rate. Figure 4.11 illustrates the graph of bit rate at SF 9,
and the graph concludes that the bit rate is low (68 bps) at BW 1 (7.5 kHz) and CR 4. The
high bit rate (7031 bps) is observed at BW 10 (500 kHz) and code rate 1.
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Figure 4.11 Bit Rate Analysis for Different code rate and bandwidth with SF 9

In the fourth case the parameters such as SF 10, BW (7.5kHz to 500 kHz), and CR (1 to
4) are used for calculating the bit rate. Figure 4.12 illustrates the graph of bit rate at SF 10,
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and the graph concludes that the bit rate is low (38 bps) at BW 1 (7.5 kHz) and CR 4. The
high bit rate (3096 bps) is observed at BW 10 (500 kHz) and code rate 1.
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Figure 4.12 Bit Rate Analysis for Different code rate and bandwidth with SF 10

In the fifth case, the parameters such as SF 11, BW (7.5kHz to 500 kHz), and CR (1 to
4) are used for calculating the bit rate. Figure 4.13 illustrates the graph of bit rate at SF 11,
and the graph concludes that the bit rate is low (20 bps) at BW 1 (7.5 kHz) and code rate
4. The high bit rate (2148 bps) is observed at BW 10 (500 kHz) and CRL1.

In the sixth case, the parameters such as SF 12, BW (7.5kHz to 500 kHz), and CR (1
to 4) are used for calculating the bit rate. Figure 4.14 illustrates the graph of bit rate at SF
12, and the graph concludes that the bit rate is low (11 bps) at BW 1 (7.5 kHz) and code
rate 4. The high bit rate (1171 bps) is observed at BW 10 (500 kHz) and CR 1.
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Figure 4.13 Bit Rate Analysis for Different code rate and bandwidth with SF 11
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4.3.2 LoRa Sensitivity

The SF, noise figure, and BW are the input parameters for determining the LoRa
sensitivity of the receiver. In this case, the Noise fig. (SNR) value varies depending on the
spreading factor. The SNR of the spreading factor 7 is -7.5dB, the SNR of the spreading
factor 8 is -10 dB, the SNR of the spreading factor 9 is -12.5 dB, the SNR of the spreading
factor 10 is -15 dB, the SNR of the spreading factor 11 is -17.5 dB, and the SNR of the
spreading factor 12 is -20 dB.

LoRa Sensitivity from SF 7 - SF 12
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Figure 4.15 LoRa Sensitivity from SF (7— 12)

The BW considered during evaluation of receiver sensitivity are as follows: 7.8 kHz
(BW1); 10.4 kHz (BW?2); 15.6 kHz (BW3); 20.8 kHz (BW4); 31.2 kHz (BW5); 41.7 kHz
(BWS6); 62.5 kHz (BWT7); 125 kHz (BW8); 250 kHz (BW9); and 500 kHz (BW10). The
receiver sensitivity is expressed in a negative value, such as -127 dBm, and any value above
this indicates that sensitivity is declining. Figure 4.15 illustrates that the sensitivity power
for the SF 7 is largest at BW 10 (500 kHz), and the sensitivity for the SF 12 is lowest at
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BW 1 (7.5 kHz). Following the BW 4, the sensitivity of each spreading factor gradually
increases (20.8 kHz).

4.3.3 Time on Air (ToA)

The amount of time taken for a signal to reach the receiver end from the transmitter is
known as ToA. The calculation of the ToA with following parameters, preamble = 8
symbols, payload = 25 bytes, Tx power = 14 dBm and carrier frequency = 433 MHz. The
three bandwidths 125 kHz (BW 1), 250 kHz (BW 2), and 500 kHz (BW 3) are considered
along with SF from 7 to 12, and code rate from 1 to 4. In equation 4.6, the SF and BWhave
multiple values, so the ToA calculation is done in four cases. The cases are categorized on
the basis of CR (1 to 4). In the first case, the calculation of ToA is carried out with
parameters CR =1, SF 7 to 12, and BW 125kHz, 250 kHz, and 500kHz. The calculated

results of the first case are shown in table 4.5.

It has been observed that the ToA for SF 7 and CR 1 is 56.58 milliseconds (ms), and
ToA for SF 12 and BW 1 is 1318.71 ms. ToA is increased along with an increase in SF and
decreases with an increase in BW. The X-axis of the graph denotes the SF and Y-axis
denotes the ToA. The graph (figure 4.16) concludes that the ToA increase after the SF 8

and reached maximum at SF12.

Table 4.5 Time on Air (ms) for different SF and BW with CR =1

Spreading Factor Bandwidth ‘1’ Bandwidth ‘2’ Bandwidth 3"
Spreading Factor 7 56.58 28.29 14.14
Spreading Factor 8 102.91 51.46 25.73
Spreading Factor 9 205.82 102.91 51.46
Spreading Factor 10 370.69 185.34 92.67
Spreading Factor 11 741.38 370.69 185.34
Spreading Factor 12 1318.91 659.46 329.73

74



1600

[EEN
N
o
o

800

Time on Air (ms)

400

SF7

/

SF8 SF9

SF10  SF11
Spreading Factor

—BW1
— BW 2
—BW 3

Figure 4.16 Time on Air (ms) for different SF and BW with CR =1

In the second case, the calculation of ToA is carried out with parameters CR =2, SF 7
to 12, and BW 125kHz, 250 kHz, and 500kHz. The calculated results of the second case
are shown in table 4.6. It has been observed that the ToA for SF7 and BW 1 is 63.74
milliseconds (ms), and ToA for SF 7 and BW3 is 15.94 ms. From the results, it is concluded
ToA is the maximum for SF 12 and BW1. ToA is minimum for SF 7 and BW3. The graph

(figure 4.17) concludes that the ToA increases after the spreading factor 8 and reached the

maximum for spreading factor 12 and BWL1.

Table 4.6 Time on Air (ms) for different SF and BW with CR =2

Spreading Factor Bandwidth ‘1’ Bandwidth ‘2’ Bandwidth 3"
Spreading Factor 7 63.74 31.87 15.94
Spreading Factor 8 115.2 57.6 28.8
Spreading Factor 9 230.4 115.2 57.6
Spreading Factor 10 411.65 205.82 102.91
Spreading Factor 11 823.3 411.65 205.82
Spreading Factor 12 1449.9 724.99 362.5
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In the third case, the calculation of ToA is carried out with parameters code rate =3,
spreading factor 7 to 12, and BW 125kHz, 250 kHz, and 500kHz. The calculated results of
the third case are shown in table 4.7. It has been observed that the ToA for spreading factor
7 and BW 1 is 70.91 milliseconds (ms), and ToA for spreading factor 7 and BW3 is
17.73ms. From the results, it is concluded ToA is the maximum for spreading factor 12
and BW1. ToA is minimum for spreading factor 7 and BW3. The graph (figure 4.18)
concludes that the ToA increases after the spreading factor 8 and reached a maximum for

SF8 SF9

spreading factor 12 and BW1.

SF10  SF11
Spreading factor

SF12

—BW1
— BW?2
—BW 3

Table 4.7 Time on Air (ms) for different SF and BW with CR =3

Spreading Factor Bandwidth ‘1’ Bandwidth ‘2’ Bandwidth 3"
Spreading Factor 7 70.91 35.46 17.73
Spreading Factor 8 127.49 63.74 31.87
Spreading Factor 9 254.98 127.49 63.74
Spreading Factor 10 452.61 226.3 113.15
Spreading Factor 11 905.22 452.61 226.3
Spreading Factor 12 1581.06 790.53 395.26
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Table 4.8 Time on Air (ms) for different SF and BW with CR =4

Spreading Factor Bandwidth ‘1’ Bandwidth €2’ Bandwidth 3"
Spreading Factor 7 78.08 39.04 19.52
Spreading Factor 8 139.78 69.89 34.94
Spreading Factor 9 279.55 139.78 69.89
Spreading Factor 10 493.57 246.78 123.39
Spreading Factor 11 987.14 493.57 246.78
Spreading Factor 12 1712.13 856.06 428.03

In the fourth case, the calculation of ToA is carried out with parameters code rate =4,
SF 7to0 12, and BW 125kHz, 250 kHz, and 500kHz. The calculated results of the third case
are shown in table 4.8. It has been observed that the ToA for SF7 and BW 1 is 78.08 milli
seconds (ms), and ToA for SF7 and BW3 is 19.52 ms. From the results, it is concluded
ToA is maximum for SF 12 and BW1. ToA is minimum for SF7 and BW3. The graph
(figure 4.18) concludes that the ToA increases after the SF 8 and reached maximum for
SF12 and BW1. From the four cases, the maximum ToA is recorded in the fourth case at
SF12 and BW1 (125 kHz). The minimum ToA is recorded in the first case at SF7 and BW3
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(500kHz). The CR is directly related to the rise in ToA; for example, at CR 1, the ToA of
BW 1 is 56.58 ms, whereas, at CR 4, the ToA is 78.08 ms.
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Figure 4.19 Time on Air (ms) for different SF and BW with CR =4

4.3.4 Link Budget

The link budget is the summation of the gains and losses during the transmission of a
signal from transmitter to receiver. The link budget is evaluated by considering three BW
125 kHz, 250 kHz, & 500 kHz with spreading factors from 7 to 12 and transmission power
of 2dBm, 5dBm, 8dBm, 11dBm, and 14dBm. The calculation of the link budget is carried
out in five cases by varying the transmission power from 2 dBm to 14 dBm. In the first
case, the link budget is calculated with a tx power of 2 dBm, SF 7-12, and BW 125kHz,
250 kHz, and 500 kHz.

Figure 4.20 illustrates the graph of the link budget at 2 dBm, where the X-axis denotes
the SF and Y-axis denotes the link budget (2dBm). The graph concludes that the link budget
is highest (-120 dBm) at the SF 7and BW 3 and lowest (-141 dBm) at the SF 12 and BW1.
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In the second case, the link budget is calculated with a tx power of 5 dBm, SF7-12 and BW
125kHz, 250 kHz, and 500 kHz
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Figure 4.20 Link Budget at 2dBm
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Figure 4.21 Link Budget at 5dBm

Figure 4.21 illustrates the graph of the link budget at 5 dBm, where the X-axis denotes
the SF and Y -axis denotes the link budget (5dBm). The graph concludes that the link budget
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is highest (-123 dBm) at the spreading factor 7, and BW 3 and lowest (-144 dBm) at the
SF 12 and BWL1.
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Figure 4.23 Link Budget at 11dBm

In the third case, the link budget is calculated with a tx power of 8 dBm, SF 7-12, and
BW 125kHz, 250 kHz, and 500 kHz. Figure 4.22 illustrates the graph of the link budget at
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8 dBm, where the X-axis denotes SF and Y-axis denotes the link budget (5dBm). The graph
concludes that the link budget is highest (-126 dBm) at the SF 7, and BW 3 and lowest (-
147 dBm) at the SF12 and BW1.

In the fourth case, the link budget is calculated with a tx power of 11 dBm, SF 7-12,
and BW 125kHz, 250 kHz, and 500 kHz. Figure 4.23 illustrates the graph of the link budget
at 11 dBm, where the X-axis denotes SF and Y-axis denotes the link budget (5dBm). The
graph concludes that the link budget is highest (-129 dBm) at the SF 7, and BW 3 and
lowest (-150 dBm) at the SF12 and BW1.

In the fifth case, the link budget is calculated with a tx of 14 dBm, SF 7-12 and BW
125kHz, 250 kHz, and 500 kHz. Figure 4.24 illustrates the graph of the link budget at 5
dBm, where the X-axis denotes SF and Y -axis denotes the link budget (5dBm).
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Figure 4.24 Link budget at 14dBm

The graph concludes that the link budget is highest (-129 dBm) at the SF 7, and BW 3
and lowest (-153 dBm) at the SF12 and BW1. From all five cases, it is concluded that the

increase in the SF causes decreases in the link budget. The link budget recorded a maximum
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of 500 kHz of SF7 at 2 dBm. The link budget attained a minimum of 125 kHz of SF 12 at
14 dBm. It is concluded that high Tx power and low BW achieve the low link budget.

4.3.5 Battery Life of Sensor Node

The sensor node's battery life needs to be calculated as part of the analysis, where it
determines the optimal parameters that help to increase the battery life. The processing
power of 15 mW for 5 ms during sensing value and power usage of 10 W during sleep is
considered. During transmission, SF 7, BW 125 kHz, and 2 dB tx power is being
considered. The evaluation of the battery life of the sensor node is carried out in three

different cases based on payload. In this study, the amount of the data during transmission
is low i.e., bytes. A payload of 22 bytes, 25 bytes, and 28 bytes are considered for
measuring battery life at different periodicities. Periodicity is measured in minutes, 15
minutes, 30 minutes, 45 minutes, and 60 minutes for transmitting the data. 260 mAh, 1000
mAh, and 2000 mAh Li-ion batteries are three separate battery capacities considered for

measuring the battery life of the sensor node in terms of the number of months.
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Figure 4.25 Battery Life analysis of sensor node with different periodicities and batteries at 22 Bytes

Payload
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In the first case, the payload is 22 bytes, the periodicity (15 minutes to 60 minutes), and
Li-ion battery capacity of 260 mAh, 1000 mAh, and 2000 mAh. Figure 4.25 illustrates the
graph of the first case, where the X-axis denotes periodicity and Y-axis denotes battery life
in months. The graph concludes that the battery life is maximum when the periodicity of
sending sensor data is 60 minutes. On other hand, the 2000 mAh battery is having the
highest battery life at periodicity 4.
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Figure 4.26 Battery Life analysis of sensor node with different periodicities and batteries at 25

Bytes Payload

In the second case, the payload is 25 bytes, the periodicity (15 minutes to 60 minutes),
and Li-ion battery capacity of 260 mAh, 1000 mAh, and 2000 mAh. Figure 4.26 illustrates
the graph of the second case. The graph concludes that the battery life is minimum when
the periodicity of sending sensor data is 15 minutes (periodicity 1). On other hand, the 260
mANh battery is having the lowest battery life at periodicity 1.

In the third case, the payload is 28 bytes, the periodicity (15 minutes to 60 minutes),
and Li-ion battery capacity of 260 mAh, 1000 mAh, and 2000 mAh. Figure 4.26 illustrates
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the graph of the third case. The graph concludes that the battery life is maximum if the
periodicity of sending sensor data is 45 minutes (periodicity 3), and 60 minutes (periodicity
4). On other hand, the 260 mAh, 1000 mAh battery is having the same battery life after
periodicity 3.

From all three cases, if the sensor's periodicity of sending data is 15 minutes, then the
battery life is minimal. It is also observed that the battery life is the same for the i) 260
mAh and 1000 mAh at payloads of 22 bytes and 25 bytes, respectively ii) 1000 mAh with
payloads of 22 and 25 bytes.
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Figure 4.27 Battery Life analysis of sensor node with different periodicities and batteries at 28 Bytes

Payload

4.4 Chapter Summary

This chapter addresses the significance of performing the analysis of the LoRa network
for choosing the optimal parameters that are required for implementing the system based
on LoRa. The energy consumption of nodes is evaluated by varying parameters like
transmission power, number of nodes, number of gateways, SF, and BW for the CF of 433
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MHz with FLoRa simulation. The bit rate, TOA, receiver sensitivity, link budget, and batter
life of sensor node are evaluated by varying parameters like CR, payload size, BW, and Tx
power. From the analysis, it is concluded that the SF7, 125kHz BW, and 2 dBm Tx power
are the optimal parameters that are preferred for the system implementation. The
performance analysis of LoRa network is performed and finalized the optimal parameters
for effective and reliable real-time implementation of customized hardware with LoRa
network to obtain sensor data from the bins.

A research article is published about the performance analysis of LoRa network and
the publication is: Shaik Vaseem Akram, Rajesh Singh, Mohammed A. AlZain, Anita
Gehlot, Mamoon Rashid, Osama S. Faragallah, Walid EI-Shafai, Deepak Prashar,
“Performance Analysis of IoT and Long-Range Radio-Based Sensor Node and Gateway
Architecture for Solid Waste Management is published in Sensors, MDPI (SCI).
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Chapter 5

Development of Cloud Server

In this chapter, the development of the cloud server for waste management application is
discussed. The significance of the integrating cloud server with the customized gateway
and sensor node is described. The customized gateway and sensor node is interconnected
with the blynk server and Thingspeak server through Wi-Fi and the API) is discussed in
detail. The development of the customized cloud server based on Mongo database, Node.js,

and Angular framework is demonstrated.

5.1 Cloud Server

The technological advancement of wireless communication enables to implementation
of an intelligent system for monitoring, visualizing real-time data through internet
connectivity. The implementation of loT-enabled sensors nodes is producing a large
amount of sensor data on the cloud. The volume of data collected is huge and processing
such data locally is impractical. It is challenging for the local server to obtain, store and
process the enormous quantity of data created by the loT-enabled sensors. A cloud is
denoted as an element of application service or software (Ray, 2016). Real-time data, data
visualization, data capture, APl protocol, and cloud model type are the most important
criteria for designing cloud systems. There are three types of services provided by cloud
infrastructure as a service (laaS), platform as a service (PaaS), and software as a service
(SaaS) (Namasudra, 2018). Network, hardware, and other services are handled by the laaS
provider. SaaS supports everything, while PaaS supports the operating system (OS) and

application platform. It is a cloud service model based on Infrastructure as a Service (laaS).

A cloud server is an open logical server that constructs, hosts, and distributes cloud
computing services over the Internet. A cloud server is a virtual infrastructure that hosts
applications and data processing. A cloud server is a computer that is built, hosted, and

distributed through the internet and can be accessed from anywhere. Cloud servers are built
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with the help of virtualization software to categorize the physical server into multiple
virtual servers. Data storing and sharing, web hosting, and software or application are some
of the features of the cloud server. A cloud server is interfaced with the hardware for
obtaining and monitoring the sensor data and visualizing it on the graphical user interface
(GUI). The server is deployed into different three kinds of clouds namely public cloud,
private cloud, and hybrid cloud. Public cloud is a traditional model that requires minimal
technical for utilizing because there is no effort required for deployment, maintenance, and
customization of infrastructure. e.g., The technologies that are implemented in daily life
like smartphones and laptops. The private cloud is used by business organizations for
managing their activities and access to the authorized user only. A hybrid cloud is an
integration of both public and private clouds. For different functions, an organization can
employ a public and private cloud simultaneously, for obtaining the ease of use and other
benefits of a public cloud while preserving a private cloud as needed. An loT-cloud
architecture is intended to coordinate cloud-loT services by establishing the device's intent
for empowering communication amongst interconnected devices in a cloud-scale

environment.

The cloud server is integrated with loT-enabled hardware through different loT
protocols. This protocol enables the hardware to connect to the internet from any location.
MQTT, Hypertext transfer protocol (HTTP), and Constrained Application Protocol
(CoAP) are three basic protocols having the capability of connecting, controlling, and
monitoring the loT-enabled hardware devices. MQTT is a lightweight publication and
subscription-type message protocol specifically built for battery-powered devices. The
subscriber, publisher, and broker models are used in MQTT. The publisher's role in the
model is to acquire data and transmit it to subscribers via the intermediary layer, which is
the broker. The broker’s responsibility is to assure security by double-checking publisher
and subscriber authorization. Low energy consumption, low processing, and memory
resources, low bandwidth, reliability, and working over wireless networks are the features

of MQTT. HTTP is a collaborative, decentralized, hypermedia information system
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application protocol, based on the Transmission Control Protocol (TCP)/IP communication
protocol. It permits users to transmit data across the Internet. HTTP is a request-response
protocol that allows users to interact with web resources such as HTML files by sending
hypertext messages between clients and servers. HTTP clients commonly uses TCP
connections to communicate with servers. CoAP is a specialized web transfer protocol
employed for constrained nodes and constrained networks in 10T. CoAP is a protocol that
allows basic, restricted devices to connect to the Internet of Things, even across constrained
networks with poor bandwidth and availability. CoOAP serves as a type of HTTP for
restricted devices, allowing sensors and actuators to communicate across the internet of
things. Due to its low power consumption and low network overhead, the protocol is

designed for reliability in low bandwidth and high congestion situations.

A wide range of loT-cloud servers is used for logging the sensor data of the hardware
device through the internet. Blynk SAP, Cayenne, Amazon Web Services (AWS), IBM’s
Watson, Microsoft Azure Thing Worx loT Platform, Salesforce 10T Cloud, Cisco loT
Cloud Connect, GE Predix, Oracle Integrated Cloud, Firebase (Google), Parse (Facebook),
Thingspeak, IMPACT (Nokia) and Mind Sphere (Siemens) are the few loT-cloud
platforms(Emeakaroha et al., 2015; Tamas Pflanzner & Kertész, 2016; Tamas Pflanzner &
Kertész, 2018). Among these Thingspeak, blynk cloud, and Cayenne are the frequently
used open-source cloud servers for interfacing the hardware based on Arduino Uno board,
Raspberry Pi, and ARM. Thingspeak, blynk cloud, and Cayenne comprise of API that

assists to initiate communication between the server and hardware device.

5.2 Customized Cloud Server

The customized hardware for the waste management system is designed and developed
for monitoring and logging the sensory data of the bins in chapter 3. Sensor node and
gateway are the customized hardware that is realized for the waste management system.
The sensor node is based on the ATMega328P microcontroller and SX 1278 LoRa module.
The gateway is based on the ATMega328P microcontroller, SX1278 LoRa module, and
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ESP8266 Wi-Fi module. The optimal network parameters that realized through
performance analysis and embedded in the gateway and sensor node like Spreading factor7,
125 kHz (BW), code rate 4. After the completion of the programming, to evaluate the
performance of the sensor node and gateway, the sensor nodes are embedded in the four

different bins as shown in figure 5.1.
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Figure 5.1 Architecture of Interfacing Customized Hardware with Cloud Server
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During programming, the four-sensor node is assigned a unique ID, allowing the
gateway to easily detect and route data to the cloud server with ID. To log the level and
quantity of waste filled in the bins, each sensor node is connected to an ultrasonic sensor
and a load cell sensor. The sensory data is transmitted to the gateway by the sensor node
using LoRa connectivity. The placement of gateway is positioned at a location with
availability of internet connectivity. The internet connectivity to the gateway is provided
through Wi-Fi. The gateway interconnects the sensor node to the cloud server with an API
through the internet. The interconnection of the cloud server and sensor node is established
by embedding the API of the cloud server into the gateway.

5.3 Blynk

Blynk app enables to connect, visualize and control the hardware-based application
remotely when connected to it through the internet. It is a platform to implement a
smartphone-based application with a wide range of microcontrollers like Arduino Uno,
ESP 8266 Wi-Fi, and Raspberry Pi. Blynk platform is the integration of three main
components Blynk App, Blynk server, and Blynk libraries. Blynk app assists to build the
graphical based interface with distinct widgets available in it. Blynk server allows
establishing communication between hardware and software. It has the feature to create
and run its private Blynk server locally. Blynk Libraries consist of all the libraries related
to the hardware platform for enabling communication with the server and route all the

outcoming and incoming commands.

The working mechanism of the Blynk platform with system hardware is shown in
figure 5.2, here every time you press a button on the Blynk app dashboard, the message is
routed to the Blynk Cloud, where it is delivered to your hardware through internet
connectivity. Similarly, the device sent the data to the Blynk cloud server through the
internet, and it can be visualized on the dashboard of the blynk app. The connection to the
Blynk cloud is possible with the assistance of wireless communication like Bluetooth, Wi-
Fi, USB (Serial), and BLE, Ethernet, and GSM. Direct pin manipulation with no

90



programming, feasibility of virtual pins integrating new functionality is the features of
Blynk.

Blynk Server

Blynk Libraries

Internet Access of your choice
Ethemet, Wi-Fi, 3G ...

Figure 5.2 Working of Blynk Platform

5.3.1 Blynk Interfacing with Customized Hardware

From the above section, it is clear that the Blynk can connect to the various
microcontrollers and distinct boards, built with internet capability. The customized
gateway is connected to the LoRa, and ESP 8266 can connect to the Blynk platform through
the internet. The first step is to create an account with the Blynk app. Figure 5.3 shows the
interface of creating an account with specified credentials processed by clicking on the
“create new account”. After entering the specified credentials, a new account is created,
where the dashboard of creating a new project appears as shown in figure 5.3. The new

project is created after inserting the name of the project and selecting the specific hardware
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board. In this case, the ESP 8266 board is selected as the device because it is used in the
developed system. The project is created as the necessary details like project name and

board name are provided in the columns of the dashboard.

New Project

ESP8266

Figure 5.3 Interface of Creating an Account and a Project

On the creation of a new project, an auth token generated by Blynk allows to connect
the app through ESP 8266 gateway as shown in figure 5.4. and it is sent to the respective
mail, provided during creating the new account. The received Auth token in the email is
placed in the program of the gateway. Now the gateway is interfaced with the blynk app
and Auth token is different for each project. The dashboard of the new project is shown in
figure 5.4. A new widget is created by clicking on the plus sign, available on the top right
of the dashboard. Depending upon the type of system and application, the widgets are
selected. Every widget has a specific feature to visualize the hardware data in the graphical
user interface. The gauge widget is selected for visualizing the sensor data of the level

measurement sensor in terms of the % format. To visualize the sensor data of the four
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different bins, four widgets are created in the new project dashboard shown in figure 5.5.
Bin ‘1°, Bin ‘2°, Bin ‘3’ & Bin ‘4’ are the name that is represented for the bins in the Blynk
application.

New Project

Om

=Y

Auth Token was sent to:
vaseemakram5491@gmail.com

You can also find it in © Project Settings

Don't show again

Figure 5.4 Dashboard of New project with Authorized Token

Now the hardware is interfaced with Blynk, and the sensory data can be observed on
the dashboard. Two different scenarios have been created to test the gateway is logging the
status of the bins. In the first scenario, the level of the four bins are visualized as Bin ‘1’
(30%), Bin ‘2’ (20%), Bin ‘3’ (15%), and Bin ‘4’ (50%). These are the status of the four
bins received from the four-sensor node. In the second scenario, the level of waste in the
four bins has increased to a certain amount. Here the level status of the four bins are
recorded as Bin ‘1’ (40%), Bin ‘2’ (25%), Bin ‘3’ (20%), and Bib ‘4’ (60%). Any change
in the waste level in the bins will be simultaneously updated in the Blynk through the
gateway and Blynk server. A display unit is also visualized in the dashboard, where the
status of the bins is represented as L1 (Bin ‘1”), L2(Bin ‘2”), L3 (Bin ‘3”), and L4 (Bin ‘4’).
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Figure 5.6 Status of the Four Bins in Blynk Dashboard

94



5.4 Thingspeak Server

Thingspeak is an application platform for 10T system development. It assists to design
an application that displays data acquired by sensors. It allows to integrate the sensor data
along with a wide range of systems, third-party platforms, and technologies, including
popular 10T platforms like Arduino and ioBridge. Thingspeak has channels and each
channel includes eight fields, three location fields, and one status, which can display data.
After building a Thingspeak channel, one can publish data to the channel, process the data,
and retrieve the data using an application. To support 10T systems, the Thingspeak platform
has features: collect, analyze and act. Collect denotes a collection of data from the sensor
and sending it to the cloud. Analyze means Thingspeak can evaluate data obtained from
sensors and create a virtual representation of the information. Thingspeak server supports
the various processing platforms including Arduino, ESP8266 Wi-Fi Module, Particle
Photon and Electron, Raspberry Pi, LoORaWAN, Senet, Things Network, Libeliu, and
Beckhoff. Obtain data in private channels, distribute data with public channels, RESTful
and MQTT APIs, Event scheduling, MATLAB® analytics, and visualizations and are the
features of the Thingspeak server. The interfacing of the internet-based hardware platform
with the Thingspeak server is established through the API key. This key is a unique
identification for authenticating the user with API for checking the status on the server.

Thingspeak server consists of two different API keys namely: Read API key and Write
API key. Write API key permits to the write the data in the channel and this key is
embedded in the programming of the hardware that is implemented. The customized
gateway is embedded with the Write API key, to call the sensor values of the bins through
the gateway based on ESP 8266 Wi-Fi module. Read API key is an additional key that
allows the other individuals to read the data of the channel. Thingspeak server comprises
of two APIs including REST API and MQTT API, which allows to update, clear the
channel. REST (representational state transfer) is an architectural method which uses
HTTP to communicate and is built on a request-response architecture. Thingspeak employs
the REST API functions GET, POST, PUT, and DELETE to create and delete channels,
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read and write channel data, and clear the contents in a channel. The server receives a
request from a web browser or client, and the server responds with data in the requested
format. MQTT is a publish/subscribe messaging system which communicates through
TCP/IP connections or WebSockets. MQTT over WebSockets is more secured with SSL.
To publish or subscribe to a channel's update, a client device must be connected to the
MQTT broker.

5.4.1 ThingSpeak Server Interfacing with Hardware

In this section, the interfacing of the ThingSpeak server with customized hardware is
discussed. The ESP 8266 Wi-Fi module embedded in the gateway encourages to connect
the complete hardware including the sensor node to the ThingSpeak server. To operate the
ThingSpeak server, creating a new account is mandatory with necessary credentials details.
After providing the necessary details for creating a new account, a new account is built for
logging and visualizing the sensor data in the channel. Figure 5.7 illustrates the GUI of
creating a channel in the ThingSpeak server, consisting of different columns where the
necessary information such as ‘Channel name’, number of the field label. The function of
the channel is to store the sensor data and it consists of customized field labels, customized
as per requirement. Four field labels are selected to connect the four sensor nodes to the
ThingSpeak server. The channel is created with the four field channels, denoted as Bin 1°,
Bin ‘2°, Bin ‘3’, and Bin ‘4’. The creation of the channel is completed with four field
labels and further the Write API key and Read API key need to be generated. In the channel,
the API key menu is chosen for generating the API key or already available API key for
initiating the communication between the gateway and the ThingSpeak server.

Figure 5.8. illustrates the GUI of the channel, where it allows to create a Write API key
and Read API key. The write API key is incorporated in the hardware's programming of
the ESP8266 Wi-Fi module of the gateway, enabling it to write into the channel. Read API
key is provided for public accessing of the channel to others for reading the data. This
Write API key is considered and inserted the Write API key in the ESP 8266 Wi-Fi module
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for writing the sensor data of the four bins with a timestamp. Now the sensor node through
the ESP8266 Wi-Fi module, gateway writes the sensor data in the channel as shown in

figure 5.8.
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Figure 5.7 Creating a Channel in the ThingSpeak Server

Figure 5.9 illustrates the status of the four bins in graphical representation with four
different field labels. Four field labels are represented with the following name Bin ‘1°,

Bin ‘2°, Bin ‘3’, and Bin ‘4’. The X-axis of the graph represents the time and the Y-axis of
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the graph presents the filling status of bins in terms of percentage (0-100%). The four bins

are filled with different levels of waste in it.
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Figure 5.8 Generating Write APl Key in the Channel of ThingSpeak Server

The graph shows Bin ‘1’ filing status is 25 % and after the deposition of the waste
in bin ‘1’ the level of waste has increased to the 50%. Similarly in the cases of Bin ‘2’, the
level of the waste available in Bin ‘2’ is remained constant at 50% as no additional waste
is deposited in the bins. Bin ‘3’, the initial level of the waste is 50% and a certain amount
of waste is deposited in the bin. Further addition of waste in the bins has increased the level
of waste in bin ‘3’ more than 50% and less than 75%. Bin ‘4’, the bin is completed filled

98



with waste and the level of the waste is constant for a certain time as shown in the graph.
The realization of customized hardware with the ThingSpeak server is processed with the

sensory data of the four bins into the channel of the server.
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Figure 5.9 Sensor Data of Four Bins Writing in the Channel

5.5 Customized Waste Management Server

The implementation of the customized hardware is done with open cloud platforms like
the ThingSpeak server and Blynk. The main aim of the research is to implement a waste-
to-money model, by integrating a waste management server with a lightweight blockchain
server. To achieve it, a customized waste management server (cloud server) is designed
which can process and envision the status of the bins to obtained sensory data. This
customized waste management server is specifically dedicated to the customized LoRa and
ESP 8266 Wi-Fi-based gateway. The data received from the sensor nodes are directly
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logged in this server through the gateway. This server is built with limited resources for
the waste management application and with full control over the performance functionality
including data privacy. Security, customization, and flexibility are the some of significant
features of the developed waste management server. 1 GB Random access memory
(RAM), 1 core processor, 20 GB Solid-state drive (SSD) is the hardware configuration
taken for developing the waste management server. This waste management server is based

on Mongo Database and Node.js.

Selecting the features of
user interface

Building backend’s
GraphQL APIs with NodeJS

Building front end with
AngularJS

Interfacing the all APIs
with front end action

Wastemanagement
server

Figure 5.10 Development of Waste Management Server

Figure 5.10 illustrates the flow diagram presents the mechanism followed for creating
a waste management server. Initially, the features related to the development of the user
interface (Ul) are validated. After confirming the features of Ul, the next stage is to build
the backend. In the backend, the main focus is on the server side where NodeJs is an
application runtime environment that lets to create JavaScript-based server-side

applications. It's also lightweight and efficient, with the ability to use JavaScript on both
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the front end and the backend. The frontend is the graphical user interface of a custom
cloud server is to visualize the data from the hardware in the graphical user interface. All
the APIs of the backend are tested on the postman platform. The front end is developed
with the assistance of the AngularJS framework. After the completion of front-end

development, all APIs are connected through front-end action.

The custom waste management server is developed as shown in figure 5.11. The waste
management server is developed with two different API protocols for data exchange in
between backend & front end and backend & customized gateway. The interface between
the backend & front end for data exchange is implemented with REST API. REST APIs
use HTTP requests to conduct basic database activities within a resource, such as creating,
reading, updating, and deleting records. REST APIs should accept JSON for request
payload and also send responses to JSON. JSON is the standard for transferring data. The
interface between the backend and customized gateway is implemented with the MQTT
protocol. MQTT (Message Query Telemetry Transport) is an OASIS standard
communications protocol for low-power IoT devices because of its small code footprint

and low network bandwidth, it is perfect for connecting faraway devices.

The user interface of the waste management server comprises different features, and
they are categorized into three categories develop, monitor, account. Widgets, boards,
triggers, and API managers are the components of the developed feature. In the Widgets
component, different end points have existed. The end points are determined according to
the requirement of application [Like temperature, humidity, level measurement, pH value,
etc.]. In the board’s component, the visualization of the data and the number of end points
are presented. In the trigger component, we can subscribe for generating the alerts of the
bins on the mail or mobile application. In the API manager component, we can generate
the API keys that are required for interfacing with the customized gateway for logging the
sensor data on the server. The API key generated for solid waste management

“QCp”H<eXj8h6,%x3".
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5.6 Real-time implementation

The customized hardware, selection of optimal parameters, and development of custom
waste management server are achieved for system implementation. The real-time
implementation is carried out by deploying the customized sensor nodes in the bins. Before
the deployment of sensor nodes in the bins, the identified optimal parameters are logged in
the sensor node through programming. Additionally, customized features like mapping,
symmetric encryption, and demand on transmission are also logged in the sensor node. The
threshold value identified by measuring the distance between the ultrasonic sensor and the

bottom of the bins is 42cm (figure.5.12).
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Figure 5.11 User Interface of Waste Management Server

The threshold value is used for monitoring the status of the bins in terms of percentage.
The mapping feature is used for mapping the emptiness of the bin with 100%. The mapping
feature also avoids data redundancy by analyzing the present distance and previous
distance. In case the present distance and previous distance are the same then the sensor
node doesn’t send the data to the gateway. On other hand, if the present distance and

previous distance is greater or lesser than 5 CM, then the sensor node maps the emptiness
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of the bin with 100% and transmits it to the gateway. On another hand during data
transmission, the data is secured with symmetric encryption. The symmetric encryption
comprises the private key, and it is logged into the sensor node and gateway for encryption
and decryption of the data. The demand-on-transmission feature enables the gateway to

request the data from the sensor node on demand.

Figure 5.12 Customized Hardware Embedded in the Bins

5.6.1 Working Process of the Sensor Node and Gateway
In this section, the working process of the sensor node and gateway is discussed after

logging the optimal parameters that are concluded from the simulation (Chapter 4).

a) Sensor node
The complete working process of the sensor nodes to transmit the sensory data to the

gateway 1is illustrated in figure 5.13. The sensor node initiates the SPI of the 433 MHz
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LoRa module along with the ultrasonic sensor. The sensor node receives the sensor data

through the ultrasonic sensor.
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Figure 5.13 Overall Working Process of the Sensor Node

The sensor node transmits the sensor data only if it satisfies this condition “If distance
> 0 && distance < 42”. The emptiness of the bin is mapped with 100% based on the
threshold value. As discussed in section 5.5, the sensor node analyzes the present distance
and previous distance and converts the data into a packet format, only if both distances are
not the same. The format of the packet is Bin ID, Bin status, Bin ID. The symmetric

encryption in the sensor node encrypts the packet and transmits it to the gateway.
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b) Gateway

The complete working process of the gateway from the sensor node to the gateway is
illustrated in figure 5.14. The gateway checks the packet received from the LoRa module
of the sensor node after the initialization of the 433 MHz LoRa module. The received
packet is decrypted using the private key and visualizes the packet data like Bin ID, Bin
status, RSSI, and SNR on the LCD. The received packet is transmitted to the ESP 8266
Wi-Fi module which is connected to the ATMega 328P controller. The Wi-Fi SSID and
password embedded in the ESP 8266 Wi-Fi module enable to connect to the internet. The
API of the waste management server embedded in the gateway enables the log of the
received packets on the server in JSON format. The APIs of the waste management server
is embedded in the gateway which enables the sensor node to log the sensory data into a
custom waste management server. The sensor node and gateway are supplied with an
external power supply for logging the real-time sensor values of bins in the waste
management server and also evaluating the performance of hardware along with the waste

management server.

The status of the three bins from the sensor node is visualized on the LCD of the
gateway (figure.5.15). The status of bins is displayed in the following format BIN ID,
emptiness (%) of the bins. Further, the ESP 8266 Wi-Fi module connects to the internet
and displays the sensor data in the graphical representation (figure 5.16). The RSSI and
SNR values are two values that evaluate the signal strength of the received signal from the
sender (sensor node) and it is visualized on the widgets. The RSSI value represents the
received signal from the sender, and it is used to determine the effectiveness of a receiver
(gateway) to hear a signal from a sender (sensor node). RSSI values logged in the waste
management server denotes that the receiver can hear the signal from the sender as RSSI
value recorded are -55 dBm, -52dBm, and -52 dBm [RSSI value close to 0 is a good signal
and RSSI value close to 100 is weak signal]. SNR value indicates the strength of the signal

received at the receiver (gateway) from the transmitter (sensor node) over noise floor level.
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SNR values recorded in the waste management server are 9.75 dB, 9.50 dBm, and 10.25

dBm. These values indicated that the received signal is noise-free.
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5.7 Chapter Summary

In this chapter, the development of a customized cloud server is discussed. The
customized waste management server is developed to monitor, log, and visualize the sensor
data of the bins through LoRa communication and gateway. An architecture is proposed
for explaining the interfacing of the sensor node with gateway and gateway with cloud
server. Initially, the customized sensor node and gateway are tested on an open-source
cloud platform like Blynk and Thingspeak server. The test results conclude that ESP8266
based gateway is connected to both servers and also can log and visualize the sensory data
of the bins. The customized waste management server is developed with the Node.js,
Mongo database, and angular framework with the hardware configuration of 1 GB RAM,
1 core processor, 20 GB SSD. The customized cloud server is developed and integrated

with the customized hardware and also visualized real-time sensor data of the bins.
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A research article is published about the integration of hardware with Blynk and the
publication is: Shaik Vaseem Akram, Rajesh Singh, Anita Gehlot, Amit Kumar Thakur,
“Design and Implementation of a Wide Area Network Based Waste Management System

Using Blynk and Cayenne Application” is published in the Iranian Journal of Electrical

and Electronic Engineering [Scopus].
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Chapter 6

Blockchain Integration

In this chapter, the integration of the blockchain with the waste management server for
implementing the waste-to-money model is described. The significance of integrating
blockchain with waste management server is also addressed. The architecture and
implementation of the blockchain with waste management server through local API are

presented in detail.

6.1 Significance of Blockchain for Solid Waste Management

Solid waste management comprises distinct activities like collection, transportation,
recycling, and disposal. At present there is a requirement of enhancing the mechanism of
solid waste management for tracking, monitoring, and managing the waste, to gain
maximum benefits from it through reuse and recycling (N. Sharma et al., n.d.). According
to previous research, one of the reasons for the local administration is a lack of reliable
information about the quantity and classification of garbage (Srivastava et al., 2015). Many
studies have implemented different methodologies and mechanisms for resolving these
challenges. Yet there is a possibility of enhancing the administration of municipal
authorities by visualizing the real-time data for quantity, characterization, and transactions.
At present 10T and cloud servers are widely adopted in solid waste management to provide
real-time data, however, there is a need for a mechanism that can enhance the security and

authentication of the data received from the loT devices.

According to (Rybnytska et al., 2018), blockchain technology may be used to create
an automated payment system for collecting garbage from anybody. A mobile app will be
used to process the payment into the municipal administration's account after disposing the
waste in the vehicle. To implement a payment system, the main parameter that is
considered is security and authentication. Blockchain is an innovative technology which is

proven to be secured for implementing the payment system reliably. The public key
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cryptography, hash function, and distributed ledger are the unique feature of blockchain to
implement payment systems (P. K. Sharma & Park, 2018b). A recent study also suggested
a business model handle and enhance the activities of solid waste management for
minimizing the effects on the environment (P. Gopalakrishnan & Ramaguru, 2019). A
study proposed a business model for enhancing the activities of solid waste management.
The business model is recognized as waste-to-model where a decentralized system is built
for managing the local solid waste management activities (P. K. Gopalakrishnan et al.,
2020). In this model, a recycling unit and collection unit pay a value for the quantity of
waste disposed by an individual to them. To implement this model effectively, data
authentication, and a secure payment system are significant elements. The data
authentication and secure payment system are possible with blockchain technology, as it
authenticates the real-time data received from the loT-enabled devices that are deployed in
the bins of individuals. The present research focuses on implementing the blockchain with
loT-enabled hardware and blockchain technology. To achieve it, a customized sensor node
and gateway are developed with SX 1278 module. Moreover, with the assistance of the
ESP 8266 Wi-Fi-enabled gateway, the sensory data (like weight and level measurement)
from the sensor node is logged in the waste management server. A customized waste
management server is developed to integrate blockchain technology to realize the waste-

to-money model with real-time data.

6.2 Architecture of Waste-to-Money Model

The integration of blockchain with waste management server is implemented for
realizing the waste-to-money model. Waste-to-money model is a concept that is part of the
solid waste management, in which the points will be generated on the basis of amount of
the waste generated in the bins. Blockchain is utilized to validate the received sensor data
and generate transactions and points for the generated waste in a secure manner. To
integrate blockchain with loT-enabled waste management server architecture is proposed
in this chapter, as shown in figure 6.1. The blockchain implementation with the waste

management server is performed through a local network API. Different components make
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up the architecture, including a data source made up of a gateway, 10T devices, a fog node,
an edge node, and a cloud server. API is used to transmit the data of 10T devices to the
cloud server and interface the cloud server with blockchain through API. New transactions
are created as a result of the entering data, and a new block is formed. This transaction is
sent to several nodes for mining. The miners (nodes) in the solid waste management system

perform the task of mining during the creation of transactions.

Data
Source

Transaction added
to a new block

1. Check for validator node's.

2. Check for musmber of proofs

POST: New Transaction API

Broadcast to
all Nodes

B ® ®

b Node 1 Node 2 Node 3
. ;llining Apy » ﬁ ﬁ ﬁ
Node 4 Node 3 Node N

1. Caleulating Proof of Work
2, Forge the new block if found valid

Figure 6.1 Interfacing of Blockchain to Connect Cloud through API
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For validation, miners used the PoW algorithm provided in the nodes. If the transaction
is legitimate, then the transaction is updated to the new blockchain. Furthermore, the fog
node validates the number of proofs performed by nodes. While verifying nodes, the
multiple chains resolved by nodes through consensus are taken into account. If the nodes
are legitimate, the transaction is restructured with a new block and logged in the database.
As the suggested solid waste management system is centered on a private blockchain and

is controlled by one entity.

Note: Trust Point is a string that is
created by the system and is

» inevitable in it. It can later be
verified for authenticity.
+€
End Node starts a

transaction that will be IR ——
added as a block. . End )

;‘
»

The new transaction is
S S - currently being mined by a Allows miner nodes
End p resource-free Fog Node available for use

e using Brute-Force. T

Logs the data into a private
database.

The miner node publishes T

the PoW, its perception on Uploads the transaction
the transaction, and all of ledger.

the inherent Trust Points ID. T

The miner node expels its
resources and becomes
available for work.

Found
Solution

The chain verifies the miner node

Bunassed from depending on the number of The mined block is added
YP chain possessed reward strings to the chain by the system.
corresponding to the maximum.

A
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Considers the miner's
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Figure 6.2 Method for Miner Verification in Private Blockchains with Trust Point
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The additional contributions in the private blockchain are valid through the proposed
method (figure 6.2). Generally, this method is suggested for miner node authentication in
private blockchain networks. As a result, the system introduced a security attribute called
Trust Point, which is a one-of-a-unique key produced by the system for paying mining fog
nodes centered on the performance of their PoOW, comparable to the rewards given to miner

nodes in public blockchain networks.

The system initializes the Trust Point count for all its fog nodes to 1 at the first stage
of the blockchain network's deployment. The miner fog nodes are rewarded with Trust
Points in each event of successful PoW submission and also for identification of the latest
block's hash. The fog nodes that are available at the time, begin the mine of the latest
transaction with brute force, and further, it identifies the latest transaction block and
validates its hash. When identified, the miner fog nodes provide the PoW as well as their
current trust point score to the blockchain. The authentic fog nodes that are continuously
mined for the network have a higher Trust Point score. At the same time algorithm
ultimately evaluates the submitted PoW as authentic or irrelevant based on their trust point
score. In case, if the trust point score is very less, then the blockchain considered it as
suspect and stacks into lower priority. The mined block by the miner is updated to the
blockchain with a trust point after validation of the block. Here the transaction is revised,
and it is logged into the database (DB). In some cases, additional nodes are added to the
same blockchain network; in that case, a node in the network records the adjacent nodes
and updates them in the network while performing the consensus method. As a result, a

few extra endpoints are necessary, which are as follows:

/nodes/register to allow a list of recent nodes in URL format
/nodes/resolve to build a consensus mechanism that resolves any disagreements to verify

that a node's chain is accurate.

The first step, valid chain(), examines whether a chain is genuine and passes through
each node to examine both hashes and proof. resolve conflicts() is a procedure that verifies
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all of the adjacent nodes for loops, downloads, and activities. If the value of valid chain (
) is greater then it gets replaced. It is now possible to use another machine while selecting
and switching various nodes on the network. Alternatively, users can swap operations in a
similar environment with different ports. Switched to a different node on a different port
on the system and captured it with the new node. Ultimately, two nodes are accessible:
http://localhost:5000 and http://localhost:5001.

6.3 Real-Time Experiment

The system is built on a computer with an Intel Core i5-8250U CPU@ 1.60 GHz (8
CPUs), 12288 MB RAM, and 1.8GHz memory of Windows 10 (64-bit OS). The automatic
reward is implemented through python programming as algorithmic architecture and data
technique (figure 6.3). A flask-based server framework is utilized to develop the website,
as well as all network requests for decentralized architectural style operations such as latest

transaction creation, mine, chain fetch, and so on.

Sensor Node
‘g

Sensor Node
t]!

Gateway with
data and package

Figure 6.3 Hardware Implementation in Real-Time
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http://localhost:5000/
http://localhost:5001/

The VS code editor is used for testing, development, and debugging of the proposed
system components (Visual Studio Code - Code Editing. Redefined, n.d.). Postman is
used to test the APIs designed for network executions (Postman API Platform | Sign Up
for Free, n.d.). The customized gateway and sensor node with an ATMega328P
microcontroller and LoRa connectivity is used for real-time implementation. A level
measurement sensor and a weight sensor are applied in sensor nodes to sense the level
and quantity of waste in the bin. The reward mechanism is activated on basis of the
sensory data and the gateway serves as a bridge between the bin and the cloud through
LoRa and the internet. It is the function of API to link the cloud server to the blockchain
network. To develop the proposed reward system on Web API, a Python-based flask
framework is utilized. Flask is a micro-framework which maps python endpoint
functions, and it enables it to connect with the blockchain via HTTP requests (Welcome
to Flask — Flask Documentation (2.0.x), n.d.). GET and POST is two HTTP methods
for the web API. The three methods are followed to create transactions and mine the

latest block, as shown below.

transactions/new To introduce a new transaction into the blockchain.
/mine to notify the flask server when the latest block is mined.

/chain to recover the whole network of blockchain

Creates a new instance of Node.
Provide the node with a random name.
Create an instance of our Blockchain class.
Create a GET request for the /mine endpoint.
Create the /transactions/new endpoint, for POST request
Create the /chain endpoint, retrieve the network of blockchain

The flask server is running on port 5000.

The server is constructed and initiates the blockchain to execute solid waste

management transactions. The functions required to construct a blockchain (figure 6.4).
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The hash algorithm is created using the methods mentioned in figure 6.5 after the creation
of the blockchain. When the blockchain gets data on the amount of waste generated by
loT devices, it generates a block with the functions represented in Figure 6.6.
Simultaneously, a new transaction is generated using the procedures indicated in Figure
6.7. During creating the transaction, the parameters included are inspectorID (credentials
of the inspector), a user (credentials of the user Recipient), and weight (amount of weight).
After generating a new transaction, the PoOW consensus mechanism is used by miners for
validating the new transaction. The miner assesses the transaction on the basis of

instructions presented in the function (figure 6.8).

class blockchainClass:
def (self):
self.current_transactions = [ ]
self.chain = [ ]
self.nodes = set( )=

self.new_block(previous_hash="1', proof=100)
Figure 6.4 Building Blockchain
def createHash(block):

block string = json.dumps(block, sort keys=True).encode()
return hashlib.sha256(block string).hexdigest()

Figure 6.5 Hash Algorithm

def createNewBlock(self, proof, previous_hash):

index': len(self.chain) + 1,
np': time(),
': self.current_transactions,

F*: prooE,
s h ': previous_hash or self.hash(self.chain[-1]),

self.current_transactions = []
self.chain.append(block)
return bkblock

Figure 6.6 Creating a New Block
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The transaction that the miner approves is represented in Figure 6.9. The amount of
waste in the bins is displayed in the flask server. POST is used to add a new transaction,
while GET is used to mine the node. The parameters contained during the transaction's
creation, as well as the method for interacting with the blockchain, are shown below.

def newTransaction(self, inspectorID, user, weight):
self.current_ transactions.append({

'inspectoxrID': inspectorlD,
'user': user,
weight': weight,

b

return self.last block['index'] + 1

Figure 6.7 Creating a New Transaction

def proof of work(self, last_block):

last_proof = last_block['proof']
last_hash = self.hash(last_block)

proof = 0O
while self.valid proof(last_proof, proof, last_hash) is False:
proof += 1

return proof

Figure 6.8 Proof of Work
inspectorID: Credentials of inspector
user: Credentials of the user Recipient

weight: Amount of weight

Interface with blockchain
Use cURL or Postman with a start-up server to connect to our API through the
internet.
To mine a block, execute a GET request. http://localhost:5000/mine
By sending a POST request to start a new transaction.

http://localhost:5000/transactions/new
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hup://localhost:5000/addNewTransaction

Body

form-data >x-www-form-uriencoded

“inspectorID":
“recipien
"weight"™:

Figure 6.9 Blockchain Server Visualizes the Quantity

The automatic reward system on the basis of sensory data is realized with the method
described in figure 6.10. Blockchain technology is a decentralized network in which users
or participants are connected in a decentralized manner. From the figure, the user may be

three participants including A, B, and C. In case, A is assumed as the user, then the data
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regarding the quantity of waste is shared among the three participants. As discussed in
section 1.4, the public key in the blockchain comprises data related to the source and
destination. The data distributed by ‘A’ consists of ‘B’ public key, so the miners of ‘C’
ignore the data. Now, ‘B' miners assess the information based on certain characteristics
such as bin ID and trash amount. The blockchain executes the amount to the ‘A" after

miners evaluate on the basis of sensory data.

User

Waste buyer

Binl-N «— A <«—>
, Trust
A point : X A
Blockchain Bin 1- N
MINER Bin 1-N

Trust
point

Blockchain
Blockchain

Figure 6.10 Working flow of Automatic Reward System

Table 6.1 summarizes past research on the use of blockchain in solid waste
management. Previous research indicated that blockchain technology will improve solid
waste management operations in the area of tracking, data security, and transparency.
Furthermore, the combination of 10T and blockchain empowered us to create a real-time
system to implement the reward. The comparison is based on many criteria such as the
reward system, aim, API, framework, and hardware. Only a few prior studies have applied

the blockchain effectively, while others have used solid waste management as a pilot study
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to evaluate the blockchain. The limited previous studies have implemented customized

hardware to acquire real-time.

Table 6.1 Comparison with Previous Studies based on Blockchain for Solid Waste Management

Research

Function

Framework

Hardware

(Lamichhane,

an architecture is applied for

Blockchain and loT

In place of actual

system.

2017) combining loT and blockchain enabled hardware, simulation is
used
(P. K. Enhancing the conventional Decision-making Hardware
Gopalakrishnan | system in terms of distributing architecture for implementation is lacking
et al., 2020) information selection of service
(P. K. Examining the life cycle Blockchain Hardware
Gopalakrishnan of waste framework for the implementation is not
etal., 2021) municipality carried out
(Ongenaet al., A research design technique is A case study for No software and practical
2018) utilized to develop a blockchain- Cross implementation
based waste management waste

(Franca et al.,
2020)

In a small Brazilian town,
blockchain is being used to
replace green money in solid

waste management.

Ethereum centered
digital architecture
for solid waste

management

No hardware

implementation

6.4 Chapter Summary
In this chapter, the integration of blockchain technology in solid waste management
is addressed. A Waste-to-money model that integrates the loT-enabled hardware and
blockchain is explained. An architecture is implemented in this chapter for realizing
the waste-to-money model on basis of real-time sensors data such as the quantity of
garbage and level of waste with the flask server, and a local network (API). A real-time
experiment is carried out to check the performance efficiency of the proposed

architecture and it concludes that the weight sensor data is generating new transactions
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in the network of blockchain. A technique is also proposed to authenticate miners on a
private blockchain through a trust point. The integration of blockchain with the
customized hardware is realized and waste-to-money model is also achieved with
integration in real-time.

A research article is published with relevant to the integration of hardware with
blockchain and publication: Shaik Vaseem Akram, Sultan S. Altamirano, Rajesh
Singh, Mamoon Rashid, Anita Gehlot, Ahmed Saeed AlGhamdi, Deepak Prashar,
“Blockchain-enabled Automatic Reward System in Solid Waste Management” is

published in Security and Communication Networks, Hindawi (SCI).
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Chapter 7

Conclusion and Future Scope

In recent years, few effective solutions have been developed for real-time monitoring
of solid waste by employing information and communication technology. It has been
observed from previous literature that the 10T is an emerging technology to monitor the
different activities in solid waste management such as i) garbage level, ii) location of
containers, and iii) shortest route. Moreover, the integration of blockchain with IoT has
also shown a significant path for a few years which generates the transactions among the
different 10T devices. Real-time hardware based 10T devices for effective monitoring of
solid waste are still an open research challenge. The implementation of a LoRa-based 10T
network and blockchain for communication and executing the transactions based on real-

time data is also a limitation in solid waste management.

In the first objective, the scalable architecture is proposed for monitoring the solid
waste management system that integrates the real-time hardware with LoRa
communication protocol and lightweight blockchain technology. As part of real-time
implementation, a customized loT-enabled hardware with ATMega328P microcontroller,
SX 1278 LoRa module, and ESP 8266 Wi-Fi module is developed. The SX1278 LoRa
transceiver module incorporated in the customized sensor node establishes the own
network to connect to the gateway. The key purpose of the gateway is to communicate the
data over multiple communication protocols, in which the SX 1278 LoRa transceiver is
utilized for the collection of the data from the sensor node. The controller sparks the ESP
8266 Wi-Fi module to transmit the data over IP. The outcome of this objective is: a
customized loT enabled hardware i.e., sensor node and gateway are designed to sense
filling level of the bins on cloud server and also for integrating hardware with the

blockchain.
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In the second objective, the simulation process in the virtual environment is carried out
for selecting the optimal parameters before the establishment of the LoRa network between
the bins with customized real-time hardware. The pre-defined parameter such as BW, SF,
and CR are utilized to estimate the performance of the LoRa network. Furthermore, the
performance efficacy of the LoRa network is evaluated by varying pre-defined parameters
into the energy consumption of nodes, bitrate, receiver sensitivity, link budget, and battery
life of sensor nodes. Moreover, a comparative analysis is done to check the performance
of selected parameters for the LoRa communication protocol. From the analysis, it has been
concluded that the optimal parameters for the real-time implementation of customized
hardware to obtain sensor data with reliable LoRa network are BW value of 125kHz, the
SF is 7, and the CR is 4/8. The contribution of this objective is: performance analysis of
LoRa network is performed and finalized the optimal parameters for effective and reliable
real-time implementation of customized hardware with LoRa network to obtain sensor data

from the bins.

In the third objective, the selected optimal parameters from the virtual simulation
process are further logged in the customized real-time hardware for real-time
implementation with the aid of Arduino IDE and C++ programming language. In addition,
the features such as mapping, demand on transmission, and symmetry encryption are also
logged along with the optimal parameters in the customized real-time hardware. The
function of integrating mapping is to overcome the data redundancy during the
transmission from the sensor node to the gateway. While the demand on transmission is
used to enable the gateway for triggering the data from the sensor node. On other hand, the
data is encrypted and decrypted by using the symmetry encryption technique. The real-
time data of customized hardware from the sensor node through the Wi-Fi-assisted gateway
is visualized on the built customized cloud server. The customized cloud server is further
integrated with the lightweight blockchain to generate rewards on the basis of sensory data.
The main aim of integrating lightweight blockchain with customized cloud server is to

avoid the extra computational processing power. The outcome of this objective is: The
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customized cloud server is developed and integrated with the customized hardware and

also visualized real-time sensor data of the bins on the customized cloud server.

In the fourth objective, the lightweight blockchain and the customized cloud server are
integrated by using the flask platform to implement the waste-to-money model with
customized hardware. The purpose of using blockchain technology in solid waste
management is to generate an automatic reward for an individual on the basis of the amount
of waste disposed of in the bin with security. The process of a reward mechanism is
executed on the basis of real-time sensor data obtained from sensor nodes that are
embedded in the bins. It has been concluded from the real-time implementation that every
bin is generating a new transaction in the blockchain network. Once the miners are
validating the transaction and a trust point is rewarded, a new block is added to the
blockchain. The validation of the transactions by the miners is processed through a PoW
mechanism. In this, the reward points are generated to an individual centered on the real-
time sensor data obtained from the bins with blockchain technology. The contribution of
this objective is: the integration of blockchain with the customized hardware is realized

and waste-to-money model is also achieved with integration.

In the first objective the customized hardware is developed with advanced wireless long
range communication protocol i.e., SX 1278 module. After the development of the
customized hardware, the performance analysis is carried out to finalize the optimal
parameters like SF, CR, BW that are required for the real-time implementation of
customized hardware with LoRa network. The finalized parameters are integrated in the
customized hardware and the developed customized cloud server is integrated with
hardware to log the sensory data of the bins. The customized cloud server is integrated with
blockchain through flask server, and a local network (API). The complete achieved
objectives aim to realize waste-to-money model based on the quantity and filling level
sensor data obtained from the hardware.
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The current research achieved the implementation and integration of real-time
customized hardware with LoRa network and blockchain technology in the solid waste

management to enhance the solid waste management mechanism through wirelessly.

The contributions of the thesis have a future scope in the field of the solid waste
management system that meets the United Nations sustainable development goals. In
future work, the limitations of the proposed work along with the previous literature will be
carried out. Some of the major challenges and limitations that need to be focused on in the

future are enlisted below:

= Solid Waste Management System: In a solid waste management system, real-world
case studies need to be tested for resolving the issues of waste generation and
recovery in different countries.

= Blockchain for Circular Economy in Solid Waste Management: Blockchain can be
implemented for realizing the circular economy in solid waste management, where
every activity of solid waste management, like collection, transportation and
recycling are distributed in the blockchain network.

»= Machine Learning with Vision Node: The vision node with the machine learning
algorithm empowers to implement a computer-based vision system to predict the

generation of waste, characterization of waste with real-time series data.
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