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ABSTRACT

Cloud computing has completely altered the delivery of IT services to the clients. It
eliminates the requirement of setting up of high-cost computing infrastructure. The
ability to scale up and down the services according to the requirement of the client
makes it flexible and easy to use. Cloud computing provides various hosting and storage
services on the internet. Cloud service providers (CSPs) provide privacy by segregating
clients’ data and resources into tenants. A tenant is an isolated container specifically
designed for each client; it can be an organization, a department of an organization, or
an individual. Multi-tenancy is the key element in both public and private spaces;

privacy protection is the main concern in collaboration among these tenants.

Authentication, authorization, and data access control are essential to maintain the
security and privacy of the data. Most of secure systems have integrated a dual-mode
authentication process with various control logs in an enterprise-level multi-tenancy
environment, but the dual authentication process may not secure the data from
upcoming threats and researchers should consider additional layers in the authentication

process.

The Fully Homomorphic encryption algorithm encrypts the data on the cloud in a secure
way. This scheme ensures data computation on the encrypted state without the need of

decrypting the data.

A hybrid approach using EHC (Enhanced Homomorphic Cryptosystem) and BGV
(Brakerski-Gentry-Vaikuntanathan) is designed based on the user’s role for the
proposed model. EHC requires less power and the storage requirement is comparatively
less. It is indistinguishable under chosen-ciphertext attack, but it supports implicating
the static data. BGV manages ciphertext by reducing noise, compatible with both static

and dynamic data, but it's weak in proving the security of CCA.

EHC and BGV can be used in combination to cover up the disadvantages of both
algorithms resulting in forming a better algorithm with more advantages and more

security. This research considers dependable and non-dependable parameters and
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factors to secure the tenants using the EHC-BGV FHE hybrid methodology, resulting
in a multi-factor authentication-authorization process. The total number of keys used
by BGV is two, one private and one public key while EHC generates one public key

and three private keys.

A token is generated for the security of internal users that will expire after some period
of time and based on the category of the outsider users; keys are generated. EHC
encryption scheme generates the token and keys for most of the insider and outsider
user categories while BGV is used to generate a hybrid key for one specific user
category that is for partial users only. The highest security is set for the trusted category
of outsider tenants in an outsider environment. An additional key OOTP (On-demand
one time password) is generated in case of an attack; upon which self-key mutation
takes place. This key is added apart from password, salting, and OTP authentication

parameters. It adds an additional layer of protection to the cloud data.

For other tenant categories, that is, for an un-trusted user or tenant, two user categories
are used; Partial and Guest or Anonymous user. For partial users, the hybrid key is
generated which is based on some production rules and the session will expire after
some number of days. The guest user is considered as most risky tenant type since a
guest or anonymous user does not provide much details before accessing a file. Hence,
they are given least access to the resources and the session will expire after a number
of hours. In this way, security is applied for different layers of tenants and customized

access is given to the tenants according to their roles.

In our proposed model, the Fully Homomaorphic algorithm schemes and parity mapping
with key mutation technique are used. Key mutation is implemented only in case of an
attack. When an attacker tries to intercept the transmission channel, self-key mutation
takes place and shuffling of bits is done which is based on the production rules or parity

rules.
The proposed approach has tested on various distributed cloud servers with 223 end-

users by the integration of seventeen multitenant, twelve head-tenants, and seven

enterprise levels and achieved a 96 percent of success rate. Self-key mutation is

vii



implemented in case of an attacking scenario. The attack is identified by checking the
user’s authorization from the dictionary, which is designed at the time of registration of
the user or tenant. The dictionary contains the user’s information like IP address, name
and location. If the attacker tries to access the data, IP is matched from the dictionary,
if the match is not found, self-key mutation occurs. A rule is selected from 56 rules
which are already designed randomly. The random selection of mutation rule makes it

complex for the attackers to get access to the data.

The proposed blended model is efficient to prevent the data from ciphertext attacks and
achieved more success rate for transmitting the data between various multi-tenants

based on the user-role-user-type of enterprise cloud servers.
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Chapter-1

Introduction and Overview of Cloud Computing

The chapter presents an overview of cloud computing, multi-tenancy, virtualization,
homomorphic encryption algorithm, access methods and hybrid approach used for the
proposed model. The motivation of the research work is to reduce the research gaps,
and the objectives of the proposed work are explained. This chapter introduces the

concepts used in the proposed model and the organization of the thesis.

1.1 Overview of Cloud Computing

A standard definition by NIST for defining cloud computing is given as, “It is a model
that requires minimal management effort where all the resources can be shared with
multiple users in sharing mode but with customized approach. This customized
approach is managed in a multi-tenant environment for enabling convenient use of the

configurable computing resources” [1].

Cloud computing refers to providing various cloud- based services such as software,
application, platform, storage and networking resources on a pay-per-use basis. It
reduces the expense cost for setting up resources by allowing the sharing mode [2]. It
eliminates the requirement of setting up of high-cost computing infrastructure. The
ability to scale up and down the services according to the requirement of the client
makes it flexible and easy to use. Cloud computing provides various hosting and storage

services on the internet.

The cloud computing is playing a major role in the evaluation of technical life of
mankind with the successful execution of various cloud services such as software,
application, platform, storage, and networking resources on a pay-per-use basis. Cloud
data security is always the topmost priority of Cloud Service Providers. The cyber-
attacks on cloud data prove that there is a need for continuous research for finding

various updated ways to protect the cloud data from unauthorized users.



1.1.1 Cloud Service Delivery Models

Choosing the right model to adapt in business is the most important task. An appropriate

cloud model can be selected based on the fact, which layers client wants to control and

which ought to be the duty of the cloud provider. Basically, there are three types of

service delivery models:

Software-as-a-Service (SaaS) — Clients use the provided application or
software directly as on demand without installing on one’s machine. Users do
not have any control over network, storage, server, and application. Medium
and small-scale business this cost-effective model. In simple words, SaaS looks
like passing by public transport. Transports have assigned routes, and you share
the ride with different passengers. Some of the examples are: Google Drive,
Microsoft Office 365, Drop Box, Google voice assistant, Apple’s Siri.

Platform-as-a-Service (PaaS) - PaaS can be used to deploy, test, and organize
different applications. A pre-configured OS is used, but reasonable amount of
control over the rest of the configuration. Control can be managed by the cloud
service provider or the client itself with a limited access. PaaS can be like taking
a taxi. You do not drive a taxi yourself but asks driver to take you to the

destination. Some examples are AWS, Google App Engine.

Infrastructure-as-a-Service (laaS) — Hardware resources like server, storage,
data center are delivered in laaS service model as a service. No control over
infrastructure is provided to the client. OS can be customized according to the
client’s need. No hardware needs to be installed at client’s premises. [aaS looks
like leasing a car. When you lease a car, you pick the car of your choice and
drive it wherever you wish, however you are not the owner of that car. If you
need upgradation, simply lease another car. Some examples are Microsoft

Azure, Amazon Elastic Compute Cloud, and Google Compute Engine.

1.1.2 Cloud Deployment Models

According to the organizational need of security and client’s ability to manage the

cloud, an appropriate cloud deployment model can be selected.



e Private Cloud — An infrastructure used by a single organization. Control may
be managed by the third-party cloud provider or by the client itself. It can exist
on-premises and off-premises and is the most expensive and most secured cloud

deployment model.

e Public Cloud — It supports all the organizations who wish to use the cloud
computing services. Completely owned by the cloud provider itself, exists
commonly on premises of cloud vendor. Its inexpensive nature lets medium and
small businesses prefer this cloud over others, though working on public cloud

can be less secure.

e Hybrid Cloud — It is a combination of cloud types as per organization’s
requirement. It is the most preferred cloud deployment model, capacity and

performance can be improved.

e Community Cloud — Multiple organizations part of a community sharing

community resources are supported by this model.

1.2 Multi-Tenancy

A multi-tenant cloud is a cloud computing architecture which isolates the resources and
client’s data into tenants, hence providing better privacy and integrity of data. It allows
client provider to share the resource among a number of tenants for better resource
utilization at reduced cost. In simple words, a single instance of a resource is being
shared by multiple users. A tenant is a group of users, organization or an individual user
using the service. Each tenant is isolated from other tenants on account of privacy. No
tenant can access other tenant’s data or needs special access permission from cloud

provider.

1.2.1 SaaS based Multi-Tenancy Challenges and Concerns

SaaS (Software as a service) application providers were based on multi-tenant
architecture which is the most challenging testing area, since it involves testing multiple
tenants’ layers (Inner, Outer tenant’s categories). Both, Functional and non-functional

testing can be applied on a SaSE (Software as Service Enterprise) application.



e The isolation among the tenants is important to manage the work between them.
The modifications done by one tenant should not affect the performance of
another tenant. Multi-tenancy isolation should be carefully done in all the levels

of the cloud infrastructure; it can be at functional or non-functional level.

e Tenant customization should be supported in run time in such a way that the
changes made by one tenant do not affect other tenant’s interface. The settings
of the tenants are customized individually based on their role and access
applicability. It is the most important requirement of any multi-tenant
application. Updation in one tenant’s interface should not halt the performance

of others.

e An adaptive access control policy for each tenant must be maintained for

collaboration among various tenants to protect each tenant’s data.

1.3 Virtualization

Virtualization simplifies management of resources by sharing and pooling resources for
maximum utilization, a tenant will realise as if the resource is being used by him only
privately. Virtualization technology allows cloud service providers to use one server as
multiple virtual machines in a cost-effective manner. It is the key component of the

cloud. It works on the principle of SOA (Service Oriented Architecture).

Hypervisor is the VM (Virtual machine) manager, responsible for managing resources
between different operating systems running on a system at the same time. There is
always a risk in working on VMs. If hacker gets access of hypervisor, every control is
gone then. A virus or malware in any of the single computer system may spread to other
systems and ultimately reach the hypervisor corrupting the whole virtualized

environment.

Various types of virtualizations are Network virtualization, Server virtualization,
Storage virtualization, Application virtualization, Presentation virtualization, Full

virtualization.



1.4 Basic types of attacks

A cryptosystem is said to be indistinguishable if the attacker is unable to distinguish
cipher text pairs for the message encrypted. So, it becomes difficult to access the file.
An algorithm or technique is said to provide stronger security if it is indistinguishable
under Chosen cipher text attack (IND-CCA) as it is hard to break.

e CCA: Achosen cipher text attack is an attack model which decrypts the chosen
cipher texts to obtain the plaintext and the encryption key. The private key can
be obtained by the decryption process.

e CPA: A chosen plaintext attack is an attack model which chooses random
plaintexts to find the respective cipher texts and evaluate the encryption key.
This type of attack is easy to break as compared to CCA.

e KPA: A known-plaintext attack can be easily implemented as the plaintext-
ciphertext pairs are known to the intruder, the only requirement is mapping the
keys in some order to obtain the encryption key. This attack can be easily

breakable and hence is not a preferred choice of cryptanalysts.

1.5 Homomorphic Design

Homomorphic design allows cloud providers to compute the client’s private data as
requested by the client himself, without the need of decryption. Computations are done
on encrypted data where cloud provider has no idea of the original data hereby
protecting the data from unauthorized access.

HE (Homomorphic encryption) method is mainly used in Privacy protection, Data
processing, Ciphertext retrieval. Traditionally, CSP (Cloud Service Provider) asks the
client for decryption key, apply mathematical operation on original data and store the
data over cloud in encrypted form again. This process violates the privacy feature in
cloud. Hence is the need for Homomorphic Cryptosystem[3][4][5]. HE algorithm
schemes are used to perform the operations and computations on the encrypted data in
a secure manner. Decryption process is not required as is required traditionally to
perform the evaluation of values stored on the cloud. This allows data integration,

privacy, and protection.



For example, an organization may opt the third party for some computational work.
Traditionally, the cloud providers or the organizations themselves put user’s data at the
risk, to operate and compute some results by taking help from third-party and the third-
party asks for the decryption key, hence violating the privacy factor. But after the
development of the homomorphic algorithm, third-party can work on the encrypted data

only. Thus, it helps in maintaining the privacy of the user’s data.

It is categorized into 3 types; PHE (Partial Homomorphic algorithm), SWE (Somewhat
Homomorphic algorithm) and FHE (Fully Homomorphic algorithm). A PHE supports
only one ciphertext operation at some instant of time that is, it can be either
multiplication or addition operation. A SHE supports both the operations at the same
time but with a limited number of computations. The FHE algorithm is considered as
secure and flexible implementation as it allows an unlimited number of operations on
the encrypted data. Figure 1.1 shows the key generation process using HE algorithm.
The secret key (sk) and public key (pk) are generated at the client’s terminal and the
data variables x and y are encrypted using the pk. The functions and operations are
performed at the server terminal in the encrypted form and the computed values are sent
back to the client where client can use sk to decrypt the ciphertext data. Hence, the
computation takes place on the encrypted values which results in providing better

security and protection to the cloud data.

Key Generation

Generate (sk, pk) Encryption
(Esk(x), Esk(y), pk) _—
> +—>
Z = Enc(x+y) f
Client Encrypted
data storage
Decryption Server

Decsk(Z)

Evaluation
Evalpk (f, Encsk(x), Encsk(y))

Result = Decsk (Evalpk (f, Encsk(x), Encsk(y))

Figure 1.1 Working of Homomorphic encryption algorithm



1.5.1 Functions of Homomorphic Encryption

HE consists of basically four functions, Generating the keys, Encrypting the plaintext,
Decrypting the ciphertext, and Evaluation of operations [6][7][8].

Function name- Key generation (S)

This function generates the private and public keys by taking an input security
parameter.

Input- Security parameter (S)

Output- Public key (PuK), Private keys (PK)

Function name- Encryption (PuK, PT)

This function encrypts the plain text using a public key and produces a resultant
decrypted text that is, cipher text.

Input- Public key (PuK), Plaintext (PT)

Output- Ciphertext (CT)

Function name- Evaluation (PuK, Circuit, CT)

This function evaluates the cipher text on a circuit of inputs by applying the public key.
The functioning is evaluated on the decrypted data, hence protecting the privacy of
user’s data. It returns another cipher text which is the encrypted resultant after
computation.

Input- Public key (PuK), Circuit of t inputs, set of CT of t ciphertext CT1, CT2, and so
on.

Output- Ciphertext (CT)

Function name- Decryption (PK, CT)

This function returns the decrypted cipher text by applying the private key and returns
the original plaintext.

Input- Private key (PK), ciphertext (CT)

Output- Plaintext (PT)



1.5.2 Homomorphic Encryption Schemes

Some of the homomorphic schemes are discussed in the tabular form in Table 1.1[8]
[9]. The table contains the PHE algorithms like RSA, ElGamal, Paillier and FHE

algorithms like BGV, EHC, AHEE, and NEHE.

Table 1.1 Various Homomorphic schemes

Homo. Homo. Type | Definition/Problem Taken | Nature | Applications

Scheme of Data

RSA Multiplicative | Asymmetric encryption, | Static To secure

Rivest- Homo. Security ~ assumption on internet

Shamir- Integer Factorization banking

Adleman Problem

[8]

ElGamal | Multiplicative | Based on the concept of | Static Hybrid

[8][9] Homo. Discrete Logarithms. system
Security assumption on
Diffie-Hellman key
exchange.

Paillier Additive Based on Decisional | Static E-voting

[8] Homo. composite residuosity system
assumption (DCRA)

BGV [8] | Mixed Homo. | Asymmetric encryption | Static Security  of
based on encryption of bits. | and Integer
Works on integer values in | Dynamic | Polynomials
polynomials vectors.

EHC [8] | Mixed Homo. | EHC is the type of | Static Transmission
homomorphic  encryption of messages
with its numerous securely,
applications based on real MANETS
time. EHC is secure under
CCA and is wused for
Encryption and Decryption
operation.

NEHE Mixed Homo. | Encrypted polynomial and | Static Active

[8] exponential functions are Networks, E-
evaluated. Commerce




1.5.3 Properties of Homomorphic Encryption

HE has mainly two properties; Additive and Multiplicative Homomorphic Encryption
[8] though other operations like subtraction and division can be applied using addition

and multiplication operations.

1.5.3.1 Additive Homomorphic Encryption

The condition for additive HE is,
Ex (PT1PPT2) = Ex (PT1) @ Ex (PT2)

Paillier Cryptosystem (1999)[8]: It follows additive HE property. The Paillier
encryption algorithm belongs to PHE category as it supports only a limited number of
addition computations on the cipher text.

Key generation:
Step 1: Calculate modulus value, n = pq
Step2: A=Ilem(p—1,q—1)
Step 3: g € Z /n? Z such that njor dn 2 ()
Step 4: Public-key: (n, g), secret key: A, u
Encryption of m:
Step 1: me {0, 1...n — 1}, a message
Step2:her Z/InZ
Step 3: ¢ = g™h"mod n?, a cipher text
Decryption of c:
m =L (¢*'mod n?) L(g> mod n?) " mod n
The constant parameter,
L (g* mod n?)* mod n or L (g* mod n?)* mod n where g=1+ n mod n?

can also be recomputed once for all.



1.5.3.2 Multiplicative Homomorphic Encryption

The condition for multiplicative HE is,
Ex (PTIQPT2) = Ex (PT1) ® Ex (PT2)

RSA Cryptosystem (1978)[8]: It follows multiplicative HE property. The RSA
encryption algorithm belongs to PHE category as it supports only a limited number of

multiplicative computations on the cipher text.

Key Generation
Step 1. Two large prime numbers p and g are selected for generating
public and private keys.
Step 2: System modulus can be calculated as,
N=p.q and g(N)=(p-1)(g-1)
Step 3: Encryption key e is randomly selected where, 1<e<g(N),
gcd(e,g(N))=1
Step 4: Public encryption key is defined by,
KU= {e,N}
Private decryption key: KR={d,p,q}where d is the secret
exponent which is used as a combination in the decryption key.

Encryption

Step 1: Receiver’s public key, KU={e,N}

Step 2: Encrypted value is defined by,

C=M® mod N, where 0<M<N
Decryption

Step 1: Private key is input, KR={d,p,q}
Step 2: Decrypted value is computed by,
M=C% mod N

1.6 Homomorphic techniques for securing the data with data access control

The HE algorithm can be combined with the access control policies. These access

policies are designed to provide customized access to the administrator or the other
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users or tenants. Tokens are commonly used for the access control mechanism, which
can be combined with multi-factor security parameters like login credentials, salting,
key-mutation and so on [10][11]. Salting technique can be integrated with the login
credentials like username and password. A one-time password can be added as an
additional security protocol to protect the data on public cloud.

The FHE algorithm is considered as a strong encrypting algorithm than PHE and SHE
algorithms Different mechanisms can be followed for a single enterprise and multiple
enterprises. A single enterprise may use limited security parameters because the users
are known insiders and there is less possibility of the attackers and intruders getting
access to the data. Tokens can be used for communicating securely in a single
enterprise. The token is generated randomly and may expire after some fixed period of
time and a new token is required to continue accessing the services. When data is
transmitted from a tenant in one enterprise to another tenant in different enterprise,
additional security protocols are required as data is transmitted publicly and risk of
being attacked is more in this case. Relying on only tokens does not secure the data, a
combination of public, private keys is to be used. Hybrid key is generated for

communication between different enterprises.

The FHE schemes are considered as safe but it becomes difficult to protect the data and
handle the access controls for privacy at the same time[12]. Hence, some other

mechanism must be integrated with the FHE algorithm to secure the cloud data.

The research idea is to develop a more secure system with improved authentication and
authorization techniques. In the proposed model, FHE scheme is integrated with the

self-key mutation technique based on the access control mechanism.
1.7 Analysis of FHE Schemes (BGV, EHC, AHEE, NEHE)
1.7.1 BGV (Brakerski-Gentry-Vaikuntanathan)

A combination of public and private keys is generated and sent on cloud server,
once encryption process completes. For performing computations, FHE does
not requires generating a decryption key. Refer Figure 1.2 for its functioning.

The data is sent to the cloud by encrypting at the user’s end using the public key

11



and FHE operations are applied on the encrypted data and the encrypted
computed values are returned to the user where user applies private key to
decrypt the data and access the same[8][13].

User Dat
er T Ciphertext
E FHE ti
Key Generation 3 : . o*pesra :‘ms
User Encryption . (+, %, Sort, . Decryption
(Public & Private key) . Search) . P

Homomorphic operations

Figure 1.2 Methodology of BGV homomorphic scheme

1.7.2 EHC (Enhanced Homomorphic Cryptosystem)

Prime numbers which are difficult to factorize are generated in EHC algorithm.
Two large numbers are randomly selected, out of which one is used as a PuK
(public key). Three PK’s (private key) are generated for encryption process.
Total four keys are generated. Its working is shown in the flowchart, refer
Figure 1.3. Two large prime numbers are chosen such that it increases the
complexity of guessing these numbers [8]. Modulus is calculated by multiplying
these prime numbers and the result is shared as a private key and a random
number or token is generated. Out of the chosen two prime numbers, one is
taken as a public key while the other number is shared as a secret key or private
key. Then the encryption process is performed using the formula'Y = (X + r*pq)
(mod m) where X is the message to be encrypted, r is the random number which
is kept secret and p and q are the randomly generated prime numbers. The
encrypted message is shared to the receiver’s node where the ciphertext is

decrypted to generate the original message, X.

12



Chose large prime number p
and q

Sender y
Node Calculatelm =p*q
Generat d ber ‘1°.
nerate a random number r Decrypt the data
r, q and m Kkept secret.
Secret values r,  and m T
* Compute X =Y mod p output X £ Zp
Shared key: p T
y Decrypt(Y, p)
Encryption
Encrypt(X, m, p, g, 1) T
Assume X € Zp Input Y € Ze
Compute ¥ = (X +r*pg) (mod m)
/ Receiver
Output Y € Zc /
v T Node

Decryption

Figure 1.3 Methodology of EHC homomorphic scheme

1.7.3 AHEE (Algebra Homomorphic Encryption scheme based on updated
Elgamal)

In this scheme, PuK is generated by multiplying the two very large prime
numbers. PuK is used in the decryption process. A randomly selected number
for encryption is used as another key and this step takes two sub-steps. Refer
Figure 1.4 for its functioning. The encryption process is divided into two steps,
first uses a random number r and apply the encryption process and second one
generates another random number k and again applies the encryption process
[8]. The encrypted message is sent to the receiver’s end where the private keys
and the random number are applied on the ciphertext or encrypted message to

get the original message M.
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Chose two large prime
numbers o and a

v

Compute N = p * g. where p and q
being confidential and N is public.

!

Select random number x and a root g of
GF(p). where g and x are smaller than p.
Calculate y = g* mod p. use this y for the
encryption.
l Decrypt the data
Encryption: T
Select random integer number r and apply
following homomorphic encryPtion. Decrypted algorithm Dg () is
Ei(M) = (M+r*p) mod N. M=bx (29 (mod p).
1 'Y
Select random integer number k, and the .
encryption algorithms are: Receiver
Eg(M) = (a,b) = (gk mod p, yk E1(M)mod p)
Node
Y Decryption
Y

Figure 1.4 Methodology of AHEE homomorphic scheme

1.7.4 NEHE (Non-interactive exponential Homomorphic encryption algorithm)

NEHE is built on RSA algorithm. In this scheme [8], four keys are generated;
one PuK and three PK’s. As shown in the figure 1.5 for the key generation, three
large prime numbers are selected. Encryption key is based on difficulty of
factoring the number and is randomly chosen. The receiver must have the value
of product of the three prime numbers that are selected and its input value x

when it evaluates the encrypted function E(fn(a)).

Suppose the source host ‘A’ needs to compute a function ‘fn’ and the destination

host ‘B’ can compute that function using the algorithm on some input value ‘a’.
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The condition in this scenario is that ‘A’ does not want to reveal any detail of
the function ‘fn’ to ‘B’ and no communication can take place between ‘A’ and
‘B’ directly during the computation process. NEHE algorithm is fulfilling all

the conditions in this scenario.

@& __6____
faa) """ " 3 E(fn(a))
1 1. A
! 2| s
1
t I
v 1
P(fn(a)) 3 ) ! (8)
P(E(fn(a))  4.__ a

Figure 1.5 Methodology of NEHE homomorphic scheme

1. The encryption process for encrypting the function ‘fn’ is done
at the source host end.

2. The source host ‘A’ will create a program P(E(fn)) to implement
E(fn).
The program P(E(fn)) is sent by host ‘A’ to host ‘B’.
Host ‘B’ will execute P(E(fn)) at input ‘a’.

. Host ‘B’ will send P(E(fn))(a) to ‘A’.

. Finally, host ‘A’ will decrypt P(E(fn))(a) and obtain fn(a).

o o M W
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1.7.5 Detailed Analysis of various FHE Schemes (NEHE, BGV, AHEE, EHC)

Table 1.2 Detailed analysis of FHE schemes (NEHE, BGV, AHEE, EHC) [13][14][8]

NEHE scheme.

gis

efficiency and

Name of NEHE BGV AHEE EHC
Scheme
Functionalit | The coefficients | The bits can | Updated El- Secure
ies of a polynomial be encrypted | Gamal information
and Exponents using uneven | algorithm is exchange is the
are encrypted at | encryption used for basis for
the same time. approach and | encryption encrypting and
noise can be | and decrypting the
reduced decryption data on cloud.
using the process[15].
modulus
switching
technique.
Methodolog | RSA algorithm is | Ciphertext A two-step Secret key or
y the basic of the rescaling and | encryption private key is
NEHE scheme. switching of | process is generated
Only public key | keys are followed randomly for
and the input done to where two every
value is required | improve the | keys are encryption
to evaluate the security. In | generated by | process
non-interactive addition to the user which | resulting in a
exponential the basic can be used more secured
function[14]. operations, for decryption | environment as
level shifting | as well[15]. same plaintext
operations will have
are different
implemented ciphertexts
[3]. [16].
Number of | One PuK and Two keys Two keys are | One PuK and
Keys three PK are are generated | generated[3] | three PK are
generated. [15] generated[16][
17]
Advantages | The structure of | Ciphertextis | AHEE EHC requires
the polynomial managed by | scheme low power
function can be reducing the | provides consumption
hidden from the noise. No better security | and decryption
attackers with bootstrappin | and data time is

comparatively
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The operations in | required[3] | correctnessis | less[17]. Itis
NEHE are [18]. It achieved[15]. | secure under
exponential, supports the | It supports CCAJ16].
addition, static and both the static
multiplication dynamic data | and dynamic
and mixed both. The data.
Homomorphism[ | implementati
14]. on of BGV is
easily
available in
the libraries.
Lagging Dynamic datais | The storage | It is not The encryption
Issues not supported. management | indistinguisha | framework
inBGVisa | ble under must follow a
complex CCAJ[15]; itis | format and
task. Hence, | only IND- structure to
it is not CPA secure. match the
suitable for decoded
real world information[8]
applications [19]. Only
[11]. static data is
supported.
Applications | Active networks, | Overseeing | Suitable for Mostly
E-commerce integer multi-party suitable for
mobile polynomials | computations | real-time
agents[3][8] and vectors | applications, | applications;
based on wireless Mobile Ad-
LWE]8]. networks and | Hoc message
mobile transmission
cipher[8]. networks|[8]
[17].

1.7.6 Selection criteria of BGV and EHC FHE schemes

BGV-

= Work on static and dynamic data both

= |ND-CPA secure

= Qverhead of storage

= 2 keys are generated

17




= Not suitable for real time problems.
EHC-

= Works on static data only

IND-CCA secure

Requires low power and least storage space

1 PuK and 3 PK are generated.

Used mainly for real-time applications.

Based on the properties identified, it is found that a combination of BGV and EHC
homomorphic schemes can be compatible for the proposed research topic. A
combination of these schemes overcomes the disadvantages of both the algorithms

resulting in a more secure algorithm.

1.8 EHC, BGV and Hybrid EHC-BGV homomorphic algorithm

Factors to consider while choosing a scheme are computational performance, support
for different programming languages, robustness and quality of available

implementations, and the relative ease-of-use.

EHC and BGV fully homomorphic encryption algorithms are considered in the
proposed research model because of their compatibility and suitability. In the proposed
research, a hybrid EHC-BGV approach is generated that uses EHC to generate the
tokens, public and private keys, and BGV algorithm is used to generate the hybrid key.

EHC (Enhanced homomorphic algorithm) is suitable for real-time applications but it
can work on static data only. It generates 4 keys; 1 PuK and 3 PK. EHC does not require
much storage for its implementation and power requirement is also less compared to
other schemes. It is IND-CCA secure [16].

BGV (Brakerski, Gentry and Vaikuntanathan) can work on both static and dynamic
data. Storage overhead in BGV does not allow to work with real-time applications. Only
two keys are generated; 1 public and 1 private key. BGV is indistinguishable under
CPA (chosen plaintext attack)[13].
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A combination of BGV and EHC schemes overcomes the disadvantages of both
algorithms resulting in a more secure hybrid algorithm. Since BGV requires extra space,
EHC overcomes this by consuming less storage and EHC supports only static data while
BGV overcomes this as it supports static and dynamic data both [3]. Hence, this hybrid
approach is found to be more secure.

1.9 Brief summary of this chapter

This chapter introduces the basic idea of the proposed research. The concept and terms
relevant to the research work like homomorphic encryption algorithm, virtualization,

cloud models etc are discussed in this chapter.
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Chapter-2

Literature Review

This chapter includes some of the studies and methodologies by various authors in the
previous years, most researchers have incorporated techniques for security and privacy

among the multi-tenants of single-multi enterprises.

2.1 Analysis of literature

Tenant isolation:

Y. wang et. al. [20] analyzed that a performance technique for tenant isolation can be
used as sharing resources results in the competition for service performance. The
technique analyzed by authors includes an SLA (Service level agreement)-oriented
multi-tenant hybrid scheme. For isolated performance among tenants the container
technology is used. The proposed study results in an improved and cost-effective
version. The future scope of this study is to include more factors and parameters based
on security among tenants. The authors of this paper Sastry and Basu [21] ensures
secrecy through multiple databases and multi instances situated in different machines.
Data isolation and Application isolation in Multi tenancy are the issues considered in
this paper. Eucalyptus tool is used to implement the algorithm developed by modifying
RSA algorithm as changing the decryption process and the key generation. Double
encryption method is used by user and CSP (Cloud Service Provider) both. Algorithm
developed in this paper ensures secrecy as attacker is not able to gain access to the
location of the data or the key used for encrypting at CSP, not even using brute force
attack. The proposed method is expensive as a greater number of DBMS instances must

be created to ensure secrecy.
Multitenancy and security issues in cloud computing:

Jumagaliyev et. al. [22] describes a method to support abstract Multi-tenant data
architectural model for different types of cloud storage. To implement multi-tenancy
over these different types of storage, data layer code is generated. Main focus is on

Platform-as-a-service. Multi-tenancy at data layer using manual coding is time
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consuming and prone to errors. A domain-specific modelling language, CadaML is
introduced. It transforms model to source code automatically for different cloud storage
data types namely, relational database, non-relational database and blob/object storage.
CadaML is a graphical language, hence easy to learn. It is not required to create own
multi-tenant-safe implementation. CadaML manages storage types and there is no need
for testing and evaluation phase as, any error if exists is handled at the model level.
Future scope is to check the performance of the proposed method on real cloud
applications in terms of code reliability and overhead of developing the code. Kanade
and Manza [23] presents a survey on SAAS (Software-as-a-Service) Multi-tenancy
applications. A well-defined method is required at all the layers namely; Server layer,
Network layer, Application layer and storage layer. Current approaches are infeasible
in accessing the control to multi-tenancy requirements as individual user IDs are used
in most of the cases. There is always a risk of unauthorized access of data in multi-
tenancy. State-of-the—art survey of multi-tenancy is done, which provides better
understanding of the design challenges and concepts of multi-tenancy. This paper helps
researchers to find out various aspects of multi-tenancy for future work. Future research
can be made on the basis of present design issues in multi-tenancy. Hugo et. al. [24]
reviewed the current literature through a Systematic Mapping Study, to evaluate main
challenges in SaaS Multi-tenant environment. Multi-tenant architecture implementation
challenges and future research opportunities mainly focused on SaaS, tenant
customization in isolation and lack of standardization are some of the issues studied in
this paper. A Systematic Mapping Study involving three phases: planning, conducting
and reporting are conducted which selects study of 89 primary papers and is able to
answer two research questions related to multi-tenant environment. Comparison of
study/ evaluation done in this paper to industrial projects of cloud can be made in future
research which may implicate new hypothesis for testing SaaS applications. Sahu and
Pal [25], index structures were used for better performance and searching scheme.
Encryption security schemes and data search schemes are focused in this paper. The
cloud computing auditing protocol is composed by combining seven algorithms:
SSetup, EUpdate, VESK, DESK, AuthGen, Proof- Gen, Proof Verify and Check Proxy
TPA. Two index structures supporting efficient product vector retrieval and a hash

value AVL tree are designed which supports feature-vector-based and identifier-based
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product search. Future focus is on the protection of commercially confidential cloud
data along with the ability to search data. Ramkumar and Gunasekaran [26] proposed
two algorithms for improving the security and scheduling issues in cloud computing.
They focused on security and scheduling issues. In the proposed model, Collocate
FCFS of supremacy elements scheduling algorithm can be used for better utilization of
resources. And for security, Crisscross AES (Advance encryption standard) can be used
in grid manner. Comparing FCFS and collocate FCFS priority algorithm, the latter one
is found to have least waiting time. On the other hand, analysis between AES and
crisscross algorithm results in better throughput in case of crisscross algorithm. The
throughput and WT can be analyzed for increased complexity of proposed algorithms.
Further investigation can be done to implement parallel computing and efficacy of other
cryptographic algorithms. Chowdhury [27] concluded that the security issues being
faced by the internet are the same with the cloud computing hence, needs to be accessed
securely. Major security challenges were discussed in this paper like remote access
mechanism and SQL injection, DoS (Denial of service), DDoS (Distributed denial of
service), man in middle attacks. Provides better way to implement access control
mechanism, auditing and monitoring by reducing the possibility of occurrence of risks.
According to interview report on major security risk, it is found that information
security is the major risk area followed by the disaster recovery. Data transmission is
equally important as data storage. Further exploration of security challenges should be
concerned related to data transmission, storage security, application security and third-
party related issues. Dahiya and Rani [28] proposed a multilevel authentication
technique to enhance the data security in the cloud systems. DES (Data Encryption
Standard) and AES (Advance Encryption Standard) along with RSA (Rivest-Shamir-
Adleman) algorithm is used to protect from unauthorized access. Any unauthorized
access may lead to blocking IP address of that user after three failed attempts. A
combination of DES, AES and RSA algorithm will strengthen the security of the cloud.
Transferring data directly to cloud for computing the operations from storage cloud may
lead to data integrity issue. Nadeem [29] investigates cloud architecture and various
protocols used for any weaknesses. Weaknesses in cloud architecture and security
protocols are discussed in this paper. Surveys the weaknesses in present security

protocols, cloud architecture, application software and the cryptosystem. Challenges
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related to cloud security were identified and counter measures to resolve those issues.
Further investigation can be done to resolve the issues discussed. Bhadauria et. al. [30]
identifies various security issues in cloud computing and their possible solutions. If one
of the servers used in SaaS is damaged then control of data is lost. In PaaS, outage
problem in case of congestion is there. In laaS, a governance framework is required to
implement virtualization technology. Various security threats discussed based on
different levels; Application-level security, Network level security and Basic Security.
Proper encryption decryption techniques can be used to secure the data over cloud from
upcoming threats for future research. Nazir [31] highlights basic building blocks of
cloud, its architecture and related research challenges. Cloud computing architecture,
building blocks and entities were introduced. This paper provides better understanding
of the design issues or challenges of cloud computing which may be used by other
researchers. Further research can be done on the design challenges discussed. Varsha
et. al. [32] addresses various issues based on literature review on Multi-tenancy issue.
Literature review is used for gathering information related to multi-tenancy. Basic
framework of multi-tenancy is introduced which can be used for further research. A
more secured framework can be designed to satisfy the security issues related to multi-
tenancy. Dharani et. al [33] used Logistic regression classification algorithm to achieve
the highest accuracies with low false positive rate. Logistic regression classification
algorithm and Weka data mining tool are the techniques used. Four measures were
included: Accuracy, Precision, Recall and False Positive Rate in the research. Itis found
that the experimental results using LogitBoost classifier achieves highest accuracy of
97.90% while false positive rate of 0.009 is found. Furthermore, research can be done
to improve the security on intrusion model. Kumar et. al. [34] used proper scheduling
algorithms to distribute load among various tenants in virtualization, keeping in mind
the security concerns. This paper uses scheduling algorithms to assign the resource to
the request made by the user. Some algorithms used were round robin, weighted round
robin along with faster response time. A hyper-safe program known as passable
memory lock down can be the solution to the hypervisor security issue. Under this
scheme, no new code can be introduced by any user other than the hypervisor. Further
work can be done to evaluate various issues related to virtualization. Su et. al. [35]

proposed a model to generate user test cases in penetration testing of SQL injection
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attack model based on transmission channel. The proposed model for SQL injection
detection can describe all types of SQL injection types and reflects the rules and
characteristics of different attack methods in SQL injection efficiently. Also, it can
reduce the false alarms and omissions. Experimental analysis is done using sqlmap
Further research can be done to identify such vulnerabilities and their proposed
solutions. Rimal [36] introduced a workflow scheduling system with four layers for
resource management in Multi-tenant environment. A novel CWSA (Cloud-based
workflow scheduling) policy is employed with proof-of-concept experiments. CWSA
policy minimizes the execution cost of the workflows, utilizing idle resources. CWSA
outperforms as compared with other scheduling policies like FCFS, Backfilling, and
Minimum Completion Time (MCT) in terms of performance. Inherent heterogeneity
and resource isolation may increase the complexity in managing resources in multi-
tenancy. Sakthipriya et. al. [37] explores various cloud security issues such as:
confidentiality, authenticity, management of keys, data splitting. Focus on designing a
better cloud environment. The better understanding of the challenges can pave the way
for future research. Research must be done in future on these security concerns and
finding their improved solutions. End-to-end security should be evaluated for the cloud
users. Sqalli et. al. [38] proposed a system that will help to reduce the latency time while
executing the services, since unauthorized request is denied of accessing any cloud
service hence providing better EDoS (Economic Denial of Sustainability attack) shield
protection mechanism. EDoS shield architecture is created, with main components as
VF (Virtual firewalls) and V-Nodes (Verifier cloud nodes). The location hiding
problem is solved in this approach as in overlay-based approaches. Future work should
be done to deal with IP spoofing attacks and enhancing the proposed architecture. Since,
the decision to forward or dropping a packet completely relies on source IP address

found in blacklist or whitelist.
Genetic algorithm- key mutation concept:

Alkharji et. al. [39] analysed a method for generating random keys for the fully
homomorphic encryption algorithm scheme. The authors focussed on providing strong
encryption method using FHE scheme which is integrated with the genetic algorithm.

Genetic algorithm is used to generate public and private keys randomly. The keys are
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generated by analysing the population size, cross-over and mutation techniques. It is
found that using Genetic algorithm, the security of FHE scheme can be enhanced.
Arshad et. al. [40] proposed an improved genetic algorithm to generate the random keys
for encryption. The genetic algorithm operators are modified by adding local
intelligence which contains the local information and a random bit generated in each
iteration. For encryption process, the source data is converted to binary bits and after
the encryption process, this binary data form is converted to ciphertext again. The
proposed model is considered as 80% more efficient than the conventional genetic
algorithm. In future, the proposed algorithm can be analysed with increased complexity
and large volume of data. Other encryption schemes must be evaluated with the
proposed scheme. Kalaiselvi et. al. [41] proposed symmetric key homomorphic
algorithm which is based on genetic algorithm for generating the random keys. Since
the keys are generated randomly for each iteration, a very strong cryptosystem is
developed. The proposed model is secure CCA. Future scope is to check the proposed

model with public key cryptosystems.
Authentication and verification models:

Veeraragavan [1] proposed UIDAaaS service to secure the cloud which includes three
algorithms: APG (Authentication Password Generation), AKG (Authentication Key
Generation) and Auth_V (Authentication Verification). The proposed model will solve
user authentication design and deployment issues. Windows azure and ASP.NET
language is used to design and deploy the proposed UIDAaaS authentication algorithm.
Security level of existing and proposed authentication mechanism can be measured by
Hackman tool using DoS and MITM (Man in the middle) attacks. Outcome of the
comparison shows that User authentication mechanism provides better security than the
existing methods. Authentication Key is only a single character which takes very less
space in memory. Time taken in authentication process is less comparatively. The
performance of the proposed algorithm can be measured for attacks other than DoS and
MITM attacks as a future scope. O. Ethelbert et. al. (2017) [10] proposed a method for
improving the authentication process based on JSON model. The HTTPS/TLS
transmission is suggested to use for a dual authentication and authorization process. It

is found that the peak time of access demands can be handled without any latency as
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the stateless and compact feature of JWT (JSON web token), GAR (Granted Access
Rights), UAD (User, App or Device) are highly portable. The dual authentication
process is not sufficient for the future threats and some additional authentication
modes are required to secure the data from unwanted breaches. Al-Attab and
Fadewar [11] introduced a new device for authentication of the user in cloud system.
This device is a USB (Universal serial bus) which generates random key, every time
user needs to login as second level of security. Dual identification technique used for
second level of security. A dual identification scheme improves the security of the
users. User’s data can be prevented from phishing attacks and brute force attacks.
Future work can be done for designing such device with improved security, and from
view point of user, CSP (Cloud service provider) and the browser. Awasthi [42]
introduced a novel and more secure verification arrangement that depends on E-mail
based OTP, which is secured by Java Mail API and hash key has been proposed.
Identity access management, character-based verification and characteristic based
confirmation are the significant security issues discussed in this paper. A single one-
time token key is generated for identity management of the client. Every time a
new token key is generated, the previous key or watchword is destroyed from the
cloud framework. The proposed model is secured against session hijacking attack and
brute force attack. Session time out mechanism is available. Future work can be done
in administering key process providing better client validation. Also, research can be
done in minimizing the execution time. Gauravaram [43] analyzed that hash function
can be used to protect from birthday and dictionary attacks, to the combination of salt
and password. An offline birthday forgery attack presented a contradictory belief that
birthday attacks can be complicated using hash values with prepended salts computed
over the passwords. It was observed that offline birthday forgery attacks cannot be
prevented using the hash function. Future scope is to develop a more secure system to
prevent from these attacks. Rakesh et. al [44] designed an effective scheme that
guarantees the data storage correctness. For distributed verification of erasure-coded
data, Homomorphic token is used. This development reduces the storage and
communication overhead. Future scope is to find a scheme where we can achieve

both the data storage correctness and public verifiability of dynamic data.
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HEA (Homomorphic Encryption Algorithm):

Rivis and Zhu [45] suggested that the key management challenges can be managed by
introducing Homomorphic encryption and re-encryption together, as a result for every
new recipient, encrypted data is re-encrypted without having to decrypt it. HEA is used
to compute encrypted data without decrypting it. Since data operations cannot be
applied on encrypted cloud data, one has to first decrypt it which leads to privacy issue.
The authors Ahmad and Khandekar [4] developed RSA and Paillier algorithm for HE
using proxy-Re-encryption algorithm. The proposed algorithm can be used to generate
random key cipher text every time. If in case attacker gets the key then only that
plaintext will get access, all other plaintexts are safe. Proxy Re-encryption method can
be tested with other HE schemes and size of the key can be reduced for efficiency. Chen
and Zhao [5] concluded that fully HEA leads to better security in the cloud. DHCV and
CAFED algorithms are used to protect the cloud data. In DHCV, attacker has to attempt
2512 times to get access to the cloud data, which is technically near to impossible. In
CAFED, Data access and data processing are kept isolated to secure private data. These
algorithms can be further investigated for better security so as to follow fully HEA
scheme. Prasad and Kumanan [13] introduced Enhanced BGV technique by modifying
the classic fully homomorphic encryption scheme BGV. A new technique for sorting
was proposed that sorts the encrypted data without requiring a decryption key. A
number of experiments are executed using the eucalyptus tool. The authors Parmar et.
al. [8] discussed four fully homomorphic encryption schemes BGV, EHC, AHEE,
NEHE in this paper. The number of keys used in each scheme, pros and cons and
implementation details are presented. The application area of these four schemes and
their suitability is discussed in this paper. Ayman Alharbi et. al. [46] introduced a
literature survey related to the homomorphic encryption algorithm. The survey aims to
reduce the gap between the algorithm and its applications in terms of providing security.
The homomorphic applications like vehicle communication, electronic voting, cloud
computing, Blockchain, and signal processing are discussed in the paper. The
homomorphic algorithm is considered as providing a high level of security by allowing
the operations on encrypting data. In the future, a complete systematic view of the

homomorphic algorithm can be analyzed. The authors Kang et. al. [47] showcase how
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HE algorithm can be used to outsource PHM (Prognostics and Health Management)
services securely and privately in SMEs (Small and Medium Enterprises). A two-party
collaboration H-FFT-C is designed using HE algorithm and two sub-algorithms are
developed from H-FFT-C as H-FFT and H-C. The first one extracts information related
to the frequency of the manufacturing machines and the second one is used a
comparison operator that computes values and gives result in milliseconds. The
combination of these two sub-algorithms that is H-FFT-C algorithm outsources PHM
services efficiently. The result after running the proposed methodology on a fiber
extrusion device shows that the server successfully implements the computational part
and delivers the machine health report. Future scope is to extent this research for
multiple SMEs for a multi-party collaborative scenario. Min et. al. [48] proposes a
feasible solution for the security challenges in a CPS (Cyber Physical System). It
combines the FHE technique with the CPS which allows ciphertext operations on the
encrypted data without the need of decryption. The current homomorphic encryption
allows operations on a limited data type, the authors of this paper suggest using a
parallel approach on that supports floating-point numbers. Group wise ciphertext
operations are performed parallelly to enhance the security using out-of-order
ciphertext operations. The proposed algorithm is implemented in MapReduce platform,
resulting in better speed with big files processing. Costache et. al. [49] investigated
BGV and FV schemes in this paper. A comparison is made between these two schemes
based on their noise behaviour and the method used for analysing the noise will upper
bound the growth loosely. The two libraries used for implementation are HElib and
SEAL. The authors suggested to choose a particular scheme based on some factors. The
gap between the noise evaluated in the heuristic upper bounds and the result from
practical experiments can be reduced as a future scope Chen et. al. [14] discussed the
FHE scheme NEHE. The exponents and coefficients of polynomials are encrypted
using NEHE homomorphic scheme. Algebraic HE with RSA used in NEHE provides
better security as the structure of the function is kept hidden and no decryption key is
required. The homomorphic schemes EI-Gamal and EHC are analyzed by the authors
Al-Mashhadi and Khalf [16]. These two algorithms were used to build three HE
cryptosystems based on the block pixel position method to securely transmit the digital
images on the server. EEOE (El-Gamal-EHC based on Odd and Even block index),
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EEBPT (El-Gamal-EHC based on block position in lower Triangle) and EEZSC (El-
Gamal-EHC based on Zigzag Scan and Counter) are the three cryptosystems developed.
The proposed methodology is considered as safe and takes less execution time. Fahina
et. al. [15] secures the data in cloud using FHE scheme AHEE which is based on the
updated El-Gamal algorithm. It is DSS a modified form which randomly generates the
key for every E1(). The proposed model is indistinguishable under chosen ciphertext
attack. Rao et. al. [17] analyzed EHC scheme for MANETS in this paper. In the
proposed model, encryption of messages over MANETS is done using EHC algorithm.
The messages are divided into groups with message id. Cipher values added with the
message id will result in the original decrypted message. To get access to these
messages on MANETS, an attacker requires a decrypted messages from each group,
which is a complex task. Hence, security of the proposed model is considered as high
as compared to other algorithms in the paper. Mixed multiplicative HE, EHC and EI-
Gamal encryption schemes are compared and it is observed that processing time
in EHC is very less. N. Sammeta and L.Parthiban [50] analyzed in their paper that the
FHE AHEE scheme is used to process the medical data privately and in a secure manner
in the hospitals. By checking the patient history, an upcoming health issue that may or
may not occur can be alarmed so that the patient can take appropriate medications in
advance to avoid future health issues. The medical records can be kept secret from the
cloud administrators using the proposed model. The time taken for encryption and
decryption process is comparatively less. The paper can be further implemented by
adding bio-metrics like patient’s fingerprint, pupil tracker and so on. R Kanagavalli and
Vagdevi S [3] compared the BGV HE scheme with RSA and AHEE homomorphic
schemes based on byte level automorphism on BGV. The parameters used for
comparison are time taken for encryption process, size of the ciphertext generated and
time taken in decryption process. The testing is done on different file sizes. It was
found after comparison that the encryption and decryption time taken by BGV is
less compared to RSA and AHEE. But BGV takes large storage space and for real-
time applications managing memory becomes a tedious task. Future scope is to
analyze methods that minimizes memory requirement and researchers can validate the
proposed model for variable block size. The authors Sadeghikhorami and Safavi [51]

presented a secure estimation strategy by considering Kalman filtering technique
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integrated with Paillier’s algorithm. Paillier’s algorithm can only compute integer
values hence some conversion was required but the proposed methodology can handle
quantized data effectively. Earlier methodologies encrypt data before sending to the
network and a local estimator calculates the state estimation hence, reformulation of
estimator was required to receive the encrypted data and to produce the encrypted
output. The proposed approach reformulated the estimator for quantized data. Hence,
the proposed strategy protects the confidentiality of data by protecting against
eavesdropping attack. Awadallah et.al. [52] proposed a model for validation and
verification of the HE computations for finite integer values. A HE algorithm alone is
not sufficient for providing the data integrity as the computations may be
swapped. The authors of this paper have introduced a verifiable scheme to validate the
HE computations. The proposed scheme adds overhead of managing increased storage
requirement and computations which is completely acceptable according to the authors.
D. Bhatia and M. Dave [53] concluded in their paper that implementing FHE schemes
is a complex process and the applications developed using FHE still lacks in
security. The authors proposed “Privacy Homomorphism” that permits multiple
computations securely. Various algorithms are compared in this paper. It is found that
ECC (Elliptic Curve Cryptography) gives better results and is suitable for sensitive FHE
applications. T. Oladunni and S. Sharma [9] focus on using HE algorithm for protecting
the cloud data. A HE algorithm is categorized depending on the operations into three
types. A PHE algorithm performs only one operation at a time that is, it can be addition
or multiplication operation, a SWHE algorithm allows more than one operation like
addition and multiplication operation at the same time but with the limited number of
operations. While a FHE algorithm allows unlimited ciphertext operations. RSA,
Paillier, and Elgamal algorithms are PHE algorithms, R-LWE and LWE are SWHE
algorithms as these are noise-based, and EHC, BGV, AHEE, NEHE are FHE
algorithms. The computations done on encrypted using FHE algorithm data results in
maintaining the integrity, privacy and security of cloud data. Integrating Blockchain

technology with cloud computing:

Shangping Wang et. al. [54] proposed a method to improve access control policies.

Ethereum Blockchain and CP-ABE (Ciphertext policy attribute-based encryption) are used

30



for this purpose. Ethereum Blockchain is deployed on Linux/Unix operating system
while Windows 10 is used for the implementation process. A smart contract is used to
store the ciphertexts. Cloud security is improved by decrypting in a valid access period.
Accessing the cost of the files has decreased, making function tracing easier. To
improve data integrity, decentralized technologies can be introduced. Adamu Sani
Yahaya et. al. [55] locates a potential supplier for demander in Electric vehicles by
proposing a privacy preserving algorithm. The supplier can be searched using a P2P
communication approach and the implementation takes place using a PHE. Blockchain
verifies the energy transmission process. The proposed model is found to be faster than
BMNN (Bichromatic Mutual Nearest Neighbor) algorithm. Performance of the
proposed model can be optimised by implementing on the methodology hardware. Ch.
V. N. U. Bharathi Murthy et. al. [56] discusses the problems with the cloud and suggests
to use Blockchain with the cloud. An integrated architecture is developed by surveying
the Blockchain on a scalable cloud environment. Different Blockchain platforms are
discussed and further study can be done to apply the Blockchain in practical with the
cloud platform. llya Sukhodolskiy and Sergey Zapechnikov [57] ensure privacy in
cryptographic operations without the participation of cloud owners. It puts more
emphasis on the access control mechanism of the cloud. Cloud access can be controlled
using CP-ABE which is implemented on Ethereum. It ensures security by storing only
hash-based cipher texts. The author VVorameth Reantongcome et. al. [58] has proposed
in their paper about multi-tenancy co-resident attack which is caused due to leakage in
data by a malicious tenant. The authors implicated a truffle framework to implement
Blockchain with Ethereum. Ethereum encoded in solidity along with the smart contract
is used. The transactions between the tenants and the cloud owner are recorded using
the Blockchain. Further work can be done to improve the integrity and the
confidentiality of the proposed model. Jin Ho Park and Jong Hyuk Park [59] find a
solution for securing bitcoins by surveying Blockchain technologies. It installs an
electronic wallet in the cloud for using the service using a secure bitcoin protocol and
after using the service it successfully deletes the user details from the wallet. Public key
encryption is used for encrypting the data. It verifies users’ privacy by completely
removing the wallet’s details from the cloud. Researchers can study the future risks of

using bitcoins. Ingo Weber et. al. [60] evaluate quantitative and qualitative analysis to
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design a multitenant scalable architecture. The evaluation is based on integrity and
isolation in the tenant’s performance. Ethereum is used with Laava's industry partner
for implementing a proof-of-concept prototype. Low cost, data integrity, and
performance isolation can be achieved by the proposed architecture. Flexibility in
anchored chains can be evaluated as a future scope. Meet Shah et. al. [61] used IPFS
(InterPlanetary File System) protocol to emphasize data utilization, decentralized data
storage, security, and privacy in their paper “Decentralized Cloud Storage Using
Blockchain”. It stores AES (Advance Encryption Standard) encrypted files on peer
networks using IPFS protocol in the Blockchain guarded by smart contracts.
Cryptocurrency is transferred to the peer’s wallet from the user’s wallet. The
Blockchain’s decentralized approach discussed in this paper is considered to be safe
and secure. Wenlei Qu et. al. [62] proposed a technology for electronic voting in their
paper which focuses on security and privacy issues by combining Blockchain and
homomorphic signcryption. Homomorphic signcryption technique in Hyperledger
Blockchain type is used to secure the voting ballots. Valid and invalid votes after
aggregating the voting results are categorized using a smart contract. It improves and
secures the voting process by reducing the time taken for the process in a secure and
transparent manner without the need of any third party. Security can be further
improved by practically implementing the proposed model and researching the model
in detail. Sharath Yaji et. al. [63] proposed a technique using PHE schemes with
Blockchain in their paper to preserve privacy. It focuses on attacks on the wallet,
collision attack reimages attacks in the Blockchain. Goldwasser-Micali and Paillier
PHE schemes are used in the proposed model which can bypass most of the attacks.
The time required to process the model is comparatively less and is more secure. Latest
attacks can be analyzed and experimented on in the proposed model with improved
PHE schemes. Morampudi Mahesh Kumar et. al. [64] concluded a privacy algorithm
to focus on malicious attacks, which is based on BMIAE (Blockchain multi-instance iris
authentication using ElGamal Homomorphic Encryption). It is mainly designed for an
untrusted server. Distance compute can be performed using a smart contract in BMIAE,
where Elgamal is based on the hardness of these discrete problems. The proposed model
guarantees confidentiality and integrity can be achieved along with the decreased

execution time and the computational cost. Bobo Huang a et.al. [65] proposed BPS
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which is the Blockchain-Publish-Subscribe model used to secure pub/sub streaming
models from the attacks on the edge cloud caused by multiple tenants using the same
pub/sub system. The illegal or unauthorized behavior by a tenant or an unauthorized
user can be detected using the BPS model which is based on Blockchain functionality.
It verifies the integrity using a Merkel tree and keeps a record of all the tenants in the
access control list combined with the smart storage feature. It is analyzed that the
proposed model outperforms security with a minimum overhead of performance. BPS
can be tested to support complex deployments and improve scalability. Leila Ismail et.
al. [66] analysed in their paper a new paradigm combining cloud-based services with
Blockchain technology to provide an efficient and patient-centric view to the healthcare
stakeholders. A BcC (Blockchain-cloud integration) is deployed for managing the
patient details efficiently in the database management system for the healthcare
industry. Further, this paper discusses the strengths and weaknesses of BcC
architecture. BcC can overcome the individual shortcomings of cloud and Blockchain
technologies; as the cloud provides a centralized service that may violate the privacy of
the patient and Blockchain is not scalable and it faces some challenges with its
efficiency. Future scope is to enhance the existing model for better scalability and
efficiency. Gaopeng Xie et. al. [67] integrated Blockchain technology with the cloud
data integrity verification scheme. It focuses on cloud data integrity and analyzed
previous studies and works on improving the defects detected in the research and the
user verification process is simplified. The authors introduced a lattice signature
algorithm to resist quantum computing technology and combined it with a cuckoo filter
for simplifying overhead in the computational process. It relies on a SIS (small integer
solution) assumption to cope with the attacks. The proposed scheme can cope with
guantum attacks and malicious attacks with high efficiency. To explore more features
of the data integrity scheme combined with Blockchain technology. Caixia Yang et. al.
[68] designed a Blockchain-based access control framework by integrating cloud
computing. The access control permission of the data on the cloud is redefined, which
is stored in the Blockchain. The proposed model overcomes the limitations of the
Blockchain and the cloud. AuthPrivacyChain is the framework designed by the authors
based on EOS (Electro-optical system) Blockchain. The proposed model is compared

with the traditional cloud using the test tool JMeter. The users with proper access rights
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can only access the data. The designed model can prevent the data from insider as well
as outsider attacks. Wenjuan li et. al. [69] surveyed Blockchain-based trust models.
Blockchain’s decentralized approach helps in protecting the data from breaches as the
traditional cloud trust model is not transparent and follows a centralized approach that
cannot be trusted. In cloud computing, the efficiency and adaptiveness can be improved
by using a hybrid edge cloud with double-Blockchain technology. Blockchain
successfully builds trust by using a transparent approach, it avoids data leakage and
eliminates the single point of failure because of its decentralized approach. In the
future, Blockchain must be studied to collaborate with the new cloud technologies like
edge computing, loT applications, fog computing, and so on. The resource constraint
may create a problem if all the data is stored on the chain, it may increase the processing
time. Hence, it is to be researched. Mueen Uddin et. al. [70] reviewed the common
cloud vulnerabilities that are mostly based on the virtualization platform, the identified
issues are solved using the Blockchain-enabled models. The common vulnerabilities
like a centralized security risk, transparency, resource sharing in a virtualized
environment are discussed. The challenges with the Blockchain model are also
discussed in this paper. Blockchain helps the cloud service providers in creating a
virtual database and using a one-click method for accessing the services. Ketki R.
Ingole and Sheetal Yamde [71] analyzed the business opportunities in both financial
and non-financial sectors using Blockchain technology. The processing of bitcoin is
discussed; attackers may steal the private key stored in the user’s computer hard drive
to hack bitcoin. Hence, the records stored in the computer must be deleted after use.
The longer it stays in the user’s system, the more is the data at risk. The authors of this
paper suggested a way to secure the data from breach by simply removing the user’s

information from the system completely.
CPABE technique:

Hassan EI Gafif and Ahmed Toumanari [72] proposed in their paper ciphertext-policy
attribute-based encryption (CP-ABE) key encapsulation mechanism. This scheme
reduces the expense for the encryption operation as in traditional CP-ABE. The
authors proposed two CP-ABE mechanisms, one for the untrusted ABE service

provider and another for the semi-trusted ABE service provider. The proposed schemes
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are found to be secured under CPA and are considered as more efficient than the
traditional CP-ABE scheme. PanJun Sun [73] evaluated some technologies related to
cloud security like CP-ABE, KP-ABE (Key policy attribute-based encryption), proxy re-
encryption, access control, and multi-tenancy and suggested to include the upgraded
and updated technologies and policies to secure the data. The real-time execution of the
analyzed methods is left as a future scope.

Access control techniques based on role of the user:

Rai [74] discussed different access methods which provides an efficient way to ensure
only authorised users can access the data. Different access methods analysed are DAC
(Discretionary Access Control), MAC (Mandatory Access Control), RBAC (Role based
access control), TBAC (Task based access control) and ABAC (Attribute based access
control) models. Traditionally, MAC and DAC were considered as trustworthy but
RBAC method is used mostly by the organizations to protect the cloud data because of
its advantages. The authors Kumar and Chatterjee [75] designed access rules for the E-
health cloud based on the trust degree of the users to provide customized services to the
users. These access rules are stored in the access rule database. Based on the user’s
category, the access view can be full, partial, or no view. A dynamic and adaptive access
model is formed by adding the trust factor of the user in CPN tool. Proper verification
of these access rules is required to check whether they follow the access control
properties. Chhabra et. al. [76] compared the available access control techniques
analyzed their suitability to the cloud computing environment. A multitenant
environment requires fair access control between its tenants. ABAC technique is
discussed in detail. ABAC grants access rights based on the policies that combine the
attributes. The attributes are the basic building blocks and may contain static values like
the role of the user. The future scope of ABAC is evaluated and suggestions for
strengthening ABAC are analyzed. The authors Sethi el. al. [77] integrated an access
control technique that is based on the role of the user. Each user requires a customized
set of services; hence granting all the resources is not advisable. Administrator is
responsible to assign the role of the user based on the trust factor. A spatio-temporal
RBAC model grants the access on the basis of time of the request and the location of

the user. This model is integrated with the Homomorphic encryption algorithm. The
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proposed model evaluates the impact of the trust factor to strengthen the cloud security.
The authors Ding and Yan [12] proposed a flexible way to control the access using a
privacy-preserving data processing scheme. Homomorphic encryption algorithm
solely cannot secure the cloud data as it is a single key system, it cannot flexibly
handle the data sharing and access control mechanism over the encrypted data.
The authors of this paper proposed an efficient and flexible way to control the data
access in a privacy-preserving system. Paillier’s partial homomorphic encryption is
used with the cooperation of cloud service provider and the computation party. A total
of seven operations are analyzed using Paillier’s algorithm on outsourced encrypted
data. These are Addition, Subtraction, Multiplication, Sign Acquisition, Absolute,
Comparison, and Equality Test. The proposed attribute-based encryption scheme is
tested and compared with existing work and it is found to be a better alternative. Future
scope is to realize more operations, reducing the latency and improving the overall
efficiency by applying edge computing and some pre-processing methods. The authors
Hingwe and Bhanu [78] proposed a role-based access control that is integrated with
PHE Paillier’s algorithm for a multi-tenant database. A role hierarchy is maintained
with access privileges and a session key is used for managing the active session. The
session key is generated using SHA-2 (Secure hashing algorithm) to encrypt the data at
client end and Paillier algorithm encrypts the sensitive data, hence data is protected
during execution and in the database as well. Data integrity and confidentiality are
achieved using the proposed model for access control as it protects data from SQL
injection and privilege escalation. Role hierarchy management with least privilege
grants used in the proposed method, does not allow privilege escalation and hence
protects the data in an efficient manner. Though, user has to remember two or more
keys which is considered as lagging issue with the proposed model and future work can

be done to reduce this issue.
Using Multi-bits:

Yu et. al. [79] proposed a multi-bit public key encryption protection based on LPN
(Learning parity with noise). The proposed approach solves the encoding error to some
extent. The scheme is compared with RSA and Damgard’s multi-bit scheme, it is found

that encryption time in the proposed scheme is slow than RSA while fast than
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Damgard’s and decryption time is faster than RSA while slower than Damgard’s
scheme. The proposed scheme can bypass quantum attacks effectively and decryption
error problem is solved. The scheme lags in achieving stronger CCA security. In
future, providing stronger CCA security is the main focus with smaller public key,
ciphertext size and low computational overhead.

Hybrid approaches:

The authors [80] proposed a combination of encryption algorithms AES, ECC and RSA
to improve the security in the cloud. Two methodologies were used; first one proposed
cryptographic algorithm and second one is the practical implementation of the
algorithms for performance evaluation. It is found that AES takes less time in terms of
encryption and decryption time while proposed hybrid algorithm takes more time in
execution but secrecy is better here hence is more secure. Future scope is to find a more
secure combination of algorithms with increased performance and least encryption and
decryption time. Z. Saeed [32] proposed a cryptographic algorithm with 3 layers which
is composed of AES, ECC and RSA methods. Java NetBeans is used to implement
RSA-ECC algorithm and is compared with RSA-AES algorithm; it is observed that the
time taken for encryption and decryption process by the RSA-ECC algorithm is
comparatively less. Zaineldeen and Ate [81] proposed a hybrid approach to secure the
cloud data. The homomorphic encryption schemes EHC and AES are integrated to form
the hybrid technique. It is found that the proposed methodology is better in terms of
encryption-decryption time, memory requirement, throughput measurement and power
consumption used by the techniques. Kardi and Zagrouba [82] proposed a hybrid
approach using RSA and ECC algorithm schemes for a wireless sensor
networks(WSNs). The hybrid approach overcomes the weakness of both the
algorithms, resulting in a compatible and more efficient scheme. Some findings in the
proposed study states that asymmetric cryptosystems server better WSN as it offers
better security than symmetric cryptosystem which take less memory and is faster
comparatively. Hence, asymmetric cryptosystem combining ECC and RSA is
developed which is more flexible and configurable to user’s customized needs based
on different nature of the applications used. Future work is to explore the proposed

algorithm for different applications using various technical configurations. The authors
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Abid et. al. [83] proposes an optimized HE CRT-RSA algorithm to overcome the
challenge with traditional homomorphic encryption algorithm of fast decryption and
slow transmission. Multiple keys are utilized for better communication and security.
The proposed model is compared with classical RSA algorithm and it is found that the
proposed model 3 to 4% faster than the RSA algorithm and is more secure.

2.2 Comparison of past proposed and proposed model complexities based on

number of computations

K. Kumari et. al. [84] proposed two schemes based on homomorphic encryption
algorithm, the first one is based on Carmichael’s Theorem and the second one is an
improved version of EHC algorithm. Both the schemes, CTHE (Carmichael’s
Theorem-based Homomorphic Encryption), and the MEHE (Modified and improved
Gorti’s Enhanced Homomorphic Encryption) reduces the noise using the modulus
switching technique and are secure under quadratic residuosity, integer factorization
and discrete logarithm problems. The complexities as evaluated by the authors are
presented in Table 2.1 [84].

Table 2.1 Computational complexity of various Homomorphic algorithms

Schemes CTHE MEHE Gorti’s DGHV Paillier ElGamal
EHC scheme
scheme

Number of | 7TEx+1Dx 6Ex+1Dx 5Ex+1Dx S5Ex+2Dx 5Ex+6Dy | 6Ex+3Dk
computations

Overall time |53 * 10" |79 * 10°|6.6 * 10®|7.7 * 10°|8.3*10% | 5.6 * 102
taken in | forn=2" | forn=2* | forn=2" | forn=2" | forn=2"| forn=2"
encryption,
evaluation
and

decryption
process (ns)

PuK(n/n?) 2Mto 218 | 2M1to 28 2'1to 28 2t 28 | 21to 2%8 | 2Mto 28
length

As shown in Table 2.1, the comparison of the proposed algorithms (existing and

current) is shown based on the number of computations, time taken and the public key

38



length. It can be observed that Gorti’s EHC and DGHV schemes computation are close
to MEHE and CTHE schemes. Since Gorti’s scheme lacks in noise reduction, the
proposed schemes MEHE and CTHE are considered. Though, some hybrid approach is
still required since the schemes MEHE and CTHE are basic structure state of the art
schemes and the implementation is not available in the libraries and packages. Hence,
some hybrid approach is required which can work on a larger real number space without
increasing the overall computational cost. Blockchain technology can be embedded

with the proposed model to ensure mutability.

In the proposed model, Gorti’s EHC algorithm is considered and is integrated with BGV
algorithm with key mutation and mapping techniques. Any homomorphic scheme is
said to be suitable for real-world applications if it reduces computational and storage
overhead. EHC takes very less storage space and the computational complexity is better
as discussed in Table 2.1. The total cost of the proposed hybrid EHC-BGV model is
comparatively less and the proposed model supports both static and dynamic data.

Though, there is still scope of improvement.

2.3 Issues with current methodologies and Research gaps

Most of the researchers focused on the data storage correctness (using Homomorphic
token), but a very few talks about data transmission while it is in transit-mode, buffer-
storage-mode, end-user mode. Some rely on generating a random token number every
time a user log in, in addition to username and password[11][42]. The existing
approaches and models used token-based models along with dual authentication
methods [34][38][43][37]. Some of the researchers integrated CP-ABE[85][72], proxy
re-encryption [4][73], KP-ABE [73], JSON based model with HTTPS/TLS
transmission [10], SLA oriented multi-tenant hybrid scheme [20], FHE schemes such
as AHEE scheme [15], NEHE [8][14] and so on. While others focussed upon validation
along with verification-based approaches for accessing the data and control between
the tenants [52][67].

Some authors used FHE schemes with tenant isolation [1][25]. Homomorphic

encryption algorithm is considered as a safer option for encrypting the data by
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maintaining the privacy, but it alone cannot provide data privacy and control data access
both at the same time [53][86].

Some hybrid techniques are also developed as discussed in the related work but none
of the schemes results in a more secure way of protecting the data without any
weaknesses or lagging issues [42][82][81].

Some of the issues in the present schemes includes CCA security issue, computational
overhead, limited to single-bit or using multi-bit alone is also not sufficient [24][78].

Some researchers used a multifactor authentication method for verification and
validation of the user to protect them from unauthorized access. Though it can secure
the cloud data from the traditional threats, but for upcoming threats, this method is not
considered as safe [42]. A multifactor authentication method may combine the
verification factors like login credentials, OTP, and salting. Salting is dependent on the

operating system used and hence cannot be considered as safe [42].

The attacker can guess the password using brute force attack or any other related attacks
[21][42]. Hence, there must a mechanism for shuffling the password based on some

parity rules and not dependent on the operating system like salting.

A key mutation concept is currently in use by security experts. It shuffles the keys
automatically, hence it becomes difficult to access the data where password changes

automatically using some parity rules [87][40][41].

Existing role-based access control methodologies and technologies are not sufficient to
secure a multi-tenant cloud environment [74][75][77][12][78]. Hence, a new technique

is required to protect the cloud data.

2.4 Addressing the issues

We proposed a role-based authentication multi-factor model with a customized tenant
environment using FHE algorithm and CPABE technique. A combination of FHE
algorithms EHC and BGV is used for token and keys generation with parity mapping

and key mutation concept introduced.

40



The proposed model secures the cloud data from CCA attacks as EHC is IND-CCA. It
protects the data from the insider and the outsider attacks both, by classifying the users
based on their roles using CPABE algorithm. The multiple tenants are categorized into
different layers based on their role using a CPABE model which is an inexpensive
method [72] and EHC requires less memory and power [3][16] which results in less
investment on storage resources. Hence, it can be concluded that the proposed research
model is inexpensive. In terms of computational time, BGV takes less time than most
of the past proposed algorithms like RSA and AHEE [3] and the processing time in
EHC is comparatively less [17]. The key mutation technique is embedded with the
hybrid model to provide better security when attacker tries to access the data.

2.5 Brief summary of this chapter

This chapter discusses the issues related to the past proposed methodologies and

presents a solution to address the problems identified.

41



Chapter-3

Methodology of the proposed research work

3.1 Obijectives of the proposed work

The research aims at improving security and privacy against the most vulnerable threats
of cloud computing. Main objectives of the research can be defined as follows:

= To analyse existing Homomorphic techniques in multi-tenant environment.

= To design multi-tenant access control logs in Homomorphic encryption
technique.

= To develop Homomorphic encryption technique in multi-tenant cloud
environment.

= To test and validate the developed technique.

3.2 Implementation of Ciphertext Policy Attribute-Based Encryption (CP-ABE)
Algorithm

CP-ABE algorithm consists of four algorithms namely, Setup, Encrypt, KeyGen, and
Decrypt. [88][85]

Setup: The public key and master key are generated using the bilinear group with a
prime number and two random generators. The input is based on security parameters

and the universe of the attribute. It takes no other input than the implicit parameters.

Encrypt (Public_key PK, Message M, Access_tree T): Input values are public key,
message, and a tree-like access structure. The message can be encrypted using an access
structure like a tree. A polynomial is chosen for each node in a top-down manner in
such a way that, degree of each node is one less than the threshold value. The ciphertext

can only be accessed if the user satisfies the attribute set for the access tree.

KeyGen (Master_key, Attribute set S): It generates the private key by taking as
input the master key and attribute set S, describing the key.

Decrypt (Cipher_text CT, private_key SK, node_N): Original message can be

decrypted using a combination of public and private keys, access tree structure, and
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ciphertext. Based on the condition of satisfying the set of attributes S by access tree, the

ciphertext can be decrypted.
Each node in the access tree can be evaluated using the expression:
node = hash )’ (node.children(N).hash) ...(1)

Here, a node is integrated with the help of encrypting the hash table by incorporating the local
node. Hash is a key that can be either a token key or salting or a public key. Here, a node is a
communicating device and children are tenants which belong to a user or an organization. It
authenticates data using hashing technique in an MTE.

Encrypt (PK, M, T)
Sender Level

Inner Tenant

Inner-Outer -Tenant

Receiver Level

Outer Tenant

Inner-Outer-External Tenant

Encrypted message (M)

Quter-Inner-Tenant

External-Outer-Inner Tenant

Decrypt (CT, SK, N)

Figure. 3.1 Ciphertext Policy Attribute-based Encryption (CP-ABE) algorithm in multiple tenants

In Figure 3.1, multi-tenant architecture is created where Sender Tenant (ST) sends a
message to Receiver Tenant (RT) by encrypting it using the CP-ABE algorithm[89].
The ST transfers the data to the Inner Tenant, from where the data is sent to the Inner-
Outer-Tenant and finally to the outer layer of sender end that is, Inner-Outer-External
Tenant. The data or packet is then sent to the network which is received by the receiver’s
outer most tenant layer that is, External-Outer-Inner-Tenant level and from this level
the data is transferred to the Outer-Inner-Tenant which transfers it to the Outer Tenant,

which is then received by the RT. Homomorphic encryption can be applied for better
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security. A homomorphic encryption algorithm can be used in combination with the
CP-ABE algorithm to make it more secured since CP-ABE model divides the tenants
to multiple levels, providing a customized access approach for each tenant. It allows

any number of operations on the ciphertext itself.

For two enterprise communication, according to the relation of source and destination
(tenants) levels, the possible and relevant multiple tenants between two enterprises are
created as an inner tenant, outer tenant, Inner-Outer -Tenant, Inner-Outer-External
Tenant, Outer-Inner-Tenant, External-Outer-Inner Tenant. Although, these tenant

levels can be extended for more than two enterprises.

Sender tenant: The sender tenant is the user or organization that wants to send a
packet(s) to another tenant at the enterprise level. A sender tenant uses a token along
with the public key for encryption. It acts on the Internal-Global setup.

Inner tenant: It is a tenant which lies in the sender tenant block. Internal-external setup
is required for this level. It is completely based on token only. No keys are required for

internal communication among tenants.

Inner-outer tenant: It is based on an Internal-External-Global setup. It uses token,
salting and public key for encrypting the message. For key generation access tree
(collection of nodes or tenants) is used with message and ciphertext along with the
token, salting and public key. The decryption of ciphertext can be done using a secret

key with salting and token.

Inner-Outer-External Tenant: It is based on the Internal-External-Global-Global setup.
Here, the packets are transmitted outside the enterprise. For encryption, token, salting,
public key, message and access tree are used. A combination of public and private keys
is generated in this setup. Decryption is done based on nodes, and token, salting and a

private key are used on the ciphertext for decryption.

External-Outer-Inner Tenant: It is based on a Global-Global-External-Internal tenant
setup. It is responsible to receive the packets from the sender enterprise tenant.
Encryption of message or packet on access tree is done using salting, a public key and

a token key. A combination of keys is generated along with public and private keys
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based on nodes. Decryption is based on nodes and can be done using a private key,
token and salting on the ciphertext.

Outer-Inner-Tenant: It is based on the Global-External-Internal setup. It takes the
packets from the outermost layer of the tenants and sends them to the outer tenant layer
which is next to the receiving tenant. A public key, salting and token key are used for

the encryption process and for decryption, a private key, salting, and token key are used.

Outer tenant: In this level, a packet can be received and decrypted using the salting
technique, which adds some random collection of digits, symbols, and alphabets in the
password field to make it difficult to guess by a hacker or an intruder. It used salting,
secret key, or private key and token to decrypt the ciphertext received. It acts on an
External-Global setup.

Receiver tenant: The tenant for whom the packet is meant can receive the packet and

ciphertext can be decrypted using a combination of private key and token on the nodes.

Table 3.1 CP-ABE- Multi-tenancy parameters

Multiten | Setup Parameters Encrypt KeyGen Decrypt

ant / CP-

ABE

Sender Internal- Token, PK, M, T | Token, PK, M, T | PK,M, T CT, SK, N,
Tenant Global Token

Inner - | Internal- Token-based Token-based Token based Token based
Tenant External

Outer External- Token + Salting | Token + Salting | Token + Salting + | Salting + Token
Tenant Global based based CT based + CT based
Inner- Internal- Token + Salting | Token + Salting + | Token + Salting + | Token + Salting
Outer - | External- + PK based PK based PK+M+T+CT | +CT+ SKbased
Tenant Global based

Inner- Internal- Token + Salting | Token + Salting + | Token + Salting + | Token + Salting
Outer- External- +PK+M+T|PK+M+Thased | PK+M+T+CT |+CT+SK+N
External | Global- based + SK + N based based

Tenant Global

External- | Global- T+M+PK+|T+M+PK+ N+SK+CT+T|N+SK+CT+
Outer- Global- Salting + Token | Salting + Token + M + PK + | Salting + Token
Inner External- Salting + Token | Based

Tenant Internal based

Outer- Global- PK + Salting + | PK + Salting + |CT+T+M+PK|SK + CT +
Inner- External Token based Token based + Salting + Token | Salting + Token
Tenant Internal - based

Outer Global- Salting + Token | Salting + Token | CT + Salting + | CT + Token +
Tenant External based based Token based Salting based
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Inner - | External- Token-based Token-based Token-based Token based
Tenant Internal

Receiver | Global- PK, M, T, Token | CT, SK, N PK,M, T Token, CT, SK,
Tenant Internal N,

The Table 3.1 describes the parameter generation at various levels in a CP-ABE
algorithm. The terms used in the table are T- Access tree, PK — Public key, SK — Secret
key or private key, M — Message, CT — ciphertext, N — Node in a tree,

For Internal-Global and Global-Internal tenant setup, token key ‘Token’ is used. Since
for internal communication, only token keys can be used with no need of using an extra
combination of keys which is required for global communication. An additional key
with the token key is sent along with the packets in such communications.

For encryption, token, salting, and public keys are used in sender enterprise to encrypt
the packets. In key generation, a secure key is added to send packets to another
enterprise tenant and a combination of parameters like token, salting, public key, private

key or secret key, ciphertext, and N-based are used.

For Internal-External and External-Internal tenant setup, communication is done locally

so an additional key is not required here. Token key is sufficient to provide security.

For all other tenant setups, salting is used along with the token keys to provide an extra

layer of protection that is multi-factor authentication mechanism is used here.

For example, some financial institutions are already using such secured systems which
require multiple levels of authentication from the user. It requires a combination of
username, password, OTP, salting technique combined with encryption, or an extra

level of authentication added for better security.

The additional set of keys result in better security when communicating at a global level

tenant mechanism.
3.3 Designing the multi-tenant multiple-enterprise model

In the proposed architecture, the internal communication between the tenants is done
by the main server or database server. In a single enterprise, tokens are used for internal

verification as multiple tenant’s works on the same LAN. The communication outside
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the enterprise is done using a web server. Storing data on cloud using tokens only is not
considered as a secure way. FHE algorithm generates an additional key which is
disabled by default and will be active only when an attacker tries to intercept or access
the data. Communication between different enterprises requires a firewall router to
ensure the data privacy and security.

The communication server used is web server which means the IP address is visible to
the attackers, and hence extra security protocols are required, while the main server is
working in the background where IP address is not visible. The IP address of which is
not known to intruders. Figure 3.2, represent the enterprise-level architecture in a multi-
tenant environment.

L

- .
N

e " Token

HR Dept. X — h
— 1

Marketing Dept. Technical Dept. Finance Dept. /

Gateway/Router/Checkpoint used

- Token ",

Accounts Dept. HR Dept. Finance Dept.

Figure 3.2 Enterprise-level multi-tenancy environment for data access control, authorization, and

authentication
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In Figure 3.2, one main database server is required for each enterprise. Therefore, a
total of 2 main servers and 2 communicating servers are needed for sharing data. There
are a total of 4 departments in each enterprise, hence, total 8 departments with 16 users
in the first enterprise while 15 in the second once. A total of 2 firewall routers, which
can be Cisco routers or simple checkpoint devices, can be attached between the main
server and the web server. Its main focus is to protect and secure data from unauthorized
access. The multi-tenant cloud architecture communicates in two different ways; one
for the insider tenant and another for the outsider tenant. Further these insider and
outsider tenant are categorized into different sub-tenant layers as explained in Section
3.2 in the CP-ABE model. For insider tenant, token is generated while for outsider
tenant, key is generated; this key is generated based on the outsider user role or type.
For trusted outsider tenant category, private key is generated; for untrusted tenants, type
of user or tenant is further categorized into partial tenant and guest tenant, hybrid key
is generated for a partial tenant and public key is generated for anonymous or guest
tenant. Hence, multiple-tenant layers are designed on the cloud interface and data
packets can be transmitted securely using the proposed hybrid methodology integrated

with self-key mutation technique.

3.4 FHE Blended Schemes EHC and BGV based Environment:

The FHE scheme ensures that the data computations are evaluated on the encrypted
state of data with no requirement of decryption operation [16]. Hence, it is considered

to provide better security to the cloud data and services.

The proposed methodology uses EHC and BGV algorithm schemes for generation of

keys.

In the proposed model, EHC FHE scheme is used for communication inside the
organization and generates tokens for this purpose. As communication within the

enterprise is considered safe; generating only token is sufficient for data transmission.

The token will expire after some specific period of time depending on the type and role
of the user and may have different access permissions for a file [78]. For example, an

HR head may have different rights than a technical head for the same file. Hence, token
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life time is used to provide more security in the organization. Another example is with
banking institution, where the login session may expire after some time period due to
the inactivity or idle state of the user. In a similar way, the token expires after a specified

time period based on the user role type.

For an outsider user, BGV algorithm is used for partial user only, and for other cases,
EHC algorithm is used. A hybrid key is generated for a partial user using BGV
algorithm. This key is a combination of keys. Key expiration takes place for partial user

category as this user role is not considered safe.

An additional key is generated using hybrid EHC and BGV algorithm in addition, that
is hidden by default and will be active for the attacking scenario only. Suppose one PK
and two PuK’s are generated using FHE algorithm then a hidden key with size 4-bit is
generated using bit mapping technique. This hidden key is sent along with the other
public and private keys. This key will only be active in case of packets being attacked

by the attacker.

This hybrid approach gives different layers of security that can protect the data in an
efficient manner. For a distributed enterprise, a hybrid approach is more suitable since
different categories of users are there, based on their roles, the data access services are

provided.

3.5 Automated Key Filter and Bit-Mapping Techniques using Hybrid EHC-
BGV Homomorphic Algorithm

The proposed research work is extended from the traditional BGV and EHC algorithms.
The traditional cipher substitution techniques are extended and integrated with the self-
key mutation technique. The proposed hybrid BGV-EHC model is synchronized with
the user role to generate the tokens and keys for securing the data on the cloud. BGV is
used at places where static and dynamic data both are used such as if the role of the user
is partial then BGV algorithm is used to generate hybrid key; a partial user may be
working on static data but for some cases the user may need access to the dynamic data.
For example, a user may want to access data of the same organization but in different

branch location then the dynamic allocation is assigned to the user. EHC takes low
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memory space, hence it is used at places where memory consumption is high. Since 56
parity rules are generated, therefore some complexity may increase if rules are further
created. Still to handle 56 parity rules, some storage is required as resources are required
to operate the required computations on these rules. Hence, EHC and BGV both are
used in this case to handle static and dynamic data with less storage. EHC is used as
major algorithm and BGV is used as minor algorithm. In the proposed model, the sender
and receiver’s properties are shared for the transmission of data on the cloud. The
parameters shared are sender & receiver’s name and ID, the type of data being shared,
tenant type, role type, authentication type, data site bytes, service type, method type,

session initiation time and session end time.

The selection of the algorithm used for keys and token generation depends on the type
of the user or tenant [77][78]. A tenant can be within the organization or outside it. An
insider tenant requires only a token for the secure transmission of the data while an

outsider tenant requires additional security for data protection.

Figure 3.3 describes the hybrid approach using BGV and EHC algorithms. Depending
on the parameters initialized, the user’s category is identified such as Sender’s name,
Sender’s IP address, Receiver’s name and IP address, type of tenant etc. Moreover,
admin have the power to grant roles to the tenants. The role of the user is divided into
two categories; insider and outsider category and based on these categories the

respective process for implementation follows.
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Figure 3.3 Hybrid approach using BGV and EHC Homomorphic algorithms

If the receiver type is insider, token/key implications are executed using the EHC
algorithm. The insider tenant is considered as the most secured cloud environment in

the organization. The token is generated randomly and expires after some period of time
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to provide a secure architecture. Similar way, if the receiver is trusted but comes under
outsider category, private key implications follow and if the receiver is non-trusted and
comes under the partial category of the user, a HK is generated using BGV key junction.
A hybrid key is a combination of PuK and PK based on some parity rules. The last type
of tenant is for the anonymous category, public key is generated in this case using EHC
key junction. Hence, the key junction for generating the public, private keys and token
generation is EHC and the key junction for the hybrid key is BGV.

Further the hybrid model is integrated with the self-key mutation technique which will
be active only in case of an attack and different parity rules are designed and applied
for bit-mapping during the mutation process. The mutation technique is used for
shuffling the password keys such that the attacker cannot guess the password. If
anyhow, the password is known to the attacker then the system checks the registered IP
address of the device used. This IP address is not found in the dictionary where
authorized user’s data is saved, hence it blocks the communication and shuffles the key
again using the mutation technique. Any new device must be registered first, before

using it to access the data on the cloud.

Hence, the proposed research model automates the key filtering and bit mapping

techniques based on the user’s or tenant’s role.

3.6 Secure Token and Key Implications based on Dependable and Non-

Dependable Factors

The complete process of communication relies on the type of the user category [90],
the category can be insider or an outsider. Figure 3.4 explains the generation of token
and the keys depending on the role of the user. The role or category of the user is
identified by checking the parameters values initialized at the beginning of the
flowchart. It includes the details like Sender’s name IP address or Receiver’s name and
IP address, type of the tenant, keys, authentication mode, or service and data site in

bytes size, the receiver’s role, session timings etc.
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Figure 3.4 Steps for generating the token and the associated keys depending on the role of the user
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For an insider user category, only token is generated. Token is sent in the authentication
and the required parameters are sent for the communication process. Next, evaluation
of the data access authentication mode takes place. The parameters for insider user are

not modified since this user category has most of the access permissions.

The second case is when the user is an outsider. Additional security protocols are
considered for this user category. It is subcategorized into a trusted user, partial-trusted

user and anonymous or guest user.

A trusted user category requires additional checks for authentication and verification of
the user. Different techniques are used for the verification process along with OTP
generation. Parameters required for authentication process to access the data are shared.
For the login process, along with the username, password, and Salting method, OTP is
generated which is sent on the user’s mobile number. Apart from using these
authentication techniques, an additional key OOTP is generated, that is, on-demand
OTP is generated that remain in deactivated state by default and will be active when an
attacker tries to access the data packets, this key is generated using the bit mapping
technique based on some production rules that are designed specifically for the
attacking case scenario. The attacker is identified by checking the details like IP
address, and location of the user from the dictionary. An invalid three login attempts,
sends an email to the data owner with details of the attacker like IP address, location,
and the file name being accessed. It automatically changes the password using self-

mutation technique.

An outsider untrusted category is sub-divided into a partial user category where key
expiration concept is added. The session of the user will remain active for some days
and the token will expire afterwards. Firstly, a condition to check the role of the user is
applied, if the user is a partial user, then a hybrid key is generated. The authentication
mode requires a hybrid key and the data access authentication mode uses a hybrid key
and the parameters required for token/key expiration. For a partial user category, the
key will expire after ‘n” number of days automatically. In data access modification
authentication mode, the parameter changes take place. It updates the parameters in the
database after processing them. It is a combination of data access authentication mode

parameters and hybrid key and session time of key in days.
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Finally, the last category of user is an outsider un-trusted user, which is anonymous
user. This user role category is considered as least secure. The session with be active
for an ‘n’ number of hours. Data can be accessed using a public key which is the least
secure option. The data access authentication is done using the public key and the
parameters passed in the previous step. And the parameters are updated in the next step.

3.7 Algorithm for generating the token/keys based on the user-role-type

The algorithm in Table 3.2 [91] defines the procedure for generating the keys by
following the proposed methodology.

Table 3.2 Algorithm for generating the token/keys

Step Preparing the data for communication.
0:

Step Initiating the parameters for sending along with the data as, Sender IP, Sender

1 name, Receiver IP, Receiver name, Type of data, Type of tenant, Type of key, Type

of authentication, Data site in bytes, Type of service, Type of method, Session
initiation time, Session end time, Receiver role type.

Step The dependable and non-dependable parameters are tuned with initiated variables as,

2 SIP & sip{si, S2, S, ...... Sn}

Sname < Sender name

RIP < rip{rs, r2, 13, ...... rn}

Rname <Receiver name

Tdata < tdata{tds, tda, tds, ...... tdn}
Ttenant € Type of tenant

Tkey € tkey{tki, tk2, tks, ...... tkn}
Tauth < tauth{taus, tauy, taus, ...... taun}
Dby < Data site in bytes

Tserv € tserv{tsy, tso, ts3, ...... tSn}
Tmethod € tmethod{tm, tm2, tms, .. tmn}
SITime € sitime {sity, sity, sits, .. sitn}
SETime < setime {set, seto, sets, .. setn})
RRole < rrole {rri, rra, rrs, .. rrn})

Step User Integration: Categorization of the user, such that
3:

Step If (user = = INSIDER) (INSIDER < insider{iy, i2, i3, ...... in} Token
. generated (T € t{ty, to, ta, ...... tn})

Parameters tuning to the variables,

(M
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DS < ds{dss, dso, ...... dsn}

RoU < rou{rouy, rouo, ...... roun}
Data Transmission Rate 2 DTR
AT < at{aty, ato, ...... atn}

TST € tst{tsty, tsto, ...... tstn}
TLT € tit{tlty, tito, ...... tlt n}
TET € tet{tety, teto, ...... tetn}

DataAccAuMode € T+DS+RoU+DTR+AT+TST+TLTH+TET

Ste

3.2:

p

If (user == TRUSTED) (TRUSTED < trusted {try, tra, trs, ...... trn})
PK (Private key) generated (PK < pk{pk1, pkz, pka, ...... pkn})

Parameters tuning to the variables,
DS < ds{dsy, dso, ...... dsn})
RoU € rou{rous, rous, ...... roun}
Data Transmission Rate > DTR
AT < at{aty, ato, ...... atn}

KST € kst{ksts, ksto, ...... kstn}
KLT € Klt{klty, klto, ...... kltn}
KET < ket{kets, keto, ...... ketn}

Accessing data,
DataAccAuMode € PK+DS+RoU+DTR+AT+KST+KLT+KET

Login keys,

Password > PWD

One Time Password > OTP

OS Salting Key - OSSK

On-demand OTP - OOTP {active only in attacking scenario}

Parameters modified,
DataAccModificationAuMode € DataAccAuMode+PWD+OTP+OSSK+OOTP

Ste

3.3:

p

If (user == PARTIAL) (PARTIAL < partial {par1, par, pars, .. parn})
HK (Hybrid key) generated (HK € hk{hk1, hk, hks, ...... hkn})

Tuning the parameters to variables,
DS < ds{ds;, dso, ...... dsn}

RoU < rou{rous, rouo, ...... roun}
Data Transmission Rate > DTR
AT < at{aty, ato, ...... atn}

KST € kst{ksty, ksto, ...... kstn}
KLT < kit{Kklts, klto, ...... kltn}
KET € ket{kets, keto, ...... ketn}

Accessing data,
DataAccAuMode € HK+DS+RoU+DTR+AT+KST+KLT+KET
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Key expiration time,
if (KLT >= KLD) {for KLD as key life time in days}
Key expires

Parameters modified,
DataAccModificationAuMode € DataAccAuMode + KLD

Step If (user == ANONYMOUS) (ANONYMOUS < an {ani, anz, ans, .. ann})
3.4:  PuK (Public key) generated
Parameters tuning to the variables,
DS < ds{dsi, dso, ...... dsn}
RoU < rou{rous, rous, ...... roun}
Data Transmission Rate > DTR
AT < at{aty, ato, ...... atn}
KST € kst{ksty, ksto, ...... kstn}
KLT < kit{klty, klto, ...... kit n}
KET € ket{kets, keto, ...... ketn}
Accessing data,
DataAccAuMode € PuK+DS+RoU+DTR+AT+KST+KLT+KET
Key expiration time,
if (KLT >= KLH) {for KLH as key life in hours}
Key expires
Parameters modified,
DataAccModificationAuMode < DataAccAuMode + KLH
Step Endif
4:
Step End
5:

3.8 Experimental Scenario and Analysis:

3.8.1 Attacking scenario

The users or tenants are categorized into two groups; authorized tenants and
unauthorized tenants. An authorized tenant has authenticated login credentials while an
unauthorized user or an attacker does not have valid credentials to access the cloud. To

identify the type of user, a dictionary is designed with details of all the authorized
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tenants. The user must register his/her machine accessing the data just like the banking
systems follow. Any new device must first be registered to use. The details included for
registration are user’s name, IP address, and location. The key shared after registration
is in active mode but not enabled. The user must change the key from its default value
to enable it.

An attacker is identified by using the dictionary containing details of all the authorized
users. The entry of the IP address of the attacker is not found in the dictionary; hence it
IS recognized as an unauthorized user. The access to unauthorized users is blocked

automatically using mutation technique.

Consider a scenario where an ex-employee wants to access the previous company’s
cloud data, his/her details may not be deleted from the dictionary. That means, the
credential details may still be active, in this scenario the location of the user is verified

and since the user’s IP address is different, the access will be blocked.
3.8.2 Self-key mutation

In case, an attack is identified using the dictionary technique, the self-key mutation

takes place automatically. This is a process of shuffling bits is based on some rules [87].

Consider a scenario where an attacker can guess the password, considering 30 seconds
are needed to guess a password or a character. If the attacker succeeds to guess a
character, then in these 30 seconds, the self-key mutation process occurs. This process
of self-key mutation repeats itself after every 30 seconds. Hence after every 30 seconds,
the password will change and the attacker cannot access the cloud data leaving the cloud
protected and secured. The authorized user can request for a new password again to
access the file which the attacker failed to access. As, the user will receive an email
after 3 invalid attempts by the attacker. The email contains the geographical

information, IP address and other relevant details of the attacker.

The self-key mutation concept is used for randomly changing the position of the key
bits to increase the complexity. Cloud security can be based on the proposed model for

better protection from attackers.
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3.8.3 Working of self-key mutation

The characters entered by the user are first converted to binary bits because the
homomorphic encryption algorithm works on the binary bits only [41]. For conversion
to binary bits, ASCII code is used. The characters are converted to ASCII code first and

then decimal to binary conversion takes place.

Table 3.2(a) Primary data of generated key, salting values, general OTP for data access and data

control, On-demand OTP for verification and validation, and instance of Data
Key Salting | OTP On-demand OTP Data

Data Data Verification | Validation

access control

8 bytes | 4 bytes | 4 bytes | 6 bytes | 4 bytes 6 bytes 64-bit of data in

single instance

Table 3.2(b) Primary data of generated key, salting values, general OTP for data access and data

control, On-demand OTP for verification and validation, and instance of Data

Key Salting | OTP On-demand OTP | Data
Pooja@25 | Xe92 1723 | 201723 | 1723 201723 64-bit of data in single
instance

Consider a password and self-mutation rules for the considered password as explained

below:
Password: Pooja@25
P-80(Ascii)-1010000(decimal)

P is the first character of the password; the value of P in ASCII is 80 and the value 80
is converted to binary bit 1010000 using decimal to binary conversion method.

Similarly, other characters can be converted to binary.
0-111-1101111
0-111-1101111

J-106-1101010
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a-97-1100001
@-64—1000000
2-50- 10

5-53- 110101

The Table 3.3(a) shows the procedure for conversion of the password Pooja@25 to
binary bits. The matrix is an 8*8 64-bit formation. The ASCII values of Pooja@25 are
converted to binary bits.

Table 3.3(a) Conversion of the password Pooja@25 to binary bits. The matrix is an 8x8 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
i 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

The self-mutation is applied to the salting key, which is generated by the operating

system itself.

Salting key: Xe92
X-88(ASCII)- 1011000
e-101-1100101
9-57-111001

2-50- 10

The Table 3.3(b) shows the binary conversion of the salting bits where the salting key

is considered as Xe92. The ASCII values of Xe92 are converted to binary bits.
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Table 3.3(b) Conversion of salting key to binary bits

X 0 1 0 1 1 0 0 0
e 0 1 1 0 0 1 0 1
9 0 0 1 1 1 0 0 1
2 0 0 0 0 0 0 1 0

Parity rules for self-key mutation:

For 8-byte formation of matrices, a total of 56 rules are generated using permutation
and combination where 28 rules are generated column-wise and the rest 28 rules are
generated bitwise or row-wise. These rules can be extended with good hardware
systems. To reduce complexity, the proposed research is limited to 56 rules only. The
final changed matrix is randomly generated from the mutation process and cannot be

identified in advance.
Column wise parity rules for interchanging bits:
Rule 1: 1% and 8™ bit interchanging of each character.

In Table 3.4(a), the 1% bit of the password is interchanged with the last bit that is the 8™
bit of the password. Hence, for character ‘P, 15! bit ‘0’ is replaced with the 8" bit which
is ‘0’ resulting in a new combination of bits ‘0101000°, though it has been observed
here that both the interchangeable bits are same; same result is produced. Consider
second character ‘0’ where 1% bit is ‘0’ and 8" bit is ‘1°, both are interchanged resulting
in a new combination of bits ‘101101110°. In this case, the combination of bits is

different from the original one.

Table 3.4(a) The 1%t and 8" bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 i
0 0 1 1 0 1 1 1 i
j 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 il
@ 0 1 0 0 0 0 0 0
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The above process follows from Rule 1 to Rule 28.

Rule 2: 1t and 7" bit interchanging of each character is shown in Table 3.4(b).

Table 3.4(b) The 1% and 7™ bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 3: Table 3.4(c) shows interchanging of 1% and 6™ character.

Table 3.4(c) The 1st and 6th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
j 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 4: 1% and 5™ bit interchanging of each character is shown in Table 3.4(d) where

the first column values is interchanged with the 5™ column values.
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Table 3.4(d) The 1st and 5th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 5: Table 3.4(e) shows the interchanging of 1% and 4™ bit of each character where

the first column values are interchanged with the 4™ column values.

Table 3.4(e) The 1st and 4th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 6: This rules interchanges the 1% and 3" bit of each character as shown in Table

3.4(f). The first column values are replaces with the 3™ column values.

Table 3.4(f) The 1st and 3th bit interchanging of each character in 8x8 matrix vector with 64-bit
formation

P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
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0 0 1 1 0 1 1 1 1
i 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 7: It interchanges the 1%t and 2" bit of each character as shown in Table 3.4(g).

The first column values are replaced with the 2" column values

Table 3.4(g) The 1st and 2nd bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 8: This rule interchanges the 2" and 8" bit of each character as shown in Table

3.4(h). The 2" column values are replaced with 8" column values.

Table 3.4(h) The 2™ and 8™ bit interchanging of each character in 8x8 matrix vector with 64-bit

formation

P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
j 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
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Rule 9: This rule interchanges the 2" and 7™ bit of each character as shown in Table

3.4(i). The 2" column values are replaced with 7" column values.

Table 3.4(i) The 2" and 7™ bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 10: This rule interchanges the 2" and 6™ bit of each character as shown in Table

3.4(j). The 2" column values are replaced with 6™ column values.

Table 3.4(j) The 2nd and 6th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
j 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1
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Rule 11: This rule interchanges the 2" and 5™ bit of each character as shown in Table
3.4(k). The 2" column values are replaced with 5" column values.

Table 3.4(k) The 2nd and 5th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 12: This rule interchanges the 2" and 4™ bit of each character as shown in Table

3.4(1). The 2" column values are replaced with 4™ column values.

Table 3.4(l) The 2nd and 4th bit interchanging of each character in 8x8 matrix vector with 64-bit
formation

P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
j 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 13: This rule interchanges the 2" and 3™ bit of each character as shown in Table

3.4(m). The 2" column values are replaced with 3™ column values.

Table 3.4(m) The 2nd and 3rd bit interchanging of each character in 8x8 matrix vector with 64-bit
formation

66



P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
i 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 14: This rule interchanges the 3™ and 8" bit of each character as shown in Table

3.4(n). The 3" column values are replaced with 8" column values.

Table 3.4(n) The 3rd and 8th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 i
0 0 1 1 0 1 1 1 1]
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 i
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 i

Rule 15: This rule interchanges the 3 and 7" bit of each character as shown in Table

3.4(0). The 3" column values are replaced with 7% column values.

Table 3.4(0) The 3rd and 7th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
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Rule 16: This rule interchanges the 3™ and 6" bit of each character as shown in Table

3.4(p). The 3" column values are replaced with 6™ column values.

Table 3.4(p) The 3rd and 6th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 17: This rule interchanges the 3 and 5 bit of each character as shown in Table

3.4(q). The 3" column values are replaced with 5" column values.

Table 3.4(g) The 3rd and 5th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
j 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1
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Rule 18: This rule interchanges the 3™ and 4" bit of each character as shown in Table

3.4(r). The 3" column values are replaced with 4" column values.

Table 3.4(r) The 3rd and 4th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 18: This rule interchanges the 4™ and 8" bit of each character as shown in Table

3.4(s). The 4™ column values are replaced with 8" column values.

Table 3.4(s) The 4th and 8th bit interchanging of each character in 8x8 matrix vector with 64-bit
formation

P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
j 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 20: This rule interchanges the 4™ and 7" bit of each character as shown in Table

3.4(t). The 4" column values are replaced with 7' column values.

Table 3.4(t) The 4th and 7th bit interchanging of each character in 8x8 matrix vector with 64-bit
formation
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P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
i 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 21: This rule interchanges the 4" and 6" bit of each character as shown in Table

3.4(u). The 4™ column values are replaced with 6™ column values.

Table 3.4(u) The 4th and 6th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 22: This rule interchanges the 4™ and 5 bit of each character as shown in Table

3.4(v). The 4" column values are replaced with 5" column values.

Table 3.4(v) The 4th and 5th bit interchanging of each character in 8x8 matrix vector with 64-bit
formation

P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1

70



Rule 23: This rule interchanges the 5" and 8" bit of each character as shown in Table

3.4(w). The 5™ column values are replaced with 8" column values.

Table 3.4(w) The 5th and 8th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 i
0 0 1 1 0 1 1 1 i
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 ]
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1]

Rule 24: This rule interchanges the 5" and 7" bit of each character as shown in Table

3.4(x). The 5" column values are replaced with 7" column values.

Table 3.4(x) The 5th and 7th bit interchanging of each character in 8x8 matrix vector with 64-bit
formation

P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
j 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1
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Rule 25: This rule interchanges the 5™ and 6 bit of each character as shown in Table
3.4(p). The 5™ column values are replaced with 6™ column values.

Table 3.4(y) The 5th and 6th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 26: This rule interchanges the 6™ and 8" bit of each character as shown in Table

3.4(2). The 6™ column values are replaced with 8™ column values.

Table 3.4(z) The 6th and 8th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation

P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 27: This rule interchanges the 6™ and 7" bit of each character as shown in Table

3.4(p). The 6" column values are replaced with 7' column values.

Table 3.4(ab) The 6th and 7th bit interchanging of each character in 8x8 matrix vector with 64-bit
formation
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P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
i 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 28: This rule interchanges the 7" and 8" bit of each character as shown in Table

3.4(p). The 7™ column values are replaced with 8" column values.

Table 3.4(ac) The 7th and 8th bit interchanging of each character in 8x8 matrix vector with 64-bit

formation
P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1]
0 0 1 1 0 1 1 1 i
J 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 ]
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 i

Parity rules for self-key mutation through Row-wise:

The rules based on interchanging a row with another row that is, bitwise operation
follows here. A few bits are interchanged with another set of bits. Total 64 bits are
incorporated.

Rule 29: This rule interchanges the 1% bit to 8" bit with 57" bit to 64" bit of each
character as shown in Table 3.5(a).

In this rule, bitwise operation takes place. It shuffles the bits for one character with bits
of another character. Here, character ‘P’ is replaced with °5°, which means the bits are
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interchanging. After applying the mutation, ‘P’ has bits ‘00110101” and ‘5’ has bits
‘01010000°. Hence, the password is shuffled bitwise.

Table 3.5(a) The 1st bit to 8th bit interchange with 57th bit to 64th bit in 8x8 matrix vector with 64-bit

formation

P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
i 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Similar process follows from Rule 30 to Rule 56.

Rule 30: This rule interchanges the 1% bit to 8" bit with 49" bit to 56 bit of each
character as shown in Table 3.5(b).

In this rule, shuffling of bits for one character is done with bits of another character.
Here, character ‘P’ bits are replaced with bit ‘2’ values, which means the bits are
interchanging. After applying the mutation, ‘P’ has bits ‘00000010’ and ‘2’ has bits
‘01010000°. Hence, the password is shuffled bitwise.

Table 3.5(b) The 1st to 8th bit interchange with 49th bit to 56th bit in 8x8 matrix vector with 64-bit
formation

P 0 1 0 1 0 0 0 0
0 0 1 1 0 1 1 1 1
0 0 1 1 0 1 1 1 1
j 0 1 1 0 1 0 1 0
a 0 1 1 0 0 0 0 1
@ 0 1 0 0 0 0 0 0
2 0 0 0 0 0 0 1 0
5 0 0 1 1 0 1 0 1

Rule 31: 1% to 8" bit interchange with 41% bit to 48" bit.
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This rule interchanges the 1% bit to 8™ bit with 41% bit to 48" bit of each character. In
this rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘P’ bits are replaced with character ‘@’ values, which means the bits are
interchanging. After applying the mutation, ‘P’ has bits ‘01000000’ and ‘@’ has bits
‘01010000°. Hence, the password is shuffled bitwise.

Rule 32: 1 to 8" bit interchange with 33" bit to 40" bit.

This rule interchanges the 1 bit to 8" bit with 33" bit to 40™ bit of each character. In
this rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘P’ bits are replaced with character ‘a’ values, which means the bits are
interchanging. After applying the mutation, ‘P’ has bits ‘01100001 and ‘a’ has bits
‘01010000°. Hence, the password is shuffled bitwise.

Rule 33: 1%t to 8™ bit interchange with 25" bit to 32" bit.

This rule interchanges the 1% bit to 8™ bit with 25 bit to 32" bit of each character. In
this rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘P’ bits are replaced with character ‘j” values, which means the bits are
interchanging. After applying the mutation, ‘P’ has bits ‘01101010’ and j” has bits
‘01010000°’. Hence, the password is shuffled bitwise.

Rule 34: 1% to 8" bit interchange with 17" bit to 24™ bit.

This rule interchanges the 1% bit to 8™ bit with 17" bit to 24" bit of each character. In
this rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘P’ bits are replaced with character ‘0’ values, which means the bits are
interchanging. After applying the mutation, ‘P’ has bits ‘01101010’ and ‘0’ has bits
‘01010000°’. Hence, the password is shuffled bitwise.

Rule 35: 1% to 8" bit interchange with 9™ bit to 16" bit.

This rule interchanges the 1% bit to 8" bit with 9™ bit to 16" bit of each character. In
this rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘P’ bits are replaced with character ‘0’ values (second row), which means the
bits are interchanging. After applying the mutation, ‘P’ has bits ‘01101111 and ‘0’ has
bits ‘01101010°. Hence, the password is shuffled bitwise.

Rule 36: 9" to 16™ bit interchange with 57" to 64" bit.

This rule interchanges the 9" to 16" bit with 57" to 64" bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘o’ (second row) bits are replaced with character ‘5’ values, which means the
bits are interchanging. After applying the mutation, ‘0’ has bits ‘00110101” and ‘5’ has
bits ‘01101111°. Hence, the password is shuffled bitwise.
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Rule 37: 9" to 16™ bit interchange with 49" to 56" bit.

This rule interchanges the 9" to 16" bit with 49" to 56™ bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘o’ (second row) bits are replaced with character ‘2’ values, which means the
bits are interchanging. After applying the mutation, ‘0’ has bits ‘00000010’ and ‘2’ has
bits ‘01101111°. Hence, the password is shuffled bitwise.

Rule 38: 9™ to 16™ bit interchange with 41% bit to 48" bit.

This rule interchanges the 9" to 16™ bit with 41° to 48" bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘0’ (second row) bits are replaced with character ‘@’ values, which means
the bits are interchanging. After applying the mutation, ‘o’ has bits ‘01000000’ and ‘@’
has bits ‘01101111°. Hence, the password is shuffled bitwise.

Rule 39: 9™ to 16™ bit interchange with 33™ bit to 40" bit.

This rule interchanges the 9" to 16" bit with 33™ bit to 40" bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘o’ (second row) bits are replaced with character ‘a’ values, which means the
bits are interchanging. After applying the mutation, ‘0’ has bits ‘01100001’ and ‘a’ has
bits ‘01101111°. Hence, the password is shuffled bitwise.

Rule 40: 9" to 16™ bit interchange with 25" to 32" bit.

This rule interchanges the 9™ to 16" bit with 25" to 32" bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘o’ (second row) bits are replaced with character ‘j” values, which means the
bits are interchanging. After applying the mutation, ‘o’ has bits ‘01101010’ and ‘j’ has
bits ‘01101111°. Hence, the password is shuffled bitwise.

Rule 41: 9" to 16™ bit interchange with 17" bit to 24" bit.

This rule interchanges the 9" to 16 bit with 17" bit to 24" bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘0’ (second row) bits are replaced with character ‘o’ (third row) values, which
means the bits are interchanging. After applying the mutation, ‘o’ (second row) has bits
‘01101111” and ‘o’ (third row) has bits ‘01101111°. Hence, the password is shuffled
bitwise.

Rule 42: 17" to 24" bit interchange with 57" to 64" bit.
This rule interchanges the 17" to 24™ bit with 57" to 64" bit of each character. In this

rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘o’ (third row) bits are replaced with character ‘5’ values, which means the
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bits are interchanging. After applying the mutation, ‘o’ (third row) has bits
‘00110101’and °5” has bits ‘01101111°. Hence, the password is shuffled bitwise.

Rule 43: 17" to 24" bit interchange with 49" to 56" bit.

This rule interchanges the 17" to 24™ bit with 49" to 56" bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘o’ (third row) bits are replaced with character ‘2’ values, which means the
bits are interchanging. After applying the mutation, ‘o’ (third row) has bits
‘00000010’and 2’ has bits ‘01101111°. Hence, the password is shuffled bitwise.

Rule 44: 17" to 24" bit interchange with 41 to 48" bit.

This rule interchanges the 17" to 24™ bit with 41% to 48" bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘o’ (third row) bits are replaced with character ‘@’ values, which means the
bits are interchanging. After applying the mutation, ‘o’ (third row) has bits
‘01000000’and ‘@’ has bits ‘01101111°. Hence, the password is shuffled bitwise.

Rule 45: 17" to 24" bit interchange with 33" to 40" bit.

This rule interchanges the 17" to 24™ bit with 33" to 40™ bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘o’ (third row) bits are replaced with character ‘a’ bit, which means the bits
are interchanging. After applying the mutation, ‘o’ (third row) has bits ‘01100001’and
‘a’ has bits ‘01101111°. Hence, the password is shuffled bitwise.

Rule 46: 17" to 24™ bit interchange with 25" to 32" bit.

This rule interchanges the 17" to 24" bit with 25" to 32" bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘o’ (third row) bits are replaced with character ‘j* bits, which means the bits
are interchanging. After applying the mutation, ‘o’ (third row) has bits 01101010’and
‘j” has bits ‘01101111°. Hence, the password is shuffled bitwise.

Rule 47: 25" to 32" bit interchange with 57" to 64" bit.

This rule interchanges the 25" to 32™ bit with 57" to 64" bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘j” bits are replaced with character 5’ bits, which means the bits are
interchanging. After applying the mutation, ‘j° has bits ‘00110101° and ‘5’ has bits
‘01101010. Hence, the password is shuffled bitwise.

Rule 48: 25" to 32" bit interchange with 49" to 56" bit.

This rule interchanges the 25" to 32™ bit with 49" to 56" bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
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character ‘> bits are replaced with character 2’ bits, which means the bits are
interchanging. After applying the mutation, ‘j” has bits ‘00000010’ and ‘2’ has bits
‘01101010. Hence, the password is shuffled bitwise.

Rule 49: 25" to 32" bit interchange with 41 to 48" bit.

This rule interchanges the 25" to 32" bit with 41% to 48" bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘j° bits are replaced with character ‘@’ bits, which means the bits are
interchanging. After applying the mutation, ‘j” has bits ‘01000001’ and ‘@’ has bits
‘01101010. Hence, the password is shuffled bitwise.

Rule 50: 25" to 32" bit interchange with 33" to 40" bit.

This rule interchanges the 25 to 32" bit with 33 to 40™ bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘j” bits are replaced with character ‘a’ bits, which means the bits are
interchanging. After applying the mutation, ‘j° has bits ‘01100001’ and ‘a’ has bits
‘01101010. Hence, the password is shuffled bitwise.

Rule 51: 33" to 40" bit interchange with 57" to 64" bit.

This rule interchanges the 33" to 40™ bit with 57" to 64™ bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘a’ bits are replaced with character ‘5’ bits, which means the bits are
interchanging. After applying the mutation, ‘a’ has bits ‘00110101° and ‘5’ has bits
‘01100001’. Hence, the password is shuffled bitwise.

Rule 52: 33" to 40" bit interchange with 49" to 56 bit.

This rule interchanges the 33" to 40" bit with 49" to 56™ bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘a’ bits are replaced with character ‘2’ bits, which means the bits are
interchanging. After applying the mutation, ‘a’ has bits ‘00000010’ and ‘2’ has bits
‘01100001°. Hence, the password is shuffled bitwise.

Rule 53: 33" to 40" bit interchange with 41% to 48" bit.

This rule interchanges the 33" to 40" bit with 41 to 48" bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘a’ bits are replaced with character ‘@’ bits, which means the bits are
interchanging. After applying the mutation, ‘a’ has bits ‘01000000 and ‘5’ has bits
‘01100001°. Hence, the password is shuffled bitwise.

Rule 54: 41% to 48" bit interchange with 57" to 64" bit.
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This rule interchanges the 41% to 48" bit with 57" to 64" bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘@’ bits are replaced with character ‘5’ bits, which means the bits are
interchanging. After applying the mutation, ‘@’ has bits ‘00110101” and ‘5’ has bits
*01000000°’. Hence, the password is shuffled bitwise.

Rule 55: 41% to 48" bit interchange with 49" to 56" bit.

This rule interchanges the 41% to 48" bit with 49" to 56! bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘@’ bits are replaced with character ‘2’ bits, which means the bits are
interchanging. After applying the mutation, ‘@’ has bits ‘00000010’ and ‘2’ has bits
‘01000000’. Hence, the password is shuffled bitwise.

Rule 56: 49" to 56™ bit interchange with 57" to 64" bit.

This rule interchanges the 49" to 56" bit with 57" to 64" bit of each character. In this
rule, shuffling of bits for one character is done with bits of another character. Here,
character ‘2’ bits are replaced with character ‘5’ bits, which means the bits are
interchanging. After applying the mutation, ‘2’ has bits ‘00000010’ and ‘5’ has bits
‘00110101°. Hence, the password is shuffled bitwise.

A total of 56 parity rules are generated for 8-byte formation. Based on these rules, self-
key mutation concept is implemented. The resultant matrix cannot be identified in
advance since it is randomly generated using the key mapping bit parity rules in the
mutation process and swapping pattern is anonymous to all the users whether the user

is authorized or unauthorized.

3.9 Brief summary of this chapter

This chapter presents the objectives of the proposed research work. The methodology
of the proposed work is defined where, the working of the hybrid environment using
EHC and BGV is discussed, along with CPABE parameters that are used to define
customized access to different tenants. The algorithm is designed to show the step-by-
step procedure of the proposed methodology. The parity rules for key mapping are

defined, that are used in the attacking scenario.

79



Chapter-4

Experimental Analysis and Results

4.1 Experimental setup

A real-time cloud scenario is created by designing the API using Xampp tool. Apache
tomcat server acts as the web server and MySQL is used to handle the backend queries.

The multi-tenant cloud API is designed with two servers; the main server and the web
server. The database server or main server is applicable for communication inside the
organization or an enterprise; only tokens are generated for internal communication.
The IP in this scenario is not visible to the attacker and hence it is considered as safest
communication method while the web server is used for communication outside the
organization or enterprise. The database tables created in MySQL contains the tenant
information based on their role. The role is approved by ADMIN only. For accessing
the files, another table is created which contains information regarding the files present
in the database and the key/token generation algorithms are embedded in the code to
grant access to only authenticated user. The authenticated and authorized users can only
access the files, all the information is matched from the database. To show the attempt
by an unauthorized user, a table named ‘untrusted’ is created which contains the
information about the attacker such as, IP address, name, and location. After 3 invalid
attempts, an email will be shared with the attacker’s details to the owner of the data
being accessed. The complete processing is done by integrating the algorithms in the

web server interface.

The proposed model is tested for 223 end-users, 17 multi-tenants, 12 head-tenants and

7 enterprise levels.
Casel: Creating multiple tenants in cloud architecture.

In figure 4.1.1, ADMIN is the first layer of the tenant category who is responsible to
approve or reject the tenant’s authentication and registration. The login credentials are
shared on the email id of the authenticated tenant or the user. The credentials should be

modified by the user once the user logins the page, as the credentials shared by the
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admin on the email id are the default credentials and should be changed for security
reasons. Next layer is designed for data owners who are responsible to upload the data
on the cloud server. Further it is divided into different user types; insider tenant, trusted
tenant, partial tenant, and guest tenant. Depending on the role type, key expiration
technique is followed. Hence, same token or key cannot be used to access the file for a

long time or after expiry of the token or the key.

O | Sign Up X | b localhost /127.0.0.1 / dloudproj X | == - o X
<« O D localhost/phpmyadmir hy e ) ect&utable r A %6 ) G o= ]
php [IServer: 127.00.1 » @ Database: cloudproject » i Table: users.
> &l ¢ Browse Jr Structure saL Search ¥¢ Insert w4 Export .« Import = Privileges Operations * Tracking Triggers
Recent Favorites SELECT L FRON “usars
% Profiling [Edit Inline] [ Edit ] [ Explain SOL ] [ Create PHP code | [ Refresh]
& New
cloudproject
it Showall | Numberofrows: 25 v Filter rows: | Sea
o New
*-11 data + Options
+- 4 requests userld username password contactNo  emailld dob DateofJoining SecretQuestion Gender UserType Address IPAddress SecretAn:
+# untrusted wi
- Usarfies ADMIN ADMIN Ad
&
¥ users 1 admini DataOr
#- 4 information_schema
$-a mysq userd  userd
¥ 1 performance_schema
#-.4 phpmyadmin user2  user2 il trusted  delhi 123.15.10.12 tommy
#-4 privacy
W4 test usert t untr usted  Himachal 123.22.10.21 abc
admin2  admin2 admini234 8765432189 DataOwner Delhi 123.22.10.31 mno
userd  user3 useri234 919191919 ° Guest Punjab  123.22.11.16 abode
tUser tuser user1234 8867564535  dhiman. Trusted bhopal 12222232 psp
seré f Partial Noida
m Console Bookmarks Options History Clear _

Figure 4.1.1 Test case for creating multiple tenants in cloud architecture

Case2: Uploading a file on cloud server on real-time.

Figure 4.1.2 shows the home page of data owner named adminl. Adminl is responsible
to upload the data or files on the cloud environment. Suppose “sample4.txt” file needs
to be uploaded. Clicking on “choose file” button navigates to the windows browser; the
required file can be uploaded by clicking on “upload” button afterwards. Figure 4.1.2

shows the existence of the file on the cloud server.
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(im] | User Dashboard X | b localhost [ 127.00.1 / cloudprojc X | & = (=] X
&< C (@ localhost/phpmyadmin/sql.php?server=1&db=cloudproject&itable=datadpos=( A a s 3| = s
php . C7Server: 127.0.0.1 » [ Database: cloudproject » [ Table: data
val @ P Browse 4 Structure saL Search #¢ Insert | Export [ Import s Privileges Operations  # Tracking Triggers
Recent Favorites
- Gurrent selection does not contain a unique column. Grid edit, checkbox, Edit, Gopy and Delete features are not available. &
& New
=4 cloudproject o Showing rows 0 - 3 (4 total, Query took 0.0011 seconds.)
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b s ot SELECT * FROM "data’
W9 8 requecta Proflling [Edit Iniine] [ Edt] [ Explain SQL ] [ Create PHP code ] [ Refresh]
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Query results operations
&y Print 3 Copy to dipboard =} Export iy Display chart % Create view
[ Bookmark this SQL query
m Console Bookmarks _Options _History Clear

Figure 4.1.2 Test case for uploading a file on cloud server on real-time

Case3: Request for accessing a file.

Suppose user “user4” wants to access the uploaded file “sample4.text” by “adminl”.
Then “user4” first requests file access to the data owner, this request is received and
approved by “adminl”, the data owner, then a key is generated using EHC algorithm
since the category of “user4” is “Insider” user. For a partial user, BGV algorithm is
used to generate the hybrid key. This key is sent to the user’s email id. It will expire
after some time based on the user’s role category. For an Insider user, the key expiration
is the maximum since it is considered the safest role as the tenant or user belongs to the
organization. The decryption key received on the user’s email id is required to open the

required file as shown in Figure 4.1.3.
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(im] User Dashboard X | localhost /127,001 / dloudproj: X | -+ = o X

& O (@ localhost:80 idProject/Userl loadFileListServiet ] a3 = 2

User Dashboard localhost:8080 says

Enter your key for decryption

File Request

File view

File Download

Fileld Download

Download
sample2.txt

Download
sampled.txt

Figure 4.1.3 Test case for Request for accessing a file.

Figure 4.1.4 shows the snip of token/key received on the email id of the user. This token or key

is generated using EHC or BGV algorithm based on the category of the user.

key ! Inbox x &
dhiman.pooja2504@gmail.com A:54 PM minutes ago’ T 6
tome v
The key for decrypling the message is 18001604804
“ Reply ~ Forward

Figure 4.1.4 Test case for generating the token key which is received successfully on email id

Case 4: Self-key mutation in case of an attack. Figure 4.1.5 shows the result after the
self-key mutation. A total of 56 parity rules are applied randomly. These 56 rules are
defined for 8-byte bit formation or 64-bit matrix formation. In the table, “keydata”
column defines the key after applying the mutation technique. The original key is

mutated randomly 5 times which increases the complexity in guessing the key.
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*- data
#-41 requests Show all Number of rows: 25 Filter rows: | Sez this table Sort by key None v
+-# untrusted
#-1 userfiles + Oplions
&t users o = ¥ counter keydata userld fileld idk
¥4 information_schema &7 Edit 3 Copy @ Delete 3 11201128048 user!  samplet.txt userisampled txt
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-0 phpmyadmin t 5 Checkall  Withselected: FEdl §iCopy @Delete i Export
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Query results operations

(Print i Copytocipboard ) Export  glly Display chart i Create view

[ Bookmark this SGL query

. Let every user access this bookmark
Labe!

m Console Bookmarks _Oplions _History _Clear

Figure 4.1.5 Test case showing the mutated key after an attack

4.2 Creating a multitenant environment on CloudSim and generating the keys

using EHC algorithm

A multitenant cloud environment is designed using CloudSim simulator and Netbeans.
Authentication and authorization of users is done using the credentials of the users and
only after proper verification and validation of the credentials, the user can access the
cloud. The bits required for PuK and PK and the time taken by these keys are evaluated.
Figure 4.2(a) shows the key generation time for EHC algorithm which is generated by
implementing the EHC algorithm. The public key size is 144 bits and private key size
is 152 bits and the key generation time for public key is 474.599ms and for private key,
it takes 316.400ms (round off to 3 decimal places).
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T

Initialising...

Y¥*Helcome to simulator of Cloud***

e

1. 1 data center created
2. 1 Hard-Driwve allocated to the Data Center

Cloud has been generated

AAAAAAA
Used disk space on hdl=0.0
Available disk space on hdl=1024.0

aaaaaaa

Hello User

Do you want to access cloud?<y/n> : ¥
ENTER USER_ID : pooja

ENTER DPASSWORD : 12345¢€

Ruthorized User............_

Public key size : 144 bits

Private key size : 152 bkits

Public key generation time: 474_559559595933597ms

Private key generation time: 31€.40000000000003ms

Figure 4.2(a) Test case with EHC keys generation time and size
4.2.1 Token generation

A token is generated for the communication inside the organization to access the file.
It is sent to the registered user’s email id. FTP is used as a transmission protocol for

sending tokens/keys.

The token will expire after some specified time. After this, the session of the tenant will
expire and is asked to request again to the owner for accessing that file. The tenant
requests again for the file to the owner and after approval by the data owner, OTP will
be received on the user’s email id and same can be used to get access to the content of

the file.

4.2.2 Snip for token generation on email id

The token ID is generated randomly and successfully received on the registered email
id. The snip of email id is shown in figure 4.2(b). An 8-bit token number is randomly

generated and shared on the authenticated user’s ID. This token key will expire after
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some period of time. Dummy keys are generated by the organization for its users, which
should be modified by the user before logging in the system.

Message from Privacy Preserving Admin o inbox x a8 0

dhiman.pooja25@gmail.com 9:15PM (11 minutes ago) Yy 4
tome ~

Congratulations! you have successfully recieved Key::'71720113"
on your email id:: 'dhiman.pooja25@gmail.com’

4 Reply ®» Forward

Figure 4.2(b) Test case with token generation on email id

4.2.3 Storage requirement by EHC

The memory requirement by EHC algorithm is very less which results in an overall
inexpensive approach, though BGV requires more storage space but in the proposed
approach, BGV is used only to generate hybrid key and the public key, private key and

token generation are done using EHC algorithm.

The memory requirement by EHC can be evaluated by implementing EHC algorithm
as shown in Figure 4.2(c). The total memory required by EHC before and after key
generation is evaluated as 1.11255 bits which is approximately equal to 0.0 bytes
(negligible to zero). Hence, it can be concluded that to total time taken by EHC is very

less.
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Output - echbgvalgo (run) % -]
w

Total Memory Before key Gensration 1.11255016E€ B

Total Memory After key ration 1.1 B
%% Memory used i 0 B

ILD sU time: 2 seconds)

I
% hybridkey.java * |5 echalgo.java > M
Source History |2 B-8-QAFFRLAL|FLD (S 6 U (&2 +
19 long memo. dstart = runtime.freeMemory();
20 Sy: ntln( + (double) (memoryUsedstart) + )i
21 byte[] fooBytes p.getBytes();
22
23
24 Biglnteger m new Biglntsger (fooBytes);
25
26 cipherText ¢ w cipherText (genModulus.Encode (keypair.getPublickey () ,m, keypair.getPublickeyparam()
27 long memoryUs runtime. freeMemory () ;
28 em. L + (double) (memoryUsedstop) + & 13
29 me: emoryUsedstart-memoryuUsedstop;
30 ystem. I +(d e) (memoryUsed) + ik X
31 BigInteger ¢ e res genModulus . Decode (keypair.getPrivatekey(),c.getCipherText (), keypair.getPublic
32 byte[] decodedval =decode_res.toByteArray();
33
34 String s = new String(decodedval);
35
36

Figure 4.2(c) Memory required by EHC

4.3 Test case analysis

The proposed EHC-BGV encryption hybrid model is much better in terms of providing
security and privacy with the implications of transmission rate of data, secure tokens
number and keys generations, application areas along with the implicated environment-
internal enterprise like as local-global-local tenant and implicated environment-

external enterprise like as external enterprise.

4.3.1 Implications of EHC algorithm based key generation time, encryption time

and decryption time

The key generation time, encryption time and decryption time of EHC algorithm is
evaluated by implementing the EHC algorithm as shown in the Figure 4.3.The file size
varies from 24 bits to 8248 bits. It can be observed that the encryption, and decryption
time of EHC is better if compared with the past proposed algorithms like RSA, AHEE

etc. Some of the algorithms are compared and shown in the upcoming sections.
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Hello User

Do you want to access cloud?<y/n> : ¥

ENTER TUSER_ID : pooja

% ENIER FPASSWCORD : 1223456

Buthoriged User. ... .........

Sige of Ciphertext for PT of Sise 24 bit is S8bits

Time in Fey Generation of 24bits in (n=} 12571040

Time in Encryption Generation of 24bits in (n=)} €40800
Time in Decryption Generation of 24bits in (n=)} 710700
Memory used in percentage [(ENC+DEC): 0.4€773€24%

Sige of Ciphertext for PT of Sise 72 kit iz 145kits

Time in Fey Generation of 72bits in (n=} 12571040

Time in Encryption Generation of T72bits in (n=)} 538000
Time in Decryption Generation of 72bits in (n=)} 1378200
Memory used in percentage [(ENC+DEC): 0.4€773€24%

Sige of Ciphertext for PT of Sise 128 kit iz 2€5bits
Time in Fey Generation of 128bits in (n=} 1357100

Time in Encryption Generation of 128bits in (n=} 1334500
Time in Decryption Generation of 128bits in (n=s}272%200
Memory used in percentage [(ENC+DEC): 0.4€773€24%

Sige of Ciphertext for PT of Sige 25€ kit iz 257hbits
Time in Fey Generation of 25€bits in (n=} 1357100

Time in Encryption Generation of 25€bits in (n=} 1705800
Time in Decryption Generation of 25€bits in (n=s} 4001100
Memory used in percentage [(ENC+DEC): 0.4€773€24%

Sige of Ciphertext for PT of Sise 1024 kit ix 270bits
Time in Fey Generation of 1024bits in (n=} 12571040

Time in Encryption Generation of 1024bits in (n=} 2144100
Time in Decryption Generation of 1024bits in (n=} 5408500
Memory used in percentage [(ENC+DEC): 0.4€773€24%

Sige of Ciphertext for PT of Sise 2048 bit ix 245bits
Time in Fey Generation of 2048bits in (n=} 12571040

Time in Encryption Generation of 2048bkits in (n=} 2€S53E00
Time in Decryption Generation of 2048kits in (n=} €742800
Memory used in percentage [(ENC+DEC): 0.4€773€24%

Sige of Ciphertext for PT of Sise 405€ bit ix 250bits
Time in Fey Generation of 405%€bits in [(n=} 12571040

Time in Encryption Generation of 405%€bits in (n=} 2183400
Time in Decryption Generation of 405%€bits in (n=} T€42500
Memory used in percentage [(ENC+DEC): 0.4€773€24%

Sige of Ciphertext for PT of Sise B248 bit ix 255bits
Time in Fey Generation of B8248bits in [(n=} 12571040

Time in Encryption Generation of B248bkits in (n=} 2778100
Time in Decryption Generation of B248bkits in (n=} 8520800
Memory used in percentage [(ENC+DEC): 0.4€773€24%
Starting Clouddim wersiom 2.0

MyDTl iz starting. ..

Eroker i=z starting...

Entities started.

0.0: Broker: Cloud Rescurce List received with 1 resource (=)
Simulation: Ho more future events
CloudInformationdervice: Hotify all CloudSim entities for shutting down.
MyDTl iz shutting down...

Ercker isz shutting down...

Simulation completed.

#22UPDATED HARD DISK SPACE ###

Used disk space on hdl=0.0

EUILD STUCCES3SEUL (total time: 5 seconds)

Figure 4.3 Implications of EHC algorithm based key generation time, encryption time, decryption

time and memory consumed
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4.3.2 Implications of Hybrid EHC-BGV Homomorphic based key generation
time, encryption time and decryption time

The key generation time, encryption time and decryption time of hybrid approach has
shown as in the Figure 4.4 by running the implementation code as follows. It can be
noted that the time taken by EHC is more in case of encrypting and decrypting a file
when compared with the results obtained from the hybrid model that is, when EHC is
integrated with BGC, it gives better results.
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Hello User

¥ ¥

Do you want to access cloud?<y/n> : ¥
ENTER T3ER_ID : pooja

%& ENTER FASIWORD : 12245€
AButhoriced User.............
Jige of Ciphertext for PT of Sice 24 bit iz 24bits
Time in key Generation of 24bits in (n=} 258400
Time in Encryption Generation of 24bits in (ns} 20400
Time in Decryption Generation of 24bits in (ns} 235200
Memory used in percentage [(ENC+DEC): 0.1B8104€085%
Sige of Ciphertext for PT of Sice 72 bit is S€bits
Time in key Generation of 72bits in (n=} 128100
Time in Encryption Generation of 72bits in (ms} 71500
Time in Decryption Generation of 72bits in (ms} 111200
Memory used in percentage [(ENC+DEC): 0.1B8104€085%
Sige of Ciphertext for PT of Jise 120 bit is S€bits
Time in key Generation of 126bits in [(ns} 125500
Time in Encryption Generation of 128bits in [(ns} 107200
Time in Decryption Generation of 128bits in [(ns} 274800
Memory used in percentage [(ENC+DEC): 0.21722800%
Sige of Ciphertext for PT of Jise 25€ bit is 152bits
Time in key Generation of 25€bits in [(ns}2l10200
Time in Encryption Generation of 25€bits in [n=s)} 145200
Time in Decryption Generation of 25€bits in [ns} S17500
Memory used in percentage [(ENC+DEC): 0.205€222%
Sige of Ciphertext for PT of Sige 1024 bit is S€0bits
Time in key Generation of l024bits in (n=} 142200
Time in Encryption Generation of 1024bits in [(n=s)} 2235500
Time in Decryption Generation of 1024bits in [(n=s) 7T47€00
Memory used in percentage [(ENC#+DEC): 0.57510554%
Sige of Ciphertext for PT of Sige 20408 bit is 1504kbits
Time in key Generation of 2048bits in (n=} 115500
Time in Encryption Generation of 2048bits in [n=s)} 755200
Time in Decryption Generation of 2048bits in (n=s) 1235800
Memory used in percentage [(ENC+DEC): 1.123214€7%
Sige of Ciphertext for PT of Sige 405%€ bit is 40322bits
Time in key Generation of 405%€bits in (ns} 105€00
Time in Encryption Generation of 405€bits in (mn=s) 1086000
Time in Decryption Generation of 405€bits in (ns) 1515400
Memory used in percentage [(ENC+DEC): 0.25742740%
Sige of Ciphertext for PT of Sige 6240 bit is Hl04kbits
Time in key Generation of 0248bits in (ms} 110700
Time in Encryption Generation of B248bits in (n=s)} 16845700
Time in Decryption Generation of B248bits in [(n=s)} 1578500
Memory used in percentage [(ENC+DEC): 0.20205080%
Starting Cloud3im wversion 2.0
MyDCl is starting...
Broker is starting...
Entities started.
0.0: Broker: Cloud Bespurce List received with 1 rescource (=)
Simulation: Ho more future events
CloudInformationdervice: Notify all Clouddim entities for shutting down.
MyDCl is shutting down...
Broker is shutting down...
Simulation completed.
##2TPDATED HARD DISE 3PACE ###
Used disk space on hdl=0_0

EUILD 3UCCE3ISEUL (total time: 5 seconds)

Figure 4.4 Implications of Hybrid EHC-BGV Homomorphic based key generation time, encryption

time, decryption time and memory consumed
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4.3.3 Implications of Hybrid EHC-BGV Homomorphic based automated key
filter scenario with bits-shuffling mechanism

The bits are shuffled based on the 8-byte formation matrix. A total of 56 parity rules
are applied for key mutation concept. The result is shown in the Figure 4.5 where the
original key Pooja@25 is shuffled and mutation technique is applied which returns
P20ja@05. Here, it can be observed that 2 bits are interchanged; the second bit and the
seventh bit. The production rule is randomly selected from 56 rules.

HD 2. 1 Hard-Drive allocated to the Data Center

X ok ok ok kK K

Used disk space on hdl=0.0
Ivailable disk space on hdl=1024.0

X ok ok ok kK K

Hello User

Do you want to access cloud?<y/n> : ¥y

ENTER USER_ID : poola

ENTER PRSSWORD : 123456

Muthorized User.............

Starting CloudSim version 3.0

MyDCl is starting...

Broker is starting...

Entities started.

0.0: Broker: Cloud Resource List received with 1 rescurce(s)
Simulation: No more future events
CloudInformationService: Notify all CloudSim entities for shutting down.
MyDCl is shutting down...

Broker is shutting down..

Simalation completed

¥¥4UPDATED HARD DISK SPACE v**

Used disk space on hdl=0.0

Randeomly selected Rule No. 37

Time in Key Shuffle (in ns) 1100

Final result after conversion in binary
1010000

110010

1101111

1101010

1100001

lo0aooon

1101111

110101

Final Result after conversion in string form
P

2
o
]
a
[
o
3
B

UILD SUCCESSFUL (total time: 2 seconds)

Figure 4.5 Implications of Hybrid EHC-BGV Homomorphic based automated key filter scenario

with bits-shuffling mechanism based on the 8-byte formation matrix by 56 parity rules key mutations
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4.3.4 Key generation time variations among EHC algorithm and Hybrid EHC-
BGV on 8-byte key size

As shown in Table 4.1, the key generation time in hybrid is less as compared to the
EHC algorithm since a hybrid model takes advantages of the BGV and EHC algorithms
both and the weaknesses of individual algorithms BGV and EHC is bypassed by using
the hybrid approach.

Table 4.1 The key generation time variations among EHC algorithm and Hybrid EHC-BGV on 8-byte

key

Key Size EHC (in ms) Hybrid (in ms)
24 Dits 0.509 0.5025

72 bits 5.09 0.1954

128 bits 5.09 0.1766

256 bits 5.09 0.2261

1024 bits 5.09 0.233

2048 bits 5.09 0.1211

4096 bits 5.09 0.2239

8248 bits 5.09 0.1099

4.3.5 Encryption time variations among EHC algorithm and Hybrid EHC-BGV
on 8-byte key size

The encryption time in hybrid is very less as compared with EHC algorithm as the
hybrid model combines the qualities of two algorithms that is, BGV and EHC. The time
required to encrypt data is less as compared with the EHC algorithm alone as shown in
the Table 4.2.

Table 4.2 The encryption time variations among EHC algorithm and Hybrid EHC-BGV on 8-byte key

Plain Text Size EHC (in ms) Hybrid (in ms)
24 bits 2.3233 0.0355
72 bits 3.1756 0.0863
128 bits 3.8193 0.113
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256 bits 4.9124 0.1493
1024 bits 6.0552 0.3443
2048 bits 7.2221 0.7684
4096 bits 7.8624 1.1374
8248 bits 8.7277 1.8491

4.3.6 Decryption time variations among EHC algorithm and Hybrid EHC-BGV
on 8-byte key size

The use of hybrid approach that integrates two FHE algorithms that is, EHC and BGC
gives better results as compared with EHC algorithm alone. As seen in Table 4.3, the
decryption time in hybrid is very less as compared with EHC algorithm.

Table 4.3 The decryption time variations among EHC algorithm and Hybrid EHC-BGV on 8-byte key

Plain Text Size EHC (in ms) Hybrid (in ms)

24 bits 2.1533 0.0525

72 bits 4.1264 0.1582

128 bits 6.2627 0.3305
256 bits 8.6085 0.6308
1024 bits 11.4445 0.8546
2048 bits 14.0209 2.407
4096 bits 16.8254 2.6386
8248 bits 19.4799 3.3513

4.3.7 Description of Comparative analysis of proposed hybrid EHC-BGV

approach with existing approaches

The novel concept in our proposed model is based on using the Hybrid EHC-BGV
Homomorphic based automated key filter bit-mapping key mutation (KM) approach
for Secure Data Access Control in Distributed Enterprise Multitenant. The Hybrid
EHC-BGV Homomorphic based Automated KF-BM-KM is implemented only in case

of an attack. When an attacker tries to intercept the transmission channel, self-key
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mutation takes place and shuffling of bits is done which is based on the production
rules.

In Table 4.4, a comparative description of the past proposed approaches with the
proposed model is shown. It can be observed that the proposed model provides up to
96% success rate. The 96% success rate is calculated by considering the average of
encryption, decryption, and key generation time of the past proposed and the proposed
model.

Table 4.4 Description of Comparative analysis of proposed hybrid EHC-BGV approach with existing

approaches
Author | Applica | Mode Homo | Implica | Impli | Number | Success rate
name tion of morphi | ted cated | of
area security | ¢ Enviro | Envir | Tokens
encrypt | nment- | onme | and Keys
ion Interna | nt-
techniq | | Exter
ue Enterp | nal
rise Enter
prise
Gorti Mobile | Messag | EHC Local Global | 4 (1 | 100% only if
VNKV Ad Hoc | e Tenant | Tenant | public, 3 | there are a
Subba Networ | Transmi private greater
Rao ks ssion keys) number  of
et.al.[17] active nodes
in each
group of
networks.
S.V.Suri | Cloud Data BGV, Local Global | 2 (1 | Partially
ya prasad | Security | Transmi | EBGV | Tenant | Tenant | public, 1 | Executed
et.al. [13] ssion (Enhanc private
ed key)
BGV)
Liang Cloud Data NEHE | Local Local |4 (1 | Partially
Chen Security | Transmi Tenant | Tenant | public, 3 | Executed
et.al. [14] ssion private
keys)
Pooja Networ | Data EHC- Local — | Extern | 3 tokens | 96%
and k and | storage | BGV Global al PuK, HK,
Santosh | Cloud and —Local | Enterp | PK (6
Kumar Security | Transmi Tenant | rise keys)
Henge ssion

The complexity in securing the data on cloud for the proposed model is found in
identifying the type of the tenant as the implementation of the model is based on the

role of the tenant. Hence, proper evaluation of the tenant’s role must be identified. The
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evaluation of attacker’s IP address and data site and key generation is a tedious task.
Further the parameters used for authentication and authorization includes password,
OTP, OOTP, token, and key expiration time. Here, OOTP is On-demand OTP that is
generated only case of an attack and token/key is expired based on the category or role
of the tenant/user. For the proposed multitenant cloud architecture, 2 hours token/key
expiration is set for an insider user and 24 hours for a partial user and 10 minutes for
anonymous user. While trusted category requires extra layer of authentication using
OTP that is received on email id and to access a file, password is sent to the email id
again. Hence, multi-factor authentication technique is incorporated in the proposed

research model.

The proposed Hybrid EHC-BGV Homomorphic based automated key filter bit-
mapping key mutation (KM) approach is more efficient in terms of data privacy and

security.

4.3.8 Comparison of considered size of the cipher-text in existing approaches
along with the proposed EHC model and hybrid EHC-BGV approach with
key size of 8 bytes

The Table 4.5 describes a comparative study of the proposed hybrid model with the
existing approaches by considering the cipher-texts which are used for data
transmission through the cloud enterprise-level servers. It can be observed that there is
a constant key generation time for proposed EHC algorithm. The proposed EHC
algorithm is tested on the proposed model which is integrated with different tenant
roles, different enterprises, and different users. EHC algorithm is tested for 256-bit size
only because if the key size increases EHC is taking a lot of time in key generation. It
is one of the major complexities during the implementation process; the results are
implicated considering the key size.

Figure 4.6 shows the graphical representation of the results evaluated in the Table 4.5.
It can be seen directly that the ciphertext size in the proposed model is less as compared

to the past proposed algorithms.
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Table 4.5 Comparison of considered size of the cipher-text in existing approaches along with the
proposed EHC model and hybrid EHC-BGYV approach with key size of 8 bytes

Plain text | RSA [3] AHEE | Proposed | Proposed Hybrid
size in bits [3] EHC EHC-BGV
Model Homomorphic

based automated
KF-BM-KM
approach

24 bits 30 28 24 24

72 bits 80 78 56 56

128 bits 137 133 64 96

256 bits 272 263 64 192

1024 bits 1033 1027 | 64 960

2048 bits 2057 2055 |64 1984

4096 bits | 4123 4115 |64 4032

8248 bits 8313 8295 |64 8184

Key generation time

9000
8000
7000
6000
5000
4000
3000

2000
_k
- @ =

24 bits 72 bits 128 bits 256 bits 1024 bits 2048 bits 4096 bits 8248 bits
File size in bits

Time in ms

W RSA
B AHEE
Proposed EHC Model

Proposed Hybrid EHC-BGV Homomorphic based automated KF-BM-KM approach

Figure 4.6 Test case with comparison of considered size of the cipher-text in existing approaches
along with the proposed EHC model and hybrid EHC-BGV approach with 8-byte key size
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4.3.9 Comparison of considered time for the implication of encryption-time in
existing approaches along with the proposed EHC Model and hybrid EHC-
BGV approach with key size of 8 bytes

The comparison study of existing approaches along with the proposed hybrid approach
by considering the encryption time taken for transmitting the data is shown as in the
Table 4.6. The encryption time in hybrid is very less as compared with EHC algorithm
for file size from 24 bits to 8248 bits. For 8248 bits file size, the time taken in the
encryption process is 1.8491ns which is very less as compared to RSA, AHEE and
proposed EHC algorithm. The hybrid model combines the features of both the
algorithms which result in better approach.

Table 4.6 Comparison of considered time for the implication of encryption-time in existing approaches
along with the proposed EHC Model and hybrid EHC-BGV approach with key size of 8 bytes

Plain text | RSA [3] | AHEE | Proposed | Proposed Hybrid

size in [3] EHC EHC-BGV

bits Model Homomorphic
based automated
KF-BM-KM
approach

24 bits 12.05 5.67 2.3233 | 0.0355

72 bits 36.15 17 3.1756 | 0.0863

128 bits 64.22 30.2 3.8193 0.113

256 bits 128.46 | 60.5 4.9124 0.1493
1024 bits | 514.05 | 242 6.0552 0.3443
2048 bits | 1024.25 | 477 71.2221 0.7684
4096 bits | 2056.45 | 968 7.8624 1.1374
8248 bits | 4133.15 | 1949 8.7277 1.8491

Figure 4.7 shows the graphical representation of the results evaluated for encryption
time for 8 bytes. It can be seen directly that the encryption time in the proposed hybrid
model is less as compared to the past proposed algorithms. Figure 4.8 shows the bitwise

comparison of the proposed algorithm with the past proposed algorithms.
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Figure 4.7 Test case with comparison of considered time for implication of encryption-time in

existing approaches along with the proposed EHC model and hybrid EHC-BGV approach with 8-

byte key size
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H RSA 12.05 36.15 64.22 128.46 514.05 1024.252056.454133.15
B AHEE 5.67 17 30.2 60.5 242 477 968 1949
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KF-BM-KM approach
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Proposed Hybrid EHC-BGV Homomorphic based automated KF-BM-KM approach

Figure 4.8 Bit wise comparison of encryption-time in existing approaches along with the proposed
EHC model and hybrid EHC-BGV approach with 8-byte key size

99



4.3.10 Comparison of considered time for the implication of decryption-time in
existing approaches along with the proposed EHC Model and hybrid EHC-
BGV approach with key size of 8 bytes

The existing approaches are compared with the proposed hybrid approach by taking
into the consideration decryption time of data transmission as shown in the Table 4.7.
The decryption time in hybrid is very less as compared with EHC algorithm for file size
from 24 bits to 8248 bits. For 8248 bits file size, the time taken in the decryption process
is 3.3513ns which is very less as compared to RSA, AHEE and proposed EHC
algorithm.

Figure 4.9 shows the graphical representation of the results evaluated for decryption
time for 8 bytes from the Table 4.7. It can be seen directly that the decryption time in

the proposed hybrid model is less as compared to the past proposed algorithms.

Table 4.7 Comparison of considered time for the implication of decryption-time in existing approaches
along with the proposed EHC Model and hybrid EHC-BGV approach with 8 byte key size

Plain text | RSA AHEE | Proposed | Proposed

size  in| [3] [3] EHC Hybrid EHC-
bits Model BGV
Homomorphic
based
automated
KF-BM-KM
approach

24 bits 5.96 0.92 2.1533 0.0525

72 bits 17.88 2.76 | 4.1264 0.1582

128 bits | 31.78 4.9 6.2627 0.3305

256 bits | 63.57 9.8 8.6085 0.6308

1024 bits | 254.31 | 39.3 11.4445 | 0.8546

2048 bits | 508.59 | 78.5 14.0209 2.407

4096 bits | 1017.17 | 157 16.8254 2.6386

8248 bits | 2048.27 | 316 19.4799 3.3513
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Figure 4.9 Comparison of considered time for implication of decryption-time in existing approaches
along with the proposed EHC model and hybrid EHC-BGV approach with 8-byte key size

Hence, the proposed hybrid approach is better in terms of key generation time,
encryption time and decryption time. Hence, it can be concluded that the proposed

model is better in terms of providing better security and time required for generating
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the keys, encryption time and decryption time is very less as compared to the EHC
algorithm.

4.4 Conclusion

The proposed model uses a hybrid approach embedded with mutation technique to
secure the cloud data. The hybrid technique is using EHC and BGV algorithms. Both
fully homomorphic encryption schemes are compatible with each other as they
overcome each other’s cons. Different access methods are used for different categories
of the tenant; it is based on the role of the user or tenant. Since all the services are not
required by the tenants, only a few tenants require all the services; hence data is
provided based on the role and category of the tenant. Based on the role of the user, an

appropriate FHE scheme is applied.

If the user’s role is Insider, Trusted Outsider or Anonymous/Guest user, then EHC
algorithm is used. While BGV algorithm is used only in case the user is a Partial user.
For an Insider user, no keys are generated; only tokens are used internally since risk of
breaching data is very low inside the organization. These tokens are generated using
EHC algorithm. For Outsider category, user is divided into two sub-categories; Trusted
Outsider and Un-trusted Outsider. For a Trusted Outsider and a guest user, EHC is used
to generate the public and private keys. Guest user is considered as more prone to
breaches since risk is high in this case. For an Untrusted Partial category, hybrid key is

generated using a BGV algorithm.

For handling the attacking scenario, a dictionary is maintained with a list of authorized
users that contains information like IP address, name, and location of the user. If any of
the data is found mismatched while requesting access to the data, it is considered as an
unauthorized access. In this case, a subsequent action takes place which implements the

self-key mutation concept.

The self-key mutation is applied on 8-byte or 64-bits formation of keys. A total of 56
parity rules are designed for self-key mutation implementation. Keys are shuffled based

on the random selection of these parity rules.
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The proposed approach has tested on various distributed cloud servers with 223 end-
users by the integration of seventeen multitenant, twelve head-tenants, and seven

enterprise levels.

It is found that the proposed hybrid approach is more secure than the current encryption
models for protecting the data on the cloud since it is IND-CCA secure and the time
taken for various operations is comparatively less. It is an inexpensive approach as
storage requirement and power consumption is low. Moreover, the bit parity mapping
in the hybrid approach is integrated to add a multi-factor authentication technique.
Hence, it can be concluded that the proposed model is better in terms of maintaining

privacy and security.

The proposed blended model is efficient to prevent the data from the ciphertext attacks
and achieved a success rate of 96 percent for the communication between the multi-

tenants that are based on the user-role-user type of enterprise cloud servers.

4.5 Brief summary of this chapter

This chapter implements the possible test cases for the proposed research methodology
using XAMPP tool. The proposed hybrid approach is compared with the past proposed
algorithms. It is found from the results that the proposed hybrid model using EHC and
BGV that is integrated with key mutation mapping technique takes less time for
encryption, decryption, and key generation process. Since, auto tuning method for keys
mutation is used in self-key mutation technique, the proposed work is found to be
fulfilling its objective of securing the cloud with less complexity. Based on the tenant’s
role, the scenario changes which is dynamically designed and implemented with more

efficiency.
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Chapter-5

Recommendations and Future work

This thesis presents a more secured way to protect the data on the cloud. Security and
privacy constraints are fulfilled in the proposed study. Various access control methods
are discussed along with the fully homomorphic encryption algorithm. The proposed
model is designed using a hybrid FHE approach integrated with self-mutation
technique.

5.1 Summary

The research aims at improving security and privacy against the most vulnerable threats
of cloud computing. The proposed model uses FHE algorithms, EHC and BGV for
encrypting the data on cloud and access control mechanism is integrated with key
mutation technique. The access is given based on the role of the user or tenant and
public, private keys, and hybrid keys are generated according to the tenant’s access

permissions. Self-key mutation occurs in case on an attacking scenario.

The objectives of the proposed model are achieved successfully following the proposed

research methodology.

Objective 1: To analyse existing Homomorphic techniques in multi-tenant

environment.
Literature review is used for the analyses and evaluation of the past proposed HE

algorithms. A combination of EHC and BGV FHE algorithms is found to be suitable

for the proposed research.

Objective 2: To design multi-tenant access control logs in Homomorphic encryption

technique.

A multitenant customized cloud environment is designed with access control based on
the role of the tenant. Keys are generated on the basis of the role of the user or tenant.
Cloud Simulation Tool with Netbeans is used for the implementation. Xampp is used

to create web pages. Apache is used as a web server and MySQL is used as a database
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server. A multi-tenant cloud environment is designed that serves different access
mechanisms based on the user’s role. Mapping of the tokens between tenants is based
on session, and token management (initiation time, start time, end time). A Multi-factor
authentication (Email, owner approval, random keys/tokens) technique is introduced. A
hidden key OOTP is generated for the attacking scenario.

Objective 3: To develop Homomorphic encryption technique in multi-tenant cloud

environment.

A secured multi-tenant cloud environment is developed using a hybrid Homomorphic
approach with key filtration technique integrated in the proposed model. Cloud
Simulation Tool with Netbeans is used for the implementation. Xampp is used to create
web pages, Apache is used as a web server and MySQL is used as a database server.
Key/token is generated using EHC and BGV FHE algorithms. EHC is used to generate
the token, public key, and private key, and BGV is used to generate a hybrid key based
on the user’s role. Self-key mutation technique is used for the attacking scenario. A total

of 56 parity rules are integrated for parity mapping.

Objective 4: To test and validate the developed technique.

The proposed model is compared with current methodologies and techniques,
considering the parameters such as Key generation time, Encryption time, Decryption
time, and Computational Complexity. It is found that the proposed methodology is
secure under CCA. The time taken in encryption, decryption and key generation is very

less. Success rate of the proposed model is 96%.

5.2 Implications

The future work can be done to reduce the computational complexity by increasing the
key size. In the proposed model, the key size is limited to 8248 bits and increasing the
key size increases the complexity. It can be improved by considering the high-

performance devices with 128 GB RAM and specialized hardware configuration.
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5.3 Limitations and Future scope

e The proposed methodology is designed for 8 bytes formation of bits integrated
with self-key mutation technique. In future, the number of bytes can be
increased to check the performance of the proposed hybrid model.

e The EHC algorithm is tested for 256 bits fixed key size since in the proposed
model, some complications were seen to handle the size more than 256 bits. It
took more time in generating the keys for larger key size.

e Fibre optics can be used for further research for improved performance and
increased key size. As increasing key size results in increased computational
complexity due to requirement of more resources. The high-performance
systems are required to perform complex computations.

e Proper evaluation can be made for the future threats. The upcoming breaches
and possible attacks can be examined further to check the validity of the
proposed model.

e The proposed model can be integrated with the Blockchain technique[92] and
performance can be evaluated for any improvement in terms of security and in
reduction the total time required in generating the keys, encryption and

decryption time.
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ARTICLE DETAILS ABSTRACT

Cloud Computing is a standout amangst the most mainstream developing innovations in this

Article History
day and age. It holds the possibiity 1o dispense with the prerequisites for setting up of
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staggering expense computing foundation for |T-based amangemenis. Regandless of the
potertial addtions accomplished from the cloud computing, the sssociations are moderate
in tolerating it beceuse of secwnity issues and difficulies relsted with it Handing over
imperative information to anather organization is troubling. This audit paper gives a general
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and difficulties that can emerge amid the deployment of cloud services.

1. Introduction

Cloud Compauting is the mix of an innovation, platfiorm that
gives hosting and capacity administration on the Internet. In
such & domain clients need not possess the framewark for
different computing services. Truth be told, they can be gotten
to from any PC in any piece of the world.

It is the utilization of difierant services, for exampla,
programming improvement platforms, servers, stockpiling and
programming, over the web, regularly alluded to as the
“choud.”. A cloud speaks to a network we dont think a Iot
about. maybe a network we don't claim, or a network that gives
availability in its own particular manner. We consider it the
cloud in light of the fact that everything is put away remotely
and conveyed by means of anline associations. Thers isn't one
single area where this data is put away: it's simply gotten to by
clients essociated with the web. Mormally cloud computing
services are conveyed by an outsider supplier who claims the
foundation. Organizations use cloud computing services since
this technigue iz less expensive than purchasing costly
computing egquipment. Clowd computing offers an imaginative
plan of action for associations to embrace IT services without

forthright venture.

The cloud compufing is on-request adminisiration and it
giwe computing capacities as required naturally. Many cloud
computing progressions are firmly identified with virtuslization.
The capacity to pay on interest and scale rapidly is generally
an aftereffect of cloud computing sellers having the capacity to
pool assets that might be partitioned among numerous
customers. Security is one of the serious issues which hamper
the development of cloud.

2, Classification of Clouds

Clouds can generalty be classified as three major types-
private, public and hybrid. A Cloud condition can involve either
a single Cloud or multiple Clouds. Customers regularly pick a
kind of cloud dependent on their capacity to oversee cloud
frameworks and their requests for security.

= Private Cloud — The private cloud comprises of
devated assats and is worked by a single association.

RRLIM 20 Reserved

5, All Rig

Framework could be overseen by an outsider cloud
spacialist organization or oversaw inside.

#« Public Cloud - Public cloud suppliers pool their
assats o serve multiple clients on shared equipment
the supplier oversees themselves. Supplisrs will
assign assets. arrangement remaining tasks at hand,
and design multi-occupant conditions. Public cloud
clients hawe a restricted capacity to oversee sarver-
side security or guarantee consistence. They likewise
lose the capacity to redo equipment to enhance
exacution and network accessibility.

+ Hybrid Cloud — Hybrid clouds join both public and
private cloud services. The cloud foundation is made
out of at least two clouds, for examgple, a private cloud
and a netwark or public cloud, that stay exceptional
glements howewer are bound together by
insfitutionalized or exclusive innovation.

3. Cloud Computing Service Delivery Models

A web server normally has three levels to it: The physical
foundstion, the operating system platform, and the web
application software being run. A cloud container may contain
one, two or all of these layers. The cloud service model
incorporates Saas (Software as a Service), Paa5s (Platform as
8 Service) and laas (Infrastructure as a Service).

Picking an appropriate cloud supglier is frequently a
matter of choosing which layers you wish to control yourself,
and which ought to be the duty of the hosting supplier.

» laa5 looks like leasing a car. |za5 resembles
leasing a car. When you lease a car, you pick the car
you want and drive it wherever you wish, however the
car isn't yours. Want an upgrade? Simply lease an
altarnzte carl

= Paa5 looks like taking a taxi. You don't drive a tad
yourself, yet essentially advise the driver where you
hawe to proceed to relax in the back seat.
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ABSTRACT: The cloud computing 15 playing a major role in the evaluation of
technical life of mankind with the successful execution of various cloud services
such as software, application, platform, storage, and networking resources on
a pay-per-use bagis, Clowd data security 15 always the topmost priority of Cloud
Service Providers. The cyber-attacks on clowd data prove that there is a need for
continuous research for finding various wpdated ways to protect the cloud data from
unauthorized users. Fully HEA allows computations on encrypted data without
releasing the decryption key to the CSP. This review paper aims at focusing on
various past proposed approaches or methodologies and their Limitations, lagging
issues that are related o cloud security. Based on these hmitations, the future scope
can be decided as what exactly can be the approach to protect the clowd data from
unauthorized access to build a2 more secured C8S.

Keywords:  Security  lssues (S1), Cloud Service Prowviders (CSPs), Authorization-
Authentication{ AA), Access Control (AC), Homomorphic Encryption Algorithm {(HEA),
Crypto-system (CS).

L INTRODUCTION

NIST (National Institute of Standards and Technology) provides a standard definition
for cloud computing as, “Cloud Computing is a model for enabling convenient, on-
demand network access to a shared pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and services) that can be rapidly provisioned
and released with minimal management effort™ [17].

Cloud computing has completely aliered the delivery of IT services to the clients.
It eliminates the requirement of setting up of high cost computing infrastructure. The
ability to scale up and down the services according to the requirement of the client
makes it flexible and easy to use. Cloud computing provides various hosting and
storage services on the internet. Cloud service providers (CSPs) provide privacy by
seprepating client’s data and resources into tenants. A tenant is an isolated container
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Abstract

This research paper is focused on various pasi propesed approaches, methodalogies, lagging issues,
advantages of various Fully Homomorphic Encryption schemres. FHE supports unlimited number aff
aperations an ciphertext. These aperations can be sarting, searching, multiplicative, additive or mived.
The four FHE schemes namely, Non-interaciive Exponential Homomarphic Encryvption Algorishm,
Brakerski-Geniry-Vattunianathan,  Enfanced  Homomorphic  cryprosystem,  Algebra  Homomorphic
encrypiion scheme baved on npdated Eitiamal ave analvsed. It is ohserved that BGV and AHEE suppori
static and dynamic data both. AMEE is indistinguishable wunder CPA (Choren plaintext attack) anly; it is
not CCA (chosen ciphertext astack) secuve. Inplementation of GV scheme is available easily sill it is a
little difficult to implement in real 1ife applications due to overfead of managing storage. Researchers
can refer this paper to siudy these schemes in detail. Based on the requiremens, particilar scheme or @
combination of schemes can be chosen.

Keywords: Non-interactive Exponential Homomorphic Encryption Algorithm (NEHE), Brakerski-Geniry-
Vaikumtanathan (8GV), Enhanced Homomarphic cryprasystem (EHC), Algebra Homamorphic encrypiian
scheme based on updated Eliiamal (AHEE), Clond Service Pravider (CSP). Fully Honramorphic
Encrypiion (FHE}.

1 Introduction:

Homomorphic encryption algorithm allows computations to be done on encrypted data directly without
the need to decrypt it using decryption key, hence maintains privacy with CSPs. Traditionally, decryption
key is sent along with the encrypted data to the CSF so as to do computations on the data, violating the
privacy of the client. Various versions of Homomorphic algorithm are in lime light these days. Basic
types of Homomorphic scheme are:

A FPartial Homomarphic Encrypiion scheme (PHE)

Cnly one operation that is, either addition or multiplication can be evaluated at some instant of time.
Paillier, El-Gamal, RSA are some of the algorithms base on this scheme.

B. Somewhar Homomarphic Encryption scheme (SWHE)

Both the operations can be evaluated at the same time but with limited number of operations on the
ciphertext. It is noise based scheme. Examples include: Learning with errors, Ring learning with errors.

ISSH: 2005.4238 LAAST 12413
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Analysis of Blockchain Secure Models )
and Approaches Based on Various g
Services in Multi-tenant Environment

Pooja Dhiman and Santosh Kumar Henge

Abstract This research paper is focused on analyzing past proposed papers on using
blockechain with cloud computing to enhance the present security system of the cloud.
Homomorphic encryption technique is the latest and most secure way of protecting
cloud data on the server. It allows computational operations on encrypted data as there
is no need to decrypt the data for processing it. Still. we cannot guarantee privacy and
data integrity. Here comes the concept of blockchain, it is a decentralized approach
as compared to the cloud’s centralized approach. Decentralization means data on
the blockchain is stored at different locations or servers which is owned by different
organizations. Hence, it is not dependent on any single third party for its execution
or processing. The blockchain can be combined with fully or partially homomorphic
encryption schemes to build a strong security system in a multi-tenant environment.

Keywords Blockchain (BC) - Cloud computing (CC) - Multi-tenancy (MT) -
Homomorphic encryption (HE) - Hyperledger (HL) - Merkle tree (MT) « Fully
homomorphic encryption (FHE)

1 Introduction

Cloud computing is a centralized approach. It stores the data on different servers
located globally. Since the data is stored on remote servers, security is always the
major concern. The fully Homomorphic Encryption technique (FHE) is considered to
be the most secured technique as of now. It permits the processing of encrypted data,
maintaining the privacy of data. But for some cases, there may be a need to share the
public key with the cloud provider to perform some operations. If the provider is not
a trusted party, it can manipulate the user’s data. In this case, we can use Blockchain
along with the FHE schemes to build a more secured network.
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Abstrack Authentication, authorization, and data access control ane playing major roles in data
secusity and privacy. The propesed model integrated the multi-factor authenBcation-authorization
process with dependable and non-dependable factors and parameters based on providing security
for tenants through a hybrd appreach of fully hemomorphic encyption methodsology: the enhanced
homomarphic cryptesystem (EHC) and the Brakersky—Gentry-Vaikuntanathan (BGV) scheme. This
research was composed of four major elemenbs: the fully hemomerphic encryplicn blended schemes,
EHC and BGV; secune beken and key implications based on dependable and don-dependable factors:
an algorithm for generating the tokens and the suiteble keys, depending on the wer's tole; and the
execution of experimental test cases by using the EHC algorthm for key and token genesation, based
on ependable and non-dependable parameters and time periods. The proposed approach was tested
with 152 end-users by integrati
achieved a 92 percent success

i six multi-tenants, five head tenants, and hwo enterprise levels; and
te. The research integrated 32-bit plain text in the proposed hybrid
approach by faking into consideration the encryption time, decryption time, and key generation time
of data transmission via cloud servers. The proposed blended maodel was efficient in preventing
data from ciphertext attacks and achieved a high success rate for fransmitting dats between e
multi-tenants, based om the user-role-user type of enterprise clond servers.

Keywords: Sessiom Initiation Time (31T); Type of Terant (TTenant); Type of Data (TData); Authentiction
Type (AT); On-demand OT1? (OOTP); Hybrid Key (HE); 05 Salting Key (055K)

Electronics 2023, 11, 1942 hetps/ S ded ong/ 103390/ electromnics1 1131842

hetps/ Swwwemdpioom fjoumal f electronics

123




Computers, Materials & Contitua < .! ech Science Press

DOI: 10.32604/cmc.2023.030558
Article @ check for updates

Blockchain Merkle-Tree Ethereum Approach in Enterprise Multitenant
Cloud Environment

Pooja Dhiman', Santosh Kumar Henge', Sartaj Singh', Avinash Kaur’, Parminder Singh*- and
Mustapha Hadabou™™

!School of Computer Applications, Lovely Professional University, Phagwara, 144001, India
*School of Computer Science and Engineering, Lovely Professional University, Pha 144001, India
*School of Comp Science, Moh: od VI Polytechnic University, Ben Guerir, 43150, Morocco
*Corresponding Author: M ha Hadabou. Email: mustapha_hedabou@umbpma
Received: 29 March 2022: Accepted: 12 July 2022

Abstract: This research paper puts emphasis on using cloud computing with
Blockchain (BC) to improve the security and privacy in a cloud. The security
of data is not guaranteed as there is always a risk of leakage of users’ data.
Blockchain can be used in a multi-tenant cloud environment (MTCE) to
improve the security of data, as it is a decentralized approach. Data is saved
in unaltered form. Also. Blockchain is not owned by a single organization.
The encryption process ¢can be done using a Homomorphic encryption (HE)
algorithm along with hashing technique, hereby allowing computations on
encrypted data without the need for decryption. This research paper is com-
posed of four objectives: Analysis of cloud security using Blockehain tech-
nology; Exceptional scenario of Blockchain architecture in an enterprise-kevel
MTCE: Implementation of cipher-text policy attribute-based encryption (CP-
ABE) algorithm; Implementation of Merkle tree using Ethereum (MTuE) in
a Multi-tenant system. Out of these four objectives, the main focus is on the
implementation of CP-ABE algorithm. CP-ABE parameters are proposed for
different levels of tenants. The levels include inner tenant, outer tenant, Inner-
Outer-Tenant, Inner-Outer-External-Tenant, Outer-Inner-Tenant, External-
Outer-Inner-Tenant and the parameters such as token, private key, public
key, access tree, message, attribute set, node-level, cipher-text, salting which
will help in providing better security using CP-ABE algorithm in a multi-
tenant environment (MTE) where tenants can be provided with different levels
of security and achicved 92 percentage of authenticity and access-control of
the data.

Keywords: Blockchain (BC): merkle tree using cthereum (MTuE)
multi-tenant  environment  (MTE): homomorphic  encryption (HE):
ciphertext policy attribute-based encryption (CP-ABE)
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