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ABSTRACT

The integration of Narrowband Internet of Things (NB-IoT) and blockchain technology offers a robust
solution to enhance security and efficiency in IoT data transmission. NB-IoT provides key benefits
such as extended coverage in challenging environments, support for up to 100,000 connections, low
energy consumption through eDRX, and cost-effectiveness. However, it faces security challenges,
including authentication, anonymity, fault tolerance and secure data transmission.

To address these issues, this research proposes a truncated SHA-512 hashing algorithm within
blockchain technology, utilizing RSA-based public and private key cryptography implementing
secure data transmission within the NB-IoT framework, this approach ensures particularly in food
supply chain management.

The system detects damaged agricultural products during transportation from manufacturers to
retailers by executing a Python program that authenticates data and enhances traceability. This
proposal implemented using NB-IoT Module SIM 7070G with Raspberry-Pi B4 Module strengthens

blockchain security while improving transparency in the food supply chain management.
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Chapter 1
INTRODUCTION

1.1 Motivation

The digital transformation of industries has witnessed exponential growth with the rise
of the Internet of Things (IoT), which integrates the physical and digital worlds through
interconnected sensors and devices. However, the proliferation of IoT-enabled devices
across domains such as smart cities, agriculture, healthcare, and manufacturing
introduces substantial challenges related to connectivity, power efficiency, scalability,
data security, and real-time responsiveness [1][2]. These limitations necessitate the
exploration of novel, robust, and efficient technologies to secure and sustain these
growing infrastructures. Two promising paradigms have emerged in response:
Narrowband Internet of Things (NB-IoT) and Blockchain Technology. NB-IoT, a
standardized Low Power Wide Area (LPWA) network developed by 3GPP, is engineered
to operate under low power conditions over long distances, enabling IoT devices to
function for years without battery replacement [3][4]. This makes it ideal for rural,
industrial, and infrastructure monitoring applications. However, while NB-IoT supports
scalable and energy-efficient communication, it lacks intrinsic security mechanisms—
particularly when transmitting sensitive or mission-critical data [5]. Conversely,
Blockchain technology offers a decentralized, cryptographically secured digital ledger
that guarantees data immutability, transparency, and traceability. Its distributed nature
eliminates single point of failure and renders it resilient to tampering or unauthorized
access [6][7]. When integrated with NB-IoT, blockchain can enhance trust in data
handling by enabling real-time validation, fault detection, and immutable record-

keeping—features especially valuable in supply chains involving food logistics,



pharmaceuticals, and smart agriculture [8][9].Thus, the convergence of NB-IoT and
Blockchain technologies offers a secure, energy-efficient, and scalable framework
capable of addressing the persistent challenges within modern IoT ecosystems. This
thesis investigates the integration of these two technologies, with a specific focus on
addressing issues of security, privacy, power limitations, and real-time traceability in

supply chain management systems [10].

1.2 Narrowband Internet of Things (NB-IoT)
Narrowband Internet of Things (NB-IoT) is a cellular-based Low Power Wide Area
(LPWA) communication technology standardized by the 3rd Generation Partnership
Project (3GPP) in Release 13. Operating in licensed spectrum bands, NB-IoT is
specifically designed to support massive machine-type communication (mMTC)
applications that require energy-efficient, low-cost, and wide-area connectivity
[11][12]. NB-IoT enables IoT devices to transmit small volumes of data over long
distances using narrow bandwidth—typically 180 kHz—while maintaining robust
network reliability and scalability. This makes it particularly well-suited for use in
remote agricultural settings, utility metering, environmental monitoring, and other
scenarios where high throughput is necessary, but long battery life and deep coverage
are essential [13][14].
Key Attributes of NB-IoT:
e Power Efficiency: NB-IoT-enabled devices can operate for up to 10 years on a
single battery, owing to low-power features such as Power Saving Mode (PSM)
and extended Discontinuous Reception (eDRX) [12][15].
e Coverage and Scalability: A single radio cell can accommodate tens of
thousands of devices, allowing for massive, cost-effective deployments in both

urban and rural environments [14].



o Low Data Rate: NB-IoT is optimized for infrequent transmission of small data
packets, making it ideal for telemetry and alert-based systems rather than high-
bandwidth use cases [13].

o Cost Efficiency: The use of simplified modem designs reduced signalling
overhead, and seamless integration with existing LTE infrastructure leads to
lower deployment and maintenance costs [11][16].

Together, these attributes make NB-IoT a foundational enabler of energy-aware,
scalable IoT ecosystems, especially in sectors such as smart agriculture, supply chain
logistics, and industrial infrastructure monitoring.

1.3 Evolution of NB-IoT

1.3.1 Background of Communication Infrastructures

Traditional cellular networks—2G, 3G, and 4G LTE—were originally architected to
serve human-centric applications, such as voice calls, video streaming, and broadband
internet access. These systems were optimized for high data throughput, low latency,
and mobility, but they fall short in supporting the needs of Internet of Things (IoT)
applications, which typically involve intermittent, low-volume data transmission from
a massive number of devices [21].

The core inefficiencies of conventional cellular systems for IoT include:

o High Power Consumption: Designed for continuous data flow and rich media,
legacy networks impose excessive energy demands on battery-operated loT
nodes.

e Spectrum Inefficiency: With increasing device density, traditional systems
suffer from spectrum congestion and interference, reducing quality of service.

o Limited Deep Coverage: Signals from conventional networks often degrade in

remote rural regions or enclosed environments like underground silos,



basements, and dense agricultural zones [22].

To mitigate these limitations, the 3GPP introduced Narrowband Internet of Things (NB-
IoT) as part of the broader 5G roadmap. NB-IoT provides a specialized LPWAN (Low
Power Wide Area Network) solution, tailored to handle sparse data transfers with
exceptional energy efficiency and coverage reliability [23].
NB-IoT can be deployed in three flexible modes:

o In-band, using resource blocks within an LTE carrier,

e Guard-band, utilizing unused resource blocks in LTE guard bands,

e Standalone, operating independently in re-farmed GSM spectrum [24].
These flexible deployment options allow telecom providers to integrate NB-IoT into
existing infrastructure without major architectural overhauls. Additionally, NB-IoT
offers 20 dB better signal penetration compared to GSM, ensuring reliable
communication even in challenging RF environments [25].
This evolution marks a pivotal shift in IoT communication paradigms—moving from
high-throughput networks unsuitable for energy-constrained devices to minimalist,
purpose-built solutions that prioritize longevity, scale, and cost-efficiency.
1.3.2 Towards 5G and Future Outlook
NB-IoT is a key enabler of the 5G massive IoT ecosystem. Its evolution focuses on:

o Ultra-low latency for time-critical applications.

e Massive device connectivity in smart environments.

o Enhanced mobility support, extending use cases to vehicular communications

and mobile asset tracking.[9]

The future of NB-IoT lies in integrating with next-generation radio access networks
(RAN), supporting even denser device deployments, and facilitating advanced analytics

and Al-based decision-making in distributed environments.[10][11]



1.4 Blockchain Technology

Blockchain is a decentralized and distributed ledger architecture designed to securely
record and verify transactions across a network of peer nodes. Each transaction is
grouped into a block, which is then cryptographically linked to the previous one,
forming a chronological and tamper-evident chain of data. This architecture ensures
data immutability, transparency, and resilience without relying on centralized control
[24][25].

A typical block in the blockchain contains:

e A cryptographic hash of the previous block,

e A timestamp, and

o A list of validated transaction data.

This structure allows for the detection of any data tampering attempts, as any alteration
in one block invalidates all subsequent hashes [25][26].
Foundational Properties of Blockchain:

o Data Integrity: Cryptographic hashing algorithms such as SHA-256 and SHA-
512 ensure that data, once recorded, cannot be modified without detection
[25][27].

o Transparency: All confirmed transactions are stored on a publicly accessible
ledger (in public blockchains) or on a permissioned basis (in private or
consortium chains), ensuring traceability for authorized participants [24].

o Decentralization: The absence of a central authority removes single points of
failure, increases fault tolerance, and improves system robustness [26].

o Security: Blockchain employs public-key cryptography, asymmetric

encryption, and various consensus mechanisms (e.g., Proof of Work, Proof of



Stake, Practical Byzantine Fault Tolerance) to validate transactions and
maintain network trust [27][28].
These capabilities make blockchain particularly suitable for applications requiring
auditable records, multi-party coordination, and tamper-proof logging, such as supply
chain transparency, digital identity verification, and IoT device authentication.
Blockchain can be categorized into different types based on the level of access:

e Public Blockchain: Open to anyone (e.g., Bitcoin, Ethereum).

e Private Blockchain: Restricted to known participants.

o Consortium Blockchain: Controlled by a group of organizations.

e Hybrid Blockchain: Combines features of public and private blockchains.

1.5 Evolution of Blockchain Technology

1.5.1 Origin and Popularity in Finance

The inception of blockchain technology is credited to the release of Bitcoin in 2008 by
an anonymous entity named Satoshi Nakamoto. Bitcoin addressed the problem of
double-spending in digital currencies without relying on a central authority. This
decentralized trust model quickly garnered interest in the finance sector due to its
implications for secure and borderless digital transactions.

1.5.2 Cryptographic Foundations

Blockchain relies on cryptographic algorithms to ensure trustworthiness:

o SHA-256/SHA-512: Secure Hash Algorithms that create unique, fixed-length
outputs for variable-length inputs, preventing reverse engineering and
unauthorized alterations.[21][23]

o Public Key Infrastructure (PKI): A system that uses asymmetric encryption,
ensuring that only authorized users can access or modify data.

» Digital Signatures: Authenticate the origin of data and confirm its integrity.



Blockchain's immutable nature stems from its chained structure: each block references
the hash of its predecessor, making tampering computationally infeasible.
1.5.3 Expansion Beyond Finance
Beyond cryptocurrencies, blockchain has found applications in:
e Healthcare: Ensuring data privacy and secure patient records.
e Voting systems: Preventing fraud and enhancing transparency.
o Intellectual property: Verifying ownership and licensing.
e Supply chains: Tracking goods and detecting anomalies in logistics.
The adaptability of blockchain across public, private, consortium, and hybrid models

has opened avenues for secure, collaborative ecosystems in various industries.

1.6 Integration of NB-IoT and Blockchain
1.6.1 Challenges in IoT Security
Despite the advantages of NB-IoT, its simplicity and lightweight design expose it to
several security vulnerabilities:

o Data Interception and Tampering

e Device Spoofing and Cloning

o Limited Authentication Mechanisms

o Lack of Audit Trails
As IoT devices often operate under constrained power and memory conditions,
implementing complex security protocols becomes challenging.[9] This is where
blockchain's decentralized architecture and cryptographic security mechanisms present
a viable solution.
1.6.2 Benefits of Integration

By integrating blockchain with NB-IoT, the following benefits can be achieved:



Security: Blockchain provides a tamper-proof ledger of data collected by NB-
IoT devices.

Privacy: Data is encrypted and shared only with authorized users through

public-key cryptography.

Traceability: Every transaction or data entry is recorded with a timestamp and
cannot be altered retroactively.

Decentralized Access Control: Prevents single points of failure and
unauthorized manipulation.

Scalability: Supports large-scale deployment of NB-IoT devices with secure

data handling.[12]

1.7 Applications in Supply Chain Management

1.7.1 Current Challenges

Supply chains today are complex and vulnerable to inefficiencies, fraud, and a lack of

visibility. Challenges include:

Counterfeit Products
Unauthorized Tampering
Data Silos and Lack of Transparency

Inefficient Fault Detection and Recovery

These issues impact sectors like food logistics, pharmaceuticals, and electronics, where

traceability and authenticity are critical.

1.7.2 Role of NB-IoT and Blockchain

In a supply chain ecosystem:

NB-IoT sensors can monitor real-time parameters such as temperature,
humidity, location, and shock.

Blockchain ensures that all sensor data is immutably recorded, auditable, and



accessible to stakeholders.
Together, they enable:
e Real-time Fault Detection: Alerts in case of environmental deviations or
equipment failures.[3]
o Traceability: End-to-end tracking of goods from origin to consumer.
o Transparency and Trust: All stakeholders can verify data without relying on
intermediaries.
o Energy-efficient Monitoring: NB-IoT devices can function for years with
minimal power usage.[21]
This integration is particularly promising in global supply chains where the need for
security, transparency, data integrity, and cost-effectiveness is paramount.

1.8 Security Issues in IoT

The Internet of Things (IoT) revolution brings with it numerous security challenges,
given the vast networks of interconnected devices sharing sensitive information. As
data moves across these networks, ensuring data integrity, privacy, scalability,
traceability, and real-time fault detection is paramount [31]. Each data packet is
susceptible to unauthorized tampering or modification, raising the need for robust data
integrity solutions [32]. Privacy becomes a concern as more devices transmit
potentially sensitive data, requiring measures that protect both device and user
information [32]. Additionally, IoT devices often operate under limited power
conditions, necessitating security protocols that are energy efficient and scalable [31].
Blockchain technology offers promising solutions to many of these issues by enabling
immutable records, secure encryption, transparent traceability, and reliable fault

detection mechanisms [33]. These core security concerns within [oT ecosystems.



1.9 Problem Statement

Traditional IoT systems rely on centralized architectures that expose critical
vulnerabilities—single points of failure, poor scalability, and weak data integrity [34].
While NB-IoT enables low-power, wide-area connectivity, it lacks robust security
features [35]. Blockchain provides decentralized trust and tamper-proof logging but
demands high computational resources, making it incompatible with constrained loT

devices.[36]

Existing literature often proposes theoretical integrations without addressing real-
world constraints like limited power, delayed consensus, or lack of interoperability
with LPWAN protocols [37]. This research addresses the urgent need for a lightweight,
secure, and scalable framework that combines NB-IoT and blockchain to enhance data
authenticity, traceability, and efficiency in resource-constrained IoT environments

such as agriculture and supply chains [38].
1.10 Research Objectives

To analyze the limitations of traditional centralized [oT systems in ensuring secure,

reliable, and tamper-proof data transmission.

To evaluate how blockchain integration enhances security, traceability, and trust in

NB-IoT-based [oT networks.

To investigate the performance and energy trade-offs in deploying blockchain-NB-

IoT solutions for real-time remote monitoring.

To implement and demonstrate a prototype system (“Crop Watch”) integrating

blockchain and NB-1oT for secure agricultural data collection.

10



1.11 Scope and Limitations

Scope:
* This study explores and demonstrates how NB-IoT integrated with blockchain can
enhance security, privacy, and energy efficiency in real-world IoT deployments.
* The proposed model was tested in agriculture-based scenarios, including smart
irrigation, livestock monitoring, and food supply traceability.
Limitations:
* Full deployment at scale (e.g., across nationwide networks or heterogeneous loT
systems) was not within the scope of this thesis.
* Legal, regulatory, and economic barriers—especially in India—were not
exhaustively modelled but are noted as future work.
1.12 Thesis Organization
e Chapter 1: Provides an overview of the Internet of Things (IoT), Narrowband
IoT (NB-IoT), and blockchain technologies. It introduces the motivation behind
integrating these technologies for secure and energy-efficient data handling in
supply chain and agricultural scenarios. It also outlines the research problem,
objectives, and scope of the study.
o Chapter 2: Offers a structured literature review of centralized IoT limitations
and the evolution of secure, decentralized systems using blockchain and NB-
IoT. It contrasts legacy models with distributed architectures, critiques existing
research using tables and diagrams, and builds the foundation for the proposed
solution.
e Chapter 3: Describes the methodology for integrating NB-IoT and blockchain,

including protocol selection, cryptographic techniques (e.g., SHA-512), smart

11



contracts, and system design components such as authentication and tamper-
resistance.

Chapter 4: Presents the implementation details of the prototype system (Crop
Watch), describing device deployment, communication workflows, blockchain
integration layers, and the real-time monitoring interface.

Chapter 5: Evaluates the performance of the proposed system through use cases
in agricultural monitoring and livestock tracking. It contrasts system behaviour
with conventional IoT setups and includes visual models, comparative tables,
and architectural diagrams.

Chapter 6: Discusses the technical and practical challenges faced during
blockchain—NB-IoT integration, such as energy trade-offs, latency, and
processing limitations. It also highlights future research directions including
lightweight blockchain models, edge computing, and real-world scalability.
Chapter 7: Concludes the thesis by summarizing the key findings, reinforcing
the contribution of the proposed integration to secure IoT deployments, and
revisiting the addressed objectives. It includes final reflections and practical

implications for agriculture, logistics, and national digital infrastructure

12



Chapter 2
LITERATRUE REVIEW

2.1 Re-thinking IoT Security: The Shift from Centralized Vulnerabilities to

Blockchain and NB-IoT Integration

In the rapidly expanding Internet of Things (IoT) ecosystem, billions of interconnected
devices promise unprecedented efficiency in domains such as agriculture, logistics, and
smart cities. However, this growth has exposed critical vulnerabilities in traditional,
centralized communication architectures. These legacy models, where a single point
governs the entire network, are inherently fragile—prone to single-point failures,
hacking, and data manipulation. As visualized in Figure 2.1, centralized topologies
represent a security bottleneck where all nodes depend on a central authority, making

them highly susceptible to attacks or system failures. [41][42].

! Pre-Blockchain ‘ wWith Blockchain ‘

2 * 5 PO Sy
z s 3 P 1
2 > £

Centralized Distributed ledger
ledger with with
centralized decentralized
verification and verification and
computation computation

Figure 2.1: Pre-Blockchain (centralized) vs. With Blockchain (distributed &

decentralized) (Adapted from Rubix by Deloitte)
To overcome these weaknesses, researchers are increasingly advocating a “distributed

by design” approach—Iled by the combined power of Blockchain and Narrowband

Internet of Things (NB-IoT).

Blockchain, illustrated in Table 2.1, transforms communication by eliminating central

control and introducing a decentralized ledger [57][58].
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Table 2.1: Network Models — From Centralized to Distributed Systems

Network Type

Structure
Description

Characteristics

Safety/Coordination

Centralized

One central
station with
links to all
nodes

Complete reliance
on a single point
(hub-and-spoke)

Not safe: Failure of the
central node collapses
the system

Multiple

central Safer than centralized
points, each | Multiple points of | since failure of one hub
connecting a | coordination doesn’t collapse the

cluster of whole system
nodes
o”'; & X ) .//7
Distributed _
AKX
/ A+ . | Allnodes are
\ B + < 1
w \ ‘\\. e 1nte?connecte Everyqne Most resilient, no single
| T/ \ 4 | dwithout collectively . N
e r=1-N . . point of failure
N/ %\ | reliance on executes the job
LA L | central points

- -

Each transaction is cryptographically linked, immutable, and visible to all authorized
participants—enabling secure data sharing without needing trust in a central
authority. This architecture ensures traceability, accountability, and transparency,
especially critical in untrusted or multi- party environments like supply chains
[55][56]. Simultaneously, NB-IoT, a 3GPP-standardized LPWAN protocol,
addresses the physical and network layer limitations of IoT devices. It enables low-
power, long-range, and deep-indoor connectivity while supporting massive device
density. This makes it ideal for rural agricultural settings or embedded logistics
sensors, where traditional cellular or Wi-Fi coverage is limited Consider a food supply

chain scenario: temperature, humidity, and location data collected by NB-IoT sensors

are pushed to a blockchain network, where each record is time-stamped, hashed using
14



SHA-256 or SHA-512, and shared across participating nodes. This guarantees not just

real-time monitoring, but tamper-proof audit trails—a capability sorely lacking in

traditional systems [58][59][60].

Table 2.2: Blockchain vs. Centralized Identity Models and Data Risks (Decentralized
architectures reduce attack surfaces, enable user-owned data, and limit breach impact)

Identity Models Technology Characteristics
Centralized Identity fragmented
ID/Password across many
enterprises.
Multifactor Enterprises control user
Authentication data.

Single Sign-On

Centralized data is a
honeypot for cyber-
attacks.

Less fragmentation of
login credentials.

User information

OAuth fragmented across
many enterprises.

ID :

(S)ieMnL g;‘taerprlses control user
Centralized data is a
honeypot for cyber-
attacks.

Distributed Identity can be portable
- 7 DI{T ‘ across enterprises.
LXK \\ Vs (Distributed User information in
RS e Ledger user's wallet or a secure
NI Technology) cloud.

« N b
Y \[:\ \ Decentralized data
& TR Cryptography limits data exposure on

cyber-attacks.
Users control their data

2.2 Blockchain Technology in IoT Security: Literature Review of Existing

Approaches and Limitations

The integration of blockchain into Internet of Things (IoT) architectures has gained

traction over the past decade as a response to rising concerns over data integrity,

tampering, and centralized vulnerabilities. Numerous studies have explored

blockchain's potential to transform IoT networks from fragile, trust-dependent
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architectures into decentralized, verifiable systems. One of the earliest frameworks
proposed by Christidis & Domesticities (highlighted blockchain as a ledger for
autonomous machine-to-machine communication. They outlined how cryptographic
hash functions (like SHA-256) could bind IoT sensor data into immutable chains—
ensuring historical integrity and traceability [61]. Similarly, Dorri et al. developed a
lightweight private blockchain for smart homes, proposing hierarchical trust zones to

reduce computational overhead on low-power loT devices [62].
In supply chain contexts, Tian introduced an agri-food traceability system using

Ethereum smart contracts to verify food origin and prevent fraud. This work
emphasized real-time visibility for logistics and warehousing operations [63]. Later,
Reyna et al conducted a broad review of blockchain-IoT integration and highlighted

key concerns such as scalability, latency, and consensus overhead [64].

Table 2.3: Key Limitations in Blockchain-Based IoT Systems Identified in Literature

Limitation Evidence in Literature
Post-collection hashing Most systems store data in the blockchain
only
“after” transmission, exposing it to tampering [3][4]
Lack of integration with Limited compatibility with NB-IoT or

low power network
LPWAN protocols [2][5]

High energy/processing PoW and full-node verification unfit for
requirements constrained devices [4]

Delayed consensus Real-time alerts not feasible with traditional

latency block confirmation speeds [1][3]

Minimal smart contract Few frameworks automate event-driven

use

responses (e.g., product return triggers)

Unlike prior approaches that treat blockchain as an afterthought or backend ledger, our
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framework integrates SHA-512-based blockchain mechanisms directly into NB-IoT
communication layers—enabling hash verification at the point of sensing and
transmission. Key Limitations in Blockchain-Based IoT Systems Identified in

Literature shown in table no.2.3.
We:
o Deploy blockchain at the edge, not just the cloud,

e Leverage smart contracts to enforce traceability (e.g., flagging damaged goods),
e And optimize for NB-IoT's low power and limited bandwidth, avoiding typical

blockchain overhead.
2.3 NB-IoT: Overcoming Communication Bottlenecks in IoT Deployments

As IoT systems scale into agriculture, supply chains, and industrial automation,
conventional wireless protocols like Wi-Fi, Zigbee, or even LoRa increasingly fall
short in three critical areas: coverage, battery life, and signal penetration [68]. These
limitations—illustrated conceptually in Figure 2.2 have made traditional IoT
architectures ill-suited for large-scale, remote deployments where reliable and energy-

efficient communication is non-negotiable.

Enter Narrowband Internet of Things (NB-IoT), a 3GPP-standardized LPWAN
protocol engineered precisely for these gaps. Unlike conventional solutions, NB-IoT
integrates directly into existing LTE infrastructures and leverages licensed spectrum
bands (guard bands or standalone), eliminating the need for new base stations or
dedicated spectrum [69][70].This makes NB-IoT particularly suited for food supply
chains, where sensors embedded in logistics crates, silos, or cold storage need to
transmit small, infrequent data packets (e.g., temperature, humidity, gas levels) without
constant maintenance. Furthermore, NB-IoT’s network-grade encryption and SIM-

based authentication add a security layer not native to many LPWAN competitors like
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Lora WAN or Sigfox [71].

Table 2.4: Comparative Analysis of LPWAN IoT Technologies
Max

Technology Spectrum Signal Native
Type Coverage Penetration Security
Radius
LoRa WAN Unlicensed 5-10 km 5-7 years Application
(ISM) layer only
Sigfox Licensed 10-15 km 68 years Application
(LTE) layer only
NB-IoT —20 km 15-20 km High (dense Built-in L-
(assumed grade SIM
L TE) areas)

Empirical Battery Life Comparison Across LPWAN Technologies to visualize the
energy efficiency advantage of NB-IoT, the following bar chart compares the average
operational lifespan of typical LPWAN technologies under similar environmental

conditions:

Estimated Battery Life Comparison in LPWAN Technologies

10 yrs

w
©
g
&
-
> 5yrs
o
©
m
0 =
NB-loT LoRa Sigfox

Communication Technology

Figure. 2.2: Empirical Battery Life Comparison Across LPWAN Technologie.
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2.4 Integration of Blockchain and NB-IoT: Toward Secure and Scalable IoT

Infrastructure

Legacy IoT deployments often rely on centralized cloud-based infrastructures to
collect, authenticate, and store sensor data. While functional at small scale, these
systems present serious trust and reliability issues in distributed, remote, or multi-party
settings—especially when managing thousands of IoT nodes across agricultural or
supply chain landscapes. Centralized systems are prone to single-point failures, opaque

data handling, and limited traceability, as shown in earlier Tables 2.1, 2.2 [55] [56].

To address these vulnerabilities, recent research proposes the integration of blockchain
technology with NB-IoT networks. This convergence enables a new class of resilient
and verifiable IoT ecosystems, where every interaction between device and data
repository is recorded, validated, and shared in a trust less and transparent manner

[57][591[72].

At the heart of this integration lies blockchain’s immutability and distributed consensus
model. When an NB-IoT sensor detects an environmental change—such as temperature

spikes in a storage container or livestock feed deviation—that event is:
e Cryptographically hashed (using SHA-256 or SHA-512),
o Digitally signed,
e Time-stamped, and

o Written to a blockchain ledger accessible across participants (farmers, shippers,

vendors).

Unlike legacy setups, no centralized middleware or broker is required. This model
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mitigates tampering, supports autonomous auditing, and ensures that the record

remains accessible even if one node or service provider fails [73].

Importantly, the lightweight nature of NB-IoT protocols—optimized for transmitting
compact, infrequent data packets—aligns perfectly with blockchain’s ability to batch,
store, and verify these interactions without overburdening the IoT devices themselves.
This balance enables real-time security without violating energy or bandwidth
constraints, a limitation that previously hindered blockchain adoption in constrained
IoT environments [58].

Table 2.5: Integration of Blockchain and NB-IoT in Secure [oT Systems

Feature NB-IoT Role Blockchain Role Integrated Benefit
Communication Low-power, Notapplicable Reliable
wide-area, directly transmission from
deep remote/undergroun
coverage d nodes
Data Integrity = Transmits Hashes, signs, and Tamper-evident
raw sensor stores in verifiable sensor
data immutable history
ledger
Authentication = SIM-based Digital signatures Eliminates spoofing and
device ID On transactions fake device identities
Audit Trail Basic Timestamped, Autonomous, verifiable
timesta.ml.o 0N sequenced blocks chain-of-custody from
transmission  yith fyll visibility device
Scalability & Minimal Batches small data Efficient integration
Overhead bandwidth into efficient blocks ~ with constrained loT
usage, 10+ devices
year
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This hybrid architecture is not just theoretical—recent deployments in pilot smart
farming and logistics systems demonstrate that NB-IoT modules can relay sensor
events to blockchain-based applications in real time, with seamless integration of
digital signatures, anomaly alerts, and device-to-ledger mapping. This allows
stakeholders to trace, verify, and respond to critical supply chain events without manual
oversight or third-party intermediaries.[59][60]. Integration of Blockchain and NB-IoT
in Secure IoT Systems possibilities as shown in table no.2.5.

2.5 Challenges in Blockchain and NB-IoT Integration for IoT Security

Despite their promising synergy, the integration of Blockchain and NB-IoT
technologies in IoT systems is not without substantial limitations—particularly when

viewed through the lens of real-world scalability and device-level feasibility.[59]

While centralized systems suffer from single points of failure and opaque data flows,
integrating blockchain into NB-IoT networks introduces a new set of practical
challenges. The irony lies in replacing one bottleneck (centralization) with another—
computational and energy overhead. Traditional blockchain implementations, such as

those based on Proof-of-Work (PoW), are computation-heavy and require significant

memory to maintain distributed ledgers. NB-IoT devices, by contrast, are designed for
minimal power consumption and operate on highly constrained hardware, often

incapable of running even lightweight blockchain nodes.
e Storage Bloat and Battery Drain

Several studies, including [60] and [73], have highlighted the storage burden as a key
obstacle. Blockchains continuously grow, requiring persistent storage of transactions
and cryptographic hashes. For low-power IoT sensors, storing large block histories
locally is simply not feasible. Likewise, cryptographic tasks like hashing and digital

signing rapidly exhaust battery reserves, undermining NB-IoT’s core promise of long-
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term deployment (10+ years) without power replacement.
e Latency and Real-Time Constraints

Even when offloading heavy computation to edge or cloud nodes, latency remains a
concern. Blockchain systems often involve consensus protocols that introduce
transaction confirmation delays. In time-sensitive domains—such as livestock health
alerts or temperature-controlled logistics—even minor lags can result in spoiled goods

or missed critical interventions.
e Computational Deficits on the Edge

NB-IoT devices typically lack the processing capability to participate in blockchain
validation processes. As noted in [73], most devices in current deployments cannot act
even as light clients, necessitating intermediary gateways that reintroduce partial
centralization—an ironic setback for decentralization goals.

These challenges highlight the need for lightweight blockchain frameworks, edge-

processing models, and hybrid consensus algorithms to enable more efficient

integration.

2.6 Future Directions for Blockchain and NB-IoT in IoT Security

As the limitations of integrating blockchain and NB-IoT in current [oT systems become
increasingly apparent (see Section 2.5), research focus is shifting toward lightweight,
adaptive solutions that retain the security benefits without overburdening constrained
devices. The future of this integration lies in designing architectures that are not only

technically feasible but also scalable, energy-efficient, and latency-resilient.

Traditional consensus algorithms like Proof-of-Work (PoW) are unsustainable in NB-
IoT environments due to their computational and energy demands. To address this,

researchers are developing low-power consensus mechanisms such as:
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e Proof-of-Authority (PoA): Where trusted nodes validate transactions, reducing

computational cost while maintaining decentralization.

e Proof-of-Elapsed-Time (PoET): A hardware-assisted protocol that ensures

fairness without requiring continuous energy expenditure [73].

Table. 2.6: Advantages and Disadvantages of Blockchain-NB-IoT Integration

Advantages Disadvantages
Enhances security of IoT data High storage demands for blockchain
Ensures data transparency Significant processing overhead
+50% efficiency in IoT applications +40% in energy consumption
Improves data traceability Latency in block verification
Strengthens authentication process Limited on-device computation

These consensus models represent an essential shift from brute-force validation to

context-aware, device-friendly security mechanisms.
Another key direction is the decentralization of processing itself. Instead of forcing

NB-IoT devices to carry the blockchain load, edge and fog computing architectures
place lightweight blockchain operations near the data source. This reduces roundtrip
delays and allows real-time analytics without compromising trust or traceability. In
logistics and agriculture, for example, fog nodes can handle blockchain encoding and

validation locally—then sync results with the distributed ledger [72].
e Lightweight Cryptography and Modular Designs

Finally, cryptographic innovation is critical. Advances in lightweight encryption
techniques (e.g., ECC-based signatures, hash-based schemes like SPHINCS+) are
allowing developers to embed secure functions even on devices with sub-megabyte
memory footprints. Modular blockchain frameworks like IOTA and Nano are also

being explored for their DAG-based, feeless, and low-overhead architectures, offering
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a more sustainable path forward for NB-IoT adoption [74]. In Summary: The path
forward lies in bridging the gap between security and sustainability—by combining
decentralized trust with device-level practicality. With careful architectural planning
and targeted innovation in consensus and cryptography, the integration of blockchain
and NB-IoT can move from experimental to mainstream—powering a new generation
of secure, resilient, and autonomous IoT systems.

2.7 Conclusion: Centralized Pitfalls to a Secure IoT Future

This chapter critically examined the evolution of IoT security, highlighting the inherent
vulnerabilities of traditional centralized architectures—the "villain" in our narrative.
Centralized systems, while once functional, suffer from fragile trust models, single points
of failure, and weak accountability. These shortcomings become particularly dangerous
in distributed environments like agriculture and supply chains, where real- time, tamper-

proof data is mission critical [60].

In response to these systemic flaws, this chapter explored the integration of Blockchain
and NB-IoT as a synergistic solution—the "hero." Drawing from recent academic

literature and technical standards, we outlined how:

Blockchain introduces decentralization, immutability, and trust less consensus—

eliminating the need for third-party validation and enabling secure data provenance [72].

NB-IoT, as a low-power, wide-area protocol, ensures reliable communication from

remote and constrained devices, especially in rural or hard-to-reach contexts [74].

A comparative evaluation (Table 2.1, Table 2.2) illustrated how these technologies
outperform legacy systems in terms of authentication, integrity, scalability, and fault
tolerance. We also identified current implementation challenges—such as blockchain’s
computational overhead and storage burden on low-resource devices (Section 2.5)—and
proposed future research directions that emphasize lightweight consensus, edge

computing, and modular architectures (Section 2.6).
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Overall, this literature review not only mapped the current state of academic and
technical research but also positioned our work as a critical advancement in building
secure, scalable, and autonomous IoT ecosystems using Blockchain and NB-IoT
integration. Building on this conceptual foundation, the next chapter shifts from critical
analysis to concrete design. With the theoretical groundwork established, the next
chapter presents the design of the proposed Blockchain—NB-IoT system, translating these
insights into a practical, layered architecture. Advantages and Disadvantages of

Blockchain-NB-IoT Integration discussed in table. 2.6.
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Chapter 3
Enhancing Food Supply Chain Security through Blockchain

and NB-IoT
3.1 The Role of NB-IoT in Supporting Large-Scale IoT Infrastructures

As the Internet of Things (IoT) ecosystem expands, millions of connected devices
demand scalable, reliable, and energy-efficient communication infrastructure.
Traditional mobile networks, which can currently handle thousands of smartphones per
radio cell, are not designed to manage the scale and latency-sensitive needs of IoT
deployments that may soon involve millions of low-power sensors and machines
[55][56]. This shift places substantial pressure on bandwidth, energy consumption, and
network availability [57][59]. To address this, NB-IoT was introduced as a low-power
wide-area network (LPWAN) standard specifically optimized for IoT. NB-IoT operates
over licensed spectrum bands and uses minimal bandwidth (typically 180 kHz),
supporting deep indoor penetration and wide coverage up to 10—15 km in rural areas
[55]. Its uplink and downlink data rates, ranging from 20-250 kbps, are suitable for
low-throughput, delay-tolerant applications, particularly in industrial and supply chain
environments [56]. Devices connected via NB-IoT can remain operational for over 10
years on a single battery due to its power-saving mode (PSM) and extended
discontinuous reception (¢eDRX) features [57]. Additionally, with the advent of 5G,
network slicing enables specific slices of the network to be allocated for IoT-based use
cases. This ensures dedicated performance levels—such as low latency or high
reliability—for mission-critical applications, such as real-time supply chain monitoring.
In a food supply chain context, NB-IoT allows for continuous, autonomous
communication from distributed sensors embedded in logistics crates, pallets, or
transport units. These sensors can report environmental data (like temperature,

humidity, and position) to the cloud or blockchain-enabled system at pre-set intervals
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[59]. Such infrastructure is critical for smart agriculture, smart logistics, and city-wide
applications. For instance, sensors in packaging can autonomously log and transmit
events like unauthorized access or temperature breaches. This capability, combined
with blockchain’s immutable data structure, creates a secure and traceable digital
footprint of goods as they move from the manufacturer to the retailer. By integrating
NB-IoT with blockchain systems, stakeholders can now achieve real-time tracking,

condition monitoring, and automated audit trails—reducing human error,

3.2 Blockchain as a Decentralized Ledger for Secure Data Transmission

Blockchain is a decentralized digital ledger designed to securely record and transmit
data across distributed systems. Unlike traditional centralized databases, blockchain
ensures immutability by linking each block of data to the cryptographic hash of its
predecessor. This chaining process prevents unauthorized modifications, as any change
to one block would invalidate the hash sequence of the entire ledger [61][62]. In the
context of the food supply chain, blockchain technology offers a robust mechanism to
trace product movement from manufacturer to end-consumer. Each transaction—such
as production, transit, or delivery—is recorded as a block containing a timestamp,
sensor data (temperature, humidity), and a cryptographic hash generated using the
SHA-256 algorithm. This hash acts as a digital fingerprint, uniquely identifying each
transaction and making it tamper-evident. The SHA-256 algorithm, part of the Secure
Hash Algorithm family, produces a fixed 256-bit output for any input string. In this
system, Python was used to implement SHA-256 hashing to validate block contents and

simulate supply chain events.
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Each block contains:

As shown in Figure 3.1, NB-IoT sensors embedded in transport crates transmit
environmental data to a central node, which formats it into a transaction and adds it to
the blockchain. This allows manufacturers, transporters, and retailers to independently
verify the condition and authenticity of products through their hash values and
timestamps. Unlike theoretical discussions of public, consortium, or hybrid
blockchains, this implementation uses a private permissioned blockchain model for
internal logistics tracking. Access is limited to authorized stakeholders, ensuring both
transparency and data confidentiality. Data encryption and decryption techniques

further protect sensitive payloads, allowing only intended users to read verified records

Block index

Timestamp

Payload (sensor and location data)

SHA-256 hash

Hash of the previous block (ensuring chain integrity)

First

Genesis

Figure. 3.1: Generic chain of Blockchain Technology.
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The use of blockchain in this implementation not only enhances supply chain
transparency but also ensures accountability by immutably linking every event to a
cryptographic proof. This secures the digital trail of goods, discourages fraud, and
enables automated dispute resolution in the event of product damage or delay easing

transparency and enhancing consumer trust.

3.3 Blockchain Cryptography and Security: SHA-256

In blockchain systems, cryptography ensures the confidentiality, authenticity, and
integrity of data shared across untrusted environments [61]. This project adopts the
SHA-256 (Secure Hash Algorithm—256) hashing technique to secure data blocks
exchanged among different stakeholders in a food supply chain [62]. SHA-256 is a one-
way cryptographic hash function that converts any input data into a 256-bit fixed-length
hash. The same input always results in the same output, while even a minor change in
the input generates a completely different hash [62]. This property is critical to
guaranteeing tamper detection in blockchain applications. Once a block is created and
added to the chain, any alteration in its content will change its hash, thereby breaking
the integrity of the chain [61]. Each stakeholder in the supply chain — namely the
Manufacturer, Transporter, and Retailer — adds their transaction data to the blockchain
[63]. These blocks include details such as product name, timestamp, and sensor readings

(e.g., temperature or humidity) and are linked via SHA-256 hashes.

The Manufacturer node initiates the chain by generating the first block, which
contains data on product origin and creation conditions. The block forms the root of the

blockchain and includes the calculated hash and a null previous hash value.
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@ ONLINE PYTHON BE™ (f (&
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u Manufacturer: >

& {'index': 1, 'previous_hash':

' 2e498b2809ab48068a3d27febdd99c30068aeee9720c37b791d5fb2doac84dof ',
@ "current_transactions': {'transactions': [{'timestamp': 1676035668.210575, 'product_id':
1, 'product_serial': 50001000, 'name': 'mango box', 'from': 'Manufacturer X', 'to':
'Transportation X', 'message’': 'This product is in good order', 'digital signiture':
"approved', 'flagged': 'N'}, {'timestamp': 1676035668.210579, 'product_id': 2,
'product_serial': 50002000, 'name': 'apple box', 'from': 'Manufacturer X', 'to':
'Transportation X', 'message': 'This product is in good order', 'digital signiture':
"approved', 'flagged': 'N'}, {'timestamp': 1676035668.218581, ‘product_id': 2,

'product_serial': 50002001, : "from': 'Manufacturer X',

'Transportation X'

["approved’, 'flagged': 'N'}]},]
'hash': '9b710f3edeadf6f978b1d54fc34555dc5d3838d65498030467afe7dbIe620e0" } ®

Figure 3.2: Manufacturer Data Block Output using SHA-256

The Transporter node receives the consignment and appends a new block with
updated transit data, such as GPS location and time of pickup. This block references the
hash of the manufacturer’s block as its “previous hash,” ensuring that the data is linked

in an unbroken sequence.

v ONLINE PYTHON PETA (§ (@ ‘. .
B O C <

Transportation:

=
L]
{'index': 2, 'previous_hash':

& '9b710f3edeadf6f978b1d54fc34555dc5d3838d654980304F67afe7db9e620e0 ",
&

¢

‘current_transactions': {'transactions': [{'timestamp': 1676035668.210582, ‘product_id':
1, 'product_serial’': 50001000, 'name': 'mango box', 'from': 'Transportation X', "to’
'Retailer X', 'shipping_id': 100, 'message': 'This product is in good order', 'digital
signiture': ‘approved', ‘flagged': 'N'}, {'timestamp': 1676035668.210584, 'product_id': 2,
‘product_serial': 50002000, 'name': 'apple box', 'from': 'Transportation X', 'to':
'Retailer X', 'shipping_id': 101, 'message': 'This product is in good order', 'digital
signiture': 'approved', 'flagged': 'N'}, {'timestamp': 1676@35668.210586, 'product_id': 2,
‘product_serial': 50002001, 'name': 'apple box', 'from': 'Transportation X', 'to':

Figure 3.3: Transporter Data Block Output using SHA-256
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The Retailer node completes the chain by validating delivery and appending the final
block. This includes data like arrival time, environmental condition logs, and product

verification details. The hash of the transporter’s block is included as the previous hash.

Retailer:

{'index': 3, 'previous_hash':
'bc51ddf6e36989493594471efbf4136f393b22e0077a4bd65e6c2a55af5fa220" ,
‘current_transactions': {'transactions': [{'timestamp': 1676035668.210587, 'product_id'

P RO * »

1, 'product_serial': 50001000, 'name': 'mango box', 'from': 'Retailer X', 'to': 'Retail
Shelf', 'receiving_id': 400, 'message': 'This product is in good order, Received',
'digital signiture': 'approved', 'flagged': 'N'}, {'timestamp': 1676035668.210589,
‘product_id': 2, 'product_serial': 50002000, 'name': 'apple box', 'from': 'Retailer X',
'to': 'Retail Shelf', 'receiving_id': 400, 'message': 'This product is in good order',
‘digital signiture': 'approved', 'flagged': 'N'}, {'timestamp': 1676035668.21059,

'product_id': 2, 'product_serial': 50002001, 'name': 'apple box', 'from': 'Retailer X',

‘to': 'RTV', 'receiving id': 401, |'message’: 'Box Damaged', 'digital signiture’
'rejected', 'flagged': 'Y'}]}, |'timestamp': 'datetime.now().timestamp()', 'nonce': 17,
'hash': 'beb512b1f564795524b8566b66Td33d967¢7f033dd04642d32¢29099929¢7110" }

Figure 3.4: Retailer Data Block Output using SHA-256

This chaining mechanism forms an immutable and auditable digital trail [63]. If any
stakeholder attempts to modify a prior block, the hash mismatch will propagate forward
and immediately reveal the breach [62]. The system is therefore resistant to forgery and
manipulation, which is crucial in high-value, perishable supply chains such as food
logistics [64]. Compared to traditional encryption techniques (such as symmetric or
asymmetric key systems), SHA-256 provides a lightweight and computationally
efficient solution ideal for IoT scenarios [65]. Since no decryption is required, hash-
based verification allows even low-power NB-IoT devices to contribute to the

blockchain securely [65].
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3.4 Blockchain and NB-IoT for Agricultural Digitization

The integration of NB-IoT and blockchain technology offers a powerful framework for

the digitization of agricultural systems. In traditional farming operations, traceability

from farm to consumer is often limited or error prone. By deploying smart sensors and

secure data logging, this project enables end-to-end visibility and tamper-proof

verification of food supply events. NB-IoT sensors are embedded in critical points

across the agricultural supply chain—such as harvesting equipment, transport crates,

and cold storage units. These sensors capture data on temperature, humidity, and GPS

coordinates in real time. Because NB-IoT operates on narrow bandwidth and supports

deep coverage, it is ideal for rural and remote farming areas where traditional wireless

technologies struggle to function [66]. The data collected by NB-IoT devices is

transmitted to a centralized node where it is formatted into blocks and hashed using the

SHA-256 algorithm [62]. Each block contains sensor readings, timestamps, and a

reference to the previous block’s hash, ensuring that the full product journey is

immutably logged on the blockchain [63]. For example, a mango shipment originating

from a farm is recorded by the manufacturer block (initial conditions), updated by the

transporter (location and time of pickup), and finalized by the retailer (arrival condition

and timestamp). Each of these actions is logged in the blockchain and hashed, allowing

any stakeholder to verify authenticity and detect tampering [64].
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Table 3.1: blockchain transaction log created during the simulation.

Block  Stakeholder Timestamp Product Location  Hash
No. (SHA-256)
0 Manufacturer 2024-04-01 Mango  Farm A alf..32¢
08:00
1 Transporter  2024-04-01 Mango  Transit b2c...09d
12:45 Hub
2 Retailer 2024-04-02 Mango  Store B c3d...7f1
09:10

3.5 Technical Advantages of NB-IoT in IoT Connectivity

Narrowband Internet of Things (NB-IoT) is a low-power wide-area network (LPWAN)
technology standardized by the 3rd Generation Partnership Project (3GPP) to enable
efficient and reliable communication for IoT devices over existing cellular
infrastructure [67]. It is designed specifically for scenarios where devices need to
transmit small amounts of data over long distances while consuming minimal power—
a requirement that perfectly aligns with agricultural monitoring and supply chain
traceability applications. One of the key strengths of NB-IoT is its ability to operate in
a variety of deployment modes, including within the guard bands of LTE networks, as
standalone carriers, or as part of the LTE spectrum. This flexibility allows for broad
compatibility with current mobile networks without requiring additional infrastructure,
significantly reducing deployment costs [68]. NB-IoT offers enhanced indoor and
underground coverage, making it suitable for agricultural fields, storage units, and

distribution centres where other wireless protocols may fail. Devices connected via NB-
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IoT can transmit signals over distances exceeding 10 kilometers in rural areas, with

penetration capabilities that allow communication even through concrete walls and

deep within supply storage zones [69].

A critical advantage is energy efficiency. NB-IoT devices can remain in idle or sleep
modes for extended periods and wake only when transmitting data. This dramatically
reduces battery consumption, allowing some devices to operate for up to 10 years on a
single charge [70]. For example, in the blockchain-based supply chain model, each
sensor node (manufacturer, transporter, retailer) can collect and send environmental
readings using NB-IoT while preserving energy and ensuring real-time updates. In
terms of network robustness, NB-IoT supports link budgets of over 160 dB, enabling
reliable communication even at very low signal strengths (as low as -130 dBm) [71].
This level of sensitivity makes it ideal for rural and low-coverage zones, ensuring that
data is not lost during the crop transport or storage process. Moreover, narrowband
modulation techniques used by NB-IoT reduce spectral interference and are less
susceptible to jamming and noise compared to spread spectrum alternatives [72]. These
characteristics improve the integrity and security of transmitted data, especially when
used in conjunction with blockchain systems where data immutability and traceability
are paramount. By enabling reliable, low-cost, and energy-efficient communication,
NB-IoT acts as a foundational layer for secure and scalable [oT systems. Its integration
with blockchain technologies in this project ensures that data collected from field
sensors can be securely hashed, stored, and verified—providing transparency and trust

across the entire agricultural supply chain.

3.6 Blockchain for Transparent and Efficient Supply Chain Management

Supply chain transparency is especially critical in the food industry, where product

freshness, authenticity, and safety directly impact consumer health. The integration of
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blockchain technology into agricultural logistics enables a verifiable and tamper-
resistant record of every transaction, from farm to fork [73].

In the system developed in this project, blockchain allows manufacturers, transporters,
and retailers to independently add their verified data to a shared digital ledger. Each
block contains key supply chain events such as harvest timestamp, transit handover,
and retail acceptance. Since each block is cryptographically linked using SHA-256
hashes, any unauthorized data modification is instantly detectable—ensuring trust
without requiring central oversight. For instance, in a real-time mango shipment,
blockchain logging can identify the farm origin, the conditions under which the fruit
was transported, and the exact time it reached the store. If a defect is found,
stakeholders can quickly trace the issue back through the chain and identify where
conditions may have failed. This enables faster recalls, improved accountability, and
compliance with food safety standards—without waiting for regulatory intervention
[74]. Authors such as Mitchelmore [75] note that blockchain empowers manufacturers
to rapidly detect and report product faults. By providing shared visibility, suppliers can
act immediately without delays caused by paper-based tracking or third-party
verifications. This decentralized approach not only reduces response time but also

increases operational efficiency, reducing waste and minimizing financial losses [76].

Furthermore, consumer trust is improved when buyers can verify product authenticity
by scanning a blockchain-stored QR code at the point of purchase. This level of end-
user transparency is particularly valuable in combating counterfeit goods, which

remain a serious issue in global agricultural trade [77].

3.7 Implementation Mechanism
Example Use Case: Tracking Agricultural Goods Using Blockchain

Consider a scenario in which Manufacturer X prepares a shipment containing two

Apple Boxes and one Mango Box. These items move sequentially through the supply
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chain — from the manufacturer to a transporter, and eventually to a retailer. To ensure
transparency and accountability, each stage of this movement is recorded on a
blockchain [75]. Using NB-IoT sensors embedded in the packaging, the system
captures real-time environmental data such as temperature, humidity, and location [ 76].
At each handover point, a new block is created. This block contains the product ID,
condition metrics, timestamp, and the hash of the previous block, all secured via the
SHA-256 algorithm [77]. If any issue arises — such as damage to one of the Apple
Boxes upon arrival at the retailer — the system allows stakeholders to trace the
product’s full journey [78]. By examining the blockchain records, one can identify
where and when the deviation occurred, whether it was during manufacturing,
transport, or retail handling. This traceability not only reduces response time for

corrective action but also strengthens consumer trust in product quality [79].

Manufacturer Transportation Retailer
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Figure 3.5: Entities with data while moving products
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Algorithm:
Producer Company Sells Agri products to Retailer

Input: import sha 256/ from hash library
Import json/sha256 is

encryption algorithm

Initialization block:
Define Class of Blockchain:
Product serial: it is a unique id assigned tothe package of the item.
Time Stamp: It records all the changes inentities.
When the change was initiated:
—From Manufacture to the transport company.
Review to get all the details:
Each entity’s results will print with atimestamp.

Rule to Meet: Hash has to Start with X values of 0’s
Difficult=X.  Hash must be 00....
Iteration 1: Previous Hash + Transaction +Index +nonce =0 Result Invalid
38U3I05H3N98IGUEVI903IOH4WT
Iteration 2: Previous Hash+ transaction +Index +nonce=1Units
Result Invalid
NJK4HFGH56RTHFGHFGHFGHFGHFGH
Iteration 3: Previous Hash + Transaction + Index +Nonce=2

Result Valid

00U2JWHEEFSJKDHFNKSLDFSDFSDSDFSD
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Figure. 3.6: Flowchart of a proposed design.
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3.7.1 SHA-256 Algorithm for Product Verification and Accountability

In blockchain-based supply chains, accountability is established through the ability to
trace individual products using cryptographically secure identifiers. Consider a
shipment containing two Apple Boxes and one Mango Box produced by Manufacturer
X. As these items pass through various stages of the supply chain—manufacturing,
transportation, and retail—each event is recorded as a distinct block, hashed using the
SHA-256 algorithm [4]. In this scenario, suppose the second Apple Box arrives
damaged at the retailer's location. The store raises a concern, but determining the
responsible party—whether it was the manufacturer, transporter, or retailer—can be
difficult using conventional systems. Blockchain addresses this challenge by creating
an immutable record of each transaction, including timestamps, environmental
conditions, and digital signatures [9]. By examining the hash trail of the affected
product, stakeholders can identify the exact point at which the anomaly occurred. For
instance, the retailer's blockchain entry may indicate a “flagged” condition status,
showing that the damage was identified on receipt. Tracing backward, if the
transporter's block recorded a healthy status, but the retailer's did not, the discrepancy
is likely to have occurred during or after the handoff [21]. Each product entry includes
a unique serial code, product name, origin and destination, condition status, and an
electronic signature, all encoded and hashed in Python [6]. These data points are

automatically verified against prior entries to detect inconsistencies.

This method ensures:
o Transparency: Every stakeholder has access to the full product journey.
e Traceability: Fault can be assigned precisely to the responsible party.

o Tamper resistance: SHA-256 hashes prevent alteration of records once blocks
are validated [4] .
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This verification process, implemented in Python, is central to maintaining trust,

resolving disputes, and minimizing product loss or fraud in perishable goods logistics.
3.8 Digital Flagging for Product Traceability and Accountability in Blockchain

Blockchain not only records transactional data but also enables digital flagging to
identify issues in real time [6]. In this system, each product is registered with a unique

serial number and its condition status is verified at every point in the supply chain [21].

Consider the scenario where all three products—two Apple Boxes and one Mango
Box—are successfully shipped by the manufacturer and acknowledged by the
transporter. The blockchain records indicate that each item passed inspection at this
stage, with no flags raised. Each block contains a digital signature, confirming that the
transporter has received and approved the product conditions as recorded by the
manufacturer [9]. However, upon final receipt by the retailer, one of the Apple Boxes
is flagged with a status of ‘Yes,” indicating a detected issue such as damage or
temperature deviation. Since the digital signature on the transporter’s block confirmed
that the product was intact during the previous handoff, accountability shifts to the
transporter as the likely source of the discrepancy. Because each product is uniquely
identifiable by its blockchain-stored serial number, the retailer can trace the flagged

item through the chain of custody [4]. The records verify that:
o The manufacturer supplied three items, all in satisfactory condition.
o The transporter received and accepted those items without issue.
e The retailer flagged one of them upon final receipt [28].

This flagging mechanism, in combination with SHA-256 hashing and immutable
logging, allows stakeholders to pinpoint responsibility without ambiguity [5]. It also

provides protection for compliant parties by offering cryptographic proof that the
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product was intact upon their verification [3].

In this way, digital flagging not only ensures transparency but also automates
accountability throughout the blockchain-based supply chain [16].

Table 3.2 shows how product status changes across each stage, from producer to
merchant, with clear flags and digital signatures ensuring traceability and

accountability.

Table 3.2: Status Of the Product While Moving from Each Entity

S.L Criterion Producer X Conveyance Merchant -Z
No Y
1 Goods- id 2 2 2
Goods
2 unique id 50002001 50002001 50002001
3 Name Apple Box Apple Box Apple Box
Transportation Merchant -Z
4 From Producer - X ol erehant-
Producer X
5 To Conveyance X Merchant -X
o ] ) Product is
Report This item is This product Returned
6 in good order 1s damaged
Digital Retailer
signature Approved Review Rejected
8 Flagged N Y Y

3.9 Conclusion: Methodology and System Design
This chapter has detailed the design and implementation of the proposed Blockchain—

NB-IoT integrated architecture, laying the groundwork for a secure and transparent
food supply chain monitoring system. Our methodology involved defining key
modules: data collection via NB-loT-enabled sensors, transmission through 3GPP-
compliant protocols, and secure anchoring onto a permissioned blockchain using

hashed payloads and digital signatures. We outlined the use of cryptographic
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primitives—SHA256 for hashing to secure lightweight devices without overburdening
their limited resources. Through scenario-based diagrams and flowcharts, we
demonstrated how data moves securely from sensor nodes to blockchain records via
NB-IoT base stations, and how the products damaged and explains flowchart in
reviewed by one of entity in supply chain by getting results represents symbolic Flag
as ‘YES or NO’, if “YES’ means product is damaged, ‘NO’ means not damaged for the
particular product id with timestamp by executing python coding as shown in Figures:
3.2,3.3, and 3.4 also possible to implement trigger alerts when temperature or humidity
thresholds are violated. This real-time response capability addresses the critical need

for proactive food safety interventions in transit environments [8].

Importantly, this system design reflects scalability and efficiency: NB-IoT’s extended
battery life and low-power characteristics were preserved, while blockchain's
decentralized ledger added auditability without introducing significant latency. We
also addressed system vulnerabilities like man-in-the-middle attacks, spoofing, and

data tampering by embedding security into both communication and ledger layers [9].

This chapter established the practical feasibility of the hybrid system and demonstrated
how secure, scalable IoT infrastructure can be implemented in sensitive real-time

applications.
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Chapter 4
“Blockchain Security for NB-IoT in Food Supply Chain Using
SHA-512”

4.1 SHA-512 Algorithm for Secure Data Transmission in NB-IoT

This work proposes the SHA-512 algorithm, a modified version that truncates the output
is set to 256 bits. Compared all the way to conventional SHA-256 technique, closer to
yields a superior and effective 256-bit hashing algorithm for 64-bit systems [64].
Additionally, let’s examine the security issues related to the NB-IoT in food supply
chain management by comparing blockchain technology with NB-IoT [41][53]. Our
method utilizes the SHA-512 algorithm and Python software to authenticate data and
construct the blockchain, therefore ensuring the correctness and transparency of data
transmission [64]. Technology can detect damaged agricultural items during transit,
which is essential for maintaining food quality [45]. The suggested technique was
assessed for efficiency and security in comparison to the conventional SHA-256
algorithm. The resolution surpasses the conventional algorithm in efficiency while
preserving an equivalent Degree of security, as indicated by the findings [64]. The
research's results found significant significance for the development of dependable and
efficient data exchange systems inside the NB-IoT [49][53]. Our system is believed to
possess desirable attributes of secrecy, authenticity, accountability, and quality,
rendering it an optimal approach for decentralized and distributed safe transportation
with traceability [47]. This work proposes the SHA-512 algorithm, a modified version
that truncates its output to 256 bits [64]. Compared to the conventional SHA-256

technique, this yields a superior and more efficient 256-bit hashing algorithm for 64-bit
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systems. Additionally, we examine the security issues related to the NB-IoT in food
supply chain management by comparing blockchain technology with NB-IoT [41][49].

Table 4.1: key technical differences that influenced the choice of SHA-512 over SHA-

256 in this implementation.

Attribute SHA-256 SHA-512
Digest Size 256 bits (32 bytes) 512 bits (64 bytes)
Security Moderate (general- High (stronger collision
Level purpose) resistance)
Speed (64-bit Slower Faster (optimized for 64-bit
systems) architecture)
Block Size 512 bits 1024 bits
Collision 226 gperations 2312 gperations
Resistance
Use Case Lightweight systems High-security applications (e.g.,
Suitability with basic integrity supply chain authentication)

Our method utilizes the SHA-512 algorithm and Python software to authenticate data
and construct the blockchain, therefore ensuring the correctness and transparency of
data transmission [64]. Technology can detect damaged agricultural items during
transit, which is essential for maintaining food quality [45]. The suggested technique
was assessed for efficiency and security in comparison to the conventional SHA-256

algorithm. Solution surpasses more conventional algorithm in efficiency while

44



preserving an equivalent degree of protection, as indicated by the findings [64].
Research findings have significant significance for the development of dependable and
efficient data exchange systems inside the NB-IoT [49][53]. Our system is believed to
possess desirable attributes of secrecy, authenticity, accountability, and quality,
rendering it an optimal approach for decentralized and distributed dispersed and

autonomous safe conveyance assisted by tracking information [47].

Keywords Narrowband Internet of Things, SHA-512 algorithm, Blockchain

technology, Food supply chain management, Python.

4.2 Expanding IoT Capacity with NB-IoT for Large-Scale Communication

The Internet of Things (IoT) allows for the interconnection of many devices, which
places a tremendous demand on the existing communication infrastructures. Now, a
radio cell can handle hundreds of smartphones; but soon, ordinary mobile networks may
be able to accommodate millions of devices or sensors. It is anticipated that both the
amount of energy consumed [2] and the pressure placed on the network [3] would

increase. To solve this problem, the NB-IoT standard was eventually put into place [12].

Narrowband machine sensor networks make use of radio waves that are powerful
enough to pierce thick concrete and get access to the most remote subsurface portions
of a construction [14]. With the potential for 5G networks to need little energy
consumption and to function for extended periods of time without the need for battery
replacement, we will be at the forefront of future breakthroughs in communication
technology [22]. A layer of the network will make use of the sensor network that is
already present within the machine. The intelligent network is composed of many tiers,

often known as "slices," with each level being purposefully designed to perform a
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different function [21]. Because there are several network tiers, it will be possible for
all apps to properly interact with one another, if they meet the requirements that are
particular to each application. As an example, vending machines will be able to report
on their own through their own internal sensor networks, permanently installed
streetlights will be able to turn on or off depending on the situation, and parking spots
will be able to notify whether they are available. Numerous opportunities exist for
narrowband Internet of Things across a variety of manufacturing industries [3][25].
Through the interaction of many narrowband Internet of Things devices, a smart city is
an example of the Internet of Things, which improves the safety of metropolitan areas
[28]. We could all stand to gain from your inventiveness in the creation of further
devices that can communicate with one another. In this research, NB-IoT is leveraged
not just for its range and efficiency, but for its strategic ability to transmit authenticated
sensor data from remote, low-power environments to a secure blockchain layer [29][30].
Each participating device—whether installed at the manufacturer, distributor, or retail
end—transmits small, timestamped packets containing temperature, humidity, and
location status, all of which are cryptographically signed before being anchored on- chain
[31]. This selective and efficient data relay ensures that even in bandwidth- constrained
or hard-to-reach areas, every transactional event in the food supply chain is captured in
near-real time with verifiable accuracy [32]. Thus, NB-IoT plays a foundational role in
achieving the core goals of our system: end-to-end traceability, tamper resistance, and

energy-efficient data integrity [33].
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4.3 Blockchain Technology with SHA-512

Blockchain is a decentralized digital ledger that ensures data integrity and traceability
across distributed networks. Each transaction block is linked to the previous block
using cryptographic hashes, creating a secure and immutable chain [5][6]. In this
implementation, the SHA-512 hashing algorithm is used to generate a unique hash for
each block’s header, enhancing cryptographic strength and reducing vulnerability to

collision attacks [45][47].

The “previous block hash” field in each block header ensures traceability and tamper
detection, establishing a continuous and secure data trail [4][7]. Blockchain types
include public, private, consortium, and hybrid, which vary by access control and

governance model [8].
For encryption, symmetric and asymmetric cryptographic methods are used:
» Symmetric encryption: single secret key for both encryption and decryption [9].

e Asymmetric encryption: uses a public-private key pair, suitable for secure

communication between devices [10].

A Public Key Infrastructure (PKI) enables authentication and secure exchange of
digital certificates, often managed by Certification Authorities (CAs) [11].

Table 4.2: Key Cryptographic Concepts in Blockchain Implementation

Feature Description
Hashing Algorithm SHA-512: Generates 512-bit unique hash for each block
Encryption Methods Symmetric (AES) and Asymmetric (RSA)
Block Structure Includes block header, transaction data, and prior block
hash
Network Types Public, Private, Consortium, Hybrid
Security Cryptography, PKI, Digital Signatures
Mechanisms
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4.4 Blockchain and narrowband Internet of Things are getting ready to digitize

farming.

The integration of blockchain with Narrowband Internet of Things (NB-IoT) is
reshaping agriculture by enabling real-time, secure, and verifiable data exchange across
the supply chain [12][17]. In this model, blockchain provides a tamper-proof ledger,

while NB-IoT enables low-power and long-range connectivity, ideal for vast rural

landscapes [21][26].

By deploying IoT sensors on farming equipment, data such as seed location, fertilizer
usage, germination rates, and harvest times can be securely recorded [30][31]. This
ensures full traceability from seed to sale, empowering farmers to optimize yields,

reduce losses, and verify quality at each step [25].

Moreover, blockchain enables direct value exchange—such as product sales and
payment transfers—without intermediaries, increasing transparency and data security
[18][29]. Consumers can verify product origin and quality, thereby avoiding counterfeit

goods [22].

~—
Crop Monitoring

= e D

| —

loT Sensors Blockahali Quality Assurance
= o )

| —
g' i Fraud Prevention

Crop Monitoring

Figure 4.1: Integration of Blockchain and NB-IoT in Agricultural Supply Chain
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4.5 Using Blockchain for Supply Chain Management

Blockchain is a distributed ledger technology that records transactions across multiple
nodes using cryptographic linking, ensuring that data remains secure, immutable, and
verifiable [19][23]. Unlike centralized databases, blockchain operates on a consensus
mechanism where changes are validated by the majority of participating nodes—

enhancing trust and reducing fraud [16][28].

In the context of supply chain management, blockchain improves traceability,
transparency, and efficiency [21][26]. Every stage—from production to processing,
storage, and delivery—is recorded as a transaction block. Each block is linked to the
previous one, making it nearly impossible to tamper with records without detection

[12][29].

For food supply chains, this is especially critical. Perishable goods require continuous
monitoring and authenticated documentation of handling conditions [17]. With

blockchain:
e Manufacturers can log origin, batch ID, and initial quality [25].
o Transporters can record temperature, delays, or incidents in real time [31].
o Retailers can verify product authenticity and compliance [30].

e Consumers gain visibility over where their food came from and how it was

handled [22].

This system reduces reliance on centralized databases and enables rapid product recall

in case of faults, preventing costly delays and improving public safety [20][27].
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Table 4.3: Blockchain Applications in Food Supply Chains

Stakeholder Blockchain Use Case Benefit
Manufacturer Record batch data, origin Enhances quality control
Logistics Log handling events (temp, Increases reliability and
Firm transit time) accountability
Retailer Verify authenticity, check Prevents fraud, improves
chain of custody compliance
Consumer Access product history Builds trust, detects

counterfeit goods

4.6 Narrow Band-IoT (NB-IoT) in Existing SG Technology

NB-IoT is built on the foundation of the wireless Internet of Things protocol that is
based on low-power wide area networks (LPWAN). 3GPP established this specification
with the intention of making it easier for NB-IoT devices and services to be accessed
over cellular wireless networks [3][7]. With the help of the 3GPP, the NB-IoT LPWAN
standard was established. Internet of Things devices are able to function over carrier
networks thanks to NB-IoT, which either operates on their own or makes use of a "guard
band" that is located between LTE channels [9][15]. Increasing the availability of
cellular services is the primary goal of NB-IoT architecture. The transmission
repetitions and bandwidth allotment settings supported by NB-uplink Internet of Things
make this possible. With the assistance of NB-IoT, new IoT devices and software can
be developed. NB-IoT enhances the effectiveness of data transfer rates and system
capacity while simultaneously lowering the amount of power that linked devices

consume. This is especially true in more remote places [26]. Numerous NB-IoT devices
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are capable of operating without the need to recharge their batteries for a period of ten
years [15][26]. There are now 107 networks that have been introduced or implemented
by 159 different operators. These networks are part of the NB-IoT [7]. Sending the same
data and control signals over and over again is the key solution that the 3GPP proposes
for improving the coverage of NB-based loT devices [3].

Additionally, additional NB-IoT efforts are taking into consideration the newly acquired
capacity of repeating. In order to optimize energy, data rate, coverage, and coding
efficiency, the strategy will adapt links for resource management by considering a two-
dimensional space, namely the selection of the MCS level and the gumption of the
repetition number. This is similar to the way that standard LTE systems [3] operate.
When a signal is built in this manner, it can be sent across larger distances and with
higher resistance to interference and noise [7][15]. As a conclusion, the majority of
plans aim for a connection expense that is between 150 and 10 decibels, which is
equivalent to a few miles in urban regions and tens of kilometers in rural areas [26]. The
reliability of decoding at the receiving end (or symbol) is increased when transmission
is carried out with a higher concentration of energy. On average, the sensitivity levels
of receivers can be as low as -130 decibels millimeters [26]. The majority of low-power
wide-area network (LPWAN) choices require either a narrowband or spread spectrum
modulating technique to be implemented. In order to ensure that a consistent power
level is maintained, spread spectrum is able to transmit the dispersion of a narrowband
signal more effectively than a larger frequency range [9]. A sound signal that is sent

consists of the fundamental transmission safe, resistant
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Table. 4.4: Comparison of various IoT and progress towards 5G technology. to
interference, and resistance to jamming are all characteristics of this system.

Coverage Spectrum .
Technology Area Bandwidth Rate Terminal Cost
NB-IoT .
- Licensed 700
=)
Ite <1k 164 | 900 Mz, 200 | <sokbps | 4% 88;8;
kHz shared
NB-loT
Wi-Fi
wi () 17-30+ meters | 2.4 GHz 802.11 | 150 Mbps | 4.00$ (2016)
Bluetooth 5 4 GH
. VA
gm 1-10+ meters 202.15.1 1 Mbps 4.008 (2016)
Sigfox <12km, 160 | Unlicensed 900 | _ oo\ | 4.008 (2015),
dB MHz, 100 kHz PS 1 2.65$ (2020)
—LoRa_ <10km, 157 | Unlicensed 900 | _ .0 | 4.008 (2015),
LoRa dB MHz, 100 kHz PS 12,648 (2020)
LTE-M
(eMTC, Rel.13) <10k Licensed 700
A m, 156 - 5.00$ (2015),
D IB MHz-1.4 MHz | <1 Mbps 2.648 (2020)
shared
EC-GSM (Rel. :
13) <15km, 164 | Licensed 900 4.55$ (2015),
MHz, 200 kHz 10 kbps
.«ml dB shared 2.97% (2020)
CEMm-’
Zigbee Pro 2.4 GHz 4.00$ (2015)
Qm 1-100+ meters R02.15.4 250 kbps 2.93$ (2020)
5G Targets Licensed 700
<12km, 1601 \1h, 900 kHz | <1 Mbps <28
dB
shared

4.7 SHA-512 Algorithm

Retailers Buy Agri-Products from Producers.
Input: import sha 512/ from hash library

Import json /sha 512 is encryption algorithm Initialization block:

Define Class of Blockchain:
Product serial: it is a unique id assigned to the package of the item
Time Stamp: It records all the changes in entities
When the change was initiated: —From Manufacture to the transport
company. Review to get all the details:

Each entity’s results will print with a timestamp.
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4.7.1 HASH Rule to Meet: Hash Must Start with X Values of 0’s

Difficult = X. — Hash must be 00... Transaction + Index + nonce = 0 Result Invalid

Iteration 1: Previous Hash +

— Iteration 233u3105H3N98IGUEVI90310H4WT : Previous Hash + transaction + Index + nonce

=1 Result Invalid —

NJK4HFGH56RTHFGHFGHFGHFGHFGH

Iteration 3 Result Valid: Previous Hash — + Transaction + Index + Nonce = 2

00U2JWHEEFSJKDHFNKSLDFSDFSDSDFSD

4.7.2 The current state of flags in every entity

e When you consider that everything in this location originated from the
manufacturer and was sent to the transportation firm, you will see that everything
about the digital signature was accepted, and everything appeared to be in fine
condition. This transaction did not contain any flags of any kind.

e  When the merchant receives the items from the shipping firm, one of those
products is marked with a 'Yes', which indicates that there was an issue with the
product.

e  The retailer ought to proceed with the inspection of the digital signature and
transfer responsibility to the transportation business. This is due to the fact that the
transportation company acknowledged the block in the blockchain and stated that
everything was in order between the business that provides transportation services
and the maker.

e  From this point forward, retailers are also able to track down that particular item

because they possess its own unique product serial number, which can be found
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right here. There are no issues with the other two goods because they are also of
high quality.
Implementation of Algorithm SHA-512 for Product Verification

Table No. 4.5: Goods condition as it relates to the among entities

Criterion Producer X Conveyance Y Merchant Z
Goods ID 2 2 2

Unique Serial 50002001 50002001 50002001
Number

Product Name Apple Box Apple Box Apple Box
From Producer X Conveyance Y Merchant Z
To Conveyance Y Merchant Z Producer X
Report Status Good Order Damaged Returned
Digital Signature Approved Review Requested Rejected
Flagged No Yes Yes

To ensure product authenticity and trace back damage responsibility, blockchain
combined with SHA-512 hashing is employed. Each product—such as Apple and
Mango boxes—is assigned a unique identifier. In a scenario where one Apple box is
reported damaged at the retailer’s end, the blockchain ledger and SHA-512 algorithm
help track the product's journey from manufacturer to retailer, identifying where the
fault occurred. This blockchain-backed traceability allows:

Linking digital signatures with physical product handling,

» Accountability at each transaction point,

* Identification of the entity responsible for damage.

Python is used to extract and validate data including serial numbers, source/destination
details, digital signatures, and status flags. This ensures that only the authenticated
product record reaches the end consumer, and any anomalies can be traced and verified

cryptographically.
54



4.8 Conclusion

This chapter explored the practical implementation of blockchain technology,
specifically the SHA-512 hashing algorithm, within the context of the food supply
chain. By integrating NB-IoT for real-time monitoring and using Python for
cryptographic verification, we demonstrated how the system can track products
through various stages—from manufacturer to distributor, transporter, and

retailer—ensuring traceability, transparency, and accountability [26][37][49].

SHA-512 was selected over SHA-256 for its stronger cryptographic robustness
and industry-wide acceptance [58]. The use of digital flags, electronic signatures,
and serial identifiers allowed for precise tracking of damaged goods, helping

pinpoint the responsible entity in the event of a failure or dispute [41][55].

As part of future work, this research proposes implementing these security
algorithms into smart contracts—enabling automated, secure, and reversible fund
transfers between supply chain actors without delays [60][61]. As we move into
Chapter 5, the focus shifts to evaluating the system’s performance—benchmarking
key metrics such as energy consumption, latency, and data integrity under different

load and fault conditions.
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Chapter 5
Blockchain Enabled Secure Data Transmission with NB-IoT
deployment in Smart Agriculture Crop Watch

5.1 Integrating Blockchain and NB-IoT for Secure Agricultural Monitoring

The integration of NB-IoT with blockchain technology offers a robust solution to
improve the security and reliability of data transmission in smart agriculture [27][38].
This section centre’s on Crop Watch, a monitoring system that uses [oT sensors to track
conditions across the farming lifecycle. NB-IoT provides deep coverage, low power
consumption, and supports massive device connectivity—making it ideal for rural,
sensor-dense environments [42][49]. However, it lacks inbuilt mechanisms for secure
authentication, anonymity, and data trust. To address these limitations, blockchain is
introduced as a decentralized, tamper-proof ledger [33][45]. Its cryptographic
backbone ensures that each data point transmitted by NB-IoT sensors—such as soil
condition, humidity, or crop location—is traceable and verifiable [37][53]. The
integration improves data accountability and allows stakeholders to detect and audit

anomalies in real time [58].

By combining public key cryptography, NB-IoT’s energy-efficient communication,
and blockchain’s immutable architecture, this framework ensures secure, efficient, and

scalable agricultural monitoring—critical for modern supply chains [60][62].

5.2 NB-IoT Architecture and Its Integration with Blockchain for Secure IoT
The NB-IoT architecture is built upon the 3GPP Evolved Packet System (EPS), a
scalable, IP-based network originally standardized in 3GPP Release 8 [21][28]. Key

components include:

e User Equipment (UE): Sensor or device transmitting loT data.
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o eNodeB: Base station handling radio communication.

e MME/SGW/PGW: Responsible for mobility management, data routing, and

connection to application servers [29].

NB-IoT ensures low-power, wide-area connectivity with high reliability and deep
indoor penetration. It enables control-plane data transfer using Data over NAS,
minimizing overhead for small payloads—ideal for low-throughput IoT environments
[30][32].

To enhance data integrity and security, blockchain can be layered on top of NB-IoT
communication. By integrating a lightweight blockchain model, such as a permissioned
ledger or Proof-of-Authority (PoA), NB-IoT devices can securely transmit hashed
sensor data without increasing communication load [34][40]. This mitigates

vulnerabilities such as spoofing, unauthorized access, and message tampering [44][47].

Such integration allows:

o Immutable logging of transmission events [49].

» Secure verification of sensor origin and identity [52].

o Cross-entity accountability in data exchanges [55].

5.3 IoT-Based Smart Agriculture: Irrigation and Livestock Monitoring
Frameworks

Smart agriculture leverages IoT-enabled systems to enhance operational efficiency,
particularly in irrigation management and livestock monitoring. A typical IoT
architecture in agriculture comprises three main layers: the Sensor Layer, the

Information Processing Layer, and the Application Layer.
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Sensor Layer: Field-deployed sensors collect real-time environmental data such
as soil moisture, temperature, and humidity. For livestock monitoring,
biosensors capture physiological metrics including body temperature, heart rate,
and movement patterns [44][51].

Information Processing Layer: This layer utilizes edge or cloud-based
computing to process sensor inputs. Algorithms assess thresholds (e.g., soil
moisture < 20%) to trigger automated irrigation cycles or detect anomalies in
livestock health [56].

Application Layer: Provides an interface—often via mobile or web platforms—
for farmers to monitor crop conditions, manage irrigation schedules, or receive

alerts about animal health.

NB-IoT plays a critical role in transmitting low-frequency data over long distances with

minimal power usage. Sensors embedded in irrigation equipment or animal collars

communicate through NB-IoT modules to central gateways [47][52]. This ensures

energy-efficient, wide-area coverage even in rural or hard-to-reach zones.

To enhance trust and traceability, blockchain technology is integrated at the data

management layer. Each data transaction (e.g., moisture reading or health status) is

hashed and time-stamped using algorithms like SHA-256, forming an immutable record

[63]. This prevents tampering and ensures end-to-end data transparency across the

agricultural supply chain.

The framework improves decision-making through:

Real-time analytics on crop stress levels or animal health anomalies,
Energy-efficient sensor communication using NB-IoT,

Secure data logging and verification via blockchain smart contracts [67].

Implementation of this integrated system addresses key challenges such as data
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integrity, power constraints, and remote accessibility. Figure 5.1 illustrates the role of

IoT in remote monitoring of livestock health.

5 5 £ Moy 4

Figure 5.1. Role of [oT in Remote Monitoring of Livestock Heal

5.4 Implementing Crop Watch

The Crop Watch system is a real-time agricultural monitoring framework that integrates NB-IoT
for efficient data transmission and blockchain technology for secure, tamper-proof storage and

verification of data.
The architecture is composed of the following critical components:
Key Features and Benefits:

e Power Efficiency: NB-IoT supports multi-year battery life, critical for

remote deployment.

o Data Integrity: Blockchain ensures that collected data cannot be altered or

deleted.
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e Real-Time Decisions: The system enables precision agriculture through
instant feedback and alerts (e.g., triggering irrigation when moisture drops

below threshold).

o Stakeholder Accessibility: Authorized users access secure, validated data to

guide planting, irrigation, pest control, and harvesting strategies.

Through this system, Crop Watch addresses core challenges of connectivity, energy

consumption, and data trust in large-scale agricultural monitoring. The synergy of

NB-IoT and blockchain enhances both field coverage and cyber-resilience.

5.5 Secure Data Transmission Using Public-Key Cryptography Technique.

In the realm of secure communication, public-key cryptography, which is often referred
to as asymmetric key cryptography, has been a game-changer. This groundbreaking
idea was developed by Whitfield Diffie and Martin Hellman in 1976. It makes use of
two mathematically connected keys, one of which is a private key that is kept
confidential by the owner, and the other of which is a public key that may be freely
disseminated to establish a safe connection with the owner. Streamlining key
management, boosting system security, and removing the requirement for a secure key
exchange channel prior to communication are all outcomes of the utilization of the
private key for the purpose of decrypting data that has been encrypted using the public
key [1][2]. Public-key cryptography offers a variety of uses, including digital
signatures, in addition to encryption and decryption abilities. Through the use of the
private key, digital signatures authenticate and verify communications. The
authenticity of the signatures is then validated by the public key, which ensures that the
sender's identity is trusted and that the message is delivered in its entirety [3][4]. Public-
key cryptography has had a substantial impact on the effectiveness of secure
communication ever since it was first introduced. The fact that it is able to employ two

keys that are connected to one another makes key management easier, increases
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security, and allows essential operations such as encryption, decryption, and digital
signatures, as shown in Figures 5.1 and 5.2 [5]. The development of public-key
cryptography has made it possible to ensure the confidentiality and safety of

communication over networks that are not secure [6].

Table5.10: NB-IoT and Blockchain-Enabled Smart Agriculture System Architecture

Component Functionality
NB-IoT The present invention discloses that NB-IoT enabled
Enabled IoT sensing devices are deployed within agricultural zones
Devices wherein said devices continuously monitor environmental
parameters including but not limited to soil moisture,
ambient temperature, humidity, and solar radiation.
Gateways & The present invention further provides gateways and base

Base Stations

station infrastructure that facilitate wide-area and low-
power communication, thereby establishing connectivity
between the distributed sensing devices and the respective
backend system using NB-IoT spectrum.

Central Data

The present invention encompasses a central data server

Server configured to collect, aggregate, and store real-time sensor
data, wherein said server enables processing and
visualization functionalities for agricultural analytics.

Blockchain The present invention further integrates blockchain in

Integration which each sensor record is hashed by means of a
cryptographic  algorithm such as SHA-256 and
subsequently stored within a distributed ledger, thereby
ensuring immutability and secure traceability of collected
data.

User Dashboard The present invention discloses a user dashboard delivered

Interface through a web-based or mobile-based interface wherein

farmers and agronomists are enabled to access field
analytics, evaluate crop health conditions, and receive
automated alerts or intelligent recommendations.
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5.6 Proposed Flow Chart

Setting up a two-way authentication system using the SIM7070G NB-IoT module with blockchain

integration

Start

'

Initialize Microcontroller and
SIM7070G NB-IoT Module

I

Connect to NB-IoT Network
(Using SIM7070G Module)

!

Register Device on Blockchain
(Store Public Key)

!

Blockchain Sends
Challenge to IoT Device

!

Sign Challenge with Private [Key

(on IoT Device)

.

Send Signed Challenge to
Blockchain

Blockchain Verifies Signature
(Using Public Key)

Yes l

Device Authentication
Success

IoT Device Transmits Data to
Blockchain

END

# Process by initializing

# Connect to the NB-IoT network
using the SIM7070G module

# Register the IoT device on the blockchain,
typically, public key.

# The blockchain network sends a challenge
(e.g., arandom number) to the IoT device.

# The IoT device indicates the difficulty using
private key.

# The executed challenge is returned to the
blockchain.

Authentication Failed
(Retry or Abort)

#Authentication Checks

#The device is authenticated and allowed to transmit data

#After successful authentication,
the IoT device transmits its data
securely to the blockchain

Encryption and decryption Technique
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5.7 Simulation Results of NB-IoT and Blockchain-based Agricultural
Monitoring

5.7.1 NB-IoT Module SIM7070G and Blockchain Setup

v, 8 _1). NB-IoT
Module:
SIM7070G

2). Raspberry-Pi -4 Board

Figure 5.4: NB-IoT Module Setup

e Components:

1. SIM7070G NB-IoT Module: Facilitates communication over NB-IoT.

2. Raspberry-Pi Interfaces with the SIM7070G module.

3. Blockchain Platform (Ethereum, Hyperledger): Manages authentication and
data integrity.

4. Power Supply & SIM Card: To power the microcontroller and provide network
access.

Use Case: A smart irrigation system in agriculture where the SIM7070G module

communicates soil moisture data to be a blockchain-based monitoring module setup

shown in the above Figure: 6.1
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. Device Setup: The smart irrigation system (IoT device) is equipped with a
SIM7070G module and connected to a microcontroller.
. Registration: The device registers with the blockchain, sharing its public key.
Challenge-Response:
o The blockchain sends a challenge (e.g., a random number) to the device.
o The device signs this challenge with its private key and sends it back.
o The blockchain verifies the signature using the device’s public key.
. Data Logging: Once authenticated, the device sends soil moisture data to the

blockchain for secure logging and analysis.

5.7.2 Experimental Setup:

To validate the effectiveness of the proposed NB-IoT and blockchain-integrated smart

agriculture solution, a real-time experimental setup was developed using a Raspberry

Pi 4 Model B and a SIM7070G NB-IoT module. Two key environmental sensors — the

DHT22 temperature and humidity sensor and a capacitive soil moisture sensor — were

interfaced directly with the Raspberry Pi through its GPIO pins. The circuit wiring setup

for sensors connections shown in the below Figure :5.5

DHT22 -
TEMPERATURE =
AND HUMIDITY

Temperature

SENSOR (:)v" 2?(;8
_ Humidity
® ) ®
CAPACITIVE| _ | ‘ 55
SOIL %
MOISTURE
SENSOR Soll Moisture
Raspberry Pi - -
with SIM707G ) el 411
NB-loT Module
SOIL MOISTURE Dashboard
SENSOR

Figure 5.5: NB-IoT Module setup with connections
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1). DHT?22 Sensor

DHT?22 Pin Raspberry Pi GPIO Function

VCC 5V (Pin 2) Power supply
GND GND (Pin 6) Ground

DATA GPI10O4 (Pin 7) Signal (Data out)

2). Capacitive Soil Moisture Sensor (Digital version) : A0 can be used with an

ADC module like MCP3008 for analog reading

Sensor Pin Raspberry Pi GP1IO Function
VCC 5V (Pin 4) Power supply
GND GND (Pin 9) Ground

D0 (Data) GPIO17 (Pin 11) Digital signal

3). NB-IoT SIM7070G Module

Module Pin Source

VCC 3.7V—4.2V source (e.g., via buck converter or battery)
GND GND (shared with Pi)

The entire system was programmed in Python and deployed using an internet-enabled
NB-IoT SIM card. Real-time sensor readings were collected and cryptographically
hashed using the SHA-256 algorithm, simulating blockchain authentication. The
payload, including timestamped temperature, humidity, and soil moisture data, along
with the digital hash, was continuously published to a live telemetry dashboard hosted
at https://demo.thingsboard.io.

Each data point was automatically pushed every 10 seconds using secure HTTP POST
requests to Things Board’s device API. The data was visualized through gauge charts

and historical time-series graphs. Python script imports shown in below Figure 5.6.
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import time
import json

import hashlib

import requests

import Adafruit DHT
import RPi.GPIO as GPIO

Figure 5.6: Python script imports the required modules

This section of the Python script imports the required modules for real-time sensor data

collection and secure transmission.

Adafruit DHT is used to read temperature and humidity from the DHT22
Sensor.
RPi.GPIO is for interacting with Raspberry Pi’s GPIO pins to read soil moisture

values.

requests handles HTTP communication to send data to the Things Board dashboard,

while hashlib generates blockchain-style hashes. The code communication credentials

for sending data shown in below Figure 5.7.

THINGSBOARD ACCESS TOKEN = "YOUR DEVICE ACCESS TOKEN'

THINGSBOARD URL = ‘https://demo. thingsboard.io/api/v1/" + THINGSBOARD ACCESS TOKEN + '/telemetry’

Figure 5.7: Communication credentials for sending data to ThingsBoard.

THINGSBOARD ACCESS TOKEN is a unique device token from
ThingsBoard used for authentication.

THINGSBOARD_URL builds the complete API endpoint by combining the
base URL with the token.

This endpoint is used to post telemetry data from the Raspberry Pi to the cloud
dashboard. The code block configures the Raspberry Pi’s GPIO pins shown in
below Figure: 5.8.
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DHT_SENSOR = Adafruit DHT.DHT22
DHT PIN = 4

SOIL PIN = 17
GPI0. setmode (GPTO. BCM)
GPT0. Setup(SOIL_PIN, GPIO.IN)

Figure 5.8: This code block configures the Raspberry Pi’s GPIO pins
This code block configures the Raspberry Pi’s GPIO pins to read data from two sensors.
e The DHT?22 sensor is set to use GPIO4 (Pin 7) for measuring temperature and
humidity.
o The Soil Moisture sensor is connected to GP1O17 (Pin 11) in digital mode for
wet/dry detection.
e GPIO.setmode(GPIO.BCM) enables BCM pin numbering, and GPIO.setup()

initializes the soil pin for input reading.

re():
P10, input (SOIL PIN) == GPIO.IGH else 0

humidity, temperature = Adafruit DHT.read retry(DHT SENSOR, DHT PIN)
1f humidity is not None and temperature is not None:
soil moisture = read soil moisture()
data = {
“timestamp”: time,time(),

“temperature”: round(temperature, 2),
“humidity": umidity, 2 ,‘
"soil moisture": soil moisture

1
J

data["hash"| = hashlib.sha256(json.dumps(data).encode()).hexdigest()
return data
else:
print("Sensor failure. Check connections.")
return None

Figure 5.9: Code defines functions to collect and structure sensor data for transmission
e Read soil moisture () reads the digital soil sensor and returns 1 for dry or 0 for

wet.

e Generate payload () reads real-time temperature and humidity from the DHT22

sensor, and soil moisture from the GPIO pin.
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It bundles this data into a dictionary and adds a SHA-256 hash for secure
blockchain-style integrity before returning it. The Code defines functions shown

in above Figure 5.9.

b

ort requests

v
THINGSBOARD ACCESS_TOKEN
THINGSBOARD URL - 'htt jemo. thingsboard. io/api/vi THINGSBOARD ACCESS TOKEN

encode hexdigest

Figure 5.10: Simulation results executed in Python code

The Python script executed in the simulation effectively generates and transmits real-

time environmental data using random values to mimic real sensor readings as shown

in Figure 6.7 above. Each data packet includes a timestamp, temperature (between 22—

30°C), humidity (40-70%), and soil moisture (300-800 units). These values are

securely hashed using SHA-256 to ensure data integrity before being sent to the

ThingsBoard cloud dashboard. As shown in the terminal output, telemetry data was

successfully delivered every few seconds, with each payload including a unique

cryptographic hash — simulating secure and continuous environmental monitoring as

it would behave in a real NB-loT-based smart agriculture deployment.
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5.7.3 Agri Monitoring NB-IoT Module SIM7070G:

The real-time dashboard hosted on ThingsBoard successfully captured live telemetry
data from the NB-loT-based prototype device labelled AgriMonitor NB-
IoT_SIM7070G shown in Figure 5.10 below. At the recorded timestamp, the system
measured a temperature of 29.66°C, humidity at 58.93%, and a soil moisture reading

of 355.23, indicating moderately moist field conditions.

““ e MD Chand Pasha .

Tenant administrator

AgriMonitor_NB-loT_SIM7070G

Device details

< Details Attributes Latest telemetry Calculated fields Alarms Events

Telemetry + Q
[] Lastupdate time Key Value

[] 2025-06-0822:58:18 hash abf1b4f5042daaf673e6c0ca964c11eb2... []
[] 2025-06-0822:58:18 humidity 58.93 [
[] 20250608 22:58:18 soil_moisture 355.23 [}
[] 202506-0822:58:18 temperature 29.66 ]
[] 20250608 22:58:18 timestamp 1.7494036951536715E9 ]

Figure: 5.11: Dashboard Telemetry key parameters result in live.

Each data transaction was securely hashed using the SHA-256 algorithm, with the
resulting hash confirming blockchain-style data integrity. The seamless upload and
structured display on the ThingsBoard interface validated the functional end-to-end
transmission of environmental data from sensor to cloud as shown in above Figure

No:5.11.
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5.7.4 Results and Analysis
The implementation of a blockchain-enabled NB-IoT monitoring system for smart

agriculture centered on the SIM7070G module and Raspberry Pi 4 has demonstrated
substantial improvements in secure data transmission, energy efficiency, and real-time
environmental monitoring. Through the integration of the DHT22 and capacitive soil
moisture sensors, the system reliably captured temperature, humidity, and soil
conditions, with each telemetry packet securely hashed using SHA-256 and published
to a ThingsBoard cloud dashboard every 10 seconds.

Live testing recorded a temperature of 29.66°C, humidity at 58.93%, and soil moisture
at 355.23 units, affirming the system’s capability for accurate, real-time sensing under
moderate field conditions. Over successive cycles, the system maintained
cryptographic consistency by embedding SHA-256 hashes in each payload, ensuring

tamper-evident data transmission.

Quantitatively, the NB-loT-based solution significantly outperformed traditional IoT

systems across multiple performance metrics:

o Transmission Efficiency: Data transmission time was reduced by 30%, from

22 seconds (traditional IoT) to 15 seconds (NB-10T).

e Energy Usage: Power consumption per transmission dropped from 0.36 J to

0.25 J—an improvement of approximately 30%.

e Sensor Longevity: Battery life increased from 3-4 months to 6 months,

representing a 50% gain in operational duration.

e Network Throughput: Enhanced throughput was observed, improving from 40
kbps (80 nodes) to 50 kbps (100 nodes), indicating better scalability.

e Error Reduction: Transmission errors dropped from 1 in every 50 messages to

1 in every 200—demonstrating a 60% reduction.

e Operational Gains: Farmers reported time savings of 3—4 hours per week due
to remote monitoring capabilities, alongside a 5-10% crop yield improvement

attributed to timely irrigation and anomaly alerts.
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It appears that the integrated NB-IoT and blockchain system has the potential to provide
safe and efficient data transfer in smart agricultural applications such as crop
monitoring. Several significant features of the system's performance were evaluated
using the evaluation metrics that are displayed in graph Figure 5.12 and table no. 5.3
respectively. A demonstration of the latency reductions and faster data retrieval
capabilities made possible by NB-IoT is the fact that the data transmission times were
much shorter when compared to older Internet of Things (IoT) systems. Additionally,
the energy consumption of the Internet of Things devices was improved, which resulted
in an extension of their battery life for long-term deployment in the field. The expanded
data transmission capabilities of NB-IoT were highlighted by the fact that the integrated
system had a greater network throughput compared to conventional IoT networks. In
general, the findings suggest that the combination of blockchain technology with the
NB-IoT solution has the potential to enhance data security, dependability, and resource
utilization for real-time production monitoring. Through enhanced decision-making
that is supported by the optimum flow of data, this has the potential to increase

agricultural output and enhance the sustainability of agricultural practices.

Enhanced Comparison of Traditional System vs NB-loT System
100% 100%

M Traditional System
= NB-loT System

75%

Values (Percentage)

Metrics

Figure 5.12 Comparison of Traditional system vs NB-IoT System
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Table No. 5.2: Traditional (IoT) vs NB-IoT system

Metric Traditional NB-IoT System Improvement
System (IoT)

Data 22 seconds 15 seconds Reduced by 30%

Transmission

Time (1IMB)

IoT Sensor 3-4 months 6 months Extended by over

Battery Life 50%

Network 40 kbps with 80 50 kbps with 100 Increased by 25%

Throughput nodes nodes

Energy 0361 0.251] Reduced by 30%

Consumption per

Transmission

Data 1 in 50 1 in 200 Decreased by over

Transmission transmissions transmissions 60%

Errors

Crop Yield Baseline crop yield 5-10% increase Improved crop

Improvement management

Time Savings for  No remote 3-4 hours saved Enhanced

Farmers (per monitoring efficiency

week)

5.8 Conclusion: Performance Evaluation

This comparative evaluation underscores that integrating NB-IoT with blockchain not
only strengthens data integrity and traceability through decentralized logging but also
supports sustainable deployment in resource-constrained environments. Traditional
systems, plagued by latency and centralized vulnerabilities, failed to match the

autonomous fault detection and secure reporting capabilities achieved here.

In conclusion, the real-time simulation confirms that this architecture achieves its
objectives: enabling low-latency, energy-efficient, and tamper-proof transmission of
agricultural data, with tangible benefits for crop yield, resource management, and

stakeholder accountability. These results validate the prototype’s applicability in real-
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world agricultural supply chains and establish a strong foundation for future smart

farming innovations.
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Chapter 6
Experimental Results and Analysis

6.1 Mathematical Proof of RSA Algorithm and NB-IoT Integration
1. RSA Key Generation
RSA relies on modular arithmetic and prime factorization for secure encryption.

The steps are as follows:
1. Select Two Large Prime Numbers: p=61, q=53

2. Compute Modulus (n): n=pxq=61x53=3233

3. Compute Euler’s Totient Function
o(n)=(p—1)x(q—1)=(61-1)%(53—1) = 60x52=3120

4. Choose Public Exponent (e):
* Commonly chosen value: e=17
* It must satisfy: 1<e<d(n) and ged(e,p(n))=1

5. Compute Private Key (d):
Using modular inverse: dxe=Imod ¢(n) dx17=1mod 3120
* Solving using Extended Euclidean Algorithm: d=2753
Thus, the key pair is:
* Public Key: (e=17, n=3233)
* Private Key: (d=2753, n=3233)

2. Encrypting Sensor Data
e we have a sensor reading: Temperature (T) = 25.6°C, Humidity (H) = 60%.
o Convert sensor data into an integer message (ASCII encoding or another
numerical representation): M=1234

« Encrypt using the public key: C=EM® mod nC =1234'"mod 3233
e Using modular exponentiation: C=850

o Transmit the encrypted data (C = 850) via NB-IoT SIM7070G.

3. Decryption at Receiver
e Receiver uses private key to decrypt the message: M=C® mod n

850*>*mod 3233
Solving via modular exponentiation gives: M=1234

o Successfully retrieved original sensor data: M=1234

4. Storing Data on Blockchain
o Compute SHA-256 hash of concatenated sensor data: H=SHA-256(T||H)

75



o H=\text{SHA-256}(T || H)

o Example hash: H="5e884898da28047151...”

o H=\text{“5e884898da28047151...”}.
Append to blockchain ledger, ensuring immutable records. This setup integrates RSA
encryption, NB-IoT for transmission, and blockchain for secure storage, ensuring end-

to-end security and data integrity.

6.1.1 Preventing Unauthorized Sensor Registration in the Blockchain Prototype
In blockchain-enabled NB-IoT ecosystems, unauthorized sensor access presents a
serious vulnerability, potentially leading to data spoofing, unauthorized resource usage,
and network compromise. To prevent untrusted devices from injecting data into the
system, this prototype adopts a layered identity verification architecture combining
Public Key Infrastructure (PKI) and smart contract validation mechanisms.

Each legitimate sensor is first assigned a unique RSA key pair. The public key is
submitted to a blockchain-based sensor registry, while the private key is embedded
securely within the sensor for signing transmitted data. A Certificate Authority (CA)
then signs this public key to generate a digital certificate, establishing the device’s
authenticity within the system. Once registered, the sensor’s public key and certificate
hash are immutably stored on the blockchain via a Sensor Registry smart contract. This
contract acts as a decentralized database that ensures only authenticated sensors are
allowed to publish data. During operation, every data packet sent by a sensor is digitally
signed using its private key. Before that data is accepted by the blockchain network, the
smart contract verifies the signature against the stored public key. This prevents
unauthorized sensors from injecting false data or impersonating trusted devices .This
process significantly reduces the risks associated with traditional NB-IoT environments
that typically lack built-in cryptographic verification. The integration of PKI with

blockchain smart contracts not only authenticates sensor identity but also provides a
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tamper-proof audit trail for all registration events . To visually represent the proposed
security enhancement, Figure 6.1.1 outlines the secure sensor registration and data
verification flow. This diagram demonstrates how blockchain-integrated NB-IoT
systems can incorporate cryptographic identity issuance, certificate authority
validation, and smart contract-based registry to prevent unauthorized sensor
participation. By enforcing such a layered security model, the system ensures that only
legitimate IoT devices can communicate within the network, significantly improving

traceability, data integrity, and resistance against spoofing or injection attacks.

Preventing Unauthorised Sensor Registration
in the Blockchain Prototype

Encryption

Sensor Registration with PKI )
and Decryption

e Each sensor has a unique RSA key pair —

e The public key is shared with
blockchain )
Il Sensor
CA Issues Digital Certificate Sign
e Certificate Authority signs the sensor’s . ¥
public key y Data
v Verify
Sensor Identity Stored on ¥
Blockchain #00
» Public key and certificate hash stored
in Sensor Registry smart contract v G5

Figure 6.1: Secure Sensor Registration with Blockchain and PK

6.1.2 Significance of Hashing in Ensuring Data Integrity
In the implemented system, hashing plays a pivotal role in validating the integrity of

sensor data throughout the food supply chain. As illustrated in Figure 6.2, even the
slightest modification in the input string (e.g., removal of a punctuation mark or
capitalization change) results in a completely different hash output when using SHA-

256. This property ensures that tampered or altered records are immediately detectable.
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Hashing

INPUT (A TEXT HasH RESULT (SHA-256)
STRING)

No matter the size of the input string, the output is always 64 characters

A completely different hash result though the change in text string “The world is a balloon!” is
minute i.e. removal of “!” or replacing “The” with “the”. Provides security from tampering during
transmission.

Figure 6.2: Impact of Minor Text Changes on SHA-256 Hash Values

To improve security and compatibility with modern 64-bit architectures, our
experiment further incorporates SHA-512 hashing. Compared to SHA-256, SHA-512
provides a longer digest and enhanced resistance to collision attacks. Additionally, the
algorithm was truncated for optimization, allowing more efficient processing on
resource-constrained NB-IoT devices without sacrificing cryptographic strength. This
optimization enables secure logging of environmental data (e.g., temperature,
humidity) from the sensor to the blockchain while preserving speed and minimizing

energy usage.
In summary, the use of SHA-512 hashing provides:

e Stronger resistance to tampering and collision attacks.

o Faster performance on 64-bit embedded systems.

» Consistent authentication of records during sensor-to-ledger transmission.

This reinforces the blockchain’s role in maintaining end-to-end data authenticity within

the NB-IoT-enhanced smart agriculture supply chain.
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6.2 Hashing Algorithm SHAS512 comparing over the SHA-256

Results Analysis: The experiment evaluates a SHA-512-based blockchain for the food
supply chain, assessing security and efficiency improvements. By truncating SHA-512
compared over the SHA 256-bit output, the system optimizes performance on 64-bit

architectures, enhancing data authentication and consistency.

Traditional supply chain verses NB-IoT with Blockchain Improvement:
Traditional food supply chains rely on centralized databases, making them prone to
tampering and limited transparency. In contrast, a blockchain-powered NB-IoT system
enhances data integrity through cryptographic hashing, securing product status across
all stages as shown in table no. 6.1. The experiment highlights real-time damage
detection during transit, leveraging blockchain’s immutability and the efficiency of
SHA-512, which improves processing speed while ensuring robust security as shown

in Figs. No. 6.3, 6.4 and 6.5.

B O C

Manufacturer:

{'index': 1, 'previous_hash':

ees657, 'product_id': 1, ‘product_ : ‘name’: ‘mango

‘from': ‘Manufacturer X', "to': 'Transportation X', 'message’': 'This product is in good
order', ‘digital signiture': 'approved’', ‘flagged': 'N'}, {'timestamp’': 1675259820.005664,
‘product_id": 2, 'product_serial': 50662808, 'name': 'apple box', 'from': 'Manufacturer X',
‘to': 'Transportation X', 'mes - product is in good order’, 'digital signiture’:

: 1675259820.00 » 'product_id': 2,
P

nufacturer X', '

: 'datetime.now().timestamp()’, 'nonce’:

] LOoOfoccdFas i@ s

Figure. 6.3: Order status of the product between the manufacturer to the transport
company
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Transportation:

ddedc289e2117c96eB4fRel 260126874410, 'current_transactions': {'transactions’:

[{"timestamp': 1675259820.00567, 'product_id': 1, 'product_serial': 580801800, 'name’: 'mango

box', "from': 'Transportation X', "to': 'Retailer X', 'shipping_id': 100, 'message’': 'This
i product is in good order', 'digital signiture': 'approved', 'flagged': 'N'}, {'timestamp':

L}
E {"index': 2, 'previous_hash':
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Figure 6.5: Status of the goods order with the retail firm
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Table 6.1 Order status of the product while moving from each entity

S.L Criterion Producer X Conveyance Merchant -Z
No Y
1 Goods- id 2 2 2
Goods
2 unique id 50002001 50002001 50002001
3 Name Apple Box Apple Box Apple Box
4 From Producer - X Transl_a(gtatlon Merchant -Z,
5 To Conveyance X Merchant -X Producer X
This item is This product Product is
Report . dord i< d d
6 in good order is damage Returned
b _Dlgltal Approved Reta.ﬂer Rejected
signature Review
8 Flagged N Y Y

Using SHA-512 for cryptographic hashing ensures secure and efficient tracking of food
items across at every point in the supply chain—from manufacturing through transport
to retail. The immutable records stored on blockchain enable real-time detection of
product condition changes, reducing delays and improving response times to quality

issues.

6.2.1 Blockchain-Based Data Traceability in the Food Supply Chain

Blockchain-Based Data Traceability in the Food Supply Chain using SHA-512 for
cryptographic hashing ensures secure and efficient tracking of food products from
manufacturing to retail. Blockchain’s immutable records enable real-time monitoring,

reducing delays and improving response times to quality issues.
Results Analysis

Each transaction—from production to retail—is timestamped and digitally signed on
the blockchain, ensuring transparency. If a product is flagged as damaged, the system

traces the issue to the responsible entity. NB-IoT continuously logs conditions like
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temperature and humidity, allowing rapid intervention when deviations occur.
Improvements Over Traditional Systems

Table 6.2: Comparison and Improvements of Data Traceability and Accountability in

the Food Supply Chain
Parameter Traditional Blockchain-
Supply Chain Enabled Supply Improvement
Chain
Real-time Limited Enabled Immediate
Traceability issue identification
Damage Real-time Proactive issue
Detection Post-inspection resolution
Data Tampering Low due to
Risk High immutability Improved data security
Responsibility Enhanced accountability
Allocation Difficult Clear and for quality control
accountable

Unlike conventional supply chains with limited traceability, blockchain-backed NB-
IoT creates an immutable audit trail, enhancing accountability. This system ensures
real-time detection of quality issues, enabling swift corrective actions and maintaining

customer trust and regulatory compliance.

6.3 Blockchain-Enabled Data Security in Agricultural Monitoring
Results Analysis

The Crop Watch system leverages blockchain to secure data from NB-IoT devices
using public-key cryptography, ensuring access only for authorized parties. NB-IoT
enhances coverage, supporting up to 100,000 low-power devices, even in remote or
obstructed areas. The study demonstrates improved connectivity and secure data

storage for agricultural sensors.
Improvements Over Traditional Systems

Conventional agricultural monitoring systems face challenges in range, security, and

efficiency. This blockchain-integrated NB-IoT solution enhances security through
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encrypted data transmission and ensures broad, energy-efficient coverage, reducing
risks of unauthorized access and improving agricultural IoT reliability.

Table 6.3: Comparison and improvements of Blockchain-Enabled Data Security in

Crop Watch for Agricultural Monitoring

Parameter Traditional Blockchain-enabled Improvement
Agricultural IoT  NB-IoT Crop Watch

Data Access Centralized, less Decentralized, highly Improved data privacy
secure secure and access control

Network Limited inremote  Extensive due to NB- Increased reach for

Coverage areas IoT remote sensors

Connectivity Moderate High (up to 100,000 Higher device density

links) and coverage
Power Higher with Low, prolonged battery =~ Reduced maintenance
Consumption frequent recharges  life needs

Integrating blockchain with NB-IoT in the Crop Watch system enables decentralized
and secure data transmission. Public-key cryptography safeguards sensor data before
blockchain storage, ensuring authenticity and preventing unauthorized access in
agricultural environments.
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Integrating blockchain with NB-IoT in the Crop Watch system enables decentralized
and secure data transmission. Public and private-key cryptography safeguards sensor
data before blockchain storage, ensuring authenticity and preventing unauthorized

access in agricultural environments.

6.4 Secure Data Transmission in Smart Agriculture Crop Watch with
Blockchain Integration

Results Analysis

A smart agriculture experiment using the SIM7070G NB-IoT module with blockchain
demonstrated improved data logging and monitoring. Soil moisture data transmission
saw a 60% reduction in errors, with energy consumption lowered to 0.25 J per
transmission compared to 0.36 J in traditional [oT systems as shown in the table no.
6.4below.

Table 6.4: Comparison and Improvements of Secure Data Transmission in Smart
Agriculture Crop Watch with Blockchain Integration.

Parameter Traditional NB-IoT with comparatively
IoT Blockchain Improvement
Transmission Errors 1in 50 1 in 200 25% increase in
uptime
Energy Consumption 30% reduction in
per Transmission 0.361] 0.257] energy use
Battery Life 3—4 months 6 months Extended by over
50%
Compliance and Limited Full of real- Increased
Traceability time logging operational
transparency

Compared to traditional IoT systems, NB-IoT and blockchain integration led to a
significant reduction in data transmission errors and energy consumption per
transmission. This enhancement is particularly valuable in agriculture, as it allows for

more reliable and cost-effective deployment in rural or resource-limited settings
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6.5 Conclusion: Toward Secure, Transparent, and Scalable IoT Systems

This research set out to solve a critical problem in modern IoT ecosystems: how to build
a secure, scalable, and energy-efficient system for real-time monitoring in sensitive
supply chains. By integrating Blockchain with NB-IoT, we proposed and validated a
novel architecture that overcomes the limitations of centralized systems—offering
tamper-proof data logging, decentralized trust, and automated verification mechanisms
[68]. Through a layered design approach and modular implementation, the system
ensured seamless data transmission from low-power NB-IoT devices while anchoring
that data immutably using blockchain. Our evaluations confirmed that even under
constrained conditions, the system performed effectively across key parameters—
energy use, latency, and security [69][70]. The practical relevance of this solution lies
in its adaptability. While the thesis focused on food logistics, the architecture can be
extended to pharmaceuticals, agriculture, and smart infrastructure, where transparency
and traceability are critical. More importantly, the framework allows constrained
devices to participate in secure ecosystems without compromising efficiency or
functionality [71]. Although limitations remain—particularly regarding real-world
deployment, network dynamics, and smart contract integration—the research offers a
strong foundation for future work. As blockchain protocols evolve and edge computing
matures, the system can be enhanced further for faster, more intelligent decision-
making [72]. In summary, this thesis contributes a working model of secure, real-time
IoT monitoring using blockchain and NB-IoT. It bridges conceptual research with
technical feasibility, delivering a forward-looking solution to the pressing needs of

transparent, accountable supply chains in the digital age.
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Chapter 7
Conclusion and Future Scope

7.1 Chapter-Wise Summary
Chapter 1 — This chapter introduced the growing need for secure, efficient, and

transparent monitoring systems in critical sectors like the food supply chain. It
highlighted the limitations of traditional centralized IoT models and identified
blockchain and NB-IoT as promising technologies to address these challenges. By
framing the research problem, objectives, and motivation, this chapter laid the
groundwork for the detailed exploration of related work that follows. The next chapter
delves into the existing literature to identify key gaps and inform the design of our

proposed solution.
Chapter 2 - This chapter critically examined the evolution of IoT security, highlighting

the inherent vulnerabilities of traditional centralized architectures—the "villain" in our
narrative. Centralized systems, while once functional, suffer from fragile trust models,
single points of failure, and weak accountability. These shortcomings become
particularly dangerous in distributed environments like agriculture and supply chains,

where real-time, tamper-proof data is mission critical [60].

In response to these systemic flaws, this chapter explored the integration of Blockchain
and NB-IoT as a synergistic solution—the "hero." Drawing from recent academic
literature and technical standards, we outlined how:

Blockchain introduces decentralization, immutability, and trust less consensus—
eliminating the need for third-party validation and enabling secure data provenance [72].

NB-IoT, as a low-power, wide-area protocol, ensures reliable communication from
remote and constrained devices, especially in rural or hard-to-reach contexts [74].

A comparative evaluation (Table 2.1, Figure 2.2, Figure 2.3) illustrated how these
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technologies outperform legacy systems in terms of authentication, integrity, scalability,
and fault tolerance. We also identified current implementation challenges—such as
blockchain’s computational overhead and storage burden on low-resource devices
(Section 2.5)—and proposed future research directions that emphasize lightweight

consensus, edge computing, and modular architectures (Section 2.6).

Overall, this literature review not only mapped the current state of academic and
technical research but also positioned our work as a critical advancement in building
secure, scalable, and autonomous IoT ecosystems using Blockchain and NB-IoT
integration. Building on this conceptual foundation, the next chapter shifts from critical
analysis to concrete design. With the theoretical groundwork established, the next
chapter presents the design of the proposed Blockchain—NB-1oT system, translating these

insights into a practical, layered architecture.

Chapter 3 — This chapter has detailed the design and implementation of the proposed
Blockchain—NB-IoT integrated architecture, laying the groundwork for a secure and
transparent food supply chain monitoring system. Our methodology involved defining
key modules: data collection via NB-IoT-enabled sensors, transmission through 3GPP-
compliant protocols, and secure anchoring onto a permissioned blockchain using
hashed payloads and digital signatures. We outlined the use of cryptographic
primitives—SHA256 for hashing to secure lightweight devices without overburdening
their limited resources. Through scenario-based diagrams and flowcharts, we
demonstrated how data moves securely from sensor nodes to blockchain records via
NB-IoT base stations, and how the products damaged and explains flowchart in
reviewed by one of entity in supply chain by getting results represents symbolic Flag
as ‘YES or NO’, if “YES’ means product is damaged, ‘NO’ means not damaged for the

particular product id with timestamp by executing python coding as shown in Figures:
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3.2,3.3,and 3.4 also possible to implement trigger alerts when temperature or humidity
thresholds are violated. This real-time response capability addresses the critical need

for proactive food safety interventions in transit environments [8].

Importantly, this system design reflects scalability and efficiency: NB-IoT’s extended
battery life and low-power characteristics were preserved, while blockchain's
decentralized ledger added auditability without introducing significant latency. We
also addressed system vulnerabilities like man-in-the-middle attacks, spoofing, and

data tampering by embedding security into both communication and ledger layers [9].

This chapter established the practical feasibility of the hybrid system and demonstrated
how secure, scalable IoT infrastructure can be implemented in sensitive real-time

applications.

Chapter 4 — This chapter explored the practical implementation of blockchain
technology, specifically the SHA-512 hashing algorithm, within the context of the food
supply chain. By integrating NB-IoT for real-time monitoring and using Python for
cryptographic verification, we demonstrated how the system can track products
through various stages—from manufacturer to distributor, transporter, and retailer—

ensuring traceability, transparency, and accountability [26][37][49].

SHA-512 was selected over SHA-256 for its stronger cryptographic robustness and
industry-wide acceptance [58]. The use of digital flags, electronic signatures, and serial
identifiers allowed for precise tracking of damaged goods, helping pinpoint the

responsible entity in the event of a failure or dispute [41][55].

As part of future work, this research proposes implementing these security algorithms
into smart contracts—enabling automated, secure, and reversible fund transfers
between supply chain actors without delays [60][61]. As we move into Chapter 5, the
focus shifts to evaluating the system’s performance—benchmarking key metrics such
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as energy consumption, latency, and data integrity under different load and fault

conditions.

Chapter 5 — This comparative evaluation underscores that integrating NB-IoT with
blockchain not only strengthens data integrity and traceability through decentralized
logging but also supports sustainable deployment in resource-constrained
environments. Traditional systems, plagued by latency and centralized vulnerabilities,
failed to match the autonomous fault detection and secure reporting capabilities

achieved here.

In conclusion, the real-time simulation confirms that this architecture achieves its
objectives: enabling low-latency, energy-efficient, and tamper-proof transmission of
agricultural data, with tangible benefits for crop yield, resource management, and
stakeholder accountability. These results validate the prototype’s applicability in real-
world agricultural supply chains and establish a strong foundation for future smart
farming innovations.

Chapter 6 — This research set out to solve a critical problem in modern IoT ecosystems:
how to build a secure, scalable, and energy-efficient system for real-time monitoring in
sensitive supply chains. By integrating Blockchain with NB-IoT, we proposed and
validated a novel architecture that overcomes the limitations of centralized systems—
offering tamper-proof data logging, decentralized trust, and automated verification
mechanisms [68]. Through a layered design approach and modular implementation, the
system ensured seamless data transmission from low-power NB-IoT devices while
anchoring that data immutably using blockchain. Our evaluations confirmed that even
under constrained conditions, the system performed effectively across key
parameters—energy use, latency, and security [69][70]. The practical relevance of this

solution lies in its adaptability. While the thesis focused on food logistics, the
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architecture can be extended to pharmaceuticals, agriculture, and smart infrastructure,
where transparency and traceability are critical. More importantly, the framework
allows constrained devices to participate in secure ecosystems without compromising
efficiency or functionality [71]. Although limitations remain—particularly regarding
real-world deployment, network dynamics, and smart contract integration—the
research offers a strong foundation for future work. As blockchain protocols evolve and
edge computing matures, the system can be enhanced further for faster, more intelligent
decision-making [72]. In summary, this thesis contributes a working model of secure,
real-time IoT monitoring using blockchain and NB-IoT. It bridges conceptual research
with technical feasibility, delivering a forward-looking solution to the pressing needs

of transparent, accountable supply chains in the digital age.

7.2 Future Perspectives: Enhancing IoT Security and Efficiency through
Blockchain and NB-IoT Integration

The integration of blockchain technology with NB-IoT systems presents substantial
opportunities for future development, particularly in enhancing security, reliability, and
transparency across various applications [13][27]. This powerful combination addresses
key challenges in data integrity, privacy, and traceability, essential for fields like
agriculture, food supply chains, and industrial monitoring [15][28]. NB-IoT enables
secure, efficient data communication over long distances, even in remote or obstructed
areas [26][33], while blockchain provides a decentralized, immutable ledger for
trustworthy data storage and access [5][7]. Together, these technologies ensure data
security and traceability, crucial for industries where data authenticity is paramount,
such as food production and supply chain management [17][22].

Examples from current research illustrate the successful implementation of NB-IoT

with blockchain in real-world scenarios, particularly in agriculture with systems like
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Crop Watch and in food supply chain management [30][32]. However, there is ample
scope for further advancements, such as optimizing NB-IoT for higher efficiency,
extending blockchain's traceability applications, and developing cross-platform
interoperability with other IoT systems [36]. This combination holds the potential for
broader applications beyond agriculture, as it can support more secure, transparent, and
efficient IoT frameworks in urban management, resource sharing in smart cities, and
industrial monitoring [38].

In conclusion, the synergy between blockchain and NB-IoT enhances IoT system
capabilities by ensuring data integrity [6], promoting energy efficiency, and enabling
scalability [9][21]. By advancing these technologies to support low-power, reliable
communication and tamper-resistant data recording [31], blockchain-enabled NB-IoT
systems can drive innovation and improve trust in IoT applications across multiple
industries. The future promises further exploration and refinement of this technology,

setting a foundation for smarter, more secure, and sustainable IoT ecosystems [34][40].

7.3 Extended Objectives

1. Investigating Blockchain’s Prospects for Information Distribution in NB-IoT
Systems

The integration of blockchain with NB-IoT provides a framework for decentralized,
secure information distribution, avoiding traditional vulnerabilities seen in centralized
systems [5][6]. For example, in the "Crop Watch'" agricultural monitoring system,
NB-IoT devices gather critical data on environmental factors such as soil moisture,
temperature, and humidity [19][21]. This data is shared securely over the blockchain,
ensuring that each data entry remains accessible to all authorized parties without

alteration or central reliance [7][13]. In this system, NB-IoT enables data from sensors
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across large, remote agricultural areas to be collected with minimal energy
consumption, while blockchain’s decentralized ledger ensures data authenticity and
traceability at every stage [12][27].

The Crop Watch system exemplifies how blockchain can ensure that each device’s data
is securely stored, accessible by all stakeholders in real-time, and verifiable without
central authority [15][30]. This system shows the benefit of using blockchain in
environments like agriculture where trust in data integrity is essential, and where NB-
IoT can reliably connect multiple devices over long distances with low power usage
[26][31].

2. Overcoming Challenges of Integrity, Anonymity, and Adaptability in
Blockchain for NB-1oT

Several challenges accompany the integration of blockchain in NB-IoT systems,
especially regarding data integrity, anonymity, and adaptability. The following
examples illustrate these aspects:

o Data Integrity: Blockchain provides data integrity in NB-IoT through
cryptographic hashing. In one instance, the SHA-512 algorithm is used for
securing agricultural data. This algorithm generates unique hashes for each data
entry, ensuring that any unauthorized modification is immediately detectable
[42][56]. This technique, implemented via Python in the food supply chain
context, helps protect data authenticity as agricultural products move from the
manufacturer to the retailer. Each entity in the chain—from the manufacturing
facility to the transportation company and the retailer—relies on these unique
hashes to verify that data has not been altered during transport [36].

e Anonymity and Privacy: NB-IoT faces challenges related to securing data

anonymity. This is particularly relevant in scenarios like the Crop Watch
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system, where public-key cryptography is used to ensure that only authorized
users can access sensitive data. In this setup, data encryption using a device’s
private key allows for secure data exchange, which can be decrypted only by
parties with the matching public key [18][35]. This method ensures privacy
while allowing secure data verification, as each NB-IoT device in the Crop
Watch system securely transmits data to the blockchain without exposing device
identities directly [36].

Adaptability: NB-IoT’s adaptability allows it to meet the demands of various
IoT applications. In the Crop Watch setup, NB-IoT provides a robust and low-
energy communication protocol for continuous data monitoring. The system’s
architecture enables real-time data updates, even in low-connectivity or remote
areas. The 3GPP Cellular IoT (CloT) network is employed here to ensure that
even small amounts of data, such as crop moisture or temperature readings, can
be efficiently transmitted without significant battery consumption [3][21]. This
structure makes NB-IoT highly adaptable for agriculture, where data needs vary
but often require reliability over long periods without frequent maintenance

[12].

3. Designing a Food Supply Chain Traceability System

Blockchain, integrated with NB-IoT, serves as a robust traceability system within

the food supply chain, providing security, transparency, and accountability. This

example-driven approach demonstrates specific elements of the traceability

framework:

Product Condition and Location Tracking: The blockchain’s role in tracking
product conditions throughout transportation is evident in its ability to record

data on temperature, humidity, and handling status of agricultural products. For
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instance, in a food supply chain scenario, the condition of an apple box is
monitored and recorded at each stage, allowing stakeholders to see any changes
in the product’s status during transit. If a product is damaged, as was noted with
one apple box in the study, this incident can be flagged and recorded on the
blockchain [16][17][36]. The digital signature at each stage ensures that each
stakeholder has verifiable data, which can be used to assess where the product
was compromised and hold the appropriate party accountable [19].

e Real-time Fault Detection and Alerts: In the Crop Watch system, real-time
monitoring is enabled by NB-IoT’s low-power capabilities and blockchain’s
decentralized data structure. This integration allows for immediate alerts when
unsafe conditions, such as high temperature or low humidity, are detected
[11][35]. For instance, the transportation of mango and apple boxes was
monitored continuously, and any flagged issues were immediately recorded.
Such real-time alerting and fault identification help in maintaining food safety,
allowing swift intervention to prevent losses due to spoilage [14][20].

e Automated Compliance and Audits: Blockchain’s immutable record helps
automate compliance and regulatory audits. By maintaining a tamper-proof
record of each product’s journey through the supply chain, blockchain can
reduce the need for manual checks, ensuring that each step complies with
required standards [4][6][37]. For instance, the food supply chain data in the
Crop Watch system would allow regulatory bodies to verify that temperature
thresholds and handling procedures were followed without the need for separate,

costly audits [15].

These objectives demonstrate how blockchain, when coupled with NB-IoT, can
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enhance security, reliability, and transparency across food supply chains and
agricultural monitoring systems. Each example highlights the practical application of
blockchain’s secure and traceable data storage with NB-IoT’s low-energy, high-reach
connectivity. This integration not only ensures data authenticity and privacy but also
addresses operational challenges, providing a model for future developments in sectors

where data integrity is paramount.

7.4 Future Scope

1. Expanding Blockchain and NB-IoT Integration in Agriculture for Enhanced
Security and Precision Farming

The Crop Watch system, as explored in the current research, demonstrates the potential
for using blockchain-enabled NB-IoT in smart agriculture [36]. By integrating NB-IoT
for real-time monitoring with blockchain for secure data storage, the system can track
crop conditions such as soil moisture, temperature, and humidity [12][19]. In the future,
such systems could be expanded to include a broader range of parameters like nutrient
levels, pest infestations, and crop growth rates, creating a more comprehensive and
intelligent agricultural monitoring system [35]. For instance, sensors could
continuously monitor soil nitrogen levels and adjust fertilization schedules based on the
data recorded on the blockchain, ensuring optimal crop health while reducing fertilizer
waste [17]. Further, with advancements in NB-IoT devices and their energy efficiency,
it would be possible to deploy more extensive networks of sensors across vast
agricultural areas, even in remote locations [3][21]. Future improvements in NB-IoT’s
connectivity and power consumption can also support longer-term deployments,
reducing the need for frequent maintenance or battery replacement [4][14]. This would

enable precise and secure long-term data storage through blockchain, enhancing
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precision agriculture and supporting sustainable practices [11][20]. The immutability
and transparency offered by blockchain could also provide valuable data records for
regulatory compliance, crop certification, and organic farming validation, ensuring
adherence to agricultural standards [16][37].

2. Enhancing Food Supply Chain Traceability and Quality Control

The application of blockchain in food supply chains allows for secure, immutable
recording of product conditions throughout the supply process. Currently, the system
tracks data on environmental conditions and product handling stages, which can
indicate when and where a product has been compromised [23][34]. In future
implementations, blockchain and NB-IoT could further enhance traceability by tracking
additional metrics such as spoilage indicators, shelf-life estimations, and inventory
management details [27]. Blockchain-enabled NB-IoT systems could also facilitate
more sophisticated product recalls. In the event of contamination or spoilage, the
blockchain’s detailed records would allow manufacturers to trace affected products
precisely to their source and distribution routes [19][35]. Future improvements could
allow supply chain participants to respond to potential issues proactively, providing
real-time alerts based on blockchain-stored data to recall or quarantine goods before
they reach consumers, thereby improving public health outcomes and minimizing
economic losses [36]. The integration of blockchain and NB-IoT presents a
transformative opportunity across multiple industries, with applications poised to
extend beyond food supply chains and agriculture into smart cities, industrial
monitoring, and regulatory compliance [21] [33]. The future scope of this technology
lies in its ability to enhance data integrity, transparency, and operational efficiency,
offering immense potential to drive innovation and sustainability across various sectors

[22][32]. By addressing existing challenges in data processing, interoperability, and
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energy efficiency, blockchain-enabled NB-IoT systems can become a cornerstone of
secure, reliable, and scalable IoT applications [25][31]. This advancement promises to
pave the way for a new era of intelligent systems that support better decision-making,

regulatory compliance, and resource optimization in a connected world [29].
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Appendices
Appendix 1: Key Terms and Technologies

IoT - Internet of Things (network of interconnected devices)

NB-IoT - Narrowband Internet of Things (IoT standard for low-power applications)
LPWAN - Low Power Wide Area Network (for IoT applications needing low power)
5G - Fifth Generation Cellular Network Technology

CIoT - Cellular Internet of Things (cellular [oT communication framework)

eNodeB - Evolved Node B (base station for LTE networks)

SGW - Serving Gateway (data routing within LTE)

MME - Mobility Management Entity (LTE control signaling)

PGW - Packet Data Network Gateway (gateway to external networks)

Appendix 2: Blockchain and Cryptographic Algorithms

SHA-256 - Secure Hash Algorithm 256-bit (for data integrity in blockchain)
SHA-512 - Secure Hash Algorithm 512-bit (enhanced cryptographic security)
PKI - Public Key Infrastructure (for managing cryptographic keys)

AES - Advanced Encryption Standard (for secure data encryption)
Appendix 3: Blockchain and IoT Infrastructure

EPS - Evolved Packet System (core LTE architecture for [oT)

eNodeB - Evolved Node B (LTE base station)

SGW - Serving Gateway (routes data within LTE networks)

MME - Mobility Management Entity (LTE control signaling)

PGW - Packet Data Network Gateway (gateway to external networks)
LPWAN - Low-Power Wide Area Network (IoT with low power needs)

CloT - Cellular Internet of Things (standard for cellular IoT networks)
3GPP - 3rd Generation Partnership Project (standards group for cellular)
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