DIGITAL FORENSIC ANALYSIS OF ARTIFACTS
EXTRACTED FROM VARIOUS REMOTE ACCESS
APPLICATIONS

Thesis Submitted for the Award of the Degree of

DOCTOR OF PHILOSOPHY
in

Forensic Sciences

By
Nishchal Soni
Registration Number: 12207908

Supervised By
Dr. Manpreet Kaur (28193)

Department of Forensic Science (Assistant Professor)

Lovely Professional University, Punjab

IEIOVELY
[IPIROFESSIONAL
WWINIVERSITY

Tmm‘}[ormiry Education Tranyformiry India

LOVELY PROFESSIONAL UNIVERSITY, PUNJAB
2026



DECLARATION

I, hereby declared that the presented work in the thesis entitled “Digital Forensic
Analysis of Artifacts Extracted from Various Remote Access Applications” in
fulfilment of degree of Doctor of Philosophy (Ph. D.) is outcome of research work
carried out by me under the supervision of Dr. Manpreet Kaur, working as Assistant
Professor, in the Department of Forensic Science, School of Bioengineering and
Biosciences of Lovely Professional University, Punjab, India. In keeping with general
practice of reporting scientific observations, due acknowledgements have been made
whenever work described here has been based on findings of other investigator. This
work has not been submitted in part or full to any other University or Institute for the
award of any degree.

s

/
(Signature of Scholar)
Name of the scholar: Nishchal Soni
Registration No.: 12207908
Department/school: Forensic Science

Lovely Professional University,

Punjab, India



CERTIFICATE

This is to certify that the work reported in the Ph, D. thesis.entitled “Digital Forensic Analysis of-
Artifacts Extracted from Various Remote Access Applications” submitted in fulfillment of the
‘requircment for the award of degree of Doctor of Philosophy (Ph.D.) in the School of
Bioengineering and Biosciences, is a research work carried out by Nishchal Soni, 12207908, is
bonafide record of his original work carried out under my supervision and that no part of thesis
has been submitted for any other degree, diploma or equivalent course.

9 ,‘)'§
A
(Signature of Supervisor) '
Name of supervisor: Dr. Manpreet Kaur
Designation: Assistant Professor
Department/school: Department of Forensic Science, School of Bioengineering and Biosciences

University: Lovely Professional UniQersit)q



ABSTRACT
Remote Access Applications (RAAs), originally designed to facilitate remote
administration, collaboration, and support, have emerged as one of the most
frequently misused categories of tools by malicious actors. Their dual-use
(legitimate and illicit) nature allows them to function as a legitimate tool in
enterprise and professional contexts, while at the same time enabling criminals
to bypass physical barriers and remotely obtain unauthorized access to devices
and networks to commit illicit activities. RAAs have become a popular tool for
remote work in personal and professional ecosystems after the COVID-19
pandemic. It also provided grounds for attackers who employ social engineering
and identity deception techniques to infiltrate target systems. Despite this sharp
rise in cybercrimes involving RAAs, the forensic community lacked a
structured, comparative, and systematic body of knowledge that could guide the
interpretation of the artifacts generated by these Remote Access Applications.
The present study addresses this critical gap by conducting a systematic forensic
analysis of five widely used RAAs, such as TeamViewer, AnyDesk, Zoho
Assist, RemotePC, and LogMeln (GoToMyPC), across four operating systems
(Windows, macOS, Android, and 10S), focusing on installation and

uninstallation states as well as on free and licensed versions of these tools.

The present research examined one hundred samples in total, comprising 80
structured samples across applications, platforms, and license types, along with
20 blind samples to validate the results of the present study. Each application
was installed and used under controlled yet realistic scenarios that included but
were not limited to remote sessions, chats, file transfers, clipboard interactions,
and session recordings. Acquisition of data was performed using advanced
forensic tools such as Magnet AXIOM, MD-NEXT, MD-RED, PECmd.exe, and
DB Browser for SQLite, with both automated extraction and manual validation
to ensure completeness and accuracy. Post-uninstallation acquisitions were also

performed to evaluate the persistence of artifacts.

The findings presented variability in artifact generation and persistence across

platforms. Windows systems were consistently the most artifact-rich, yielding



logs such as TeamViewerl5 Logfile.log and Connections.txt, configuration
identifiers like rolloutfile.tv13, prefetch entries, and event logs. These artifacts
provided comprehensive data, including session metadata, IP addresses, device
specifications, usernames, licensed versions, and screen recordings of sessions.
Importantly, many of these traces persisted after uninstallation, enabling
reconstruction of activity even when users attempted to conceal usage by
removing the software. MacOS produced similarly valuable artifacts, with files
such as Info.plist, global.conf, and client.conf retaining cryptographic keys,
identifiers, and detailed session logs. Like Windows, macOS also preserves
artifacts post-uninstallation, offering investigators opportunities for timeline

reconstruction.

Mobile platforms were found to be more restrictive in artifact retention. On
Android, valuable data such as device IDs, IP addresses, session logs, and chat
metadata were found in files like TVLog.html and client.conf during installation
states. Screenshots of remote activity further enhanced the evidentiary potential.
However, only limited remnants such as installation traces in library.db
persisted, leaving little to reconstruct user activity. iOS presented an even
greater challenge, as during installation on i0S, artifacts such as keychain
entries, connection records, and application state logs were available. However,
after uninstallation, nearly all of this evidence was removed, with only

installation logs (mobile installation.log.0) left behind

A major contribution of this study lies in the comparative analysis of free versus
licensed versions of RAAs. Licensed versions consistently generated richer
forensic footprints, including advanced session logs, file transfer histories,
screenshots, session recordings, and chat records. These additional traces
significantly strengthened the ability to reconstruct timelines and corroborate
evidence. In contrast, the free versions left behind only minimal identifiers or
sparse log records. This asymmetry is particularly relevant because free versions
are more commonly used in cybercrime, thus presenting investigators with

fewer opportunities for reconstruction. The study demonstrates that licensing



models directly influence the forensic landscape, an insight that has been largely

absent from existing literature.

The persistence of artifacts across installation and uninstallation states also adds
to the contribution of this research. On desktop systems, investigators can
expect a substantial degree of persistence, with logs, identifiers, and system
metadata remaining accessible even after removal of the application. On mobile
platforms, persistence of artifacts was limited. This dichotomy between desktop
and mobile ecosystems illustrates how operating system design fundamentally

shapes evidentiary availability.

The present study also highlights how software licensing models and operating
system architecture collectively make changes to the forensic footprint of
applications. It underscores the dual nature of RAAs as both tools of utility and
abuse, demonstrating that even in malicious contexts and application of anti-
forensic techniques such as uninstallation of applications, they generate
valuable forensic footprints that can be used for attribution, reconstruction, and
legal proceedings. By establishing a structured framework validated through
blind testing, this study bridges the gap between theoretical research and applied
forensic practice, ensuring that its contributions are not limited to controlled

settings but are transferable to real investigative scenarios.

This research systematically demonstrates that Remote Access Applications
leave behind a diverse range of forensically valuable artifacts. While desktop
environments provide abundant and persistent evidence, mobile platforms
present greater challenges due to limited artifact retention. Licensed versions
produce significantly richer forensic traces compared to free versions, shaping
the strategies investigators must adopt. The validation through blind samples
confirms the reliability of the identified artifacts. The present study not only fills
the critical gap in forensic literature but also equips digital forensic practitioners
with actionable knowledge. This is also advancing the discipline and laying the
groundwork for future studies into other categories of dual-use software and

emerging platforms.



Collectively, the present study makes significant contributions at both academic
and practical levels. Academically, it represents the first systematic, cross-
platform and cross-license forensic investigation of multiple Remote Access
Applications across desktop and mobile ecosystems, thereby expanding the
existing body of forensic literature where structured guidance has been limited.
Practically, the study establishes a validated forensic framework that assists
investigators in identifying the location, nature, and evidentiary value of
artifacts under different operating systems, licensing conditions, and post-
uninstallation states. The documentation of artifact persistence, licensing-based
variations, and platform-specific behaviors provides investigators with realistic
expectations and operational clarity, thereby reducing the risk of
misinterpretation or evidentiary oversight in real-world cybercrime
investigations. The blind sample validation further strengthens the reliability,
robustness, and real-world applicability of the findings, clearly establishing the

importance and superiority of the present research.
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CHAPTER 1

INTRODUCTION
The rise of electronic devices and continuous advancements of digital technologies
have fundamentally changed every aspect of human life (Hoehe & Thibaut, 2020).
Digital systems are now serving as the backbone of important infrastructure across
social interaction, commerce, governance, healthcare, and national security. Recent
reports estimate that over 5.56 billion individuals worldwide use the internet on daily
basis, accounting for 67.9 percent of the global population (Statista, 2025). This
technological advancement and revolution have brought benefits, including increased
efficiency, top-notch connectivity, and faster innovation. However, it has
simultaneously expanded the digital attack surface, enabling criminals to perform their
malicious activity from physical domains to cyberspace with alarming sophistication
(Mallick & Nath, 2024). As a result, forensic science has undergone a revolutionary
shift, evolving to include digital forensics as a specialized discipline everywhere to

address and mitigate the complexities of modern digital crimes (Klasen et al., 2024).

Digital forensics consists of the process that includes identification, preservation,
recovery, and analysis of digital evidence from a wide range of electronic devices and
networks. The main objective of digital forensics is to provide scientifically sound and
legally admissible evidence and reports that can aid investigations and judicial

proceedings (Raghavan, 2012).

The modern digital crime landscape is expanding rapidly. This growth is evident both
in the sophistication of tools employed by offenders and in the scale of potential
impacts. Cybercrime has escalated into a global threat, according to the 2025 Global
Cybersecurity Report, costing an estimated economic loss exceeding $10.5 trillion per
year (Cybersecurity Ventures Magazine, 2025). The root of many of these crimes is the
exploitation and misuse of legitimate technologies for malicious purposes by attackers.
One particularly concerning and growing trend is the misuse of Remote Access
Applications (RAAs), which were originally developed to provide remote access
convenience and productivity but are increasingly misused by cybercriminals to

facilitate unauthorized access and control (Manson, 2022).
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Remote access applications (RAA) allow users to remotely access and control a device
through a network connection, providing the ability to control a system without any
physical access. It works by executing inputs on the remote device and rendering results
in real-time (Ismail et al., 2008).

A Remote Access Application functions through two primary components: the host and

the client.

Host: The host refers to the device that is made available for remote access. It
functions as the recipient of external inputs and permits its operating system, files,
and applications to be controlled remotely by a client device. The host runs the
Remote Access Application service and remains in a listening state, waiting for

incoming client connections and inputs.

Client: The client is the device that initiates and controls the remote session. It
transmits commands such as keystrokes, mouse actions, and configuration changes
to the host, which executes these instructions and subsequently returns real-time

data or visual feedback to the client.

In summary, the client acts as the controlling device, whereas the host operates as the

controlled device within the remote access framework.

These Remote Access Applications (RAAs) are legitimately used for IT support,
systems administration, collaborative work, and the facilitation of remote working.
Commercially available licensed RAAs are often equipped with more advanced
features, including but not limited to session recordings, chats, clipboards, and session
logging, making them invaluable to enterprise environments (Manson, 2022). However,
these advanced features are equally attractive to attackers, who want to use them to

bypass physical barriers and operate under the guise of legitimate user activity.

The COVID-19 pandemic has resulted in a significant shift towards remote work,
making people rely on RAA software (Sahut & Lissillour, 2022). Internet usage
increased drastically during this period, and Remote access applications became central
to maintaining business continuity and communication as they allowed employees and

administrators to access their systems and files directly from home, ensuring



productivity & reliability despite the absence of physical access to workplace

infrastructure (Bal & Bulgur, 2023).

However, the growth of RAAs also attracted the attention of malicious actors who
began exploiting these applications for their own personal gains by performing social
engineering techniques to trick users into installing these applications and having

unauthorized access to their personal data and credentials (Jiang et al., 2019).

In many reported cases (ET Bureau, 2019; Free Press Journal, 2023; NDTYV, 2023),
attackers convinced victims to install remote access tools, presenting them as legitimate
software for support or collaboration. Once installed, these applications provided
unauthorized access to the victim’s device, enabling the attacker to view and access the
sensitive data, capture images and videos, login credentials, one-time passwords
(OTPs), and, in some cases, users’ private information for blackmail and extortion
(India T. O., 2024). This dual-use nature of RAAs is legitimate for remote work, but

also dangerous when abused, making them a critical area of concern in digital forensics.

Forensic experts face multiple challenges when investigating crimes involving RAAs.
In many cases, investigators receive only the host device as evidence. Since maintaining
the integrity of digital evidence requires shutting down the device before preservation
and examination, volatile memory forensics used to capture live traces of activities
cannot be performed (Hamid & Rahman, 2024). This limitation usually forces
investigators to rely on persistent artifacts left on the device’s storage by these RAAs,
such as download and installation records, configuration files, and residual logs of
activities. However, identifying and interpreting these artifacts is a complex task, as
information storage varies widely in every RAA, and many attackers try to erase their
digital footprints by uninstalling the application. In some cases, even victims uninstall
these applications as soon as they suspect unauthorized monitoring or access, in an

effort to protect themselves from further harm.

Existing research on the forensic analysis of Remote Access Applications (RAASs) is
very limited, leaving substantial gaps in knowledge. Most available studies are limited
and fail to provide a detailed examination of RAA-specific artifacts. Critical issues

remain unresolved, such as how artifacts vary across different operating systems, the



range of artifacts generated during installation, and their persistence after uninstallation.
The absence of such structured research significantly hampers the ability of forensic

investigators and law enforcement to accurately reconstruct the user activities.

Another overlooked dimension is the distinction between free and paid versions of
RAAs. Commercially licensed RAAs typically provide advanced features, which may
generate additional artifacts that could support forensic investigations. In contrast, free
versions of the same software often have fewer functions, resulting in fewer traces of
access being left behind. However, they are more commonly used by malicious actors

as they are easier to install and configure while minimizing the digital footprint.

So, this study involves a systematic forensic examination of selected Remote Access
Applications such as AnyDesk, TeamViewer, RemotePC, Zoho Assist, and LogMeln
(GoToMyPC), both in their free and licensed versions, to identify and compare a range
of artifacts left on devices. An effort has been made to analyze these applications across
multiple operating systems (Windows, macOS, i0S, and Android) in order to determine
the variations in forensic footprints and the persistence of digital traces after installation
and uninstallation. The study also attempts to simulate real-world scenarios by

conducting blind extractions of artifacts to verify the reliability of this study.
Thus, the present study has been conducted with the following aims and objectives:

To determine and compare a range of artifacts extracted from selected licensed Remote
Access Applications and their free version.

To compare the extracted artifacts of Remote Access Applications on devices with
different operating systems.

To conduct a forensic analysis of the artifacts generated by remote access applications
after installation and uninstallation from a device.

To conduct blind study on extraction of artifacts from selected Remote Access
Applications to determine real case scenario with minimum one-fourth of the total

samples.



CHAPTER 2

LITERATURE REVIEW

Cybercriminals are increasingly exploiting legitimate Remote Access Applications
(RAASs) to gain unauthorized access to victims’ devices for committing crimes like data
theft, financial fraud, and manipulation of system files. The misuse of RAAs is
particularly concerning because these tools are designed to appear legitimate, making
detection difficult and forensic attribution complex. Despite the continued and growing
prevalence of such cybercrimes, comprehensive forensic research focused on the
systematic extraction and analysis of artifacts generated by RAAs remains limited.
Much of the existing body of work addresses individual applications, isolated operating
systems, or narrow forensic questions, leaving considerable methodological and

evidentiary gaps.

The following review critically examines the available literature, drawing from peer-
reviewed journals, scholarly books, conference proceedings, and credible online
repositories, in order to map the trajectory of the field, identify its limitations, and

establish the specific gaps that the present research addresses.

Kerai (2010) analysed the use of virtual network computing and remote desktop
protocol on Windows mobile phones. The use of remote access applications on these
devices could leave significant amounts of information that would be analysable by
examining the device's registry structure. A mobile registry editor tool was utilized to
conduct a comprehensive analysis of the registry of a device. During the analysis, it
was discovered that poorly developed applications would often store remote session
passwords in plain text, thereby exposing the device to the risk of exploitation by
malicious actors in the event of theft or loss. Applications like Mocha VNC and Smart
VNC on Windows Mobile devices would leave behind registry values and artifacts,
including IP addresses and port numbers used during remote connections. Forensic
investigators or law enforcement agencies could use these values as potential evidence
in locating the corresponding computer system. While this study provided an early

and important demonstration that RAAs leave forensically recoverable traces, it



was limited to a single mobile operating system (Windows Mobile) and did not
examine artifact persistence across installation and uninstallation states. Proper
analysis of these artifacts would significantly enhance the effectiveness of
investigations into cases involving unauthorized access to sensitive information on

Windows mobile devices.

Kerai (2012) ) extended the earlier work by examining the presence of artifacts related
to remote access protocols on a Windows PC. This study aimed to develop a forensic
protocol for extracting artifacts from VNC and RDP clients and servers. The registry of
Windows mobile PCs and phones exhibited valuable information regarding
configurations and usage of devices. This hierarchical structure was similar to that of
other Microsoft operating systems. Various types of tools like VMware, Windows XP
operating systems, Forensic Tool Kit, Abel and Cain, FTK Imager, Mount Image Pro,
Password Recovery Tools, Sysinternals Suite, and MiTeC Windows Registry Analyser
were used for data collection, acquisition, and analysis of images. During the session
initiation, it was noted that a Data Encryption Standard (DES) key was utilized for
authentication in the process between the viewer and the server. Remote access
protocols were observed to leave valuable information like identification data, IP
addresses, existing files, deleted files, and traces of connections that could be retrieved
forensically. Taken together, the studies by Kerai (2010, 2012) established foundational
evidence that remote access protocols generate recoverable forensic artifacts, but their
scope and methodological constraints underscore the need for more comprehensive and

cross-platform investigations.

Altschaffel et al. (2013) proposed a statistical pattern recognition method for
accurately differentiating various activities present in encrypted network traffic
produced from TeamViewer sessions. The study consisted of four different phases, such
as pre-processing, feature extraction, feature selection, and classification. The
experiment involved the creation of 52 network traffic recordings on 32-bit Intel
Ubuntu Linux using TeamViewer version 7. A custom feature extraction method was
developed to obtain distinguishing features and assign labels for four categories:
transfer, audio, video, and chat. Multiple experiments were conducted across various

training and testing datasets. The performance was benchmarked against a reference
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system to assess classification time. For validation, a dataset comprising TeamViewer
sessions was utilized. The results demonstrated that this method effectively
differentiated between file transfers, voice and video conferences, text chats, and
standard remote sessions within TeamViewer. While methodologically innovative in its
application of machine learning to network-level forensics, this study was confined to
a single application version on a Linux environment, which significantly constrains the
generalisability of its findings. The absence of any examination of disk-level or
registry-level artifacts means the study captures only one dimension of the forensic

footprint.

Lahaie & Leberfinger (2013) conducted a forensic analysis of TeamViewer. This
study was aimed at issues related to privacy, security, data transfer, and artifacts left
behind after uninstalling the application. Two virtual machines were created to simulate
the victim's and the suspect's computers. Both machines were equipped with
TeamViewer, which was used to carry out various activities like file transfers, meetings,
and remote control. Digital forensic tools like FTK and manual examination techniques
were used to analyse the data gathered during the study. The analysis revealed that the
users were given the option to either remove or retain settings after uninstalling
TeamViewer. However, only a few artifacts could be left behind in case of removing all
settings. Log files created by the program exhibited extensive information and a
detailed record of events during a session, such as all transferred files, as well as
information about the participants in that session. This finding is significant in that it
reveals the direct forensic impact of user behaviour during the uninstallation process.
However, the study was limited to the Windows platform and a single RAA
(TeamViewer), and the test environment of only two virtual machines constrains the
representativeness of its findings. The absence of a cross-platform comparison and the
lack of any examination of licensed versus free versions are notable limitations. This
study nonetheless provided one of the earliest empirical demonstrations of post-
uninstallation artifact persistence in RAAs, a theme that remains underexplored in the
broader forensic literature and which the present study systematically investigates

across five RAAs and four operating systems.



Saidi et al. (2013) carried out a forensic study of cyber-attacks by using Virtual
Network Computing (VNC) and keylogger applications on a Windows 7 Home
Premium (32-bit) Operating System. This study was aimed at tracking down the registry
artifacts left by attackers who accessed the system using the VNC protocol. It also
aimed at detecting any unauthorized access to the machine or installation of unwanted
applications through the VNC connection with respect to the user activity. It was
observed that the log files generated by the VNC program contained comprehensive
information, including every file transfer and details about the members in the session.
Forensic Toolkit (FTK) Imager and Yet Another Registry Utility (YARU) were used to
investigate the potential evidence of illegal activities from registry files and image files.
Alterations in registry entries were detected and examined by using the Windows
Registry File Viewer. The registry provided digital footprints that would verify user
activities. However, no evidence of keyloggers being found. Nonetheless, artifacts
related to the installation of the VNC application were discovered in other keys of the

registry. The analysis was found to be significant in tracing illegal activities to the
registry.

Kerai & Vekariya (2016) conducted a study with the aim of detecting and recovering
artifacts by using different remote desktop applications on a Windows 10 computer.
The analysis involved five commonly used remote applications, namely Real VNC,
Tight VNC, LogMeln, TeamViewer, and Citrix GoToMyPC. The study involved the
utilization of various tools like Abel and Cain v4.9.35, VNCPass, VNCSniff, and
Microsoft Sysinternals Suite. For VNC connections, the client's TCP port 5900 and TCP
port 5800 were opened. However, other remote applications could run on TCP port 443
without requiring any special ports to be opened on the router. It was observed that
VNC applications employed the Data Encryption Standard (DES) with a small key size
of 56 bits, which was considered insecure, as an attacker could potentially intercept the
traffic after cracking the encrypted password. Various artifacts were retrieved from
RDA that were crucial for forensic investigations, particularly for solving crimes
involving the transfer of illegal and terrorism-related materials over remote

connections.



Jiang et al. (2019) conducted a forensic evaluation of six widely used remote desktop
applications, including AnyDesk, MicroRDS, Real VNC, ConnectWise, Zoho Assist,
and TeamViewer, on Windows 7 and 10 platforms to investigate side-channel
information leakage. The study utilized machine learning approaches, including logistic
regression, support vector machines, gradient boosting decision trees, and random
forests, along with statistical features of flow bursts, to classify encrypted remote
desktop traffic. Findings revealed that an attacker could reliably identify five common
daily activities by editing documents, reading documents, web browsing, watching
videos, and software installation with high accuracy. Additionally, the study showed
that four fine-grained activities related to document editing using Microsoft Word and
other tools could be precisely distinguished, achieving a high true positive rate and a
low false positive rate. These results highlighted that current remote desktop encryption
mechanisms are insufficient to prevent side-channel information leakage, emphasizing

the urgent need for both users and service providers to address this critical privacy issue.

Khalid et al. (2021) conducted a forensic examination of Cisco WebEx application
installed on an Android device. The study was aimed at introducing a memory parsing
tool and extracting additional artifacts from the desktop client. Chrome data was
examined, and a case study was conducted to showcase the importance of artifacts in
such investigations. To ensure that artifacts were not mixed with other applications, a
VM with 3 GB of RAM and 60 GB of disk space was created using a Windows 10 ISO
file. The Cisco WebEx desktop app was then installed, and a new user account was
created to replicate common user interactions, including the use of personal meeting
room IDs for video conferencing meetings with guests. Various types of tools like FTK
Imager, bulk extractor, volatility, Photorec, and Wireshark were used to extract generic
forensic artifacts. It was observed that device memory exhibited rich artifacts like user
account data, deleted messages, shared media, and plaintext meeting information. The
Windows Registry and network artifacts also revealed useful details, such as credentials
and server domains. To gain insights into the user's activities and the chronological trail

of events, the artifacts from all sources were correlated and reconstructed.

Mabhr et al. (2021) carried out a forensic investigation of the Zoom video conferencing

application, with the specific objective of performing disk, memory, and network



analysis. The investigation was carried out to identify potential artifacts that could
provide insight into the user's activities during Zoom sessions, including file transfers,
chat messages, and screen sharing. A set of SQL queries were used to extract pertinent
data from the application database. Various types of tools, such as Wireshark, Magnet
Acquire, Dumplt, FTK Imager, Autopsy, Android Debug Bridge (ADB), Android Data
Extraction Tool, DB Browser, checkraln, Android Data Extraction Tool, SuperSur, DB
Browser, and Volatility were used in this research. It was observed that various user
information like plain-text user information was accessible, despite Zoom's efforts to
fix and prevent security risks. Some data was also observed to be stored even after the
deletion of contact by the user. Memory analysis revealed that evidence could be found

even after the application had been closed.

Azhar et al. (2022) conducted a forensic examination of the two widely used video
conferencing platforms, namely Microsoft Teams and Google Meet. The study aimed
to identify and evaluate the security features and forensic artifacts associated with the
applications. The collection and potential use of digital evidence related to these
applications in legal investigations was also discussed. The study involved Windows-
based virtual machines and multiple Android devices for the creation of test accounts,
sending messages and voice calls, and analysing network traffic to mimic standard
conference calls. Various software like FTK Imager, Autopsy, Wireshark, and
Volatility3 were used to collect and analyse the data. It was observed that email data
was retrievable from both the logs and cache. Additionally, the Windows registry was
observed to contain a limited number of artifacts like email addresses. The extraction
of user information like login details and transmitted messages was found to be possible

by capturing and analysing network traffic.

Igbal et al. (2022) conducted a forensic analysis of Google Meet’s memory to extract
artifacts, and a digital forensic tool was also developed to automate this process. The
study aimed to determine the impact of RAM sizes on extracted artifacts from Chrome,
Firefox, and Edge. The focus of the analysis was to extract various artifacts from
Google Meet, such as Email addresses, bookmarks, cache, communication records,
cookies, downloads, meeting records, history, profile pictures, and other related data.

Three virtual machines with varying memory sizes and operating systems were created
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to test the Google Meet Web client on different browsers. The tests simulated user
activities in three categories such as creating and starting meetings, scheduling
meetings in Google Calendar, and joining meetings set up by other users. Several
forensic tools like AccessData FTK Imager, Volatility, PhotoRec, Autopsy, Strings, DB
Browser for SQLite, Chromecacheview, and Chromecookiesview were used to analyse
the memory and disk images, browse application databases, and Google Meet cache.
The results showed successful extraction of various artifacts like usage traces, meeting
& communication records, whiteboard activity downloads, and correspondence emails

from memory.

Khalid et al. (2022a) conducted a detailed memory forensic analysis with an in-depth
analysis of network traffic related to the Microsoft Teams application. The objective of
the study was to extract artifacts that could be used as digital evidence in legal
proceedings and serve as a reference for forensic analysts working on cases related to
Microsoft Teams. To achieve this, a controlled test environment consisting of ten virtual
machines with 60GB of ROM and 4GB of RAM was utilized. To extract user account
information, profile photos, exchanged messages and files (including deleted ones),
timestamps, encryption keys, and other related data, a combination of memory, disk-
space, and network forensics tools were utilized, including FTK Imager, Memory
Dump, Volatility, Bulk Extractor, Photorec, and Wireshark. Encrypted network traffic
was also analyzed to reconstruct client-server connections during a Microsoft Teams
meeting, which involved investigating IP addresses, timestamps, and digital
certificates. Despite the implementation of robust security measures, the study revealed

that user data can still be extracted from a client's desktop.

Khalid et al. (2022b) conducted a forensic examination of the Cisco WebEx
application using various methods, including memory, disk-space, and network
forensics, to identify relevant digital artifacts. In addition, a case study was presented
that focused on the analysis of encrypted WebEx traffic to extract pertinent forensic
information. A controlled test environment of 10 virtual machines (60GB ROM and
4GB RAM) was used to test the Cisco Webex application. Various types of tools like
FTK Imager, Photorec, and Wireshark were used to perform disk, memory, and network

analysis. The findings revealed various forensic artifacts of WebEx Meetings, revealing
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communication details, media files, meeting records, and network artifacts that could
be linked with the reconstruction of user activities. The WebEx web application
exhibited detailed meeting logs, with indexedDB-levelDB as a prime source of meeting
details. Through the forensic analysis of Android OS backups, various forms of digital
artifacts were discovered, which included user account information, media, cookies,

and records of past meetings.

Manson (2022) carried out a forensic investigation of remote desktop software (RDS),
with a particular focus on the popular Windows solution, TeamViewer. A test
environment was created using virtual machines to investigate the artifacts left behind
by TeamViewer remote connection software. The setup involved two Windows 10 VMs
connected via VirtualBox, with the same version of TeamViewer and
RegistryChangesView installed on both machines. Snapshots of virtual machines were
utilized to monitor alterations made to the Registry Hives and filesystem across
different scenarios. The possibility of privacy concerns occurred because of insufficient
removal procedures that might result in sensitive information being left behind on a
system. To assist investigators in analysing TeamViewer artifacts, a Python package
was made available for Autopsy software, which could identify, handle, and display
important TeamViewer evidence automatically. The module included functionality for
the identification of TeamViewer installations, sessions, file transfers, and other events.
It was observed that the module could be easily extended to support other RDS

solutions.

Paligu & Varol (2022) conducted a forensic analysis of Microsoft Teams' desktop
application, specifically exploring the data stored in IndexedDB storage from a forensic
perspective. Two primary questions were raised regarding the potential value of the
information stored in IndexedDB for forensic investigations and the feasibility of
conducting time-frame analysis using data from Microsoft Teams' IndexedDB storage.
A single-case pretest-posttest quasi-experiment in an experimental environment was
conducted that included two laptops with Windows 10 and one phone with Android OS.
The devices were configured by creating three Microsoft 365 accounts and installing
Teams desktop and Android applications. The extracted artifacts were evaluated on the

basis of signature patterns and assessed for their significance. Traditional database
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queries were utilized to cluster the information by relevancy, and a time-frame analysis
was conducted to format the data for investigators. Valuable artifacts were found in
Microsoft Teams' IndexedDB storage, including private chat messages, voice mail, and
team extensions, which could be highly useful in digital forensic investigations, despite

the presence of security flaws in the application.

Bowling et al. (2023) carried out a forensic analysis of Microsoft Teams installed on
three different operating systems, such as Android, 10S, and Windows 10, and provided
methods for artifact recovery and evaluation of current automated recovery tools. Data
population and analysis techniques for communication platforms like Teams were also
presented. Four machines, like a virtual admin machine, a physical laptop with
Windows 10, and jailbroken/rooted physical mobile devices running iOS and Android,
were used in this study. Basic functionalities of Microsoft Teams, like messaging, file
sharing, and video conferencing, in an isolated virtual testing environment were
performed. The data obtained from the analysis was processed using various forensic
tools, including FTK Imager, Cellebrite UFED Physical Analyser, and Magnet AXIOM
Examine. Manual investigation of data resulted in the retrieval of a significant number
of artifacts, including calls, calendar events, and account details on all three operating
systems. The manual investigation yielded a recovery rate of 77.6% for important
artifacts, either partially or in full. Despite the use of forensic tools, many artifacts
identified through manual investigation could not be recovered, with only 13.8% of the

artifacts being partially or fully retrieved across all three devices.

Hur et al. (2023) carried out a forensic study of the multi-platform Cisco Webex tool.
This study aimed to extract and analyze synchronized user data, such as chatting, file
transfer history, calendars, profiles, and login information from cloud-stored artifacts
for digital investigations. To simulate real-world usage, devices including a Ryzen
3700X desktop (Windows 10), MacBook Air M1 (macOS 12.2.1), iPhone X (10S
16.0.2), and Galaxy S21 5G (Android 11) were used with Webex versions ranging from
42.11.0 to 43.4.0.185. Techniques involved decrypting SQLite Encryption Extension
(SEE) databases using RC4/AES with acquired DB keys and migrating credentials for
server access. Three key databases (spark persistent_store.db,

spark_roaming_store.db, Webex pre login store.db) were observed to contain
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encrypted forensic artifacts. Deleted messages could be recovered from remnants and
credentials, enabling post-acquisition cloud data retrieval. In addition, artifacts from all
platforms and cloud sources were correlated and reconstructed to gain insights into the

user's activities and the chronological trail of events.

Paneda et al. (2024) conducted a forensic examination of file exfiltration using
AnyDesk, TeamViewer, and Chrome Remote Desktop on Windows PCs, application
logs, registry entries, prefetch files, and network traffic to determine the type of
transferred files, the time of exfiltration, and the sender or receiver of that transfer. The
aim was to provide digital evidence for legal purposes and identify behavioral patterns
in encrypted communications for proactive security alerts via network monitoring. Base
scenarios involved controlled file transfers in telecommuting setups by using Windows
10/11 with specific app versions like TeamViewer 15.43.0200, AnyDesk 8.0.0, and
Chrome Remote Desktop 114.0.5735.199. Tools like Autopsy, Wireshark, and
Windows Event Viewer were used to collect and analyze persistent artifacts. Results
showed that logs and registry entries offered partial answers requiring complementary
sources for complete evidence. Certain traffic behaviors, like unusual HTTPS
tunneling, could trigger early alarms. Insights into exfiltration events were gained by
correlating artifacts across logs, system files, and network data. This study is one of the
few to include AnyDesk and to examine prefetch files as a forensic source for RAA

activity, representing a meaningful contribution to the field.

Tiwari et al. (2025) carried out forensic analysis of browser-based GoToMeeting
clients to uncover memory and browser artifacts that was focussed on recovering
hidden forensic evidence, such as meeting records (including type, ID, timezone,
duration, and participant count), user details (such as username, display name, email,
account creation date, and profile pictures), participant details (such as display name,
email, join time, and virtual background usage), chat messages, shared notes with
metadata (creator ID, email, and timestamps), and scheduled meeting details (name,
start time/date, duration, invitation link, and organizer info). The study aimed to address
challenges in SaaS forensics for web-based video conferencing applications and
provide insights for law enforcement in digital investigations, as well as for developers

implementing security measures. To simulate user interactions, a virtual machine was
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created using Windows 10 with 3GB RAM and 30GB disk space, Chrome browser
installed, and a temporary GoToMeeting account. Activities like instant meetings,
scheduling, chatting, note-sharing, and screen sharing were performed in this process.
Various types of tools, like FTK Imager, Volatility, Strings, OSForensics, Autopsy, and
Bulk Extractor, were used to acquire and analyze memory dumps and disk images. It
was observed that memory exhibited rich artifacts like unencrypted profile pictures,
message texts (without metadata), and detailed notes/meeting info. In addition, browser
data revealed usage traces in jump lists, top sites, favicons, sessions, IndexedDB logs,
bookmarks, history, cookies, cache, emails, and thumbnails. The artifacts from all
sources were correlated and reconstructed to gain insights into the user's activities and

the chronological trail of events.

A detailed review of the above-mentioned has highlighted significant findings on the
artifacts generated by Remote Access Applications (RAAs) and screen mirroring
applications. Numerous studies have highlighted the presence of valuable artifacts, such
as registry entries, log files, network traffic data, memory dumps, and browser cache,
which may provide critical evidence of user activities, including file transfers, remote
sessions, chat messages, and meeting records. These artifacts have been instrumental in
reconstructing user interactions and identifying unauthorized access or data exfiltration.
The review has also indicated that artifacts vary depending on the application, operating
system, and the respective settings retained or removed during uninstallation, with
some applications leaving sensitive data like plaintext passwords, IP addresses, and user
credentials, posing privacy and security risks. The convergence of findings across
studies using different tools and methodologies from FTK Imager and Autopsy to
Magnet AXIOM and Volatility lends credibility to the broader principle that RAAs and
communication applications generate recoverable forensic evidence even in adverse
conditions such as application closure or contact deletion. Furthermore, the finding of
Bowling et al. (2023), that automated forensic tools recovered only 13.8% of artifacts
compared to 77.6% through manual investigation, is a methodologically important
caution against over-reliance on tool-based acquisition without human validation is a
concern that the present study addresses through its combined automated and manual

analysis approach, reinforced by blind-sample validation.
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Despite the extensive body of research, significant gaps in related research have been
found. The review of literature has demonstrated the most persistent limitation across
the reviewed studies is the restriction of forensic examination to a single operating
system, most frequently Windows, which fundamentally limits the generalisability of
findings to the multi-platform environments in which RAA-facilitated cybercrime
actually occurs. While Hur et al. (2023) and Bowling et al. (2023) stand out as
exceptions in their cross-platform scope, neither study examines dedicated remote
access and control applications. Equally notable is the near-absence of forensic research
on several of the most widely deployed RAAs: no prior study has systematically
examined Zoho Assist, RemotePC, or GoToMyPC from a dedicated forensic
perspective, despite their established presence in both professional and criminal-use
contexts. TeamViewer and, to a lesser extent, AnyDesk have received the majority of
forensic attention, while the remaining applications remain almost entirely uncharted.
Furthermore, none of the reviewed studies has systematically compared the forensic
footprints generated by free versus licensed versions of the same RAA, a distinction
with significant practical consequences, given that free versions are more commonly
encountered in cybercrime investigations yet may yield substantially fewer recoverable
artifacts. Post-uninstallation artifact persistence, though touched upon by Lahaie &
Leberfinger (2013) and Manson (2022), has not been systematically examined across
multiple applications, operating systems, and license conditions. Finally, no reviewed
study has incorporated blind-sample validation to confirm the reliability and real-world
transferability of its findings, a methodological weakness that limits the operational

applicability of the existing literature.

Thus, a systematic research study has been designed to determine and compare the
range of forensic artifacts generated by licensed and free versions of the selected
Remote Access Applications. The current research also aims to analyze variations in
artifacts across different operating systems and the persistence of these artifacts in the
post-installation and uninstallation of these applications. In addition, this research
incorporates a blind study to validate the methodology and results of the investigation

conducted.
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CHAPTER 3

METHODOLOGY
A user can remotely control devices over a network and also perform tasks such as file
sharing, remote collaboration, troubleshooting, and monitoring with the help of remote
access applications. These applications are widely beneficial for society, but they are
often exploited by cybercriminals for unauthorized access, data theft, and other illegal
activities. The licensed version of these RAAs provides more advanced features, which
often leave different digital footprints as compared to their free versions. Additionally,
the artifacts generated by RAAs vary across operating systems due to differences in
storage mechanisms, permissions, and logging behavior. Artifacts generated by these
applications often persist after uninstallation, which can further aid forensic
investigation related to RAAs. Thus, digital artifacts extracted from free and licensed
versions of selected RAAs were analyzed in installed and uninstalled states across
multiple operating systems (Windows, macOS, i0S, and Android) to identify patterns,

differences, and forensic relevance.

Some artifacts may be misinterpreted or overlooked if not systematically examined,
which can lead to incomplete & incorrect reconstructions of cyber incidents. Thus, the
controlled simulated experiments were conducted for systematic examination of RAAs

across different operating systems, states, and licenses.

A systematic approach was followed to achieve the aims and objectives of this present

research study, as discussed below:

3.1 Material

3.1.1 Remote Access Applications

This research study was conducted to determine the range of artifacts generated by
various Remote Access Applications (RAAs) and their importance in digital forensic
investigations. RA As with broad cross-platform support (e.g., Android, i0S, Windows,
macOS) and features that are commonly abused by cybercriminals, like remote control,
file transfer, and screen mirroring, were given priority (ET Bureau, 2019). Both free

and licensed versions were included and compared to determine the artifact generation
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across different access levels. Five Remote Access Applications (RAAs) were analyzed
in this study: TeamViewer, AnyDesk, Zoho Assist, RemotePC, and LogMeln
(GoToMyPC). The five Remote Access Applications (RAAs) analyzed in this study

are described as follows:

3.1.1.1 TeamViewer

TeamViewer is a widely recognized and popular remote access tool available across
multiple platforms, including Android, i0S, macOS, and Windows. It is trusted globally
with more than 320 million users with 2.5 billion installations across 190 countries
(Heidelberg, 2025). Team Viewer has many features like high-quality remote access and
control, cross-platform compatibility, end-to-end encryption, file transfer, unattended
access, session recording, chat, drag-and-drop file sharing, clipboard, remote app
uninstalls, remote call, privacy mode, send Alt+Delete, and remote lock screen
(TeamViewer, 2025). It has multiple separate applications for different functions, as

discussed in Table 3a.

Table 3a: TeamViewer Variants Employed for Forensic Analysis on Different Platforms

Control v15.58.553

Operating | Application Name Description

System

Android TeamViewer Allows the device to receive remote
QuickSupport assistance.
v15.58.555
TeamViewer Host | Functions as an add-on for unattended remote
v15.58.556 access.
TeamViewer Remote | Enables the user to provide remote support to

other devices.

v15.62.4

Window TeamViewer full client | Provides complete functionality for both
v15.58.5 (64-bit) incoming and outgoing remote connections.
10S TeamViewer Allow the device to receive remote assistance.
QuickSupport
v15.62.652
TeamViewer Remote | Enables the user to provide remote support to
Control v15.59.0 other devices.
macOS TeamViewer full client | Provides complete functionality for both

incoming and outgoing remote connections.
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3.1.1.2 LogMeln (GoToMyPC)

LogMeln (GoToMyPC) is a prominent remote desktop software available across
multiple platforms, including Android, i0S, macOS, and Windows. It serves more than
10 million users across 180+ countries. GoToMyPC is known for its simplicity and
advanced security. For the purpose of this study, the versions examined were Android
(6.2.3093), Windows (2025.1.4266), i0S (6.2.3099), and macOS (2025.1.4266). The
key features of GoToMyPC include remote access and control, seamless installation,
multi-monitor support, file transfer, unattended access, remote sound, session timeout
for security, remote lock screen, and screen blacking for privacy (GoToMyPC, 2025).

GoToMyPC uses a single full-featured client application for all kinds of operations,
eliminating the need for separate applications for different functions like incoming or

outgoing connections.

3.1.1.3 RemotePC

RemotePC is a well-known Remote Access Application available for multiple operating
systems, including Android, 10S, macOS, and Windows. It has been used by millions
of users throughout the world, with a strong reputation for feature-rich functionality,
reliability, and affordability. For the purpose of this study, the versions examined were
Windows (7.6.79), macOS (7.7.35), i0OS (7.9.7), and Android, which included two
separate applications: RemotePC Host (1.1.5) for receiving support and RemotePC
Viewer (5.5.7) for providing support. The key features of the RemotePC application
include unattended access, remote file access & transfer, multi-platform, remote reboot,
drag and drop file transfer, chat, remote sound, whiteboard, and session recording
(RemotePC, 2025). RemotePC generally uses a single full-featured client application
for all operations, eliminating the need for separate applications for different functions
such as incoming or outgoing connections. However, on Android, it specifically

provides the two distinct applications mentioned above.

3.1.1.4 Zoho Assist

Zoho Assist is also known for its versatility, security, and availability across multiple
operating systems such as Android, 10S, macOS, and Windows. It has been installed
over 850,000 times, completed more than 11 million remote sessions, and served more

than 130 million customers in 180+ countries. For the purpose of this study, the
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versions examined were Windows (2.7.1), macOS (2.7.2), i0S (3.2.25), and Android,
which included two separate applications: Zoho Assist—Customer App (1.37.7) for
receiving support and Zoho Assist—-Remote Desktop (3.22.2) for providing support.
Key features of Zoho Assist include unattended remote access, screen sharing, file
transfer, chat, voice and video chat, reboot and reconnect, session recording, swap
screen, and annotation (Zoho Assist, 2025). Zoho Assist generally uses a single full-
featured client application for all operations, eliminating the need for separate
applications for different functions like incoming or outgoing connections. However,

on Android, the two distinct applications mentioned above are provided.

3.1.1.5. AnyDesk

AnyDesk is a leading and the most popular Remote Access Application, recognized for
its speed, security, versatility, and availability across multiple operating systems,
including Android, 10S, macOS, and Windows. It has been downloaded over 1 billion
times and served more than 200,000 businesses in 190 countries (AnyDesk, 2025). For
the purpose of this study, the versions examined were Android (8.0.4), Windows (9.6.0),
i0S (7.1.2), and macOS (9.5.0). Key features of AnyDesk include remote access and
control, cross-platform compatibility, file transfer, session recording, chat, clipboard,
clipboard file transfer, screenshot, and privacy mode.

AnyDesk uses a single full-featured client application for all kinds of operations,
eliminating the need for separate applications for different functions like incoming or

outgoing connections.

3.1.2 Operating Systems and Devices

The four operating systems, including Android, 10S, macOS, and Windows, were
chosen on the basis of their prevalence in personal, professional, and cybercrime
contexts. These platforms dominate global device ecosystems and have different data
storage and logging systems compared to each other (StatCounter Global Stats, 2025).
The selection included specific versions to balance modern functionality with
compatibility for the tested RAAs, while virtualization tools were employed to create
controlled yet realistic testing environments.

Operating systems such as Windows 10, macOS Ventura, Android 10, and 10S 15.8.4

were chosen for their extensive adoption worldwide. These versions of the operating
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system showed robust compatibility with all the selected Remote Access Applications
and facilitated the generation of a comprehensive range of artifacts during preliminary
testing. For Windows and macOS, virtual machines (VM) were created using VMware
Workstation 17 software (VMware Workstation Player, 2025). This tool allowed
isolated environments with snapshot capabilities, enabling resets to clean states

between tests to avoid data contamination

3.2 Methodology

3.2.1. Setup of Test Environments
To facilitate a controlled and reproducible analysis of Remote Access Application
artifacts, test environments were configured using both virtual and physical devices

across the selected operating systems.

3.2.2 Configuration of Virtual Machines

VMware Workstation 17 software was used to create virtual machines for Windows 10
and macOS Ventura. For Windows, each VM was configured with 4GB RAM and
30GB storage to replicate a real-world user system, ensuring sufficient resources for
RAA to execute smoothly. For macOS, VMs were allocated 4GB RAM and 80GB
storage to manage the resource demands of the APFS file system and to execute RAA
smoothly. Each VM was installed with a clean operating system image sourced from
official Microsoft and Apple distributions. Network adapters were configured to enable
internet access via a bridged connection, simulating real-world connectivity for remote

sessions.

3.2.3 Configuration of Physical Devices

Physical devices were used for mobile platforms to ensure realistic artifact generation.
A Samsung Galaxy J8 running Android 10 and an iPhone 7 Plus running iOS 15.8.4
were selected for testing. Before each test, both devices were reset to factory settings
to eliminate residual data from previous experiments. Each device was rooted or
jailbroken for every setup to grant full-file system access, enabling comprehensive
extraction of RAA artifacts, such as logs and databases. Rooting and jailbreaking were
performed anew for every test session to maintain a clean baseline, ensuring that

artifacts were solely attributable to the tested RAA and usage scenario. Devices were
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installed with RA As via official sources (Google Play Store for Android, App Store for

10S) to reflect standard user behavior.

3.2.4 Network

To simulate realistic remote access scenarios, two distinct personal Wi-Fi networks
were used for all test sessions, representing separate network environments for client
and host devices. The network’s public and private IP addresses were recorded at
regular intervals from the start to the end of each user session. The use of two Wi-Fi
networks ensured variability in connection scenarios, mimicking real-world conditions

where devices may operate on different networks.

3.2.5 Sample Size and Grouping

The total number of samples analyzed in the study was 100, broken down as follows:
e 40 samples from free versions of RAAs
e 40 samples from licensed versions of RAAs
e 20 real-life blind samples

Each RAA was tested on all four operating systems in both installed and uninstalled
states. This resulted in 80 structured samples (5 RAAs x 4 OS x 2 license types x 2
states: installation/uninstallation) and 20 blind test samples, which were used to validate

the findings of this study (Figure 1).
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Figure 1: Flowchart of the methodology outlining the process from the selection of

Remote Access Applications (RAAs) to forensic analysis and result interpretation.
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1.

3.2.6 Tools and Software Used

The following tools were used throughout the study for acquisition and analysis:

Magnet AXIOM Process v8.4.0.41469: Utilized for data extraction from
Windows, macOS, and Android devices. Magnet AXIOM Process enabled the
extraction of system and application data, including logs, configuration files, and

user activity records, critical for forensic analysis of RAAs.

Magnet AXIOM Examine v8.4.0.41469: Employed for in-depth analysis and

correlation of extracted data (Magnet Forensics, 2025).

MD-NEXT v1.92.10.1959: Utilized for data acquisition from iOS devices. MD-
NEXT enabled the extraction of application data, including databases and logs
generated by RAAs, ensuring comprehensive artifact collection from mobile

platforms (GMDSOFT, 2025).

MD-RED v3.10.13.2287: Applied for the analysis and correlation of data
extracted from 10S devices (GMDSOFT, 2025).

DB Browser for SQLite v3.12.2: Used for manual inspection and analysis of
SQLite databases, which are commonly utilized by mobile and desktop RAAs
(DB Browser for SQLite, 2025).

Sixo Online APK Analyzer: Utilized to extract and analyze the
AndroidManifest.xml file from the base.apk (Sixo Online APK Analyzer, 2025)

PECmd.exe v0.6.0.0: Employed for the analysis of prefetch files on Windows 10
systems. Prefetch files are used in Windows devices to optimize application
loading times, contain valuable metadata about application execution, such as
timestamps and file paths, making them essential for reconstructing user activity

related to RAAs (Hammazahmed, 2024)

3.2.7 Data Collection

3.2.7.1 Installation and Simulation of Usage

For each RAA and OS combination, the following steps were performed, and all the

entries were documented:

The latest version of the application was downloaded from its official source.
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2. The application was installed on a clean virtual machine or device.
3. Standard configuration and login procedures were followed.

4. Realistic user activity was conducted to utilize the full range of functionalities available
in each RAA, whether in the free or licensed version. All available functionalities were

used to ensure comprehensive artifact generation, including but not limited to:

e  File transfer (documents, media files)
e Remote control sessions

e Screen capture or session recording

e  Chat or text communication

e  Clipboard operations

This ensured that a variety of user interactions were logged and could be traced during

forensic examination.

3.2.7.2 Post-Installation Data Collection

After simulating realistic user activity using all available features of each RAA, forensic
acquisition was performed using the above-mentioned digital forensic tools. For
desktop environments (Windows and macOS), the VMDK files from VMware were

extracted and used for analysis. This approach allowed full access to the system storage.

For mobile platforms (Android and i0S), full file system extraction techniques were
applied to capture complete device data, including system files, application data, and
residual traces. This ensured consistency across platforms and allowed for a thorough
forensic examination of artifacts left by RAAs. All the findings during analysis were

tagged, documented, and categorized for further comparison.

3.2.7.3 Post-Uninstallation Data Collection

To analyze residual artifacts, a copy of the original virtual machine was created by
duplicating the associated folder of the virtual machine (using standard file copy
methods). The replica was verified to ensure it was an exact clone of the pre-

uninstallation state.

Next, the copied virtual machine was launched, and the corresponding RAA was

uninstalled using the default Windows uninstaller. Following uninstallation, the
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updated VMDK file was again extracted and subjected to forensic analysis to detect the
artifacts. The same process was mirrored for mobile devices. An extraction was
performed post-uninstallation, enabling a direct comparison between the artifact sets

before and after application removal.

This method provided a reliable baseline for identifying the persistence and forensic
relevance of artifacts left by each RAA across different operating systems and

platforms.

3.2.7.4 Blind Sample Preparation and Data Collection

In addition to the structured and controlled tests, 20 blind samples of the Remote Access

application were taken to validate the results of this study.

For this phase, mobile devices and virtual machines were provided to volunteer
subjects. Participants were instructed to install, configure, and interact with one or more
RAAs. All interactions were performed without external supervision, and sessions were

self-documented by the volunteers for potential reference during result comparison.

Following usage, forensic acquisition was conducted on both mobile phones and virtual
machines. Previously identified artifact locations served as reference points for

examining residual traces in blind samples.

Artifact analysis was conducted exclusively on the extracted forensic data, without
relying on participant notes. This approach aimed to validate the findings of this study
in detecting, comparing, and distinguishing artifacts generated by different RAAs under

blind conditions.

3.2.8 Classification of Digital Artifacts

In this study, the term digital artifact refers to any trace generated or modified by a
Remote Access Application during its installation, configuration, active usage,
communication events, or removal from the device. These traces include logs,
configuration files, identifiers, metadata entries, temporary files, and post-
uninstallation residues that collectively represent the application’s operational
footprint. The examination of such artifacts is essential for reconstructing user activity,

validating the presence of an application, identifying session details, determining
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network interactions, and assessing the persistence of evidence across different

operating systems.

To maintain uniformity during analysis and to enable clear comparison across
platforms, all collected artifacts were classified into specific categories based on their
function and forensic relevance. These categories include installation artifacts,
configuration and identity artifacts, session and usage artifacts, network and
communication artifacts, cache and temporary artifacts, and residual artifacts left after
uninstallation. Because each operating system stores and structures data differently,
artifacts were further organised according to the OS in which they were recovered. This
OS-wise classification helped highlight differences in forensic visibility, artifact

richness, and evidence persistence across Windows, macOS, Android, and iOS.

The following table summarises the artifact types identified in this study and presents
the corresponding operating system locations and structures where these artifacts were

observed.

Table 3.x: Artifact Types Identified Across Operating Systems (Based on Actual
Study Findings)

Artifact Type | Android Windows iOS macOS
Installation base.apk installation mobile installat | install.log, plist
Artifacts metadata, XML | logs, ion.log entries | installation
preference files, | application records,
app directories | folders, registry Application
keys (RAA Support
entries), directories
Prefetch files
Configuration | client.conf, configuration settings  plist, | plist preference
& Identity | global.conf, folders, Keychain files containing
Artifacts XML  configs | client/device identifiers clientID,
(settings, SUID, | IDs stored in | (where present) | machinelD
tokens) program  data,
registry-based
IDs
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Session & | TVLog.html, application log | minimal session | plist session
Usage TVLogOld.html | files, logs inside app | logs, system
Artifacts , internal app | Connections.txt | sandbox, plist | logs, .tvs screen
logs, , session | entries recordings
screenshots metadata, .tvs (TeamViewer)
recordings
(TeamViewer),
Event Logs
Network & | heartbeat logs | IP logs, | restricted network
Communicati | (Firebase), connection network metadata inside
on Artifacts connection logs | history  inside | metadata system/applicati
stored in | application log | (limited to | on logs
XML/app logs | files internal logs)
Cache & | cached XML, | session cache | very limited | plist cache,
Temporary internal app | files, temporary | cache traces temporary
Artifacts cache files, | log fragments system log
temporary logs traces
Uninstallation | small rolloutfile.tvl3 | almost no | leftover  plist
Residues XML/cache (TeamViewer recoverable fragments,
remnants  (in | ID), small | remnants installation log
some cases) leftover  logs, traces
registry
remnants

3.2.9 Artifact Analysis

Following the collection of forensic data from virtual machines and physical mobile

devices, a systematic analysis was conducted to examine digital artifacts generated by

each Remote Access Application. The objective of this study was to identify,

characterize, and compare artifacts associated with the installation and uninstallation of

RAAs in both their free and licensed versions across the above-mentioned operating

systems, thereby evaluating their forensic significance in investigations.

A semi-automatic analysis approach, combining forensic tools with manual

verification, was employed to ensure accuracy and minimize the risk of overlooking

artifacts. Tools such as Magnet AXIOM, MD-RED, MD-NEXT, PECmd.exe, and DB

Browser for SQLite were used to extract and review the extracted files, including but

not limited to logs, configuration files, databases, and system traces.
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All associated files and logs of RAAs were examined for evidence of user activities,
including file transfers, chat logs, screen recordings, connection histories, and
configuration details. Specific focus was given to identifying IP addresses, timestamps,
usernames, session IDs, and communication records to aid in the reconstruction of
activities.

Artifact locations identified during controlled experiments served as reference points
for searching similar traces in blind samples. Each recovered artifact was documented

and evaluated for persistence post-uninstallation and forensic relevance.

This approach facilitated a comprehensive understanding of RAA behavior across
platforms, highlighting variations in artifact generation and detectability, and provided
insights into their utility for reconstructing events and attributing actions in forensic

investigations.
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CHAPTER 4

RESULTS AND DISCUSSION
Artifacts were extracted, analyzed, and compared across different scenarios using a
combination of forensic tools and manual approaches to achieve the above-mentioned
objectives of the study. The results obtained in the present research study are presented

and discussed as follows:

4.1 Results

This section presents the observations made during the extraction and analysis of
artifacts generated by the selected Remote Access Applications. Each application’s
results have been divided into subsections based on operating system and further

subdivided by state (installation or uninstallation).

The artifact tables have been structured into multiple columns such as Application
Name, File Name, File Path, File Content, and lastly License Type, where the Content
column explains the nature of the artifact, its evidentiary details, such as logs,
identifiers, or user activity traces and the License Type column indicates whether the

artifact was present in both free and paid versions, or exclusively in one variant.

4.1.1 TeamViewer

TeamViewer application was subjected to detailed forensic analysis across four major
operating systems, such as Android, Windows, 10S, and macOS. Both installation and
post-uninstallation states were examined to identify the persistent artifacts. The
application was tested in its free and licensed variants to evaluate any differences in
artifact generation and retention. The results are organized platform-wise, presenting

key evidence, including logs, configuration files, system traces, residual data, etc.

The results related to the analysis of the TeamViewer application with regard to

different operating systems and states are compiled as follows:
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4.1.1.1 Android
4.1.1.1.1 Installation State

The artifacts were extracted after installation and active use of the TeamViewer

application. The details of the recovered artifacts, including their file paths, content,

and license type (indicating whether the artifact originated from the free or licensed

version), are presented in Table 4a.

Table 4a: Represents the digital artifacts recovered from the installation state of

TeamViewer on an Android device, including corresponding file names, storage

locations, Content, and license-specific availability.

Applica | File File Path Content Licens
tion Name(s) e Type
Name
TeamVie | base.apk | app\com.teamviewe | Contains  application version | Free &
wer r.quicksupport.mark | details and desired permissions. Paid
Quick etwJnPZ5wPZss0S
Support Sq4CVvw==\base.a
pk
TVLog.ht | data\com.teamview | Records  ClientID,  ClientIC | Free &
ml er.quicksupport.mar | (Client Identification Code), IP | Paid
ket\files\TVLog.ht | addresses of both devices,
ml timestamps, network type,
& TeamViewer IDs with roles,
chat/message metadata, device-
media\O\Android\da | specific data (model, release,
ta\com.teamviewer. | brand, display, fingerprint, etc.),
quicksupport.marke | application version details of
t\files\export\files.zi | host/client, screenshot requests,
p\TVLog.html uninstallation  activities (with
names of uninstalled apps), host
Username, and details of shared
files (name and path). (Figure 2)
com.team | data\com.teamview | Stores user preferences, including | Free &
viewer.qu | er.quicksupport.mar | app version, EULA acceptance, | Paid
icksuppor ket\ onboarding completion, and Ul
t share;d _prefs\'com.te
amviewer.quicksup
market p port.
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reference | market preferences | settings, reflecting active app
s.xml xml usage.
Screensh | media\O\DCIM\Scr | Stores Screenshots captured via | Free &
ot eenshots\ TeamViewer. Paid
library.db | data\com.android.v | SQLite  database confirming | Free &
ending\databases\li | installation via the Play Store with | Paid
brary.db package name and associated
email ID.
TeamVie | Base.apk | app\com.teamviewe | Contains  application  version | Free &
wer Host r.host.market- details and desired permissions. Paid
NEfaOi31vU5SDXZ
OtxGcLEg==\base.
apk
TVLog.ht | data\com.teamview | Records timestamps, public IP | Free &
ml er.host.market\files\ | address of Windows system, | Paid
TVLog.html ClientID, Application Versions,
network type, TeamViewer IDs of
& both systems with their respective
roles, device-specific Android
media\O\Android\da | details (model, release, brand,
ta\com.teamviewer. | fingerprint, etc.), version details of
host.market\files\ex | both devices, and Username of
port\files.zip\TVLo | Client/Host. (Figure 3)
g.html
global.co | data\com.teamview | Stores cryptographic keys, client | Free &
nf er.host.market\files\ | [Ds, and session settings, | Paid
global.conf indicating installation, version,
and configuration of TeamViewer
Host.
client.con | data\com.teamview | Stores the Username of the | Free &
f er.host.market\files\ | connected Windows device. Paid
client.conf
rolloutfil | data\com.teamview | Stores the TeamViewer ID of the | Free &
e.tvl3 er.host.market\files\ | Android device. Paid
rolloutfile.tv13
com.team | data\com.teamview | Stores user preferences such as | Free &
viewer.ho | er.host.market\share | app version, onboarding | Paid
stmarket | d prefs\com.teamvi | completion, and UI settings,
_preferen | ewer.host.market p | showing active usage of
ces.xml | references.xml TeamViewer Host.
Firebase | data\com.teamview | Records the last usage date of the | Free &
HeartBea | er.host.market\share | application. Paid
tWORFR | d prefs\FirebaseHe
kFVTFR | artBeatWORFRKFV
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d+MTox | TFRd+MToxMDA
MDA3N;j | 3Njk20Dc5MDUS
k20Dc5 | OmFuZHJvaWQo6Z
MDUS50O | DhhYzE3Y2ZjZm
mFuZHJ | M3ZjI11Ng.xml
vaWQo6Z
DhhYzE
3Y27jZ
mM3Z;jl1
Ng.xml
library.db | data\com.android.v | SQLite  database  confirming | Free &
ending\databases\li | installation via the Play Store with | Paid
brary.db package name and associated
email ID.
TeamVie | base.apk | data\app\com.teamv | Contains  application  version | Free &
wer full iewer.teamviewer.m | details and desired permissions. Paid
client arket.mobile-
bSBC4or-
jsQbz712gKVMcg=
=\base.apk
TVLog.ht | data\com.teamview | Records all TeamViewer session | Free &
ml er.teamviewer.mark | activities, including chat metadata | Paid
et.mobile\files\TVL | such as identifiers, timestamps,
og.html and chat room IDs, but does not
store the actual content of chat
messages. It also records device
information (model, serial
number, oS, TeamViewer
version), public IP of receiver
device, Black Screen and Lock
Screen commands, TeamViewer
IDs of both devices, timestamps,
and file transfer histories (source
and destination paths). Excludes
dynamic TeamViewer passwords,
associated email addresses, and IP
addresses of the Android device.
client.con | data\com.teamview | Contains configuration details, | Free &
f erteamviewer.mark | such as  BuddyDisplayName | Paid
et.mobile\files\clien | (display name),
t.conf BuddyLoginName (email),
BuddyLoginTokenID (unique
session token), encrypted login
tokens, SUID (system user ID),
and UserAccountID. (Figure 4)
global.co | data\com.teamview | Stores cryptographic keys, client | Free &
nf erteamviewer.mark | IDs, and session settings, | Paid
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et.mobile\files\glob | indicating installation, version,
al.conf and configuration.
Connecti | data\com.teamview | Logs outgoing connection data, | Free &
ons.txt er.teamviewer.mark | including TeamViewer ID of | Paid
et.mobile\files\conn | connected device, start and end
ection.txt timestamps, Client Display name
and make/model, and connection
type/action
(RemoteControl/FileTransfer).
(Figure 5)
TVLogOl | data\media\O\Andro | Records similar artifacts as | Paid
d.html id\data\com.teamvi | TVLog.html but additionally | Only
ewer.teamviewer.m | includes audio call metadata
arket.mobile\files\e | (timestamps). Does not include
xport\files.zip\TVL | video call artifacts.
0gOld.html
library.db | data\com.android.v | SQLite  database  confirming | Free &
ending\databases\li | installation via the Play Store with | Paid
brary.db the package name and associated
email ID.

4.1.1.1.2 Uninstallation State

After uninstalling the three TeamViewer applications (TeamViewer QuickSupport,
TeamViewer Host, and TeamViewer Full Client) in both free and licensed versions on
Android, only minimal traces were found stored. The primary remnants were the
library.db file from the Google Play Store, which records installation details of
uninstalled applications, and screenshots saved in the device’s media folders. No logs,
configuration files, or user data were recovered, indicating that TeamViewer uninstalls

relatively cleanly on Android devices.

4.1.1.1.3 Interpretation and Forensic Significance

The forensic analysis of TeamViewer on Android in both installation and uninstallation
states revealed a clear evidentiary pattern, which is highly relevant to investigations of

unauthorized access through Remote Access Applications.

During the installation state, rich forensic artifacts were recovered across all three
variants (TeamViewer QuickSupport, TeamViewer Host, and TeamViewer Full Client).
The base.apk confirmed the application version and desired permissions, establishing
proof of installation, version, package name, and potential functional capabilities. The

TVLog.html files emerged as the most significant source of evidence, as this file logs
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comprehensive session details, including ClientID, ClientIC, IP addresses of both
devices, timestamps, network types, TeamViewer IDs with roles, chat metadata, device
specifics (e.g., model, OS, fingerprint), screenshot requests, uninstallation commands,
host usernames, and file transfer details (e.g., names, paths, sizes). These logs enable
investigators to reconstruct the sequence of remote connections, identify the devices
involved, and detect suspicious activities such as unauthorized file sharing or device

remote access.

Configuration files like global.conf, client.conf, and rolloutfile.tv1 3 provided persistent
identifiers, cryptographic keys, and usernames that are critical for attributing activities
to specific accounts and linking them to the suspect or attacker. Screenshots captured
during sessions added a layer of direct evidence, showing what was accessed or viewed
on the victim’s device, while market preferences.xml and FirebaseHeartBeat.xml
corroborated app usage timelines. Together, these artifacts formed a strong evidentiary

base for proving malicious exploitation of TeamViewer in unauthorized access cases.

In the uninstallation state, only a limited set of remnants persisted, most notably the
library.db file from the Google Play Store and screenshots stored in the media
directories. The library.db file is forensically significant because it recorded the
package names and installation timestamps of uninstalled applications, thereby proving
the historical presence of TeamViewer on the device even after its removal. This is
particularly useful in countering denial claims by suspects who argue that the
application was never installed. Screenshots left behind further strengthened the chain
of evidence by visually linking the device to prior remote access sessions, even when

logs and configuration files are no longer present.

From a forensic perspective, this dual-state analysis underscores two critical points:
first, the installation state of TeamViewer generates abundant, high-value artifacts that
allow detailed reconstruction of unauthorized access incidents; second, even after
uninstallation, residual traces such as library.db entries and screenshots can serve as
crucial proof of prior application usage. Therefore, the combination of active and
residual artifacts provides investigators with both direct and circumstantial evidence to
establish unauthorized access, link sessions to specific devices and accounts, and

support the admissibility of findings in legal proceedings (Soni et al., 2024a).
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EVIDENCE (6) |2 s¢  TVLog.html

v | files v 2024/10/04 14:47:47.487 14978-15370 I/ModuleFiletransfer processUploadFileTransferCommands(): RequestNewFile
2024/10/04 14:47:47.488 14978-15370 E/ModuleFiletransfer Upload: Skip identical file /storage/emulated/0/Download/ProjectFile-01.txt
Name 2 7.488 14978-15370 E/ModuleFiletransfer uploadCreateFile(): file already exists File path and size
T INSTALLATION 2 3.962 14978-15370 I/ModuleFiletransfer processUploadFileTransferCommands(): Error
. 2 7:53.964 14978-15370 I/ModuleFiletransfer Upload to "/storage/emulated/0/Download/ProjectFile-01.txt" (0.25 kB)
W e i 2 4.559 14978-15370 I/ModuleFiletransfer processUploadFileTransferCommands(): ReplyEndFileTransfer
: global.conf 2 6.430 14978-15370 I/ModuleFiletransfer downloadNextFile(): no Filestream to close
™ client.cont 2 6.431 14978-15370 I/ModuleFiletransfer Download from "/storage/emulated/0/Download/ProjectFile-Image01.jpg"
- : 2 :08.678 14978-15370 I/ModuleFiletransfer processDownloadFile TransferCommands(): replyNewFile
| profilelnstalled 2 8:08.678 14978-15370 W/ModuleFiletransfer Trying to resume with chk=0, pos=0
' client.conf.14978 2 9.659 14978-15012 I/TeamViewer UdpConnection[5]: UDP statistics: rrp=2 prp=56 scf=27 fc=106 ps=623 pr=84

2024/10/04 14:48:10.450 14978-15010 I/TeamViewer UdpOutputTracker(): max 34843 effectiveSent 35127 RTT 144153

2024/10/04 14:48:11.661 14978-15006 I/TeamViewer FECEncoding enabled changed to 1, using initial parameter (2, 3)

3.287 14978-15370 I/ModuleFiletransfer downloadNextFile(): no more files to upload

:19.864 14978-15370 /RSModule module stopped: Filetransfer

4/10/04 14:48:41.013 14978-15007 I/TeamViewer UdpConnection[5]: UDP statistics: dp=5 rrp=9 prp=101 scf=42 nb=2 fe=145 ps=1013 pr=91
10/04 14:49:04.153 14978-15370 UTVClipboard Setting Android Clipboard. new content length: 12
4.173 14978-15370 URSModule triggerRSInfo: Text has been copied to your clipboard
9:04.173 14978-15370 E/EventProperties getValue - entry not found: EP_RS_INFO_INTENT_URI

/507 14978-15011 I'TeamViewer UdpConnection[5]: UDP statistics: dp=2 rrp=8 prp=25 scf=3 fc=25 ps=508 pr=64

3.294 14978-15005 I/TeamViewer UdpConnection[5]: UDP statistics: prp=70 scf=17 fc=169 ps=1039 pr=111

4.320 1497815010 UTeamViewer UdpConnection[5]: UDP statistics: prp=32 scf=14 fo=41 ps=572 pr=81

0/04 14:50:27.391 14978-15010 UTeamViewer UdpOutputTracker(): max 35127 effectiveSent 35719 RTT 144009

0/04 14:50:45.155 14978-15007 /TeamViewer UdpConnection[5]: UDP statistics: dp=35 rrp=9 prp=28 scf=9 fc=51 ps=570 pr=79

6.564 14978-15009 I/TeamViewer FECEncoding enabled changed to 0, using initial parameter (0, 0)

2024/10/04 14:51:18.461 14978-15009 I/TeamViewer UdpConnection[5]: UDP statistics: prp=20 fe=18 ps=398 pr=109

2024/10/04 14:51:20.388 14978-15006 I/TeamViewer UdpOutputTracker(): max 35719 effectiveSent 36198 RTT 143357

7.030 14978-14978 E/QSInSessionActivity Uninstall for request 1 failed with result code 1 «—— App uninstall request
10/04 14:51:28.061 14978-15009 I/TeamViewer UdpOutputTracker(): max 36198 effectiveSent 44015 RTT 143357

/10/04 14:51:30.539 14978-15005 I/TeamViewer FECEncoding enabled changed to 1, using initial parameter (2, 3)

9.471 14978-15008 I/TeamViewer UdpConnection[5]: UDP statistics: dp=3 rrp=5 prp=126 scf=113 fc=305 ps=1139 pr=69
2.686 14978-14978 E/QSInSessionActivity Uninstall for request 2 failed with result code 1

:03.618 14978-14978 1/QSInSessionActivity Uninstall for request 3 succeeded Name of uninstalled app
:03.855 14978-16003 RSModule triggerRSInfo: com.eterno.shortvideos app has been uninstalled

+ Clipboard activity

2
2
2
2

Figure 2: TVLog.html file associated with the TeamViewer QuickSupport application.

2024/10/04 15:03:57.856 19924-19959 I/TeamViewer ReadStreamParameters: type=14 (StreamType RemoteSupport), streamTypeUuid={ale8c415-7b77-
4817-8fec-7694acd7809¢ ], source=[1078469844.-516993216]. features=1. compression=2 streamID=6

2024/10/04 15:03:57.857 19924-19959 I/'TeamViewer CParticipantManagerBase participant samsung SM-J810G_ffaOc9cad54ec054 (ID
[1078469844,.516993216]) was added with the role 3 Client TeamViewer ID +— Make/Model of Client Device

/10/04 15:03:57.860 19924-19959 I/TeamViewer CParticipantManagerBase InteractionDefaults arrived : CInteractionDefaults = (0) [ 0,2,0,0,2,0,0]

0/04 15:03:57.861 19924-19959 I/TeamViewer CParticipantManagerBase participant Digital Forensic user 1 (ID [1080104346.-1579850257]) was added
with the role 6 Username and Host Teamviewer [D———"

2024/10/04 15:03:58.018 19924-19964 I/TeamViewer CParticipantManagerBase participant samsung_SM-J810G_ffa0c9cad54ec054 (ID
[1078469844.-516993216]) was added with the role 3

2024/10/04 15:03:58.018 19924-19964 I/TeamViewer New Participant added in ParticipantManager samsung_ SM-J810G_ffaOc9cadS4ec054
([L078469844,-516993216])

2024/10/04 15:03:58.020 19924-19964 I/'TeamViewer CParticipantManagerBase participant Digital Forensic user 1 (ID [1080104346,-1579850257]) was added
with the role 6

2024/10/04 15:03:58.021 19924-19964 I/'TeamViewer New Participant added in ParticipantManager Digital Forensic user 1 ([1080104346.-1579850257])
2024/10/04 15:03:58.021 19924-19958 I/'TeamViewer CPersistentParticipantManager:: SendPMSynchronizationComplete 0xbccac080

Figure 3: TVLog.html file associated with the TeamViewer Host application.
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client.conf

TeamViewer User Settings
# It is not recommended to edit this file manually

[bin ] BetterChat_Key_ For_FileOutboxStorage =
080000081000100002657cad336575¢cfd1b38dff7e62ee323f4953b4ab8a88¢c2a5789091e1b6664d(]
[bin ] BetterChat Key For OfflineStorage =
0800000810001000873c99094a7127fac0b214a12e7459603297a4c33fc8928951a8a88¢cb2584020
[bin ] BetterChat Wrapping Key_For_FileOutboxStorage Protected =
d1f71ddfa50c9fa2b2aafc94f45b5dfb4f4eb56dd650ectt] 5d69f639cced6d595dc7389c4 1ee5871814
[bin ] BetterChat_Wrapping_Key_For_OfflineStorage_Protected =
30d4b46b24b024316¢cc9034a8ae6a8e378911744741b1772210e9024117344b83f7717a5c46ab81bq
[strng] BuddyDisplayName = "Digitalforen321" «——— Display Name of Client Device
[strng] BuddyLoginName = "a s @ gmail.com" «——— BuddyLoginName (Email)
[int32] BuddyLoginTokenID = 585620304 <——— BuddyLoginTokenID

[bin ] BuddyLoginTokenProtected =
9b7de19e8803f4c5575861ab78cS513bfeddcd3a59830c133eced8c3d47b48de33192bda7426f96b74
[bin ] BuddyLoginTokenSecretProtected =
fc8e04c2cc755b61adf4b7¢907a2b44c00ddfecae7¢78a90fe3c67{bf87980933282¢c2cddf84eadcfee]
[int32] ConfigurationRMAssetReportingEnabled = 1
[int32] ConfigurationSessionSummaryEnabled = 1
[bin ] PushNotificationMacOfRegistrationIds =
12115100ea2dcf96al1d91£63192¢5¢a30589¢4b6bd78d4a2beb53537d022ab6251825a943198271
[bin ] PushNotificationRegistrationlds =
040301040000008bbb35a4002200100002¢00000034333232353933323534313231343632313336]
[bin ] SUID = 2f313143322e46bc9d032d745bb5654b «—— System User ID
[int32] UserAccountID = 303940623 <«—— UserAccountID

Figure 4: client.conf file containing configuration and identity-related artifacts.

End time

2024/10/04 14:19:58.813

Host TeamViewer ID Start Time

1080104346 2024;"101’04‘?:14:44.691
1 {4f22b726-0alc-4457-8dce-0fff4e8a1947 | |

1080104346 2024/10/04 14:20:32.879 2024/10/04 14:21:53.966
| {ac25eec6-1b5e-48ed-a2ae-ede4f766851e} |

1080104346 2024/10/04 14:20:32.886 2024/10/04 14:21:53.967
| {ac25eec6-1b5e-48ed-a2ae-ede4{766851e} |

1080104346 2024/10/04 14:22:21.036 2024/10/04 14:22:24.715
{{005d4533-b622-483d-baa3-26b28c0ff808} |

1080104346 2024/10/04 14:22:40.916 2024/10/04 14:25:57.094
1 {38ac7183-933£-4265-9ae9-feal8fb4d8585} |

1080104346 2024/10/04 14:22:40.928 2024/10/04 14:25:57.110

9ae9-fea8fb4d8585} |

1080104346 2024/10/04 14:32:40.311 2024/10/04 14:32:45.569

b8ab-4dba-a679-adedd800cf43} |

Device Make/Model
samsung_SM-J810G_ffa0c9cad54ec054 RemoteControl
<— Type of Activity
samsung_SM-J810G_ffa0c9cad54ec054 FileTransfer &

samsung_SM-J810G_ffa0c9cad54ec054 FileTransfer
samsung_SM-J810G_ffa0c9cad54ec054 RemoteControl
samsung_SM-J810G_ffa0c9cad54ec054 FileTransfer

FileTransfer {{38ac7{83-933£-4265-

Client Display Name

“
Digitalforen321 RemoteControl {1476eb468-

Figure 5: Connection.txt file containing connection and user details.
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4.1.1.2 Windows
4.1.1.2.1 Installation

The artifacts were extracted after installation and active use of the TeamViewer

application. The details of the recovered artifacts, including their file paths, content,

and license type (indicating whether the artifact originated from the free or licensed

version), are presented in Table 4b.

Table 4b: Represents the digital artifacts recovered from the installation state of

TeamViewer on Windows, including corresponding file names, storage locations,

Content, and license-specific availability.

Applica | File File Path Content License
tion Name(s) Type
Name
TeamVie | rolloutfile. | Program Stores the TeamViewer ID | Free &
wer full | tvl3 Files\TeamView | associated with the | Paid
client er\rolloutfile.tvl | corresponding Windows user.
3
Connectio | Program Logs  outgoing  connection | Free &
ns.txt Files\TeamView | details, including Receiver ID, | Paid
er\Connections.t | start and end timestamps, current
xt Windows Username, and
connection type or action
performed
(RemoteControl/FileTransfer).
TeamView | Program Contains timestamped entries | Free &
erl5 Hoo | Files\TeamView | related to driver installation, | Paid
ks.log er\TeamViewer | including initiation, completion,
15 Hooks.log parameters, and file paths, useful
for installation timeline
reconstruction.
TeamView | Program Records TeamViewer IDs of both | Free &
erl5 Logf | Files\TeamView | devices, email addresses, | Paid
ile.log er\TeamViewer | application Versions, 1P
15 Logfile.log | addresses, and activity
timestamps. Includes device-

specific details (Android model,
serial number, screen resolution,
CPU info, OS version, language
settings). Logs file transfer
details (name, size, source,

38




destination), host username,
network configuration,
notifications, and session
commands. However, certain
actions (e.g., screenshots, chat)
are not captured, indicating

partial activity logging. (Figure
6)

Connectio | Users\<Userna | Logs Receiver ID  (Host | Free
ns.txt me>\AppData\ | TeamViewer ID), connection | Paid
Roaming\Team | timestamps, Windows Username,
Viewer\Connect | and Connection details.
ions.txt
<targetID | Users\<Userna | Contains details of recent remote | Free
>.tve me>\AppData\ | sessions, including Receiver ID | Paid
Roaming\Team | (Host TeamViewer ID), and
Viewer\MRU\R | connection timestamps.
emoteSupport\<
targetID>.tvc
Prefetch Windows\Prefet | Prefetch entries log execution | Free
Files ch metadata such as run counts, last | Paid
(Folder) run time, other run timestamps,
and MAC (Modification, Access,
Creation) details. (Figure 7)
Window Windows\Syste | Windows Event Log entry | Free
event logs | m32\winevt\Lo | (System.evtx (Figure 8), | Paid
gs Security.evtx) records details of
user accounts (Security ID,
Account Name, Domain, Logon
ID) and related  process
execution, including Process ID
and full process path.
samsung_ | User-defined Video screen recording of a | Paid
SM- location remote session, providing direct | Only
J810G _ffa | (variable) visual evidence of on-screen
Oc9cad54e activities. The name of the file
c054 (1 encodes device make and model,
078 117 UUID, Host (Receiver)
778) 2024 TeamViewer ID, and timestamp.
-10-09 Save location 1s user-defined,
15.09.08.t making it valuable but potentially
\& difficult to locate in forensic

acquisition.
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4.1.1.2.2 Uninstallation State

All the previously identified artifacts were found to persist even after the uninstallation
of TeamViewer from the Windows system. The files were successfully recovered from
their respective directories, indicating that the uninstallation process did not completely
remove user-specific or system-level data. While the artifact content remained
consistent, the hash values of a few files were found to be different, likely due to minor

changes in metadata or timestamp updates during system operations.

4.1.1.2.3 Interpretation and Forensic Significance

The forensic analysis of TeamViewer on Windows in its installation state revealed
multiple artifacts critical for digital investigations. The rolloutfile.tv13 file serves as a
persistent identifier, storing the TeamViewer ID linked to the Windows user, enabling
attribution of specific sessions to a system. Connections.txt files, found in both the
Program Files and AppData\Roaming directories, log Receiver IDs, session

timestamps, usernames, and connection actions, providing cross-verification points.

The TeamViewerl5 Hooks.log aids timeline reconstruction by recording driver
installation events, while TeamViewerl5 Logfile.log captures extensive activity,
including device IDs, email addresses, IPs, file transfers, system configurations, and
session commands. User-specific <targetID>.tvc files record remote support sessions,
linking Receiver IDs with timestamps and usernames. Prefetch files and Windows
Event Logs (System.evtx and Security.evtx) offer additional temporal and contextual

evidence.

A video session recording (tvs) provides direct visual evidence of remote activities,
embedding metadata such as device model, UUID, and TeamViewer IDs in its file
name. This artifact is limited to licensed versions and may be stored in user-defined

locations, making it less accessible.

Importantly, all artifacts persisted after uninstallation. Although minor hash changes
occurred, core content remained intact, demonstrating that uninstalling TeamViewer

does not remove forensic traces.

Overall, TeamViewer generates evidence of the user, application, and system levels.

The recovered artifacts enable investigators to establish session timelines, identify
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participants, reconstruct activities, and correlate application usage with broader system
events. Their persistence further strengthens their forensic value, ensuring

recoverability even when attempts are made to conceal usage (Soni et al., 2024a).

2024/10/04 14:03:00.363 6092 4420 SO DesiredServices: waiting for service winmgmt
2024/10/04 14:03:00.598 6092 4420 S0

Start: 2024/10/04 14:03:00.551 (UTC+5:30) «+— Timestamp
Version: 15.58.5 (64-bit)e— Software Version (Windows)

Version short hash: fad4d224b85

ID: 0

Loglevel: Info

License: 0

IC: -1857533330

CPU: Intel64 Family 6 Model 154 Stepping 3, Genuinelntel
CPU extensions: 19

0s: Win_10.0.19045_W (64-bit)e— Version of Operating system
IP: 192.168.85.133 «— Private IP of Windows

MID: 0x000c29765da6_1dSacdec86241be 1148701665

MIDv: 0

Proxy-Settings: Type=1 IP= User= Default AppPath
IE 11.3636.19041.0

AppPath: C:'\Program Files\TeamViewer\TeamViewer Service.exe
UserAccount: SYSTEM

Figure 6: Represents the TeamViewerl5 Logfile.log file, highlighting artifacts such as
timestamps, software version, operating system version, private IP of the Windows

system, and the default AppPath of the TeamViewer full client software.
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Command line: —f C:\Users\nishc\Downloads\PECmd\TEF374D.pf
Warning: Administrator privileges not found!

Keywords: temp, tmp

Processing C:\Users\nishc\Downloads\PECmd\TEF374D.pf

Created on:
Modified on:
Last accessed on:

Executable name: TEAMVIEWER.EXE
Hash: 15FF374D

File size (bytes):

Version: Windows 1@ or Windows 11

Run count:
Last run:
Other run times: 2024-10-04 ©9:07:52, 2024-10-04 08:33:00

Figure 7: Represents the Prefetch file, highlighting artifacts such as creation,
modification, and last access timestamps, along with run count and other active

timestamps.

System  Number of events: 613

Level Date and Time Source EventID Task Category

@ Information 10/4/2024 20254 PM | Timestamp Service Contral Manager 7045 None |
i ) Information 10/4/2024 2:02:28 PM WindowsUpdateClient 44 Windows Update Agent

i ) Information 10/4/2024 2:02:13 PM Kernel-General 16 None

Event 7045, Service Control Manager x

General Details

) Friendly View © XML View

- <Event xmins="http://schemas.microsoft.com/win/2004/08/events/event">
- <System>
<Provider Name="Service Control Manager” Guid="{555908d1-a6d7-4695-8e1e-26931d2012f4}"
EventSourceName="Service Control Manager" />
<EventID Qualiflers="16384" <«————— Event ID
<Version>0</Version>
<lLevel>4</Level>
<Task>0</Task>
<0Opcode>0</Opcode>
<Keywords>0x8080000000000000</Keywords> .
[ <TimeCreated SysteniTime="2024-10-04T08:32:54.05143842" /> |«—— Timestamp (UTC)
<EventRecordID>529</EventRecordID>
<Correlation />
<Execution ProcessID="652" ThreadID="7256" />
<Channel>System</Channel>
| <Computer>DESKTOP-EI2SEOP</Computer> |«——— Device Domain Name
<Security UserID="$-1-5-21-2806020070-3994974418-3995715866-1001" />
</System>
- |[<EventData>
<Data Name="ServiceName">TeamViewer</Data> .
<Data Name="ImagePath">"C:\Program Files\TeamViewer\TeamViewer_Service.exe"</Data> Service Name and
<Data Name="ServiceType">user mode service</Data> File path
<Data Name="StartType">auto start</Data>
<Data Name="AccountName">LocalSystem</Data>
</EventData>
</Event>

Figure 8: Represents the System.evtx file, highlighting artifacts such as event creation

timestamps, along with Event ID, Service name, and associated File path.

42



4.1.1.3i0S

4.1.1.3.1 Installation
The application was installed and actively used, after which artifacts were extracted

before uninstallation. The details of the recovered artifacts, including their file paths,
content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4c.

Table 4c: Represents the digital artifacts recovered from the installation state of

TeamViewer on 108, including corresponding file names, storage locations, Content,

and license-specific availability.

Applica | File File Path Content License
tion Name(s) Type
Name
TeamVie | kSecClass | /Keychain/kSecClass | Stores TeamViewer’s | Free &
wer GenericPa | GenericPassword encryption key | Paid
QuickSu | ssword (TVRCCoreEncryptionKe
pport y), user identifier
(tv_uuid_account),  app
identifier, and key creation
time. Confirms application
usage, account linkage,
and secure credential
storage.
Note:  The  Licensed
version of this file contains
the email address of the
10S Device, too. (Figure 9)
app.state | /private/var/mobile/C | Records application state | Free &
ontainers/Data/Applic | metadata, including SDK | Paid
ation/ status, termination flags,
<UUID>/Library/Cac | vendor ID (UUID), system
hes/io.sentry/1f73e3a | boot timestamp, OS and
3e31261b44089b4115 | release version, debugging
ec526f7e5110752/app | flags, and ANR status.
.state Useful for verifying app
activity and usage patterns.
com.apple | /private/var/mobile/C | This file helps to confirm | Free &
.mobile ¢ | ontainers/Data/Applic | the presence and | Paid
ontainer | ation/ installation of the
manager. | <UUID>/.com.apple. | TeamViewer
metadata. | mobile container ma | QuickSupport application
plist nager.metadata.plist | on the device.
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17383163 | /private/var/mobile/C | Records session data: | Free &
17.498902 | ontainers/Data/Applic | session start/end time, | Paid
-00003- ation/ duration, device identifier
94EOEAD | <UUID>/tmp/NSIRD | (DID), session ID (SID),
7-4B19- _QuickSupport NDG | release  version,  and
42BE- rew/1738316317.498 | environment.
B345- 902-00003-
FF10BDE | 94EOEAD7-4B19-
43D8D.js | 42BE-B345-
on FF10BDE43D8D.jso
n
breadcrum | /private/var/mobile/C | Logs Ul navigation events, | Free &
bs.2.state | ontainers/Data/Applic | user interactions (like | Paid
ation/ button  taps), device
<UUID>/Library/Cac | orientation changes,
hes/io.sentry/1f73e3a | battery state, and app
3e3f26fb44089b4115 | lifecycle transitions
ec526f7e5110752/bre | (foreground/background).
adcrumbs.2.state
com.Team | /private/var/mobile/C | Contains clientlC, | Free &
Viewer.Se | ontainers/Data/Applic | clientID, and installed app | Paid
ttings.plist | ation/ version.
<UUID>/Library/Pref
erences/com.TeamVie
wer.Settings.plist
Connectio | /private/var/mobile/C | Logs incoming sessions: | Free &
ns_incomi | ontainers/Data/Applic | remote username, | Paid
ng.txt ation/ Controller =~ TeamViewer
<UUID>/Library/Log | ID, timestamps, session
s/TeamViewer/Conne | type (e.g.,
ctions_incoming.txt | RemoteControl), and
session identifier.
previous.a | /private/var/mobile/C | Records application state | Free &
pp.-state ontainers/Data/Applic | metadata, including SDK | Paid
ation/ status, termination flags,
<UUID>/Library/Cac | vendor ID (UUID), system
hes/io.sentry/1f73e3a | boot timestamp, OS and
3e3261b44089b4115 | release version, debugging
ec526f7e5110752/pre | flags, and ANR status.
vious.app.state Useful for verifying app
activity and usage patterns.
TeamView | /private/var/mobile/C | Logs TeamViewer IDs of | Free &
erl5 Logf | ontainers/Data/Applic | both devices, app versions, | Paid
ile.log ation/ public IPs, private IP of

<UUID>/Library/Log
s/TeamViewer/Team

connected device (Host),
VoIP call data, timestamps,
and device details (model,
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Viewerl5 Logfile.lo
g

serial, resolution, CPU,
oS, language, host
username, notification of
clipboard and network
configuration). Does not
include screenshots, chat,
email, private IP of Client,
or file transfer data.

iTunesMet
adata.plist

/private/var/container
s/Bundle/Application/
<UUID>/iTunesMeta
data.plist

Contains App  Store
metadata: Apple ID, item
name, version, source app,
purchase date, and
dsPersonallD. (Figure 10)

Free
Paid

Screensho | /private/var/mobile/M | Screenshots of the i10S | Free

t edia/DCIM/100APPL | screen, captured through | Paid
E TeamViewer.

mobile in | /private/var/installd/L | Records Free

stallation.l | ibrary/Logs/Mobileln | installation/uninstallation | Paid

0g.0

stallation/mobile_inst
allation.log.0

events with timestamps,
file paths, and package
names.

TeamVie
wer
Remote
Control

app.state | /private/var/mobile/C | Contains application state | Free
ontainers/Data/Applic | metadata: SDK working | Paid
ation/ status, termination flag,
<UUID>/Library/Cac | vendor ID, boot
hes/io.sentry/25fcc51 | timestamp, OS version,
e81e693c7aafc6c7bd | release version, debugging
d8fd0e333abe504/ap | flag, and ANR status.
p.state
breadcrum | /private/var/mobile/C | Logs Ul navigation, user | Free
bs.2.state | ontainers/Data/Applic | actions, orientation | Paid
ation/ changes, battery state, and
<UUID>/Library/Cac | lifecycle transitions.
hes/io.sentry/25fcc51
e81e693c7aafc6e7bd
d8fd0e333abe504/bre
adcrumbs.2.state
com.Team | /private/var/mobile/C | Contains clientIC, | Free
Viewer.Se | ontainers/Data/Applic | ClientID assigned to the | Paid
ttings.plist | ation/ 10S device,
<UUID>/Library/Pref | BuddyDisplayName,
erences/com.TeamVie | BuddyLoginName
wer.Settings.plist (email), app version, and
TeamViewer ID of
connected device.
Connectio | /private/var/mobile/C | The file logs details such | Free
ns.txt ontainers/Data/Applic | as the Receiver ID, Start | Paid
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ation/ Date, Start Time, End

<UUID>/Library/Log | Date, End Time, and

s/TeamViewer/Conne | Connection Type or action.

ctions.txt

session.cu | /private/var/mobile/C | Records active session | Free &

rrent ontainers/Data/Applic | details: session ID, device | Paid
ation/ ID, release version,
<UUID>/Library/Cac | environment, and session
hes/io.sentry/25fcc51 | sequence.

e81e693c7aafc6c7bd

d8fd0e333abe504/ses

sion.current

TeamView | /private/var/mobile/C | Logs TeamViewer IDs of | Free &

erl5 Logf | ontainers/Data/Applic | both devices, app versions, | Paid

ile.log ation/ IPs, file transfers (path and
<UUID>/Library/Log | size), timestamps, and
s/TeamViewer/Team | device data (model, serial,

Viewerl5 Logfile.lo | resolution, CPU, OS,

g language, host username,
clipboard events, network
config). Includes
connected device info
(name, resolution,
duration). Excludes
screenshots, chat, and
email.

mobile in | /private/var/installd/L | Records Free &
stallation.l | ibrary/Logs/Mobileln | installation/uninstallation | Paid
0g.0 stallation/mobile inst | events with timestamps,
allation.log.0 file paths, and package
names.
(Figure 11)

4.1.1.3.2 Uninstallation State

After uninstalling the TeamViewer apps (Free and Paid) on 10S, only a single residual

file named mobile installation.log.0 was identified. This file captures detailed

information related to the installation and uninstallation processes of applications on

10S. Specifically, it records the exact timestamp of each event, the file path of the

application package, and its corresponding package name. Although no additional user

data or configuration files were found after uninstallation, the presence of

mobile installation.log.0 stands as a crucial forensic artifact for confirming the

historical existence of the TeamViewer app on the device.

46




4.1.1.3.3 Interpretation and Forensic Significance

The forensic analysis of TeamViewer on 10S in its installation state revealed multiple
artifacts of substantial evidentiary value. Keychain entries
(kSecClassGenericPassword) are critical, storing the TVRCCoreEncryptionKey, user
identifiers, app metadata, and the user’s email address in licensed versions, linking
activity to a specific account. Application state files (app.state, previous.app.state,
session.current, breadcrumbs.2.state) capture contextual details such as vendor IDs,
device orientation, system status, session identifiers, and user interactions, enabling

reconstruction of application usage over time.

System-level files like com.apple.mobile container manager.metadata.plist and
iTunesMetadata.plist confirm installation history and app source. Settings and
connection logs (com.TeamViewer.Settings.plist, Connections.txt,
Connections_incoming.txt) provide persistent evidence of client IDs, session
timestamps, and user details, supporting correlation of remote activities with specific

devices and accounts.

The TeamViewerl5 Logfile.log is a comprehensive artifact, recording TeamViewer
IDs, IPs, device data, session details, file transfers, and VoIP call activity, though
screenshots, chat logs, and email identifiers are not captured. Screenshots recovered

from the DCIM directory offer direct visual evidence of remote sessions.

After uninstallation, nearly all artifacts were removed, leaving only
mobile installation.log.0, which records installation and uninstallation timestamps, file
paths, and package names, providing historical verification. The absence of chat, email,
or dynamic password data indicates that iOS enforces stronger data protection,
requiring investigators to rely on configuration files, state logs, and system metadata

for forensic analysis.

Data": "CAAACBAAEADTO1NVvevefKBhBRnrDBm3wfZCOfk7NKpleY4s5JyeH/bIox4z1iF@4ZCsh4EynbEB1G1ShyjrS5DiDMa7o0KQI8NbNr8AFURhS@5gVIvI2eA==", "MetaData":
ct":"","musr":"","sync":0, "tomb" :@, "pdmn": "cku", "shal": "rpLcA+tgHnk/dx8U1jQnBcQNhmU=" ["cdat" : "20250131094630.805062Z" |
Wmdat“:"29250131094630.89566221,“persistref":“eqRDeY*URwOSthkSprwg==“,"svce":"TequiewerEncryptionKey","agrp":"EBNMZFNAZK.com.teamviewer",
AccessControl™: "MQ@wCwwEcHIvdAwWDY2t1", "UUID" : "4E6@D13B-465C-4B95-8A1D-D78BD38D14E4", "TamperCheck" : "7D9A408D-09B9-490B-
A6BA-066F1B194B3E"}, "Data™: {"TamperCheck" : "7D9A408D-09B9-4908B-

A6BA-066F1B194B3E","v_Data" : "CAAACBAAEADTO1NVvevefKBhBRNrDBm3wfZCOfk7NKpleY4s5IyOH/bIox4z1iF@4ZCsh4EynbEB1G1Shy jrS5DiDMa7oKQI8NbNr8AFURhIOSE!
2eA=="}},{"Entitlement Group":"E3NMZFNA2K.com.teamviewer","Service":"TeamvViewerAccount" |{"Account":"di mail.com"
"Label":"(null)","Generic Field":"(null)","Synchronizable":"@","Description":"(null)","Keychain

Figure 9: Represents the kSecClassGenericPassword file, highlighting artifacts such
as creation/modification timestamp and Email address of the TeamViewer client

account.
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Viewer
Text Picture Video DB PList Document
o, |
» bundleShortVersionString String App Version
bundleVersion String 6852
4 com.apple.iTunesStore.downloadinfo Dictionary (2items)

4 accountinfo Dictionary (6items )
AltDSID String 001344-08-TeB842974-d10e-47b9-%a%-a%0ax
ApplelD String [ ni IR @ g mail.com |Apple ID
DownloaderlD Int64 0
DSPerson|D Int64 11402073137
FamilylD Inte4 0
PurchaserlD Int64 11402073137

purchaseDate String 457 | Install Timestamp

DeviceBasedVPP Boolean False

gameCenterEnabled Boolean False

gameCenterEverEnabled Boolean False

genre String Productivity

genreld Int64 6007

hasMessagesExtension Booclean False

hasOrEverHasHadIAP Boolean False

iad-attribution String 0

is-auto-download Boolean False

isFactorylnstall Boolean False

is-purchased-redownload Boolean False

itemld Int64 661649585

itemMName String lTeamV\ewer QuickSupport l App Name

kind String software

Figure 10: Represents the iTunesMetadata.plist file, highlighting artifacts such as
App Version, Name, Apple ID, and Install timestamp (UTC).

Wed Feb 5 10:41:57 2825 [314] <notice> (©x1831d8580) -[MIDeveloperDiskImageTracker checkMountPoint:]_block_invoke: /Developer/Applications is
not present now or before
[Wed Feb 5 1@:41:57 2@25|[314] <notice> (@x16cee7@d@) -[MIClientConnection leokupUninstalledwithOptions:completieon:]: Lﬂokup
[Fequested| by atc (pid 45 (501/561)) with options (null)
Wed Feb 5 10:42:16 2025 [314] <notice> (@x16cfffeee) -[MIClientConnection uninstallIdentifiers:withuptians:completion:]:by
1sd (pid 97 (501/501)) for identifier |com.teamviewer.teamviewerQS with options: {

WaitForStorageDeletion = @;

}
Wed Feb 5 10:42:16 2025 [314] <notice> (exl6cfffeee) -[MIUninstaller _uninstallBundleWithIdentifier:waitForDeletion:uninstallReason:error:]:
Uninstalling identifier com.teamviewer.teamviewerQs
Wed Feb 5 10:42:16 2825 [314] <notice> (@x16cfffee@) -[MIUninstallNotifier performRemovalWithCompletionBlock:]: —uith
identifier [com.teamviewer.teamviewerQS at /private/var/containers/Bundle/Application/483B3556-D565-47D9-80AA-1C18D54B8208
Wed Feb 5 10:42:16 2825 [314] <notice> (@xleécfffeee) -[MIUninstallNotifier performRemovalWithCompletionBlock:]: Destroying container with
identifier com.teamviewer.teamviewerQs at /private/var/mobile/Containers/Data/Application/858763E9-5EDA-4250-BAA4-254D5A2842D9
Wed Feb 5 1@:42:16 2825 [314] <notice> (@x16cfffee@) -[MIUninstallNotifier performRemovalWithCompletionBlock:]: Destroying container with
identifier com.teamviewer.teamviewerQS.BroadcastExtensionNgSetupUI at /private/var/mobile/Containers/Data/PluginKitPlugin/C53893D3-74F3-4E23-
B8@3-581211498FAL
Wed Feb 5 10:42:16 2825 [314] <notice> (exl6cfffeee) -[MIUninstallNotifier performRemovalWithCompletionBlock:]: Destroying container with
identifier com.teamviewer.teamviewerQS.BroadcastExtensionNg at /private/var/mobile/Containers/Data/PluginKitPlugin/F6D8F403-4E42-4ACD-82BA-
F985B9657163
Wed Feb 5 10:42:16 2825 [314] <notice> (@x16cfffeee) -[MIUninstallNotifier performRemovalWithCompletionBlock:]: Destroying container with
identifier com.teamviewer.teamviewerQsS.FileProviderExtensionQS at /private/var/mobile/Containers/Data/PluginKitPlugin/7D4E8063-8A67-4158-
AAB6-74EBFIABB3EF
Wed Feb 5 10:42:16 2825 [314] <notice> (@x16desbe@d) -[MIClientConnection uninstallIdentifiers:withOptions:completion:]: Uninstall requested by
1sd (pid 97 (5@1/501)) for identifier com.teamviewer.teamviewerQs with options: {

WaitForStorageDeletion = @;

Wed Feb 5 1@:42:16 2825 [314] <err> (@x16desbeee) +[MIContainer allContainersForIdentifier:options:error:]: 582: No bundle container found for
identifier com.teamviewer.teamviewerQs

Wed Feb 5 1 21 2825| [314] <notice> (@xl6cee78@0) -[MIClientConnection uninstallIdentiFiers:withOptiuns::ompletiun:];by
sd (pid 97 (501/5e1 or identifier [com.teamviewer.rclwith options: {

Figure 11: Represents the mobile installation.log.0, highlighting artifacts such as

uninstall request timestamp and logs of uninstallation.

48



4.1.1.4 macOS
4.1.1.4.1 Installation

The application was installed and actively used, after which artifacts were extracted

before uninstallation. The details of the recovered artifacts, including their file paths,

content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4d.

Table 4d: Represents the digital artifacts recovered from the installation state of

TeamViewer on macOS, including corresponding file names, storage locations,

Content, and license-specific availability.

Applica | File File Path Content License
tion Name(s) Type
Name
TeamVie | Info.plist | Applications\TeamVi | Contains application metadata: | Free &
wer full ewer.app\Contents\In | CFBundleName, Paid
client fo.plist CFBundleVersion, and
CFBundleldentifier. Confirms
& the exact application installed
and version on macOS device.
Library\Application
Support\TeamViewer\
AuthorizationResourc
es.bundle\Contents\In
fo.plist
com.team | Users\<username>\Li | Stores  user-specific  data: | Free &
viewer.tea | brary\Preferences\co | Meeting UserName (macOS | Paid
mviewer.p | m.teamviewer.teamvi | username),
references | ewer.preferences.plist | BuddyLoginTokenID
.plist (session/user token), recently
connected TeamViewer ID,
buddydisplayname, and
buddyloginname (name and
email used for login). Confirms
user identity, login history, and
recent connections. (Figure 12)
com.team | Users\<username>\Li | Stores machine-specific | Free &
viewer.tea | brary\Preferences\co | identifiers: clientID, clientIC, | Paid
mviewer.p | m.teamviewer.teamvi | and application version. Used
references | ewer.preferences.Mac | to correlate sessions and link
.Machine. | hine.plist the device to TeamViewer
plist usage.
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install.log | private\var\log\install | Records timestamped | Free
Jlog installation details, including | Paid
package file paths. Confirms
the timeline of TeamViewer
installation on the system.

com.apple | Users\<username>\Li | Shows FXRecentFolders | Free
finder.plis | brary\Preferences\co | entries referencing | Paid
t m.apple.finder.plist TeamViewer, confirming recent

access via Finder. Also contains
FXDesktop VolumePosition
(desktop organization details).

TCC.db Users\<username>\Li | Records permissions granted to | Free
brary\Application TeamViewer: screen capture, | Paid
Support\com.apple.T | full disk access, microphone,
CC\TCC.db and camera. Confirms elevated

system access.

LaunchDa | Library\LaunchDaem | Contain multiple .plist files | Free

emons ons with file paths, program | Paid

(Folder) identifiers, and program labels
related to TeamViewer.

LaunchAg | Library\ Contains multiple .plist files | Free

ents(Folde | LaunchAgents with working directory, | Paid

r) program arguments,

watchpaths, and program labels
related to TeamViewer.

Session NA (user-defined | Video session recording of | Paid
name 202 | save location) remote connection (screen | Only
5-02-06 capture). Filename includes
11.22.23.t session timestamp. Present only

Vs in licensed versions.

4.1.1.4.2 Uninstallation State

After uninstalling TeamViewer on macOS, three key residual files and a screen
recording were identified. The file com.teamviewer.teamviewer.preferences.plist
contained user-specific forensic data such as the macOS username, session tokens,
recently connected TeamViewer IDs (MRU list), and login credentials, including
display name and email ID. The
com.teamviewer.teamviewer.preferences.Machine.plist file contains machine-specific
identifiers such as clientID, clientIC, and application version, which help link the device
to its past TeamViewer usage. The install.log file provided timestamped entries related
to the application's installation, confirming its presence and helping establish a timeline.

Additionally, a screen recording generated through TeamViewer’s premium feature was
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discovered, which may serve as crucial evidence of remote activity, even after

uninstallation.

4.1.1.4.3 Interpretation and Forensic Significance

The forensic examination of TeamViewer on macOS in the installation state revealed
artifacts with strong investigative value at both the user and system levels. The Info.plist
file confirms the installed version and build, supporting authenticity verification and
correlation with  version-specific  features. User-specific  preference files
(com.teamviewer.teamviewer.preferences.plist) store macOS usernames, session
tokens, recently connected TeamViewer IDs, and login details such as display name and
email, establishing direct links to user accounts. Machine-level preference files
(com.teamviewer.teamviewer.preferences.Machine.plist) record device identifiers like
clientID and application version, enabling session attribution to specific devices. The
install.log provides a timestamped record of installation, supporting timeline

reconstruction.

System-level artifacts, including com.apple.finder.plist and TCC.db, document recent
application access and granted permissions (screen capture, disk, microphone, camera),
highlighting potential exposure during remote sessions. LaunchDaemons and
LaunchAgents files confirm persistence mechanisms, clarifying how TeamViewer
integrates with system startup. Session recording file (.tvs), capturing on-screen activity

with embedded timestamps, offering direct visual evidence of remote interactions.

After uninstallation, key artifacts persist, including user and machine preference files,
the install log, and session recordings. This persistence allows investigators to
reconstruct prior activity, establish user-device linkage, and maintain session timelines
even when the application is removed. While chat and file transfer logs are not retained,
these artifacts collectively provide a robust basis for forensic investigations,

emphasizing the need for cross-platform correlation when analyzing macOS systems.
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com.teamviewer.teamviewer.preferences.plist
['1] SuitedrorUnboarding = |
[2] ConfigurationTryOneUIPhase = 3
» [3] MultiMedia
[4] LastCorrectorRun = 2
4 [5] BetterChat_Wrapping_Key_For_FileOQutboxStorage Save bytes
Hex preview : 0x3D OxA7 0x86 0xA3 Ox11 0x65 0x92 Ox7E OxAF 0x93 0x7C 0x45 0x07 0x82 0xDD 0xC9 0xCD 0x39

ASCIf preview : =777e?~77|E??7795<77W??D?H
TRVTINITIPCA

[6] Meeting_UserName = Digital Soni ]

[7] BuddyLoginTokenID = 781513365

[8] ConfigurationRMAssetReportingEnabled = 1

[9] TVOne_PersistentUlState = {"showEnforceUiSwitchintro":true}

4 [10] MRU

[01499421805

[11] UserAccountID = 310704248

[12] ConfigurationCompanionDockEnabled = 1

+—— TeamViewer ID of Host

[13] ConfigurationSessionSummaryEnabled = 1
[14] LastSelectedTabldentifier = com.teamviewer.tabs.remoteControl
[15] ConfigurationOneUlOptinEnabled = 1
[16] UlVersion = 4
[17] UsedOneUlPhase = 1

» [18] BetterChat_Key_For_FileOutboxStorage Save bytes
[19] BetterChatSplitterPos = 250
[20] PromoteOneUlAfter = 1
[21] ConfigurationOneUlOptOutDisabledNavbar = 1
[22] ShowAccountEnforcementBubble = 0

| [23] BuddyDisplayName = Nishchal Soni |

b [24] SUID Save bytes

» [25] BuddyLoginTokenAES Save bytes

[ [26] BuddyLoginName = digitalfo «mmmiié @ gmail.com
[27] OneUlSwitchWaveDone = 2
[28] PilotTabWasEnabled = 1

15
16

Figure 12: Represents the com.teamviewer.teamviewer.preferences.plist file,
highlighting host device artifacts such as meeting username, TeamViewer ID, display
name, and login email address.
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4.1.2 LogMeln (GoToMyPC)

GoToMyPC was subjected to detailed forensic analysis across four major operating
systems: Android, Windows, i0S, and macOS. Both installation and post-uninstallation
states were examined to identify persistent artifacts. The application was tested in its
free and licensed variants to evaluate any differences in artifact generation and
retention. The results are organized platform-wise, presenting key evidence, including

but not limited to logs, configuration files, system traces, and residual data.

4.1.2.1 Android
4.1.2.1.1 Installation State

The application was installed and actively used, after which artifacts were extracted
before uninstallation. The details of the recovered artifacts, including their file paths,
content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4e.

Table 4e: Represents the digital artifacts recovered from the installation state of
GoToMyPC on Android, including corresponding file names, storage locations,

Content, and license-specific availability.

Applica | File File Path Content Licens
tion Name(s) e Type
Name

GoToM | base.apk | app\com.gotomypc- | Contains application version | Free &
yPC izZVWzLicAv3cy7Sz7 | details and desired permissions. | Paid

Si59w==\base.apk

G2PPrefer | data\com.gotomypc\s | Stores user-specific data: email | Free &
ences.xml | hared prefs\G2PPref |address, plaintext password, | Paid
erences.xml biometric authentication flag
(IS_BIOMETRICS ENABLE
D), and password save prompt
status. Confirms that login
credentials and security
preferences were saved on the
device. (Figure 13)
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library.db | data\com.android.ven | SQLite database confirming | Free &
ding\databases\library | installation via the Play Store | Paid
.db with the package name and
associated email ID.

FirebaseH | data\com.gotomypc\s | Stores the application's last- | Free &
eartBeatW | hared prefs\Firebase | used date. Paid
ORFRKFV | HeartBeatWORFRkF
TFRd+M | VTFRd+MToxM;jlx
ToxMjlx | MjUwNDgyMju6Y
MjUwWND | W5kem9pZDplYjRk
gyMjuoeY | N2JiZTdiZWVhMjkz
WSkem9p | ZThkM2Uw.xml
ZDplYjRk
N2JiZTdi
ZWVhMj
kzZThkM
2Uw.xml

4.1.2.1.2 Uninstallation State

Upon uninstallation of the GoToMyPC application from the Android device, only the
library.db file was found to persist. This file, associated with the Google Play Store,
retains metadata about previously installed applications, including package names.
Although other application-specific files were removed during uninstallation, the
presence of library.db provides a valuable forensic artifact that confirms the prior
existence of the GoToMyPC app on the device and helps establish a timeline of its

usage.

4.1.2.1.3 Interpretation and Forensic Significance

The forensic analysis of GoToMyPC on Android in the installation state revealed
artifacts with high investigative relevance. The base.apk confirmed the application
version and desired permissions, establishing proof of installation and potential
functional capabilities. The G2PPreferences.xml file contained sensitive user-specific
data, including registered email, plaintext password, biometric settings, and password
save status, directly linking the device to the account and providing crucial evidence of

user identity and login behavior.

The library.db file, maintained by the Google Play Store, recorded installation details,

package names, and timestamps, supporting timeline reconstruction and verification of
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application presence. FirebaseHeartBeat.xml preserved the last usage date, helping
situate activity within a specific timeframe. Together, these artifacts provide insights
into application configuration and user identity, making them valuable for

investigations of unauthorized remote access.

After uninstallation, sensitive user data was removed, but library.db persisted, allowing
investigators to confirm prior installation even without user-level information. While
session logs, IP addresses, or remote activity records were absent, the remaining

artifacts still offer strong corroborative evidence for forensic investigations.

<map>
<string name="FEEDBACK_SESSION_ID">745386518</string>
{string name="PROMPTED_ FOR_PASSWORD SAVE">True</string>
<string name="USER_LOCALE">en_US</string>
<string name="5HOW DRAWER KEY">False</string>
<boolean name="IS BIOMETRICS ENABLED" wvalue="false" />
<string name="USER_PASSWORD" >S@EEEERG< /string>
<string name="USER_EMAIL">Nis . - icmail.com</string>
<string name="I5 PASSWORD SAVED":True</string>
<string name="5HOW WELCOME_SCREEN">False</string>
<int name="DEFAULT TAB" walue="1" />

</map>

Figure 13: Represents the G2PPreferences.xml file, highlighting user-specific data
such as email address, plaintext password, biometric authentication flag

(IS_BIOMETRICS _ENABLED), and password save prompt status.

55



4.1.2.2 Window
4.1.2.2.1 Installation State

The application was installed and actively used, after which artifacts were extracted

before uninstallation. The details of the recovered artifacts, including their file paths,

content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4f.

Table 4f: Represents the digital artifacts recovered from the installation state of

GoToMyPC on Windows, including corresponding file names, storage locations,

Content, and license-specific availability.

Applica | File File Path Content License
tion Name(s) Type
Name
GoToM | unattende | Program Files | Stores configuration details: | Free &
yPC d.json (x86)\GoToMyPC | service URLs (website, base, | Paid
WebAccess\75726 | monitoring, session backend,
67978943005684\ | data provider), company ID,
unattended.json product type, plan (Personal),
application type, session type
(Unattended),  environment
(Production), hostname,
session 1D, and service name
assigned at installation.
GoToMyP | Program Files | Contains extensive system | Free &
CUnattend | (x86)\GoToMyPC | (Windows) metadata: | Paid
ed.log WebAccess\75726 | platform, oS details,
67978943005684\a | hostname, email address,
ppdata\GoToMyP | device name, private I[P
CUnattended.log address, MAC address, system
model, manufacturer,
processor, BIOS version,
memory, time zone, and last
logged-in username. Also logs
locale (India), unique
connectionld, and companyld.
Provides a detailed profile of
the host machine. (Figure 14)
g2host 00 | ProgramData\Log | Records timestamped activity | Free &
log MelnLogs\GoToM | records (date, time recorded in | Paid
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yPC\4266\2025- PST). Reveals the Windows
02- username and desktop name of
20 13.45.01.226\g | the device.

2host 00.log

Prefetch Windows\Prefetch | Records execution details of | Free &
Files GoToMyPC: run counts, last | Paid
(Folder) run, other run times, and MAC
details. Useful to establish the
frequency and timeline of
application use.

Login Users\<Username | Stores the package name | Free &
Data >\AppData\Local\ | related to GoToMyPC activity | Paid
Microsoft\Edge\Us | in the Edge browser profile.
er
Data\Default\Logi
n Data
Window Windows\System3 | Windows Event Log entry | Free &
event logs | 2\winevt\Logs (System.evtx) contains details | Paid

of the user account (Security
ID, Account Name, Login
Time, Event ID, Computer
Name) and the associated
process execution, including
Process ID and full Process
Name path.

4.1.2.2.2 Uninstallation State
Upon uninstallation of the GoToMyPC application from the Windows device, only the

Prefetch Files, Login Data, and Windows event log files were found to persist. These
files can help forensic experts to know the configuration and installation timestamps.
Although other application-specific files were removed during uninstallation, the
presence of these files provides a valuable forensic artifact that confirms the prior
existence of the GoToMyPC app on the device and helps establish a timeline of its

usage.

4.1.2.2.2 Interpretation and Forensic Significance

The forensic examination of GoToMyPC on Windows in the installation state revealed
artifacts offering strong investigative value. The unattended.json file contained detailed

configuration data, including service URLs, company ID, product type, session type,
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and environment information, confirming operational modes such as unattended access

and linking usage to organizational or account identifiers.

The GoToMyPCUnattended.log captured extensive system metadata, including
hostname, email, device details, IP/MAC addresses, BIOS version, memory, processor,
time zone, and the last logged-in username. This information enables complete system
profiling and direct attribution of activity to a specific user. The g2host 00.log provided
timestamped records of activity, while Prefetch files documented execution timestamps
and frequency, supporting timeline reconstruction. At the browser level, the Login Data
artifact connected GoToMyPC usage to Edge browser activity. Windows Event Logs

(System.evtx) offered corroborative evidence of account activity and process execution.

After uninstallation, critical files like unattended.json, GoToMyPCUnattended.log, and
g2host 00.log were removed, but residual artifacts in Prefetch, Login Data, and Event
Logs persisted, allowing confirmation of prior installation and usage with timestamps

and execution metadata.

No chat logs, session recordings, or detailed remote interaction data were recovered,
limiting full reconstruction of remote activity. Overall, GoToMyPC on Windows leaves
a robust forensic footprint through configuration files, system logs, and prefetch data,

with residual artifacts after uninstallation enhancing investigative potential.
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GoToMyPCUnattended.log

FIND

state to |
"platform": "Win",
"OSName": "Windows 10 Home x64 ",
"OSVersion": "10.0 (Build 19045)".
"hostName": "DESKTOP-EI2SEOP",
"version": "20.2024.12.2455",
"deviceName": "DESKTOP-EI2SEOP",
"IPAddress": "192.168.85.133",
"macAddress": "000c29765da6, f46d3fcT7ed7b".
"tlsInfo"; "TLS1.0,TLS1.1.TLSL.2",
"systemModel": "VMware20,1",
"systemManufacturer": "VMware, Inc.",
"processor": "12th Gen Intel(R) Core(TM) 17-12650H",
"biosVersion": "VMW201.00V.20904234.B64.2212051119".
"windowsFolder": "C:\\Windows",
"systemFolder": "C:\\Windows\\system32",
"userLocale": "India",
"timeZone": "India Standard Time",
"totalPhysicalMemory": "4.59 GB",
"physicalMemoryInMebiBytes": 4707,
"biosSerialNumber": "VMware-56 4d 14 fb 8a 3b bf 18-06 3a 7b 2¢ cb 76 5d a6".
"companyld": "7572667978943005684",
"inSession": false,
"lastLoggedInUser": "digit",
"locked": false,
"connectionld": "f13ff351-3bca-4{99-8f91f-2219025fde9b",
"labels": "",
"productType": "G2P",
"g2pV1HostMachineKey": "17562582",
"zeroTrustError": false,

[2U25-U2-20 13:52:39.0/1] [%o} ] | LUSBU] |>/6U] |1into] | Unattended] | DeviceShadowControllerQt] Successtully uj

Figure 14: Represents the GoloMyPCUnattended.log file, highlighting Windows

metadata, including but not limited to platform, OS details, hostname, device name,

private IP address, MAC address, system model, manufacturer, processor, BIOS

version, memory, and time zone.
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4.1.2.3i0S
4.1.2.3.1 Installation State

The application was installed and actively used, after which artifacts were extracted

before uninstallation. The details of the recovered artifacts, including their file paths,

content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4g.

Table 4g: Represents the digital artifacts recovered from the installation state of

GoToMyPC on 108, including corresponding file names, storage locations,

and license-specific availability.

Content,

Applica | File File Path Content License
tion Name(s) Type
Name
GoToM | kSecClass | /Keychain/kSecCla | Stores encryption key, user | Free &
yPC GenericPa | ssGenericPasswor | identifier, app identifier, key | Paid
ssword d creation time, and
LastLoginPassword. Confirms
app usage, account linkage,
and credential storage.
metadata.c | /private/var/mobile | Structured JSON records | Free &
Isrecord /Containers/Data/ | capturing session_id, app | Paid
Application/<UUI | version (display and build),
D>/Library/Cache | device model, codename, OS
s/com.crashlytics.d | build, platform, locale,
ata/com.logmein.io | architecture (arm64), UUID,
s.gotomypc/vS/rep | memory base address, binary
orts/active/56b09f | size, and encryption status.
Oab6f44a7{f8fabe9 | Links app usage to a specific
90664bb804/metad | device and  environment.
ata.clsrecord (Figure 15)
com.logm | /private/var/mobile | Contains user-related artifacts, | Free &
ein.ios.got | /Containers/Data/ | including the LastActiveEmail | Paid
omype.pli | Application/<UUI | address.
st D>/Library/Prefer
ences/com.logmei
n.ios.gotomypc.pli
st
iTunesMet | /private/var/contai | Confirms official App Store | Free &
adata.plist | ners/Bundle/Appli | installation. Includes Apple | Paid
cation/<UUID>/iT | ID, item name, artist name,
unesMetadata.plist | purchase ID, item ID, bundle

version, software version,
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purchase date, and
dsPersonallD.
mobile in | /private/var/install | Records application | Free &
stallation.l | d/Library/Logs/Mo | installation and uninstallation | Paid
0g.0 bileInstallation/mo | logs, with timestamps,
bile installation.lo | package path, and package
2.0 name.

4.1.2.3.2 Uninstallation State
After uninstalling the GoToMyPC apps (Free and Paid) on iOS, only two residual file,

named kSecClassGenericPassword and mobile installation.log.0 were identified.
mobile installation.log.0 file captures detailed information related to the installation
and uninstallation processes of applications on i0S. Specifically, it records the exact
timestamp of each event, the file path of the application package, and its corresponding
package name. Although no additional user data or configuration files were found after
uninstallation, the presence of mobile installation.log.0 stands as a crucial forensic

artifact for confirming the historical existence of the TeamViewer app on the device.

4.1.2.3.3 Interpretation and Forensic Significance

The forensic analysis of GoToMyPC on i0S revealed artifacts that provide strong
evidence of user activity and system-level traces. The kSecClassGenericPassword entry
in the 10S Keychain stores encryption keys, unique user and app identifiers, key
creation times, and the last login password, linking account credentials directly to

GoToMyPC and supporting user attribution.

The metadata.clsrecord file contained structured JSON data capturing session IDs, app
build, device model, OS build, locale, architecture, and memory addresses, providing
contextual metadata for verifying the application’s operational environment and
supporting timeline integrity. com.logmein.ios.gotomypc.plist recorded user
information, including the last active email, while iTunesMetadata.plist confirmed
official App Store installation and captured Apple ID, purchase ID, and dsPersonallD,
strengthening provenance. Installation and uninstallation events were logged in
mobile_installation.log.0, documenting package paths, timestamps, and package names

for reconstructing application timelines.
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After uninstallation, only kSecClassGenericPassword and mobile installation.log.0
persisted. The Keychain entry continued to store sensitive account data, while the
installation log confirmed historical presence. Other user and session data were
removed, limiting reconstruction of fine-grained remote interactions. In summary,
GoToMyPC on i0S produces high-value forensic artifacts at the system and account
level, with residual evidence persisting post-uninstallation, though session-level

reconstruction remains limited compared to Windows.

o — e ————

on_demand_upload_rate_per_minute Double
settings_version Int64 3
G2PClientUniqueldentifier String 1C9A2255-6837-477B-9992-TE496F708CFE
isBiometricsEnabled Boolean False
LastActiveConnectionkKey String 273272045
ILastActiveEmail String digi n—— 70 mail.com I
LoggedinAtleastOnce String YES
SavePasswordAlertShown String YES
ShouldShowtNPS Boolean False
www.gotomypc.com String www.gotomypc.com

Figure 15: Represents the com.logmein.ios.gotomypc.plist file, highlighting the last

active email used for the session.
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4.1.2.4 macOS
4.1.2.4.1 Installation State

The application was installed and actively used, after which artifacts were extracted
before uninstallation. The details of the recovered artifacts, including their file paths,
content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4h.

Table 4h: Represents the digital artifacts recovered from the installation state of

GoToMyPC on macOS, including corresponding file names, storage locations, Content,

and license-specific availability.

Applica | File File Path Content License
tion Name(s) Type
Name
GoToM | Info.plist | Applications\GoTo | Stores application metadata | Free &
yPC MyPC including CFBundleName, | Paid
Starter.app\Content | CFBundleVersion, and
s\Info.plist CFBundleldentifier.
& Confirms exact version
Library\Application | installed and  uniquely
Support\GoToMyP | identifies the application,
C\GoToMyPC.app\ | supporting correlation with
Contents\Info.plist | system logs and activity
& records.
Users\<Username>\
Library\Application
Support\GoToOpen
er\GoToOpener.app
\Contents\Info.plist
GoToOpe | Users\<Username>\ | Contains installation logs | Free &
ner.log Library\Logs\com.l | with timestamps and process | Paid
ogmein.GoToOpen | details, useful for
er\GoToOpener.log | confirming when  the
application was installed.
com.logm | Library\Preferences | Stores configuration details, | Free &
ein.GoTo | \com.logmein.GoTo | including EventID, Trial | Paid
MyPC.plis | MyPC.plist status, primary username,
t access code, email address,
and Machine Name.
Confirms  account  and
device association. (Figure
16)
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com.logm | Users\<Username>\ | Records application launch | Free

ein.GoTo | Library\Preferences | count, supporting timeline | Paid

MyPC.Sys | \com.logmein.GoTo | reconstruction of usage.

temStatus | MyPC.SystemStatu

UlHost.pli | sUIHost.plist

st

com.logm | Users\<Username>\ | The file contains the UUID | Free

ein.mac.G | Library\Preferences | of the GoToMyPC | Paid

oToOpene | \com.logmein.mac. | application.

r.plist GoToOpener.plist

install.log | private\var\log\insta | Contains timestamped | Free
1l.log installation records with file | Paid

paths of installation
packages.

com.apple | Users\<Username>\ | References to | Free

finder.plis | Library\Preferences | FXRecentFolders confirm | Paid

t \com.apple.finder.pl | recent access of GoToMyPC
ist via Finder.

FXDesktopVolumePosition
indicates how the app was
organized on the desktop,
supporting user interaction
evidence.

TCC.db Users\<Username> | Records application | Free
Library\Application | permissions and access | Paid
Support\com.apple. | granted to system
TCC\TCC.db functionalities. Useful for

assessing  security  and
privacy implications of the
app. (Figure 17)

LaunchDa | Library\LaunchDae | Contains .plist files related | Free

emons mons to GoToMyPC, including | Paid

(Folder) file paths, program

identifiers, labels, and
KeepAlive status. Confirms
persistence and auto-launch
configuration.

LaunchAg | Library\ Contains .plist files related | Free

ents(Folde | LaunchAgents to GoToMyPC, including | Paid

r) file paths, program labels,

descriptions, and KeepAlive
status. Supports analysis of
auto-start and background
activity.
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4.1.2.4.2 Uninstallation State
After uninstalling GoToMyPC on macOS, all the previously identified artifacts

remained present on the system, indicating that the uninstallation process does not
completely remove related configuration, log, and preference files. The only exception
was the Info.plist file located at Applications\GoToMyPC, which was removed as part
of the uninstallation. This persistence of residual artifacts, including user account
details, configuration settings, and installation logs, underscores the potential for post-

uninstallation forensic recovery and analysis.

4.1.2.4.3 Interpretation and Forensic Significance

The forensic value of GoToMyPC artifacts on macOS is substantial. Info.plist files
confirm application presence, version, and build, which are essential for verifying
authenticity and correlating activity with system events. GoToOpener.log and
install.log provide timestamped installation details, supporting timeline reconstruction

and application provenance verification.

User-related artifacts such as com.logmein.GoToMyPC.plist,
com.logmein.GoToMyPC.SystemStatusUIHost.plist, and
com.logmein.mac.GoToOpener.plist allows investigators to link accounts to devices
through usernames, email addresses, access codes, UUIDs, and launch counts,
supporting direct user attribution and assessment of usage frequency. System-level
artifacts, including com.apple.finder.plist and TCC.db, reveal interactions and granted
permissions (screen, microphone). Persistence files in LaunchDaemons and
LaunchAgents confirm background execution and automatic startup, providing insight

into ongoing application activity.

Most of these artifacts remain after uninstallation, ensuring investigators can
reconstruct historical usage, confirm prior installation, and link users and devices, even
after software removal. The broad range of surviving artifacts on macOS makes it

particularly valuable for forensic reconstruction compared to other platforms.
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com.logmein.GoToMyPC.plist
|£U] Connectioninto/Lastood/FProtos/Fags = |
[21] TelemetryEnabled = true
[22] brokerSeamlessUpdates = Force
[23] PerfOptConsent = 0
[24] Connectioninfo/LastGood/Proto0/Flags = 0
[25] Preferences/EnableDebug = 0
[26] ConnectionInfo/LastGood/Proto3/TargetPort = 443
[27] PollServer = poll.gotomypc.com
[28] email = Nishenmmidds ©qmail.com
[29] Preferences/MachineName = Forensic2299
[30] PollServerlPs = 23.239.230.206,173.199.10.195
[31] Connectioninfo/LastGood/Proto3/OriginalDetector = 4
[32] IsPolarisEnabled = no
[33] ForceBlankHost = 0
[34] Connectionlnfo/LastGood/Proto1/OriginalDetector = 4
[35] Connectioninfo/LastGood/Proto3/Proto = 3
[36] machinekey = 17564037
[37] setupURL = https://www.gotomypc.com/setUpComplete.tmpl
[ [38] PlanType = pers_trial ]
[39] PlanExpired = false
[ [40] primaryUser = digitalsoni ]
[41] accesscode = AAAAGAkdFOHMU]S/Xdg4NLNddETIgZ6956RIWSTKE3IDWkakWI/SVPhsvxABd 1e655ML50XNgZh13DT513zhU4;
[42] Connectioninfo/LastGood/Proto0/Proto = 0
[43] Preferences/timeQutVisibleStatus = 1

Figure 16: Represents the com.logmein.GoToMyPC plist file, highlighting artifacts

such as email address, machine name, PlanType, and primary username.

SQLITE VIEWER

Select table access v

FIND BUILD QUERY EXPORT CLEAR FILTERS

# service Y | client Y | client_type T
1 kTCCServiceSystemPolicyDownloadsFolder com.logmein.mac. Opener 0
2 kTCCServiceAppleEvents com. .mypc-unattended.ui 0
3 kTCCServiceAppleEvents com.logmein. MyPC 0
4 kTCCServiceAppleEvents com.logmein. MyPC 0

Figure 17: Represents the TCC.db file, highlighting the access permissions granted to
the application by the user.
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4.1.3 RemotePC

RemotePC was subjected to detailed forensic analysis across four major operating
systems: Android, Windows, i10S, and macOS. Both installation and post-uninstallation
states were examined to identify persistent artifacts. The application was tested in its
free and licensed variants to evaluate any differences in artifact generation and
retention. The results are organized platform-wise, presenting key evidence, including

but not limited to logs, configuration files, system traces, and residual data.

4.1.3.1 Android
4.1.3.1.1 Installation State

The application was installed and actively used, after which artifacts were extracted
before uninstallation. The details of the recovered artifacts, including their file paths,
content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4i.

Table 4i: Represents the digital artifacts recovered from the installation state of
RemotePC on Android, including corresponding file names, storage locations, Content,

and license-specific availability.

Applica | File File Path Content License
tion Name(s) Type
Name
Remote | base.apk | app\com.prosoftnet.r | Contains application | Free &
PC pcnew-x W3SF- version  details  and | Paid
Viewer gfcdrolz5DB9Jklg= | desired permissions.
=\base.apk
RPC data\com.prosoftnet. | Logs extensive session | Free &
Viewer rpcnew\files\AppLo | metadata, including | Paid
Log.txt gger\RPC  Viewer | host/client IP addresses,
Log.txt timestamps, login
attempts, device details,
chat timings (without chat
content), remote lock
events, session
recordings, file transfers,
sticky note activations,
whiteboard activity, first
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name of host, and sound
events. Does not include
user credentials,
chat/sticky note content,
or clipboard data. (Figure

18)

EmailList. | data\com.prosoftnet. | Stores host and client | Free

txt rpcnew\files\Remote | email addresses. Paid
PC Logger\EmailLi
st.txt

report data\com.prosoftnet. | Records SDK version, | Free
rpcnew\files\.com.go | app ID, UUID, build | Paid
ogle.firebase.crashly | details, session ID, OS
tics.files.v2:com.pro | information, and device
softnet.rpcnew\open- | specifications. Confirms
sessions\660CE4210 | app presence, links usage
32A00012D288FF0 | to specific device, and
ACCF971C\report provides session timeline.

device.jso | data\com.prosoftnet. | Records hardware details, | Free

n rpenew\files\.com.go | including processor | Paid
ogle.firebase.crashly | count, manufacturer,
tics.files.v2:com.pro | model, architecture,
softnet.rpcnew\open- | RAM, disk space, and
sessions\660CE4210 | emulator flag. Confirms
32A00012D288FF0 | device  identity  and
ACCF971C\native\d | environment.
evice.json

com.proso | data\com.prosoftnet. | Stores sensitive | Free

ftnet.rpcne | rpcnew\shared prefs | information, including the | Paid

w.xml \com.prosoftnet.rpcn | user's email address
ew.xml (username), plaintext

password, access token,
first name, and account
status, enabling direct
user attribution. It also
captures the host
machine's name, public IP
address, session ID, and
proxy topic, linking the
session to specific devices
and network activity.
Additional artifacts
include trial subscription
details, plan description,
and supported monitor
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resolutions, confirming
the application’s
configuration and usage
context.

FirebaseH | data\com.prosoftnet. | Records the last-used date | Free &
eartBeatW | rpcnew\shared prefs | of the app, device brand, | Paid
ORFRKFV | \FirebaseHeartBeat | model, and Android
TFRd+M | WORFRkKFVTFRd+ | platform details. Supports
ToxMzc2 | MToxMzc2OTQyN;j | timeline analysis.
OTQyNj | MzMjQ6Y W5kem9
MzMjQ6 | pZDpkZmlyMWYO0
YWS5kem | NmQxNzBkNzliYW
9pZDpkZ | UwWN2QS5.xml
mlyMWY
ONmQxN
zBkNzliY
WUWN2Q
5.xml
RPCView | data\com.prosoftnet. | Contains the host | Free &
er-wal rpcnew\databases\R | Windows device name, | Paid
PCViewer-wal public IP, client device
name, received file
names, and session date.
Useful for correlating
devices, IPs, file
transfers, and timeline
reconstruction.
Session media\0\DCIM\Rem | This file is a video screen | Free &
recording | otePC\RemotePC R | recording of the remote | Paid
(RemoteP | ecording 20240402 | session,  which  can
C_Recordi | 152708 DESKTO | provide visual evidence
ng 20240 | P-EI2SEOP.mp4 of on-screen activities
402 1527 during the connection.
08 DESK The name of this file
TOP- reveals the timestamp and
EI2SEOP. receiver device name.
mp4)
library.db | data\com.android.ve | SQLite database | Free &
nding\databases\libr | confirming installation | Paid
ary.db via the Play Store with the
package  name  and
associated email ID.
Remote | base.apk app\com.remotepc.h | Contains application | Free &
PC Host ost- version  details  and | Paid

xc7F18uel WPEpCO
9JG-iiw==\base.apk

desired permissions.
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com.remot
epc.host.x
ml

data\com.remotepc.h
ost\shared prefs\co
m.remotepc.host.xml

email,
password,
token, account
status, host machine
name, public [P, and
session details. Supports
direct user identification
and network correlation.
(Figure 19)

Stores user
plaintext

access

Free &
Paid

COmM.proso
ftnet.rpcne
w.xml

data\com.prosoftnet.
rpcnew\shared prefs
\com.prosoftnet.rpcn
ew.xml

Same as
com.remotepc.host.xml,
it stores user email,
plaintext password,
access token, account
status, host machine
name, public IP, and
session details. Supports
direct user identification
and network correlation.

Free &
Paid

HelpDesk
ViewerEm
ailList.txt

data\com.remotepc.h
ost\files\HostLogger
\HelpDeskViewerE
mailList.txt

This file contains the
email address of the host
and client.

Free &
Paid

AndroidH
ost.txt

data\com.remotepc.h
ost\files\AppLogger\
AndroidHost.txt

Records login timestamp,
plan details, machine ID,
host username, account
status, user type,
subscription type,
first/last names, and email
address. Also, records
host and client device
names, make/model of
Connected device, and
private IP addresses, and
client public IP address.
Captures file paths of
transferred files
(excluding file sizes and
received files) and session
recording  timestamps.
(Figure 20)

Free &
Paid

report

data\com.remotepc.h
ost\files\.com.google
firebase.crashlytics.
files.v2:com.remote
pc.host\open-
sessions\661629780

Records the application’s
SDK version, Google
Mobile Platform app ID,
platform type, unique
installation UUID, build
and display versions, and

Free &
Paid
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3B500011E1A18699
C96DD21\report

session details such as a
unique session identifier.
Additionally, it captures
operating system details
(platform, version, build,
and jailbreak status) and
device-specific
information,  including
architecture, device
model, core count, RAM,
disk space, manufacturer,
and model class.

device.jso | data\com.prosoftnet. | This JSON file contains | Free &
n rpcnew\files\.com.go | critical ~ device-specific | Paid
ogle.firebase.crashly | metadata, including the
tics.files.v2:com.pro | number of available
softnet.rpcnew\open- | processors, device
sessions\660CE4210 | manufacturer,  product
32A00012D288FF0 | name, device model,
ACCF971C\native\d | architecture, device state,
evice.json available disk space, total
RAM, and a flag
indicating whether the
device is an emulator.
library.db | data\com.android.ve | SQLite database | Free &
nding\databases\libr | confirming installation | Paid
ary.db via Play Store with
package  name  and
associated email ID.
(Figure 21)

4.1.3.1.2 Uninstallation State

Upon uninstallation of the RemotePC application from the Android device, only the

library.db and session recording files were found to persist. library.db file, associated

with the Google Play Store, retains metadata about previously installed applications,

including package names and the associated email address of the Google Play Store.

The session recording file may contain traces of remote sessions, such as timestamps

or activity details, which could provide insight into possible user actions and remote

access activity. Although other application-specific files were removed during
uninstallation, the presence of library.db provides a valuable forensic artifact that

confirms the prior existence of the GoToMyPC app on the device and helps establish a

timeline of its usage.
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4.1.3.1.3 Interpretation and Forensic Significance

RemotePC on Android leaves a robust forensic footprint, providing evidence of user
activity, device interactions, and session characteristics. base.apk files confirm the
presence, version, and desired permissions of both RemotePC Viewer and Host
applications, establishing proof of installation. User-specific files such as
com.prosoftnet.rpcnew.xml and com.remotepc.host.xml store email addresses,
plaintext passwords, access tokens, account status, and host device details, directly

linking accounts to devices and supporting attribution.

Session-related artifacts like RPC Viewer Log.txt, RPCViewer-wal, and
AndroidHost.txt capture host/client IPs, login attempts, timestamps, device identifiers,
file transfer traces, and activity metadata, enabling timeline reconstruction and cross-

correlation between users, devices, and networks.

EmailList.txt and HelpDeskViewerEmailList.txt confirm account linkages and
communication endpoints, while report and device.json provide system-level technical
details, aiding verification of real versus virtual environment usage. Timeline validation
is further supported by FirebaseHeartBeat.xml and library.db, recording last usage and
installation metadata. session recordings may offer direct visual evidence of remote
activity, supporting detailed reconstruction. Post-uninstallation, most sensitive and log
files are removed; however, library.db persists, confirming prior installation, and

session recordings remain accessible, offering conclusive visual evidence.
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}n me":"

2 Apr 2024 15:10:34 RPC Viewer :LAN -> Init called +— Host Public TP

2 Apr 2024 15:10:34 RPC Viewer :HostPublicIP 4 106.78.46.66 Device PublicIP = 106.78.46.66 mlInitDataVersion = 12
2 Apr 2024 15:10:34 RPC Viewer :HostIP =[192.168.85.133 Jiewer IP = <«—— Client Private TP
2 Apr 2024 15:10:34 RPC Viewer :LAN -> New flow »,

2 Apr 2024 15:10:34 RPC Viewer :LAN -> Thread Started Host Private IP

2 Apr 2024 15:10:34 RPC Viewer :LAN -= Skip LAN flow ? false

2 Apr 2024 15:10:36 RPC Viewer : LAN -= ConnectL AN method exception

2 Apr 2024 15:10:36 RPC Viewer :LAN -> Handshake Failed method called

2 Apr 2024 15:10:36 RPC Viewer :LAN -= cancelConnection method called

2 Apr 2024 15:10:36 RPC Viewer :LAN -> Session closed by user ? false

2 Apr 2024 15:10:36 RPC Viewer :LAN -> Did not connect, going with TCP flow
2 Apr 2024 15:10:36 RPC Viewer :LAN -> cancelConnection method calle
2 Apr 2024 15:10:36 RPC Viewer :SESSION-= Activity->= TCP.=
2 Apr 2024 15:10:36 RPC Viewer :Best Proxy to
2 Apr 2024 15:10:36 RPC \Lewer ‘B
2 Apr 2024 15:10:36 RPC
Tp":"192.168.203.212"."conntype™:"0","blk":" 1", "icon":"2"."icp":"0", "allow _deny":
'._"unicode":"2"."&-‘iewer_u_desc":”f’lbla9ccaa"."“’inL":"l"."n """ "issoundenabled": “0" S'rsep™:"1" "video_fmr™:"|
2 Apr 2024 15:10:36 RPC Viewer :SESSION-> Activity->
2 Apr 2024 15:10:36 RPC Viewer :SESSION-= Activity-=
action=connect_to_host_machine&auth=true&machine_id=f2bla%ccaa_000C2903D215&token=n2jRQITHMrMhmPiCkSsuf

Host Device Username

w invoked . .
. Host First Name
= mumbai.remotepc.com /

XY -= 5 Best proxy check timer started
er :BROKER Socket -= Best proxy json data sent : |{"message_details":

SESSION -= Best proxy to connect = mumbai.remotepe.com
Proxy socket URL : wss://mumbai.remotepc.com/proxy/connect?

Figure 18: Represents the RPC Viewer Log.txt file, highlighting artifacts such as the

host’s public and private IP address, client private IP address, host device username,

and host first name.

<map>

<string name=
<boolean nam

</string>

<string name
<string name=
<string name

</string>

com.remotepc.host.xml
<?xml version="1.e" encoding="utf-16" standalone="yes"?>

<string name= deploymentjdev1ce name" >Sam5ung sM-38106<[string>
<boclean name="isEnableFT" value="true"
<string nameW Personal Key
"proxyLisTops > [("pingTine":86.6, " proxyDomain” : "mumbai.remotepc. con”, "proxyIP":"13.127.218.39", "proxyNane”: "P67"}, {"pingTine":150.0,"
"proxyPingDone” valus="true” />
¢string name="block remote input flag">1</string>
<etring name[trisiDaysteri sr</Birings

<string name="sessionLogUniqueID

<string name="accountStatus">Y</string>

<string name="hostConnectionID"> ORJ T6H 8VN s</string>

<string name.i’_r_].ng-;—— Plam Text Password

<string name="configurationToken" >5mWPy4ESamhsEqtVEX655MLtQi ImjaBdMyVagINryBz6Vi7EIDY8KhybdaTI6eUz15FXaMS cbeZifxQk8sTOXNdPdemhhtRKoKaTchdrmFajX21
<int name="currentAppVersion” value="17" />

<boolean name="is_license_activated” value="true" />

<string name="prox To-lc >ORIIEHBVNs</string>

et rings—
"trustToken" >9EKxDODABMnjI2un4meR78n+chaVUDeSjPOmkN8t1g=</5tPing>

Firct name">Digital<)string>
First name of client

<string name="group >-1</string>

<string remote_reboot_flag"»>1</string>

<string

<string nal tring>

<string name="viewerType">1</string> Host Public IP Address

<boolean name="allowConfiguration" value="true" />
<string name="sessionlLogUpdated">

<boolean name="deployment_id_enable" value="false" />

Host Device Make/model

Free Trial Days

Client Public IP Address

Email Address

<string name=
<string name="

<string name

accessToken »>UZ2apsip
¢string name="sys_auth_flag">8</string>

<string name="blank_host_screen_flag">1¢/string>

<string name="proxyList">[{"pingTime":121.0, "proxyDemain”: "chennai.remotepc. con”, "proxyIP": "217.146.11.38", "proxyllane": "P13"}, { "pingTine":151.9,"p
<boolean name="proxyPingCompleted” value="true" />

<string name="hostDescription”>semsung_SH- JSl@G(/strlng>

paidSubscription”>NO<

<boolean name="isloggedIn” value="true" />

vEa TTGvE2cEpQQ oKAdaNyXAde IpToyuF 2kg4L8vT cSmvQIvgywINGYSR1qx1F8VSSbcucxTVDubvBCxypUlvUnFej350L

eT5a

License Detail

¢string name-f'planDescription”>Consumer/S0HOdéstrings—— Plan Type

<string name="userType">User</string>

Figure 19: Represents the com.remotepc.host.xml file, highlighting artifacts such as

host device make and model, personal key, trial period details, plain-text password,

client and host public IP addresses, client first name, email address, license information,

and plan type.
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10-Apr-2024 11:40:38:787 Android Host:Screen Recorder recreate display
[ 10-Apr-2024 11:40:46:919 Android Host:8 seconds image read timeout:
10-Apr-2024 11:40:46:922 Android Hos{Screen Recorder recreate display | ——————— Screen Recording Logs

10-Apr-2024 11:40:54:096 Android Host:handleBrokerResponse type : Endl: Desc: null

10-Apr-2024 11:40:54:099 Android Host:handleBrokerResponse deviceHostName [ samsung SM-I810G | «——Host Device Name

10-Apr-2024 11:40:54:100 Android Host:handleBrokerResponse hostDesc : samsung_SM-I810G

10-Apr-2024 11:40:54:102 Android Host:CaptureService handle Broker message: {"from_machine_id":"000C29A96EES_endinsession”,"hostdesc”:"samsung_SM-

7810G" ['computerName": "DESKTOP-EI2SEOP'] " from_username':"ORJIGHSVNSs","type":"EndInsession"'}

10-Apr-2024 11:40:54:103 Android Host:Message Iron ;. {"from_machine_id":"000C29A96EES_endinsession","hostdesc":"samsung_SM-J810G","computerName":"DESKTOP-
EI2SEOP","from_username":"ORJIGHSVNs","type":"EndInsession”] Client Device Username

10-Apr-2024 11:40:54:104 Android Host:Session connection opened. sending end Session

10-Apr-2024 11 54:106 Android Host:endSession : from Host

10-Apr-2024 11:40:54:107 Android Host:closeConnection : LAN Success ? false

10-Apr-2024 11:40:54:108 Android Host:close TCP Connection

10-Apr-2024 11 54:110 Android Host:resetData

10-Apr-2024 11:40:54:112 Android Host:CaptureService updateStatusToOnline

10-Apr-2024 11:40:54:114 Android Host:updateHostSessionStatus : {"message_type":"HOST_DETAILS_UPDATE","details": {"viewer_username":"","viewer_session_close_time":"2024-04-10
06: 4","host_status":1]"viewer_ip":"106.78.45.137"} | #—————— Public IP Address (Host)

10-Apr-2024 11:40:54:127 Android Host:showConnectedUI

10-Apr-2024 11 54:134 Android Host: showConnectedUI  isInitialConnection true

10-Apr-2024 11:40:54:640 Android Host:Proxy connection: onClosing: Exit

10-Apr-2024 11:40:54:642 Android Host:Proxy connection: onClosed

10-Apr-2024 11:40:54:644 Android Host:resetData

10-Apr-2024 11:40:54:648 Android Host:handleBrokerResponse type : incremental_host_details, Desc: null

10-Apr-2024 11:42:13:216 Android Host:handleBrokerResponse type : connect, Desc: null Host First Name

10-Apr-2024 11:42:13:217 Android Host:handleBrokerResponse deviceHostName - T_SM-I810G

esc : samsung_SM-TS10G Client Email Address

Timestamp

vproxy":"mumbai.remotepc.com”,"from_username":"ORJIGH8VNs","conntype":"0","icge?™2","type":"connect", "viewer_u_desc":"000C29A96EES","browser_id":"","req|
J8I0G","viewer_topicid":"ORJI6H8VNs","hostOsname":"","pri":"1","ip":"106.78.45.137"  [emailid": "dig ta | uE—— 2 gmail.com|,"hostOspass™:"","RA":"0","pno":"1","video_fmt":"0","fr

Figure 20: Represents the AndroidHost.txt file, highlighting artifacts such as log
timestamps, session recording entries, host device make and model, client device

username, host public IP address, host first name, and client email address.

library.db
SQLITE VIEWER

Select table = ownership v

FIND BUILD QUERY EXPORT

lib ba
ra ck
# account Yo ¥ en Y doc_id h
i
d d
79 ang @ gmail.com 3 3 com.toretwoocommercemanager
80 ard: @ amail.com 3 3 com.prosoftnet.rpcnew
81 an{: @gmail.com 3 3 com.remotepc.host
82 ardi: @gmail.com 3 3 pdfscanner.scan.pdfscanner.free

a3 - @ omail.com 3 3 com.cambyte.ckenscan
34 arg- @ gmail.com 3 3 me.dingtone.app.im

85 an(i @gmail.com 3 3 io.n2go.app

86 anG: @ gmail.com 3 3 com.gotomypc
87 ang: 2 qmail.com 3 3 com.logmein.rescueassist
88 andiD: @gmail.com 3 3 com.goto.resolve.customer

Figure 21: Represents the /ibrary.db file, highlighting the installation of the RemotePC

Host application via the Play Store, along with the associated email ID.
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4.1.3.2 Window
4.1.3.2.1 Installation State

The application was installed and actively used, after which artifacts were extracted
before uninstallation. The details of the recovered artifacts, including their file paths,
content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4;j.

Table 4j: Represents the digital artifacts recovered from the installation state of

RemotePC on Windows, including corresponding file names, storage locations,

Content, and license-specific availability.

Applicati
on Name

File
Name(s)

File Path

Content

License
Type

RemoteP
C

HostDesc
Ani

ProgramData\Remote
PC\HostDesc.ini

Contains the email address
and host device name.

Free &
Paid

RemoteP
CService.
txt

ProgramData\Remote
PC\RemotePCService
Axt

Logs session timestamps,
private IP addresses of host
and client, public IP of
host, lock device feature
timestamps, device names,
Client device make/model,
host email ID, first and last
names, username, machine
ID, and chat message
timings (without content).
Missing clipboard,
whiteboard, sticky note,
file transfer, and session
recording logs. (Figure 22)

Free &
Paid

RPCSetti
ngs.ini

ProgramData\Remote
PC\RPCSettings.ini

Contains application
version, host username,
public and private [P
addresses (host and client),
user’s first name, email
address, host device name,
session start and end times,
and client device make and
model. (Figure 23)

Free &
Paid

RPCSuite
_digit.log

ProgramData\Remote
PC\RPCSuite_digit.lo

g

Contains email address,
host private and public IP
addresses, user  type,
allowed hosts, last name,

Free &
Paid
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subscription type, plan
description, first name,
client device make and
model, and whiteboard
activity details (tool usage,
pen color, width, state).

(Figure 24a)
RPCSuite | ProgramData\Remote | Contains  host  device | Free
_digit In | PC\RPCSuite_digit I | name, application version, | Paid
c.log nc.log session start and end times,
and public and private IP
addresses (host and client).
(Figure 24b)
StoredVal | ProgramData\Remote | Contains the RemotePC | Free
ues.xml | PC\StoredValues.xml | account email address. Paid
ZGInaXR | ProgramData\Remote | It contains the host public | Free
hbGZvc | PC\ZGInaXRhbGZvc | and private I[P address, | Paid
mVuc2ljc | mVuc2ljczMyMUBn | client private IP address,
zMyMU | bBWFpbC5jb20=.1pc | host registration
BnbWFp timestamp, host username,
bC5jb20 host device name,
=.1pc application version, and
device make and model.
ZGInaXR | ProgramData\Remote | Contains the public and | Free
hbGZvc | PC\ZGInaXRhbGZvc | private IP addresses of the | Paid
mVuc2ljc | mVuc2ljeczMyMUBn | host & Client, host device
zMyMU | bWFpbC5jb20=.rpc i | name, and app version.
BnbWFp | nc
bC5jb20
=.rpc_inc
settings.js | ProgramData\Remote | Contains the email | Free
on PC Performance | address, host username, | Paid
Host\settings.json machine ID, and detailed
features and permission
settings, specifying the
application's access rights
and enabled
functionalities.
RPCPerf | ProgramData\Remote | Contains the public IP | Free
ormance | PC Performance | address of the connected | Paid
Service.l | Host\Logs\RPCPerfor | device.
og manceService.log
viewerSe | ProgramData\Remote | Contains the public IP | Free
ttings.jso | PC Performance | address of the Windows | Paid
n Viewer\viewerSetting | device.
s.json
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settings.js | ProgramData\Remote | Contains email address, | Free &
on PC Performance | host username, machine | Paid
Viewer\settings.json | ID, authentication token,
user type, first and last
name, plan description,
and session recording file
path. (Figure 25)

Prefetch | Windows\Prefetch Contains run count, last | Free &
Files run time, other execution | Paid
(Folder) times, and MAC details of

the application.

Window | Windows\System32\ | Windows Event Log entry | Free &
event winevt\Logs (System.evtx, Paid
logs Application.evtx,)
contains details of the user
account  (Security 1D,
Account Name, Login
Time, Event ID, Computer
Name) and the associated
process execution,
including Process ID and
full Process Name path.

4.1.3.2.2 Uninstallation State

Upon uninstallation of the RemotePC application from the Windows device, it was
observed that the uninstallation process did not remove or delete any associated files.
All the artifacts previously identified and listed in the analysis table remained intact at
their original file paths, indicating that the application leaves behind significant residual
data even after being removed. These remnants include configuration files, logs,
preference files, and other critical components, which retain sensitive information such
as user details, session data, and application metadata. This persistence of data poses
both forensic advantages, as it aids in post-uninstallation investigations, and potential

security concerns, as sensitive information remains accessible on the system

4.1.3.2.3 Interpretation and Forensic Significance

RemotePC on Windows produces a comprehensive set of artifacts that are highly
valuable for forensic investigations. Configuration and preference files such as

HostDesc.ini, StoredValues.xml, and settings.json store user emails, hostnames,
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usernames, account details, machine IDs, and permission settings, directly linking

activity to specific users and devices and supporting attribution and usage analysis.

Network and session logs, including RemotePCService.txt, RPCSettings.ini,
RPCSuite digit.log, and RPCSuite digit Inc.log, capture public and private IPs,
device names, session start/end times, subscription details, and whiteboard activity
metadata, enabling detailed reconstruction of remote sessions and verification of
interactions between host and client. Encoded files like
ZGIlnaXRhbGZvemVuc2ljezMyMUBnbWFpbC5jb20=.rpc  and .rpc_inc provide
unique identifiers for users, IP addresses, device names, model identifiers, timestamps,
and application versions, acting as digital fingerprints that link activity across devices

and networks.

Performance and contextual artifacts, including RPCPerformanceService.log and
viewerSettings.json, offer additional insights into session management, authentication,
and session recording locations. Timeline reconstruction is further supported by
Prefetch files and Windows Event Logs, confirming execution frequency, last-run

times, and linking processes to user accounts.

Unlike many other platforms, all artifacts persist post-uninstallation, including logs,
configurations, and preference data. This persistence allows investigators to recover
session histories, account activity, and system information even if the application was
deliberately removed. While advantageous for forensic analysis, it also poses security

risks due to retained plaintext credentials and session data.

Overall, RemotePC on Windows provides one of the richest forensic datasets among
examined applications, supporting precise reconstruction of remote access events, user
attribution, device correlation, and timeline verification both before and after

uninstallation.
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RemotePCService.txt
21472024 15:5:34:905 : AULH : 1CP ;. Authenticate : dStart:CbZKLaYy /tad LLKKmC JeSCA==
/ :AUTH : TCP {User name : digi G ) cmail.com ]q_ Client Email Address
AUTH : TCP : NO BLOCK
: RPC : Auth :VerifyViaAllowList: : & Private IP Address (Client)
: AUTH : TCP : nSavedDate: :1215291408;192.168.203.212:plock count 120
:RPC [ currentTime : ACTUAL formated :20240402150547 | o Timestamp
AUTH : 1CP: 1 allow_deny...:0:1:0
AUTH : TCP:end 1
: AUTH : Started authentication [Connection type : 0]
: RPC : Audio check .
: RPC : audio check to Suite Host Device Username
1928 : WEBSOCKET : PINGPONG : Initiated : Viewer index : 0 /
:47:929 : WEBSOCKET : PINGPONG : Is mac_id_paring : 2, HostDesc : DESKTOP-EI2SEOP ]
:5:47:929 : WEBSOCKET : Initiated

2024
/2024
2024
/4/2024

19 19 19 19 19 19 19 19 19 19 19 19 19

Figure 22: Represents the RemotePCService.txt file, highlighting artifacts such as the

client email address, client private IP address, timestamp, and host device username.

RPCSettings.ini

FIND
MainScreen=0
digitEESNESNIR @ cmail.com] |<—— Email Address of Host
[plan_desc=consumer/soho | «———— License Type
2FAEnable=NO
MaxHostCount=1
User=1
SubUser=0
SuperAdmin=0
SubAdmin=0
Trusted Token=xYqphximEMy6i23VXHQc2juSVmhSWsaAiWg6VT89P6g=
Backup_Plan_Activated=false
Backup User Registered=false
Parent_pt=h35pU030JSB
de_string=[ { "https://evsoregon.idrive.com/evs/test.jpg":" 0"}, { "https://evsvirginia.idrive.com/evs/test.jpg":"E" |,
{"https://evsireland.idrive.com/evs/test.jpg":"I"} ]
LogoutRequired=0
GroupSubAdmin=0
FTAllowed=1
conecurrent_remote_sessions=1
RemoteReboot=1
session_recording=1
video_chat_presession=1
ecomflag=FT
SSOLOgin=0

[EreeTrailDays=7 |«— Trial Details

Figure 23: Represents the RPCSettings.ini file, highlighting artifacts such as host email

address, license type, and free trial details.
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RPCSuite _digit.log

- PreviousAccount [} Current accourf [digit MMM @ zmail.com]| «—— Email Address of Host
X 7etUSH Timestamp
2:44.717 PM > MinimizeTray value false, so showing tray 1

04-02-2024 0.
04-02-2024 0.
04-02-2024 03:02:44.730 PM > E @ - [System.ArgumentException: Path cannot be the empty string or all whitespace.
10.Directory.CreateDirectory(String path)
PCSuite.RemotePCSuit.GetAndSetAutoRecordingPath()]

3 --> SessionRecordingPath - []

License type

Host last Name License Name

--> GetUserType - Result [ |"status":"OK"." 1s_backup_user_| reguund false,"user (\pe info":" {\")
mthz sts "L Mopic "hSpU030ISB rT\pe ":\"User\",\"paid_subscription\": " "Consumer/ SOHO
broker_server\":\"ir- broker9 remotepc com\"}","backup_ dcﬂu: {"https://evsvirginia.idrive.com/evs/test.jpg":"E"} .

'sireland.idrive.com/evs/test.ipg™:"I"}]." user( ompurerSemuz Allowed Permissions
nt[remote_sessions":"1","sys_auth":"0","remote_reboot":"1","session_recording":"1","video_chat_presession":"1","file_transfer":"I{}."parent_pt":"hSpU030JSB","is_backup_plan_activated":false} }]
04-02-307303:02:45. 883 PM --> broker_server [ir-brokerd.remotepc.com]

Figure 24a: Represents the RPCSuite digit.log file, highlighting artifacts such as host
email address, timestamp, last name host, license type, license name, and allowed

permissions.

Data Time:[04-02-2024 03:73:T0. 78T PM }-= ** Whiteboard Message:|{"tool":"2"."state":"1"."pen_color":0,"pen_width":2|
Data Time:|04-02-2024 03:23:10.896 PM {-= ** Whiteboard Message:| {"tool":"2" "state":"1","pen_color":0,"pen_width":2}

Data Time:|04-02-2024 03:23:11.795 PM {-> WaitOne Received

Data Time:|04-02-2024 03:23:11.816 PM {-= ** Whiteboard Message: |{"tool":"2","state":"1","pen_color":1,"pen_width":2}
Data Time:|04-02-2024 03:23:11.851 PM {-= ** Whiteboard Message: [|"tool":"2","state":"1","pen_color":1,"pen width":2}

Data Time:[04-02-2024 03:23:37.380 PM {-= WaitOne Received
Data Time:|04-02-2024 03:23:37.399 PM {-= ** Whiteboard Message: |"tool":"3","state":"1"."eraser_width":5}
Data Time:|04-02-2024 03:23:37.414 PM {-= ** Whiteboard Message: |"tool":"3","state":"1"."eraser_width":5}
Data Time:[04-02-2024 03:23:39.314 PM {-> WaitOne Received
Data Time:|04-02-2024 03:23:39.323 PM {-= ** Whiteboard Message: |{"tool":"3" "state":"1","eraser _width":8}
Data Time:[04-02-2024 03:23:39.334 PM {-= ** Whiteboard Message: |{"tool":"3"."state":"1","eraser_width":8}

Figure 24b: Represents the RPCSuite digit.log file, highlighting whiteboard activity
details such as tool usage, pen color, width, state, and timestamp. The numerical values

indicate the type of tool used, while state ‘1’ denotes true.

4 registration : {}
emailAddress @ “dig G omail.com”
brokerServer : "wss://ir-broker9.remotepc.com”
userMame : "h5pU030JSB”
machinelD : "000C2903D215°
token : "mMRJIIPOor0Y2nyACsGjogeiKfdmvSozrSBzEmnVKIBIFg7eHFvmKslyN4fevolv
isRegistrationValid : "True’
inactivityTimeout : "0"
recordingFilePath : "C\Users\digit\Documents\RemotePC\"
sessionSettings : [0]
4 userTypelnfo : {}
topic : "h5pU030JSB’
first_name : "Digital’

plan_desc : "consumer/soho”

userType : "User”

Figure 25: Represents the settings.json file, highlighting email address, authentication

token, user type, First name, plan description, and session recording file path.
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4.1.3.31i0S
4.1.3.3.1 Installation State

The application was installed and actively used, after which artifacts were extracted
before uninstallation. The details of the recovered artifacts, including their file paths,
content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4k.

Table 4k: Represents the digital artifacts recovered from the installation state of
RemotePC on i0S, including corresponding file names, storage locations, Content, and

license-specific availability.

Applicati | File File Path Content License
on Name | Name(s) Type
RemoteP | kSecClas | /Keychain/kSecClass | Stores RemotePC’s | Free &
C sGeneric | GenericPassword encryption  key, user | Paid
Password identifier, app identifier,
and UUID.
com.pros | /private/var/mobile/C | Contains registered email | Free &
oftnet.re | ontainers/Data/Applic | address, application | Paid
motepc.ip | ation/<SUUID>/Librar | version, bundle ID, and
hone.plist | y/Preferences/com.pr | iOS device name.
osoftnet.remotepc.iph
one.plist
com.log | /private/var/mobile/C | Contains file transfer logs; | Free &
mein.ios. | ontainers/Data/Applic | only one shared file path | Paid
gotomyp | ation/<UUID>/Docu | was recorded.
c.plist ments/.RemotePCLit
e/ft trace.log
metadata. | /private/var/mobile/C | Contains  host  device | Free &
clsrecord | ontainers/Data/Applic | details (model, machine | Paid
ation/<UUID>/Librar | identifier, OS build and
y/Caches/com.crashly | display version, platform,
tics.data/com.prosoft | locale) and application
net.remotepc.iphone/ | details (bundle ID, build
vS/reports/active/2afe | version, display version).
bfe04a854aef94a813 | (Figure 26)
36bb3ae6b3/metadata
.clsrecord
rm_client | /private/var/mobile/C | Contains the public IP | Free &
_app_pre | ontainers/Data/Applic | address of the host device. | Paid
ference.pl | ation/<UUID>/Librar
ist y/Preferences/rm_clie
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nt app preference.pli
st
trace.log | /private/var/mobile/C | It contains host and client | Free &
ontainers/Data/Applic | device  names, email | Paid
ation/<UUID>/Docu | address, public and private
ments/.RemotePCLit | IP addresses (both
e/trace.log devices), session start
time, chat  message
typing/opening logs (no
content), application state
changes, session recording
start and end times, file
sending/receiving  paths
(no filenames), PC lock
logs, remote sound
enablement logs, and a
unique username code.
(Figure 27)
iTunesM | /private/var/container | Confirms official App | Free &
etadata.pl | s/Bundle/Application/ | Store installation. | Paid
ist <UUID>/iTunesMeta | Contains Apple ID, item
data.plist name, artist name,
purchase ID, item ID, kind,
bundle version, source
app, software version
bundle, purchase date, and
dsPersonallD.
mobile 1 | /private/var/installd/L | Records installation and | Free &
nstallatio | ibrary/Logs/Mobileln | uninstallation logs with | Paid
n.log.0 stallation/mobile inst | exact timestamps,
allation.log.0 application package paths,
and package names.

4.1.3.3.2 Uninstallation State
After uninstalling the RemotePC apps (Free and Paid) on i0S, only two residual files,

named kSecClassGenericPassword and mobile installation.log.0 were identified.

mobile installation.log.0 file captures detailed information related to the installation

and uninstallation processes of applications on i0S. Specifically, it records the exact

timestamp of each event, the file path of the application package, and its corresponding

package name. Although no additional user data or configuration files were found after

uninstallation, the presence of mobile installation.log.0 stands as a crucial forensic

artifact for confirming the historical existence of the TeamViewer app on the device.
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4.1.3.3.3 Interpretation and Forensic Significance

RemotePC on i0S produces a smaller but highly meaningful set of forensic artifacts.
The kSecClassGenericPassword entry in the Keychain confirms application installation
and links accounts to specific devices. The com.prosoftnet.remotepc.iphone.plist links
the app to a registered email, device name, and application version, establishing user-
device association. metadata.clsrecord provides technical evidence of device model, OS

version, locale, and application build, validating environment, and device identity.

Session and activity insights come from trace.log, which records host/client device
names, public and private IPs, session start times, chat activity indicators, session
recording markers, file transfer paths, and device events. While content and file details
are absent, these logs allow timeline reconstruction and correlation with network
activity. rm_client app preference.plist further supports session attribution via the
host’s public IP. iTunesMetadata.plist and mobile_installation.log.0 verify App Store
provenance and record installation/uninstallation events, providing historical

confirmation of app presence.

After uninstallation, only kSecClassGenericPassword and mobile_installation.log.0
persist, enabling confirmation of prior use and account linkage even when other logs
and preferences are removed. The absence of screenshots, video recordings, or detailed
file transfer logs reflects 10S’s restrictive artifact generation, limiting full session

reconstruction but maintaining minimal forensic exposure.

In summary, RemotePC on 10S provides fewer artifacts than Android or Windows but
retains high forensic value for user identification, device attribution, session timeline

reconstruction, and confirmation of historical app usage.
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Viewer

Text Picture Video DB PList Document

UTF-8 v | | Arial v| [10 v | [] Syntax highligh lcopy [ save
{"identity"{"generator":"Crashlytics 105
SDK/10.22.0" "display_version":"10.22.0" ['build_version":"10.22 0" "started_at": 1735044750, "ses
sion_id" "2afebfe043854aef94381336bb33e6b3“ J"app_quality sessmn _id™ "6003da?;508884c[)ea

{"host™:{"model":"iPhone9 4" "machine™:"D111AP","os_build_version™:"19H384" "os_display_versi
on'."15.8 2" "platform""ios" "firebase platform”"ios" "locale” "en [N"11
"application”:{"bundle_id"-"com prosoftnet. remotepc.iphong” [custom_bundle_id":null,"build_versi
on. o, display_version™."/.9./" "extension_id". null}}

{"executable"{"architecture" "arm64" "uuid":"f238300f19cc3210b57c210df91edceh” "base" 43369
10336, "size": 3244032 "encrypted™ false,"minimum_sdk_version™:"0.0.0","built_sdk_version™:"0.0.0

1

Figure 26: Represents the metadata.clsrecord file, highlighting artifacts such as host
device model, machine identifier, OS build, display version, platform, locale, and

application details, including bundle ID, build version, and display version.

: HOST RESOLUTION: 1]]1]]1920%946%@||1920%947%6*1||
:| SENT VIEWER NAME: iPhone |#— Client name
: HOST RESOLUTION LENGTH: 32
Received Host Name DipitalForensic's Mac : MacBookProld,3 |e—— Host Name and Model Identifier
i HOST NAME: DigitalForensic's Macle——
HOST NAME LENGTH: 21 Host Name
¢ PK AUTHENTICATION: SUCCESS
¢ SENT VIEWER PROTOCOL: RFB ©08.038

¢ RECEIVED HOST PROTOCOL: RFB 008.025

¢ ConnectionType: tcp
¢ SENT INIT DATA: 3
: TCP SOCKET RECEIVED: {"result":"success”,"desc™:"Connection established with host.","success_code™”:"202"}
: ConnectionType: tcp
© SENT INIT DATA: 3
: TCP SOCKET RECEIVED: {"result":"success","desc":"Connection established with host.","success_code":"202"}
: TCP SOCKET: CONNECTED
¢ INITIATING: TCP CONNECTION
: TCP URL: wss://chennai.remotepc.com/proxy/connect?username=mFMVoK5TTY&action=connect_to_host_machine&token=
bGJkleLgI9btp]LPPBNNQZrknPLZKJNZOJqlgtNUYaFszRSwKZquob@SngAGeOEMJdDPrLbVlMIAOaAeoyVOBKmd7JFleJFCZRGtBVRHquIr@dOuSzZOHSr“QEyQHAthTOPKHgNurlZ
f2uunsokxsvaeL3ziewWxmhqN&machine id=@CODBSCB-7243-47_00:0c:29:T2:6d:73&auth=true
Client Private IP Address

' TCP BROADCASTED
"t l'ip™it192.168.148.161" | " ","videog‘mt":"1","type":"connect","icon":"2","(onntype":"8","viewer7topicid":"mFMVoKSTTY",:
@CQDBSCB 7243 47", um(ode 1 ,"res":"1288*808*8*1;1;","i(p":"@",["hostdesc":"DigitalForensic's ]‘\_
ect":"e" ["localip": 192 168 148. 161'] [mlhd F dlaltal. ~— X Host Name
KSTTV ,"message_type": "MESSAGE_TO", "to_machine_id":"@@:0c:29:f2:6d:73"} Email Address
: GOING FOR TCP_CONNECTION o~ Client Public P Address

VIEWER PUBLIC IP: 42.105.15.253 &[HOST PUBLIC Ip: Optional("42.105.15,9" ) <— Host Public IP Address
¢ LAN ENABLED: true
: [CONNECTING T0:DigitalForensic's Mac & CONNECTION TYPE:rpcViewer & HOST 0S:mac & STATUS:online & HOST APP VER:7.7.35]& CD FLAG 12:

Host Details

Figure 27: Represents the trace.log file, highlighting artifacts such as client name,
client public and private IP addresses, host name, model identifier, email address, host

public IP address, and application version details.
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4.1.3.4 macOS
4.1.3.4.1 Installation State

The application was installed and actively used, after which artifacts were extracted

before uninstallation. The details of the recovered artifacts, including their file paths,

content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 41.

Table 41: Represents the digital artifacts recovered from the installation state of

RemotePC on macOS, including corresponding file names, storage locations, Content,

and license-specific availability.

Applica | File File Path Content License
tion Name(s) Type
Name
Remote | Info.plist | Applications\Remote | Contains metadata | Free &
PC PCSuite.app\Contents | including CFBundleName, | Paid
\Info.plist CFBundleVersion, and
CFBundleldentifier,
confirming application
name, version, and unique
identifier.
.dat.nosyn | Library\Application Contains host device name, | Free &
c0480.nW | Support\RPCForMac\ | host application version, | Paid
px91 .dat.nosync0480.nWp | client’s public IP address,
x91 and session recording file
path. (Figure 28)
.HostPref. | Library\Application | Contains host device name, | Free &
plist Support\RPCForMac\ | connection  type,  last | Paid
.HostPref.plist logged-in  user  email
address, session recording
file path, session date,
application version,
subscription  plan, and
user’s first and last names.
(Figure 29)
install.log | private\var\log\install | Records installation events | Free &
log with timestamps and file | Paid
paths of  installation
packages for RemotePC.
com.apple | Users\digitalsoni\Libr | Contains FXRecentFolders | Free &
finder.plis | ary\Preferences\com. | entries referencing | Paid
t apple.finder.plist RemotePC, indicating
recent access.
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FXDesktopVolumePosition
shows desktop
arrangement.

TCC.db Users\digitalsoni\Libr | Records permissions | Free &
ary\Application granted to applications, | Paid
Support\com.apple.T | including access levels for
CC\TCC.db RemotePC.

&
\Library\Application
Support\com.apple.T
CC\TCC.db

LaunchDa | Library\LaunchDaem | Contains multiple .plist | Free &

emons ons files with file paths, | Paid

(Folder) program identifiers, labels,

and KeepAlive status for
RemotePC.

LaunchAg | Library\ Contains multiple .plist | Free &

ents(Folde | LaunchAgents files with file paths, | Paid

r) program labels,

descriptions, and
KeepAlive  status  for
RemotePC.

4.1.3.4.2 Uninstallation State
After uninstalling RemotePC on macOS, all the previously identified artifacts remained

present on the system, indicating that the uninstallation process does not completely
remove related configuration, log, and preference files. The only exception was the
Info.plist file located at Applications\RemotePCSuite.app\Contents, which was
removed as part of the uninstallation. This persistence of residual artifacts, including
user account details, configuration settings, and installation logs, underscores the

potential for post-uninstallation forensic recovery and analysis.

4.1.3.4.3 Interpretation and Forensic Significance
RemotePC on macOS generates a broad spectrum of artifacts valuable for forensic

investigations. Info.plist confirms the application’s identity, version, and bundle
identifier, providing proof of installation. User and session-related files in
Library/Application/Support/RPCForMac, including .dat.nosync0480.nWpx91 and

.HostPref.plist, store host/client device names, emails, subscription details, session
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dates, IP addresses, and session recording paths, supporting direct user attribution,

device linkage, and timeline reconstruction.

install.log provides timestamped installation metadata, assisting in validating
provenance and reconstructing installation timelines. com.apple.finder.plist documents
user interaction through Finder, reflecting engagement with the application. System-
level artifacts like TCC.db reveal granted permissions, such as screen capture and
microphone access, highlighting both the application’s capabilities and potential
privacy implications. Persistence files in LaunchDaemons and LaunchAgents may
indicate background execution and auto-start behavior, suggesting continued

accessibility for remote sessions.

Most artifacts persist after uninstallation, except the Info.plist in the Applications folder.
The survival of configuration data, session metadata, user account information, and
system logs allow investigators to reconstruct historical usage and user-device
interactions even after the application is removed. This persistence enhances forensic
value while also exposing sensitive information such as emails, subscription details,

and session recording paths.

In summary, RemotePC on macOS provides a rich and diverse forensic footprint, with
post-uninstallation evidence particularly useful for user attribution, device correlation,

and detailed reconstruction of past session activity.
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4
[5
[6
[7
[2] RemotePCPingToProxyDone = True

[9] RemotePCRelaseDate = 18-December-2024
[10] RemotePCVersion = 7.7.35 ]

[11
[12
[13
[14
[
[
[17
[18
[19
[20
[21
[22
23
[24

HostDescription = DigitalFarensic's Mac

IsMachineAssigned = False

LoggedInState = False

[ S St e

RememberMe = 1

ShowBallonPopup = False
StartSuiteWhileRestart = 1
UseBlackAndWhiteMenuBarlcon = 0
UserlLevelNotificationlsActive = False

15] autoRecordinglsON =0
1

(= I ]

[ S VI e Ot et W [l Sl S i Sl ST}

autoRecordingSize = 0

disableAnimationCheckboxState = 1
enablingH265CheckBoxState = 1
enablingLANCheckBoxState = 1
enablingUDPCheckBoxState = 1

externallp = 42.105.15.222 ]-— Client Public IP Address
hideTraylcon = False

inactivityTimeOut = 0

inviteMessage = Hi,

Figure 28: Represents the .dat.nosync0480.nWpx91 file, highlighting artifacts such as

host descriptions, application version, and client public IP address.

[62] isSuperAdminConnected = True

[63] lastName = Soni
4 [64] loggedinHostIDS

« [0]
[0] digital. A © gmail.com = WXwEQ 14w/ 3bzCpCl1CX0cdIbvwR
4 [65] loggedinUsers
[0] digitou ) | mail.com

[66] loginType = non550

[67] macSystemModel = MacBookPro14,3

[68] noOfFreeTrailsDays = 2
69] numberOfHostAllowed = 10

]

]

]

[70] planDescription = Consumer/SOHO
[71] proxyTopic = mFMVoKSTTY
[72] recordingsPath = /Users/digitalforensic/Documents/RematePC

Figure 29: Represents the .HostPref.plist file, highlighting artifacts such as last name,

email address, Mac model identifier, details of the plan, and session recording path.
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4.1.4 Zoho Assist

Zoho Assist was subjected to detailed forensic analysis across four major operating
systems: Windows, Android, macOS, and iOS. Both installation and post-uninstallation
states were examined to identify persistent artifacts. The application was tested in its
free and licensed variants to evaluate any differences in artifact generation and
retention. The results are organized platform-wise, presenting key evidence, including

but not limited to logs, configuration files, system traces, and residual data.

4.1.4.1 Android
4.1.4.1.1 Installation State

The application was installed and actively used, after which artifacts were extracted
before uninstallation. The details of the recovered artifacts, including their file paths,
content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4m.

Table 4m: Represents the digital artifacts recovered from the installation state of Zoho
Assist on Android, including corresponding file names, storage locations, Content, and

license-specific availability.

Applicatio | File File Path Content License
n Name Name(s) Type
Zoho Assist | base.apk app\com.zoho.ass | Contains application | Free &
- Remote ist- version  details and | Paid
Desktop 6kSZM7vKjb9d5 | desired permissions.
W-T-
OIWEw==\base.a
pk
iamlib.prope | data\com.zoho.ass | Stores the Zoho Assist | Free &
rties.xml ist\shared prefs\ia | ID of the client device | Paid
mlib.properties.x | (Android).
ml
apptics- data\com.zoho.ass | Records the timezone | Free &
core.xml ist\shared prefs\a | and application version. | Paid
pptics-core.xml
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iamoauthlib. | data\com.zoho.ass | Contains the user’s full | Free &
db-wal ist\databases\iamo | name, email address of | Paid
authlib.db-wal the Zoho  account,
timezone, and Zoho
Assist ID of the Client
device (Android).
(Figure 30)
iamoauthlib. | data\com.zoho.ass | Stores Zoho Assist ID, | Free &
db ist\databases\iamo | email address, display | Paid
authlib.db name, first name, last
name, and timezone.
apptics- data\com.zoho.ass | Records Zoho Assist ID | Free &
core.db-wal | ist\databases\appti | of the connected device, | Paid
cs-core.db-wal along with email
address, display name,
first name, last name,
RAM/ROM, and
timezone.
apptics- data\com.zoho.ass | Contains client device | Free &
core.db ist\databases\appti | model, battery status, | Paid
cs-core.db timezone, RAM/ROM
details, application
version, and  email
address.
Screenshots | media\O\DCIM\S | This folder contains the | Paid
creenshots screenshot captured | Only
using the Zoho Assist
application. These
screenshots’ names
contain the date and
name of the application.
Note: The Free version
does not support file
transfer or screenshot
capture.
library.db data\com.android. | SQLite database | Free &
vending\databases | confirming installation | Paid
\library.db via the Play Store with
package name  and
associated email ID.
Customer | Base. apk \app\com.zoho.as | Contains application | Free &
App - Zoho sist.agent- version  details and | Paid
Assist G2knsC1KYL3s | desired permissions.
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NSvRYKtxng==\
base.apk

ZA UNAT | data\com.zoho.ass | Stores the email address | Paid
TENDED F | ist.agent\shared p | of the Zoho Assist | only
RAMEWO | refs\ZA UNATT | account.
RK SHAR | ENDED FRAME | Note: The file was
ED PREF.x | WORK SHARE | present in the free
ml D PREF.xml version as well, but
email address was not
found stored.
UserDetails. | data\com.zoho.ass | Records  the  email | Free &
xml ist.agent\shared p | address of the Zoho | Paid
refs\UserDetails.x | Assist account.
ml
RS PREFS | data\com.zoho.ass | Contains the Zoho Assist | Free &
_SESSION | ist.agent\shared p | ID. Paid
FILE NAM | refs\RS PREFS
E.xml SESSION _FILE
NAME.xml
FirebaseHea | data\com.zoho.ass | Stores the application’s | Free &
rtBeatWOR | ist.agent\shared p | last date of use. Paid
FRKFVTFR | refs\FirebaseHear
d+MToSMT | tBeatWORFRKFV
AyNTYONz | TFRA+MTo5SMT
AONTI6YW | AyNTYONzAON
5kem9pZDp | TI6Y W5kem9pZ
JMDhIZGY | DpjMDhIZGYyY
yY2YONzQ | 2YONzQyZjNj.x
yZjNj.xml ml
session_hist | data\com.zoho.ass | Contains Zoho Assist | Free &
ory databas | ist.agent\database | account email, chat | Paid
e-wal s\session_history | messages with
database-wal timestamps, Zoho Assist
ID, session initiation
timestamps, and sent file
names with timestamps
(host-to-client only).
Note: The file was
Present in the free
version as well, but no
artifact  was  found
stored. (Figure 31)
session_hist | data\com.zoho.ass | Contains the email | Free &
ory databas | ist.agent\database | address of Zoho Assist, | Paid
e s\session_history | the session ID, and the

database

timestamp of session
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initiation.

Note: The file was
Present in the free
version as well, but no
artifact  was  found

stored.
apptics- data\com.zoho.ass | Records client device | Free &
core.db ist.agent\database | model, battery status, | Paid

s\apptics-core.db | timezone, RAM/ROM
details, app version, and
email address.

library.db data\com.android. | SQLite database | Free &
vending\databases | confirming installation | Paid
\library.db via the Play Store with

package name and
associated email ID.

4.1.4.1.2 Uninstallation State
After uninstalling the three Zoho Assist apps (Free and Paid) on Android, only a few

traces were left behind. The most notable ones were the library.db file and screenshot
images. The library.db file is part of the Google Play Store’s internal system and keeps
a record of app installations, including the package names of the uninstalled apps. This
makes it a valuable clue for proving that Zoho Assist was once installed on the device.
In some cases, screenshots taken during remote sessions also remained, usually saved
in the device’s media folders depending on user settings. Other than these, no logs,
settings, or user data were found, showing that Zoho Assist apps uninstall fairly cleanly
on Android. Still, these few leftover items, especially the library.db entry and
screenshots can be crucial for investigators trying to confirm the past use of remote

access tools.

4.1.4.1.3 Interpretation and Forensic Significance

Zoho Assist on Android produces artifacts that are valuable for user attribution, device
profiling, and session reconstruction. base.apk files confirm installation and requested
permissions, establishing baseline proof of app presence. User-centric artifacts such as
iamlib.properties.xml, apptics-core.xml, RS PREFS SESSION FILE NAME.xml,
1amoauthlib.db-wal, and iamoauthlib.db store Zoho Assist IDs, email addresses, full
names, time zones, and device metadata, directly linking users to devices and enabling

attribution of remote sessions.
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Databases including apptics-core.db and its -wal file provide detailed device
information, including model, battery status, RAM/ROM, and app version, supporting
reconstruction of the technical environment. session_history database and its -wal file
record session IDs, timestamps, and, in some cases, email addresses, chat traces, and
filenames of transferred files, allowing timeline reconstruction and cross-correlation of
session activity. UserDetails.xml and
ZA UNATTENDED FRAMEWORK SHARED PREF.xml  confirm  account
ownership and tie remote activity to specific credentials. Screenshots generated during

sessions (paid versions) offer direct visual evidence of activity.

After uninstallation, most artifacts, including preferences, logs, and session histories,
are removed. Residual evidence includes library.db (Play Store package names and
installation timestamps) and session screenshots, which support confirmation of
historical app usage. The absence of persistent session logs or credentials indicates that
Zoho Assist uninstalls relatively cleanly compared to applications like RemotePC or

TeamViewer.

In summary, Zoho Assist on Android provides moderate forensic value during
installation, offering evidence for user-device linkage and session activity. Post-
uninstallation, forensic traces are limited to Play Store metadata and screenshots, but

these residual artifacts are sufficient to confirm past application use.

93



iamoauthlib.db-wal

PREVIEW
Email Address
FIND g3 -
- Client Zoho Assist ID / Full Name

600267432 | 9anemmmm  cmail. comnisflcﬂal
soniinnaaaserver.profile.read,profile.userinfo.read,zohoassist.assistapi.all
# 60026743219 -— «— Client Zoho Assist ID

#  ane @ omail.com60026743219

Figure 30: Represents the iamoauthlib.db-wal file, highlighting artifacts such as full

name, email address of the Zoho account, and client Zoho Assist ID.

IU;EEE«15) 16821134650n Demand Remote Support #
16921134653@@1911[{"dataUrl"'"null" "ftid":e,"isAccepted”:tr
ue,"isCancelled":false,"isChecked":false,"isStopped”:false, "name":"Screenshot
20241001-120217 Zoho Assist -

Customer.jpg","senduri®”:"null”,”size":189684, "transferMode”: "SEND", "transferpProgr
ess":100, "uri"”: "content://com.android.providers.media.documents/document/image%
3A235"},{"datauri”:"null”,"ft1d":1,"isAccepted”:true,"isCancelled":false,"isCheck
ed":false,"isStopped":false,"name":"1727764459704temp7432785338728317972.jpg", "se
nduri”:"null","size":4236551, "transferMode”:"SEND", "transferProgress"”:10@, " "uri":"
content://com.zoho.assist.agent.fileprovider/%2FZohoAssist#
2FReceivedFiles/Android/data/com.zoho.assist.agent/files/Pictures/1727764459704te
mp7432785338728317972.jpg"} ]
[{"actions":[null,null],"isRead":true,"listeners"”:[null,null],"msg":"hello
window76","responses”:[null,null],"senderId":"341661000000032050", " "timeStamp":"0c
t 1, 2024 12:01:29

PM","title":"", "type" :"SENT"},{"actions":[null,null],"isRead" :true,"listeners™:[n
ull,null],"msg":"hello

samsu321”,"participantName” : " aniNNN——cmail.com","responses”:[null,null],"se
nderId":"341661000000034029","timeStamp"”:"0ct 1, 2024 12:01:59

PM","title":"", "type" :"RECEIVED"},{"actions":[null,null],"isRead" :true,"listeners
"i[null,null],"msg":"hell123","responses”:[null,null],"senderId"”:"341661000000032
@se","timestamp”:"0ct 1, 2024 12:08:15 PM","title":"","type":"SENT"}] el >
0€7 | rRida®TIu

Figure 31: Represents the session history database-wal file, highlighting artifacts
such as Zoho Assist account email, chat messages with timestamps, Zoho Assist 1D,

and sent file names with timestamps (host-to-client only).
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4.1.4.2 Windows
4.1.4.2.1 Installation State

The application was installed and actively used, after which artifacts were extracted

before uninstallation. The details of the recovered artifacts, including their file paths,

content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4n.

Table 4n: Represents the digital artifacts recovered from the installation state of Zoho

Assist on Windows, including corresponding file names, storage locations, Content, and

license-specific availability.

Applica | File File Path Content License
tion Name(s) Type
Name
Z.oho ACServer. | ProgramData\Zoho | Stores PC name, display name, | Paid
Assist log Meeting\log\ACSe | username linked to email | only
Remote rver.log address, and timestamps.
desktop (Figure 32)
IPCClient | ProgramData\Zoho | Records timestamps and the | Paid
Log.log Meeting\log\IPCCI | Zoho Assist account email | only
ientLog.log address.
LogFile.lo | ProgramData\Zoho | Captures timestamped entries, | Paid
g Meeting\log\LogFi | username linked to email | only
le.log address, and public IP address
of the Android host device.
LogFileTe | ProgramData\Zoho | Contains session ID of the | Paid
mp.log Meeting\log\LogFi | Windows  (client) device, | only
leTemp.log username, username linked to
email address, and timestamps
of entries. (Figure 33)
LogFileTr | ProgramData\Zoho | Records the session ID of the | Paid
ay.log Meeting\log\LogFi | host device, the username | only
leTray.log linked to the email address,
and timestamps.
PeerConn | ProgramData\Zoho | Stores timestamps and the | Paid
ection.log | Meeting\log\PeerC | private [P address of the | only

onnection.log

Windows client device.
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unattende | ProgramData\Zoho | Contains timestamps, host | Paid
d.log Meeting\log\unatte | session ID, private IP address | only
nded.log of the Windows (client), and
username linked to email
address.
upgrader.l | ProgramData\Zoho | Records timestamps, host | Paid
og Meeting\log\upgra | session ID, and computer | only
der.log name.
ZAAudio | ProgramData\Zoho | Stores timestamps, Windows | Paid
Client.log | Meeting\log\ZAAu | (client) session ID, username | only
dioClient.log linked to email address, and
display name.
ZAService | ProgramData\Zoho | Contains timestamps, | Paid
Jlog Meeting\log\ZASe | Windows (client) session ID, | only
rvice.log and username linked to email
address.
ZohoURS | ProgramData\Zoho | Records timestamps, host | Paid
Service.lo | Meeting\log\Zoho | session ID, and email address | only
g URSService.log configured for unattended
access.
Connect.] | Users\<Username | Stores timestamps, Windows | Paid
og >\AppData\Local\ | (client) session ID, and | only
ZohoMeeting\log\ | username linked to email
Connect.log address.
Customer | Users\<Username | Contains timestamps, session | Free &
PluginApp | >\AppData\Local\ | IDs of both devices, username | Paid
log ZohoMeeting\log\ | linked to email address, and
CustomerPluginAp | customer name. (Figure 34)
p.log
000003.10 | Users\<Username | Records session date, session | Free &
g >\AppData\Roami | key, names linked to both | Paid
ng\Zoho devices, email address, and
Assist\Session chat messages.
Storage\000003.1o | Note: File was present in the
g free version as well, but the
session key, names, email
address, and chats were
absent. (Figure 35)
main.log | Users\<Username | Contains the  timestamp | Free &
>\AppData\Roami | entries, Android device (Host) | Paid
ng\Zoho session ID, and version details

Assist\logs\main.lo
g

of the Windows
application.

(Client)
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Prefetch Windows\Prefetch | Logs run counts, last run time, | Free &
Files additional execution times, | Paid
(Folder) and MAC timestamps. Useful
for identifying total executions
and associated timelines.

Window | Windows\System3 | Windows Event Log entries | Free &
event logs | 2\winevt\Logs (System.evtx and | Paid
Security.evtx) contain details
of the user account (Security
ID, Account Name, Domain,
Logon ID) and the associated
process execution, including
Process ID and full Process
Name path.

4.1.4.2.2 Uninstallation State

All the previously identified artifacts were found to persist even after the uninstallation
of Zoho Assist from the Windows system. The files were successfully recovered from
their respective directories, indicating that the uninstallation process did not completely
remove user-specific or system-level data. While the artifact content remained
consistent, the hash values of a few files were found to be different, likely due to minor

changes in metadata or timestamp updates during system operations.

4.1.4.2.3 Interpretation and Forensic Significance

Zoho Assist on Windows produces a comprehensive set of artifacts valuable for user
attribution, session reconstruction, and system activity correlation. Log files under
ProgramData\ZohoMeeting\log,  including  ACServer.log, = IPCClientLog.log,
LogFile.log, LogFileTemp.log, LogFileTray.log, and PeerConnection.log, capture
usernames linked to emails, session IDs, timestamps, private/public IPs, and device
information, enabling precise mapping of users to devices and reconstruction of session

timelines.

Unattended access artifacts, such as unattended.log and ZohoURSService.log,
document background or persistent remote sessions, including session IDs, emails, and
timestamps, supporting attribution of non-interactive activity. Additional session-level
logs (upgrader.log, ZAAudioClient.log, ZAService.log) track audio connections and
session events, while user-specific files under AppData, including Connect.log,

CustomerPluginApp.log, 000003.log, and main.log, provide evidence linking sessions
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to individual accounts, including host device IDs, session dates, and chat metadata

(where available).

System-level artifacts such as Prefetch files and Windows Event Logs allow
investigators to correlate application activity with native system operations, reinforcing

timelines and supporting the forensic chain of evidence.

Post-uninstallation, all identified artifacts persist, maintaining detailed logs of user
sessions, account activity, and system interactions. This persistence is advantageous for
forensic reconstruction, ensuring that historical remote access activity can be recovered
even after software removal, while also highlighting potential privacy and security risks

due to retained sensitive information.

In summary, Zoho Assist on Windows provides one of the richest forensic datasets
among examined applications, with extensive logging and persistent artifacts that
support detailed reconstruction of remote access, user attribution, and session-level

activity.

1864 [2024-10-01 11:42:16.865 |INFO [9868] [PipeServer::start@l23] WritePipe
Connected

1864 2024-10-01 11:42:16.915 FATAL [9068] [AudioClientHandler::AudioClientThread@
128] jsonConfDetailsForAudioClient: {["pcname”: DESKTOP-|

EI2SE@P'|, "ostype"”:"","osversion”:"6","systemlanguage™:"ENU","iswinl@below":"0@","g

atewayport":"443","apptype" :"AGENT", "webservername":"assist.zoho.in", "webserverpo
rt":"443","sessiontype”:"RS", "authkey" : "WxrGvi_
8mwAMMp6zmgV8Ye8HaojPPdAZUwWIWXI9HQQLYw" , "gateway”: "chl.zohoassist.com", "altgateway”

:"mu.zohoassist.com","clientid":"341661999999935991",Fdisplayname : Forensic4321ﬂ

,remail":"Forensic4321“L"groupname":"AIP","authtype":"l , protocolversion”:"4.0",

"clientbuildversion™:"111.0.3.287","urskey":"","isproxyenabled"”:"@", "proxyport":

-1","proxyhostname”:"", "proxypassword”:"","proxyusername”:"", "enableaudio™:"@","f

orcerestartnw”:"1","channelcount™:"1","ptime":"20", "samplerate”:"480@0","bitrate"
:"64000", "websocketpath":"ws?key=8292333435&c 1d=3416610000000350018&s=

Figure 32: Represents the ACServer.log file, highlighting artifacts such as timestamp,

pcname, displayname, and name associated with the Zoho Assist account (Email).
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[ 2024/10/01 11:27:53] 8515 5352 [CRITICAL] [confhandler.cpp" L: 5] process CommandLine -
="C:\Program Files (x86)'\ZohoMeeting\agent.exe" -agent - -ms assist.zoho.in -email

SER\-’ICEAGENT -demo_tech false -ShowlInit 0 -IsCPluginInstalled true -cxp_token
17c0494fa8e40517c22864fefe ] 8cded4blefdbbad32fc32flabe732f6670eel -productID I
2024/10/01 11:27:53 8578 5352 [INFO] [conthandler.cpp" L: 3433] argument to -k : '9992296286'
2024/10/01 11:27:53 8677 5352 [CRITICAL] [confhandler.cpp" L: 4585] Showinit :ATTENDEE
2024/10/01 11:27:53 8714 5352 [CRITICAL] [conthandler.cpp" L: 3691] productid from
productconf is 1 and cwd:C:\ProgramData'ZohoMeeting

Figure 33: Represents the LogFileTemp.log file, highlighting artifacts such as
timestamp, Zoho Assist ID of Windows (Client), and the name associated with the Zoho

Assist account (Email).

7408[22—1 0-2024 03:47:09:4556 ][TRACE] [Application Startup(@186] Initialization -
logFleDirectoryPath:C:\Users\digit\AppData'\Local'\ZohoMeeting'log
working_directory:C:\Users\digit\AppData'Local'ZohoMeeting\CustomerPlugin cmdline:

7408 22-10-2024 03:47:09:5180 [INFO] [RegReadKey@154] reg_path: HKU\S-1-5-21-2806020070-
3994974418-3995715866-1001'SOFTWARE'Zoho Assist\CXPluginExelnstaller\dc val: in

7408 22-10-2024 03:47:10:3306 [INFO] [Application Startup@261] Title:Zoho Assist - Customer plugin
7408 22-10-2024 03:47:29:2863 [INFO] [GetDCFromSessionID@618] DC name based on sessionid is : in
7408 22-10-2024 03:47:29:3862 [TRACE] [HandleJoinSessionBtnClick@435] bessionID:SSS—233—6 174 }
[Cus‘[omer Name:Forensic321 ]

7408 22-10-2024 03:47:29:4832 [INFO] [RegReadKey@154] reg_path: HKU\S-1-5-21-2806020070-
3994974418-3995715866-1001'\SOFTWARE'Zoho Assist\CXPluginExelInstaller'cxp token val:
957f8a8de32629de61b32287918¢cf11a3ba0e43842066dd84£2£73455¢512167

Figure 34: Represents the CustomerPluginApp.log file, highlighting artifacts such as

timestamp, Zoho Assist ID of the Window (Host), and customer name.

"isiframeenabled":true,"zohocares-siq_ref":"https://assist.zoho.in/","zohocares-con id":1727764129733,"zoho
sid":"WBtTeJ7FIM485587dCYU7bdFO5d%2BSSproX3GrTjsSOI20FtzZRCS6doRSsG 120FtzZRCS6doRSsGIH
gp%2FpWa","zohocares-seq_msgs":"{}","zohocares-utssynccache":"[ {\"8\": {\"data\":

[1"name\":\" 2 oESEEN.ra @ gmail.com\}, "isemailset\":true.\"sseqno\":- 1,\"uuid\":\"da1 5f197-d9e4-40f4-9674-
108003f348aa_d664\",\"is phdniﬂ.” :false._"-.['email"-." 2 O (D gmail. com"-.",]'."token"-." \"317519\",\"isnew

map-4-quota_testiKasT ~
map-12-chatContentI Email Address Email Address

Zoho Assist Chat Log

e s ek ook ook

l Date:(dd/mm/yyyy) 01/10/2024

<+—— Date

l Session key: 7872658278 ] , Zoho Assist ID (Host)

Type: UNATTENDED-ACCESS

Iax_a@gmail.com: 112:13:51 PM) «——— Email Address

hello andru123 [+ Sent Message

Guestl: (12:14:21 PM)
hii windu | «+——Received Message

Figure 35: Represents the 000003.1og tile, highlighting artifacts such as email address,

Date, Zoho Assist ID of host, and sent & received messages.
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4.1.4.3i0S
4.1.4.3.1 Installation State

The application was installed and actively used, after which artifacts were extracted

before uninstallation. The details of the recovered artifacts, including their file paths,

content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4o0.

Table 40: Represents the digital artifacts recovered from the installation state of Zoho

Assist on 108, including corresponding file names, storage locations, Content, and

license-specific availability.

Applica | File File Path Content License
tion Name(s) Type
Name
Zoho kSecClass | /Keychain/kSecClass | Stores ~ Zoho  Assist’s | Free &
Assist GenericPa | GenericPassword encryption  key,  user | Paid
ssword identifier, app identifier,
and UUID.

Shared /private/var/mobile/C | Contains files exchanged | Paid

File ontainers/Shared/App | between the host and client | Only
Group/<UUID>/6182 | during a session.
232128/A9B17E33-
7C4A-41A2-A218-
37944A475F2C/

group.com | /private/var/mobile/C | Stores the email address | Free &

.zoho.assis | ontainers/Shared/App | linked to the Zoho Assist | Paid

t.customer | Group/<UUID>/Libr | account.

.plist ary/Preferences/group | Note: File was present in
.com.zoho.assist.cust | the free version as well, but
omer.plist the session key, names,

email address, and chats
were absent.

com.zoho. | /private/var/mobile/C | Contains the Session ID | Free &

assist.zoh | ontainers/Data/Applic | associated with the Zoho | Paid

oassist.pli | ation/<UUID>/Librar | Assist account.

st y/Preferences/com.zo
ho.assist.zohoassist.pl
ist

com.zoho. | /private/var/mobile/C | Stores Session ID, | Free &

assist.zoh | ontainers/Data/Applic | timestamped activity logs, | Paid

oassist ation/<UUID>/Librar | chat message logs

2025-01- | y/Caches/ZAnalytics/ | (metadata only, not
Analytics/Zoho content), exchanged file
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23 08-34- | Assist/Logs/com.zoh | names, and
10.523.1og | o.assist.zohoassist feature/permission details.
2025-01-23 08-34- Note: The file was present
10.523.log in the free version, but file
transfer logs were absent
since this feature is not
supported. (Figure 36)
Screensho | /private/var/mobile/C | Screenshots of the macOS | Paid
ts ontainers/Data/Applic | screen captured through | Only
ation/<UUID>/tmp/C | Zoho Assist (i0S).
175E7CC-DCG6F-
46A7-A10F-
D477ABC02747 jpeg
&
/private/var/mobile/M
edia/DCIM/100APPL
E/IMG 0012.JPG
com.zoho. | /private/var/mobile/C | Stores the Session ID along | Paid
assist.cust | ontainers/Data/Applic | with 10S version and model | Only
omer.plist | ation/SUUID>/Librar | details.
y/Preferences/com.zo
ho.assist.customer.pli
st
com.zoho. | /private/var/mobile/C | Contains the Session ID | Paid
assist.cust | ontainers/Data/Applic | associated with the Zoho | Only
omer ation/<UUID>/Librar | Assist account.
2025-01- | y/Caches/ZAnalytics/
23 09-15- | Analytics/Assist
45.726.1og | Client/Logs/com.zoh
o0.assist.customer
2025-01-23 09-15-
45.726.log
group.com | /private/var/mobile/C | Stores the organization | Free &
.zoho.assis | ontainers/Shared/App | name and ID. Paid
t.zohoassi | Group/<UUID>/Libr
st.widget. | ary/Preferences/group
plist .com.zoho.assist.zoho
assist.widget.plist
mobile in | /private/var/installd/L | Records detailed logs of | Free &
stallation.] | ibrary/Logs/Mobileln | installation and | Paid
0g.0 stallation/mobile inst | uninstallation events.

allation.log.0

Includes timestamps, file
paths of app packages, and

package names. Helps
establish a timeline for
Zoho Assist
installation/removal.
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4.1.4.3.2 Uninstallation State
After uninstalling the Zoho Assist apps (Free and Paid) on iOS, only a single residual

file named mobile installation.log.0 was identified. This file captures detailed
information related to the installation and uninstallation processes of applications on
10S. Specifically, it records the exact timestamp of each installation/uninstallation
event, the file path of the application package, and its corresponding package name.
Although no additional user data or configuration files were found after uninstallation,
the presence of mobile installation.log.0 stands as a crucial forensic artifact for

confirming the historical existence of the Zoho Assist app on the device.

4.1.4.3.3 Interpretation and Forensic Significance

Zoho Assist on 10S generates artifacts that provide strong evidence for user attribution,
session activity, and application provenance. The kSecClassGenericPassword entry in
the Keychain stores encryption keys, user and app identifiers, and UUIDs, linking the

application to the device and account.

Application-specific preference files, including group.com.zoho.assist.customer.plist,
com.zoho.assist.zohoassist.plist, com.zoho.assist.customer.plist, and
group.com.zoho.assist.zohoassist.widget.plist, provide evidence of email addresses,
session IDs, organization details, iOS version, and device model. These artifacts
strongly support attribution of Zoho Assist activity to a specific user and device
environment. Log files (e.g., com.zoho.assist.zohoassist YYYY-MM-DD HH-MM-
SS.log and com.zoho.assist.customer YYYY-MM-DD HH-MM-SS.log) provide
timestamped activity, session IDs, exchanged file names, and chat metadata, allowing

reconstruction of session timelines even if chat content is absent.

Media artifacts, including session screenshots in paid versions, offer direct visual
evidence of remote activity, enabling verification of what was shared during sessions.
System-level artifacts like mobile installation.log.0 document installation and
uninstallation events, preserving a verifiable historical trail. This file is the only artifact

that persists after uninstallation, allowing confirmation of prior app presence.

Free and paid versions differ in forensic yield: free versions produce identifiers,
metadata, and basic logs, while paid versions generate richer evidence such as
screenshots and file transfer data. After uninstallation, most user and configuration data
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was removed, leaving only mobile installation.log.0, which preserves minimal but

reliable evidence for historical use.

In summary, Zoho Assist on iOS provides high-value forensic artifacts during active
use, particularly for user-device linkage, session attribution, and visual evidence in paid
versions. It's a clean uninstallation that limits post-removal analysis but retains minimal

proof of prior installation for investigators.

"737622050 asset.IPG", fileSize: 666261, fileID: "737622050"), fileURL:
Optional(file:///var/mobile/Containers/Data/Application/7FBB8@F8-9E5B-4F68-8452-36
BDA7256EA@/Documents/1737622049908,/737622050 asset.JIPG))

2025-01-23 14:19:45:928 [debug] AssistDataParser.swift:216 Image ACK ::: IMAGETIME
578
2025-01-23 14:19:46:592 [debug] AssistDataParser.swift:216 Image ACK ::: IMAGETIME
579
2025-01-23 14:19:47:099 [debug] AssistDataParser.swift:216 Image ACK ::: IMAGETIME
580

2025-01-23 14:19:54:964 [debug] AssistDataParser.swift:128 protocol: PINGGW 14
2025-01-23 14:19:57:649 [debug] ProtocolRequests.swift:143 File receive request
sent, paticipant : 473055000000034005

2025-01-23 14:20:03:818 [debug] AssistDataParser.swift:216 Image ACK ::: IMAGETIME
581
2025-01-23 14:20:04:020 [debug] AssistDataParser.swift:216 Image ACK ::: IMAGETIME
582
2025-01-23 14:20:19:476 [debug] AssistDataParser.swift:216 Image ACK ::: IMAGETIME
583
2025-01-23 14:20:22:425 [debug] AssistDataParser.swift:216 Image ACK ::: IMAGETIME
584
2025-01-23 14:20:25:883 [debug] AssistDataParser.swift:216 Image ACK ::: IMAGETIME
585
2025-01-23 14:20:29:593 [debug] AssistDataParshr.swift:216 Image ACK ::: IMAGETIME
586

2025-01-23 14:20:29:594 [debug] AssistDataParser.swift:113 protocol: FT PERMIT
| FILE 478055000000034005 1084 247201 ProjectFile-Imageol.jpg

2025-01-23 14:20:41:446 [debug] AssistDataParser.swift:216 Image ACK ::: IMAGETIME
587

Figure 36: Represents the com.zoho.assist.zohoassist 2025-01-23 08-34-
10.523.logfile, highlighting artifacts such as timestamps and file exchange logs,

including file name, size, and path.
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4.1.4.4 macOS
4.1.4.4.1 Installation State

The application was installed and actively used, after which artifacts were extracted

before uninstallation. The details of the recovered artifacts, including their file paths,

content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4p.

Table 4p: Represents the digital artifacts recovered from the installation state of Zoho

Assist on macOS, including corresponding file names, storage locations, Content, and

license-specific availability.

Applicati | File File Path Content License
on Name | Name(s) Type
Zoho Info.plist | Applications\Zoho Provides essential | Free &
Assist Assist Customer | application metadata, | Paid
Plugin.app\Contents\I | including CFBundleName
nfo.plist (app name),
& CFBundleVersion, and
Library\Application | CFBundleldentifier. These
Support\ZohoAssist\ | artifacts are vital for
Zoho.app\Contents\In | confirming application
fo.plist presence, exact version
& installed, and uniquely
Applications\ZohoAs | identifying the Zoho Assist
sist\UnattendedUnins | app among other software.
taller.app\Contents\In | Correlation with system
fo.plist logs can validate
& installation and usage
Users\digitalsoni\Libr | timeline.
ary\Application
Support\ZohoMeetin
gNative\Zoho.app\Co
ntents\Info.plist
000004.1 | Users\digitalsoni\Libr | Contains the email address | Paid
og ary\Application and name associated with | Only
Support\Zoho the Zoho Assist account.
Assist\Local
Storage\leveldb\0000
04.log
000003.1 | Users\digitalsoni\Libr | Contains the email address | Free &
og ary\Application linked to the Zoho Assist | Paid
Support\Zoho account.
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Assist\Session
Storage\000003.1og

Note: File was present in
the free version as well, but
the email address was not
stored.

zohounatt | Users\digitalsoni\Libr | Stores the email address | Paid
endeddet | ary\Application configured with the Zoho | Only
ails.conf | Support\ZohoMeetin | Assist account.
gNative\zohounattend
eddetails.conf
logFile.lo | Users\digitalsoni\Libr | Contains  session ID, | Paid
g ary\Logs\ZohoAssist\ | timestamped activity | Only
Log\Zoho\logFile.log | entries, chat message logs
(without content), file
names of transferred files,
lock commands, terminal
request commands,
annotation entries, activity
monitor entries, CMD
entries, macOS device
name, and details of file
permissions and enabled
features. (Figure 37)
audit.log | Users\digitalsoni\Libr | Stores session ID, email | Paid
ary\Logs\ZohoAssist\ | address, swap screen | Only
Audit\8412379734\au | commands, and file
dit.log transfer details (file name
and size). Also includes
entries for lock command,
terminal request, activity
monitor, and CMD usage.
install.log | private\var\log\install | Provides timestamped | Free &
log entries of Zoho Assist | Paid
installation, including file
paths  of  installation
packages. Confirms
presence and deployment,
and helps establish a
timeline.
com.appl | Users\digitalsoni\Libr | FXRecentFolders Free &
e.finder.p | ary\Preferences\com. | referencing Zoho Assist | Paid
list apple.finder.plist confirms recent access via

Finder.

FXDesktop VolumePositio
n shows how the app was
positioned/organized  on
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the desktop, supporting
user interaction evidence.

TCC.db | Users\digitalsoni\Libr | Records permissions | Free &

ary\Application granted to Zoho Assist, | Paid
Support\com.apple.T | including screen capture
CC\TCC.db (kTCCServiceScreenCapt

ure), full disk access
(kTCCServiceSystemPoli
cyAllFiles), microphone
(kTCCServiceMicrophone
), and camera
(kTCCServiceCamera).

Confirms elevated access
to sensitive system

functions.
LaunchD | Library\LaunchDaem | Contains multiple .plist | Free &
aemons ons files with file paths, | Paid
(Folder) program identifiers, and

program labels related to

Zoho Assist.
LaunchA | Library\ Contains multiple .plist | Free &
gents(Fol | LaunchAgents files with working | Paid
der) directory, program

arguments,  watchpaths,
and program labels.

4.1.4.4.2 Uninstallation State

All the previously identified artifacts were found to persist even after the uninstallation
of Zoho Assist from the macOS system. The files were successfully recovered from
their respective directories, indicating that the uninstallation process did not completely
remove user-specific or system-level data. While the artifact content remained
consistent, the hash values of a few files were found to be different, likely due to minor

changes in metadata or timestamp updates during system operations.

4.1.4.4.3 Interpretation and Forensic Significance

Zoho Assist on macOS generates a comprehensive set of artifacts that are highly
valuable for user attribution, session reconstruction, and system activity assessment.
Info.plist files across application, support, and uninstaller directories confirm the app’s
installation, CFBundleName, version, and unique identifier, allowing investigators to
verify the exact application deployed and establish installation timelines when

correlated with install.log.
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User account linkage is evident in 000004.log, 000003.log, and
zohounattendeddetails.conf, which store email addresses and account names, providing
direct attribution. Activity logs such as logFile.log and audit.log capture session IDs,
timestamps, chat metadata, file transfers, commands (lock, terminal, annotations), and
device information, supporting detailed reconstruction of session behavior. Advanced
activity records, including swap screen commands and CMD entries, are particularly

useful for investigating insider threats or unauthorized remote operations.

System-level artifacts like com.apple.finder.plist and TCC.db document user
interactions and permissions (screen capture, full disk access, microphone, camera),
highlighting both forensic value and potential privacy/security implications.
Persistence of LaunchDaemons and LaunchAgents confirms auto-start behavior and

background execution.

Post-uninstallation, the majority of artifacts, including user identifiers, session logs,
configuration files, and permission records, were retained, enabling reconstruction of
historical usage even after software removal. This persistence strengthens forensic

opportunities while also signaling residual data exposure risks.

In summary, Zoho Assist on macOS provides a rich and durable forensic footprint.
Artifacts allow investigators to confirm installation, attribute users, reconstruct session
activity, and analyze system integration, with post-uninstallation traces offering strong

avenues for forensic recovery.
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audit.log

#EE Session ID *¥*
2025-1-23 14:23:16 Session : 8412379734
#%% Participants ***

2025-1-23 14:23:17 Participant has joined : di | 'cmail.com

##% File Transfer ***
2025-1-23 14:26:15 Viewer -= Agent : File Name : trim.C86F6315-0573-4F3A-
842B-3B3AS82E34B27.MOV ., File Size : 480370

2025-1-23 14:28:33 ALT TAB Key Pressed

2025-1-23 14:29:0 ALT TAB Key Pressed

#%% Power Signals

2025-1-23 14:30:11 Lockscreen

##% Quick Launch ***

2025-1-23 14:30:40 Quick launch to Terminal

Figure 37: Represents the audit.log, highlighting artifacts such as timestamps, host
Zoho Assist ID, email address, file transfer details (file name and size), ALT+Tab
command logs, lock screen commands, and command terminal entry.
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4.1.5 Anydesk

Anydesk was subjected to detailed forensic analysis across four major operating
systems: Windows, Android, macOS, and iOS. Both installation and post-uninstallation
states were examined to identify persistent. The application was tested in its free and
licensed variants to evaluate any differences in artifact generation and retention. The
results are organized platform-wise, presenting key evidence, including but not limited

to logs, configuration files, system traces, and residual data.

4.1.5.1 Android
4.1.5.1.1 Installation State

The application was installed and actively used, after which artifacts were extracted
before uninstallation. The details of the recovered artifacts, including their file paths,
content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4q.

Table 4q: Represents the digital artifacts recovered from the installation state of

AnyDesk on Android, including corresponding file names, storage locations, Content,

and license-specific availability.

Applica | File File Path Content License
tion Name(s) Type
Name
Anydesk | base.apk | app\com.anydesk.an | Contains application | Free &
ydeskandroid- metadata such as version | Paid
viOsuEytFGeHCIbY | details and desired
V{Z292Q==\base.apk | permissions.
Download | data\com.anydesk.an | Stores files received during | Paid
s ydeskandroid\files\d | sessions via the AnyDesk | only
(Folder) ownloads file transfer feature.
Recording | data\com.anydesk.an | This folder contains the | Free &
(Folder) ydeskandroid\files\st | recording of the session. | Paid
orage\recordings\out | The name of the recording
going digit | contains the status of the
(1129473299)- session
Android (Incoming/outgoing), the
(858373511) Receiver device name, and
0.anydesk the AnyDesk ID of both
client & Host.
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com.anyd | user de\O\com.anyd | This file contains the status | Free
esk.anyde | esk.anydeskandroid\ | of session | Paid
skandroid | shared prefs\com.an | (Incoming/outgoing) and
_preferenc | ydesk.anydeskandroi | AnyDesk ID of Connected
es.xml d preferences.xml device.
Thumbnai | user de\O\com.anyd | Stores  thumbnails  of | Free
Is esk.anydeskandroid\ | connected devices. Figure | Paid
(Folder) files\.anydesk\thumb | 38)
nails\25743e8ec6db
7db9.png
Chat user de\O\com.anyd | Contains files named after | Free
(Folder) esk.anydeskandroid\ | the AnyDesk ID of the | Paid
files\.anydesk\chat connected device. Each file
stores the username of the
receiver  device, chat
message  content, and
corresponding  timestamp
logs. (Figure 39)
user.conf | user de\O\com.anyd | Records Android device | Free
esk.anydeskandroid\ | make/model, device email | Paid
files\.anydesk\user.c | address, and AnyDesk ID of
onf the connected device.
service.co | user de\O\com.anyd | Stores the AnyDesk ID of | Free
nf esk.anydeskandroid\ | the Android device. Paid
files\.anydesk\servic
e.conf
system.co | user de\O\com.anyd | Contains the AnyDesk ID | Free
nf esk.anydeskandroid\ | of the Android device and | Paid
files\.anydesk\syste | the license type.
m.conf
file transf | user de\O\com.anyd | Logs details of file transfer | Free
er_trace.tx | esk.anydeskandroid\ | events, including transfer | Paid
t files\.anydesk\file tr | method (clipboard/file
ansfer trace.txt manager), date and time,
transfer status (start/finish),
process type
(upload/download), file
name, and file size. (Figure
40)
connectio | user_de\O\com.anyd | Records incoming session | Free
n_trace.txt | esk.anydeskandroid\ | logs, including date, time, | Paid
files\.anydesk\conne | and client AnyDesk ID.
ction trace.txt (Figure 41)
anydesk.tr | user de\O\com.anyd | Comprehensive log of | Free
ace esk.anydeskandroid\ | session activities. Includes | Paid
files\.anydesk\anyde | public and private IP
sk.trace addresses of both devices,
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Android device brand and
model, application versions
of both devices,
permissions granted, and
AnyDesk IDs of both
devices.

Note: Screenshot records
(with  file names) were
found  during licensed

sessions.
Screensho | media\O\Pictures Contains screenshots | Free &
ts captured via the AnyDesk | Paid
feature.

4.1.5.1.2 Uninstallation State

After uninstalling AnyDesk (Free and Paid) on Android, only screenshot images were
recovered. No logs, settings, or user data were found, indicating that AnyDesk apps

uninstall cleanly on Android.

4.1.5.1.3 Interpretation and Forensic Significance

AnyDesk on Android produces a rich set of artifacts that are highly valuable for
confirming application presence, user attribution, and session activity. The base.apk
establishes the installed version and desired permissions, validating the deployment
environment. Configuration files such as user.conf, service.conf, and system.conf store
AnyDesk IDs, license details, associated emails, and device information, providing

direct links between sessions, users, and devices.

Video recordings in the Recording folder and screenshots capture on-screen activity,
offering direct visual proof of remote interactions. Chat logs and file transfer trace.txt
record messages, file names, sizes, timestamps, and transfer types, enabling detailed
reconstruction of communications and data exchange. Network artifacts in
connection_trace.txt and anydesk.trace document device details, AnyDesk IDs, IP
addresses, timestamps, and granted permissions, supporting timeline reconstruction and
potential geolocation analysis. The file named as
com.anydesk.anydeskandroid preferences.xml provides the information such as
AnyDesk ID of the connected device and the status of the session (Incoming or

outgoing).
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Graphical artifacts such as thumbnails and screenshots complement session recordings,
allowing investigators to verify user actions and correlate events. Post-uninstallation,
most artifacts are removed, with only screenshots persisting, limiting post-removal

forensic opportunities but still providing partial evidence of prior use.

In summary, AnyDesk on Android generates highly informative forensic artifacts
during installation and usage, including identifiers, session recordings, chat and file-
transfer logs, and network traces. While uninstallation cleans most traces, persistent
screenshots can offer investigators residual evidence to confirm historical activity (Soni

et al., 2024b).

EVIDENCE (1) | g Selected folder  5h0985a469462b7fe.png

v , .anydesk » , thumbnails v

PREVIEW

Name

= 5b985a469462b7fe.png

Figure 38: Represents the thumbnails of connected devices.
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EVIDENCE (2) | g select=  1969949782.txt

v W anydesk b Y chat v samsung SM-J810G Full Image
3 Name
| 1969949782 txt
) PREVIEW
o) 1564402395.txt
E \JD

------ 2025-09-06, 14:14 --—--
Me: hello win45

digit: hii and34

Me: 0k89

digit: yeah789

------ 2025-09-06, 14:49 ----—--
digit: H788

Me: op755

digit: we23

Me: tty5678

Figure 39: Represents the chat logs, highlighting artifacts such as timestamps, the name

of the connected device, and sent and received messages.

File Manager 2025-09-06, 14:24 start download 'ProjectFile-01.txt' (~0 B out of 258 B)

File Manager 2025-09-06. 14:24 finish download 'ProjectFile-01.txt' (~258 B out of 258 B)

File Manager 2025-09-06, 14:24 start upload 'Clipboarddata0l.txt' (~0 B out of 82 B)

File Manager 2025-09-06, 14:24 finish upload  'Clipboarddata0l.txt' (~82 B out of 82 B)

File Manager 2025-09-06. 14:25 start download 'ProjectFile-Video03.mp4' (~0 B out of 342.40 KiB)

File Manager 2025-09-06, 14:25 finish download 'ProjectFile-Video03.mp4' (~342.40 KiB out of 342.40 KiB)
File Manager 2025-09-06, 14:26 start upload  'ProjectFile-Image0l.jpg' (~0 B out of 241.41 KiB)

File Manager 2025-09-06, 14:26 finish wupload  '"ProjectFile-Image0l.jpg' (~241.41 KiB out of 241.41 KiB)

Figure 40: Represents the file transfer trace.txt file, containing artifacts such as
timestamps, file transfer events, transfer status (start/finish), process type

(upload/download), file name, and file size.

Incoming 2025-09-06, 14:49 User 1969949782 1969949782
Incoming 2025-09-06, 14:54 User 1969949782 1969949782
Incoming 2023-09-06, 15:00 User 1969949782 1969949782
Incoming 2025-09-06, 15:48 User 1564402395 1564402395

Figure 41: Represents the connection_trace.txt file, highlighting artifacts such as

incoming session logs, including date, time, and client AnyDesk ID.
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4.1.5.2 Windows
4.1.5.2.1 Installation

The application was installed and actively used, after which artifacts were extracted

before uninstallation. The details of the recovered artifacts, including their file paths,

content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4r.

Table 4r: Represents the digital artifacts recovered from the installation state of

AnyDesk on Windows, including corresponding file names, storage locations, Content,

and license-specific availability.

Applica | File File Path Content License
tion Name(s) Type
Name
Anydesk | Recordin | Users\<Username | Contains session recordings. | Free &
g >\Videos\AnyDesk | The recording name includes | Paid
(Folder) | \outgoing samsung | session status
SM-J810G (incoming/outgoing), receiver
(858373511)- device  make/model, and
SYSTEM AnyDesk IDs of both client
(1129473299) and host.
0.anydesk
Thumbna | Users\<Username | Stores thumbnails of | Free &
ils >\AppData\Roami | connected devices. Paid
(Folder) | ng\AnyDesk\thum
bnails\414clca35s
1c142b.png
Chat Users\<Username | The file is named after the | Free &
(Folder) | >\AppData\Roami | AnyDesk ID of the connected | Paid
ng\AnyDesk\chat\ | device. Contains receiver
858373511 .txt device make/model, date, and
timestamps of chat messages,
and message content.
user.conf | Users\<Username | Records the AnyDesk ID of | Free &
>\AppData\Roami | the connected device. Paid
ng\AnyDesk\user.c | Note: The Email address of
onf the Windows system was found
stored in the licensed version.
(Figure 42)
service.c | ProgramData\Any | Stores the AnyDesk ID of the | Free &
onf Desk\service.conf | Windows device. Paid
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system.co | Users\<Username | Records the AnyDesk ID of | Free
nf >\AppData\Roami | the Windows device. Paid
ng\AnyDesk\syste
m.conf
file trans | ProgramData\Any | Logs file transfer activity, | Free
fer trace. | Desk\file transfer | including transfer —method | Paid
txt trace.txt (Clipboard/File Manager),
timestamp, transfer status
(Start/Finish), process status
(Upload/Download), file
names, and file sizes.
connectio | ProgramData\Any | Records incoming session | Free
n_trace.tx | Desk\connection t | logs, such as timestamp and | Paid
t race.txt client AnyDesk ID.
ad_svc.tr | ProgramData\Any | Contains public and private IP | Free
ace Desk\ad svc.trace | addresses of both devices and | Paid
AnyDesk IDs. (Figure 43)
Note: The Licensed version
also stores the email address
of the Windows device.
user.png | Users\<Username | Stores the avatar of the user’s | Paid
(Avatar) | >\AppData\Roami | AnyDesk account, if set. Only
ng\AnyDesk\user.p
ng
ad.trace | Users\<Username | Logs comprehensive activity | Free
>\AppData\Roami | details, including Windows | Paid
ng\AnyDesk\ad.tra | device public IP, AnyDesk IDs
ce of both devices, screenshot
request logs and save paths, as
well as file transfer names and
storage paths.
Screensh | Users\<Username | Contains screenshots captured | Free
ots >\Pictures\AnyDes | via AnyDesk features. Paid
k
Prefetch | Windows\Prefetch | Stores run counts, last run | Free
Files times, additional execution | Paid
(Folder) times, and MAC timestamps.
Useful for  establishing
frequency and timeline of
usage.
Window | Windows\System3 | Windows Event Log entry | Free
event 2\winevt\Logs (System.evtx) contains details | Paid
logs of the user account and the

associated process execution,
including Process ID and full
Process Name path.
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4.1.5.2.2 Uninstallation State

All the previously identified artifacts were found to persist even after the uninstallation
of AnyDesk from the Windows system. The files were successfully recovered from their
respective directories, indicating that the uninstallation process did not completely
remove user-specific or system-level data. While the artifact content remained
consistent, the hash values of a few files were found to be different, likely due to minor

changes in metadata or timestamp updates during system operations.

4.1.5.2.3 Interpretation and Forensic Significance

The forensic footprint of AnyDesk on Windows is extensive, producing a diverse range
of artifacts that collectively support user attribution, device linkage, and remote session

reconstruction.

Artifacts related to session activity include the Recording folder (storing .anydesk
session recordings) and the Screenshots folder (Users\<Username>\Pictures\AnyDesk),
both of which provide direct visual evidence of remote interactions. These files allow
investigators to validate session context by confirming on-screen content and device

details embedded in filenames.

Communication traces are found in the Chat folder (AppData\Roaming\AnyDesk\chat),
where text files named after AnyDesk IDs preserve chat messages, timestamps, and
device information. These enable investigators to reconstruct communication flow

during remote sessions.

Configuration and identification files, such as user.conf, service.conf, and system.conf
record device and session-specific AnyDesk IDs, with licensed versions additionally
storing the Windows system email address. The user.png avatar (present only in paid

versions) further ties an AnyDesk account to a specific user identity.

Network and session metadata are captured in several artifacts. connection_trace.txt
preserves incoming connection logs, including timestamps and client IDs.
file transfer trace.txt provides detailed documentation of file transfer activity,
including method, status, timestamps, filenames, and file sizes. ad svc.trace and

ad.trace store critical data such as public and private IP addresses, AnyDesk IDs,
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screenshot request logs, and file storage paths, creating a comprehensive picture of

session activity and network interactions.

Supporting artifacts include the Thumbnails folder, which stores images of connected
devices, and Prefetch files (Windows\Prefetch), which record execution frequency, run
counts, and MAC timestamps, allowing investigators to establish timelines of
application usage. Additionally, Windows Event Logs (System.evtx) provide system-
level evidence of process execution, including user account associations, process IDs,
and execution paths, strengthening correlation between user activity and application

execution.

Importantly, forensic persistence is observed even after application removal. All major
artifacts—including recordings, configuration files, chat logs, file transfer traces,
network logs, thumbnails, and screenshots—were found to remain intact post-
uninstallation. While some file hashes showed minor variations, likely due to metadata

updates, the evidentiary content persisted, ensuring continued investigative value.

In summary, AnyDesk on Windows generates one of the most comprehensive sets of
digital artifacts among remote access applications. Its combination of visual evidence
(recordings, screenshots), textual logs (chat, file transfer), configuration files
(user.conf, system.conf, service.conf), and network traces (connection_ trace.txt,
ad_svc.trace, ad.trace) provides a multi-dimensional evidence base for reconstructing
sessions, attributing users, and validating remote activity. The persistence of these
artifacts post-uninstallation further enhances its forensic significance, enabling
investigators to reconstruct historical use even after attempts at removal (Soni et al.,

2024b).
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ad.session.follow remote focusE85837351 110

ad.roster.i‘renlsF—Sﬁ 8373511.858373511. IE’.

ad.as..senl.bly.u.i.lan;Fen Anydesk ID of Client
ad.ui.main_win.y=-8

ad.session.remote file sort order=858373511:33
ad.account.recent logged in usersw oG ———: co.. |
ad.general.online status.remote client=1 \
ad.roster.sent_invitation.show_all=true  gmail Address of Host
ad.session.encoding mode=858373511:0

Figure 42: Represents the user.conf file, highlighting artifacts such as the AnyDesk ID

of Client and email address of the host device.

info 2025-08-29 07:41:48.212 gsve 9876 6972 19 anynet.relay connector - Relay connector
stopped.

info 2025-08-29 07:41:48.212 gsve 9876 6972 fiber.scheduler - Fiber 19 'relay connector'
(parent: 9 'main_relay conn') terminated.

info 2025-08-29 07:41:48.312 gsve 9876 6972 9 anynet.main relay conn - Network ID: main

info 2025-08-29 07:41:48.312 gsve 9876 6972 9 anynet.relay conn - External address:
[42.105.98.197]52839.

info 2025-05-29 07:41:48.312 gsve 9876 6972 9 anynet.main_relay conn - Main relay ID:
5616ffa6 Public IP Address of Host

info 2025-08-29 07:41:48.441 gsve 9876 6972 9 anynet.main relay conn - Detected 3 new
networks.

info 2025-08-29 07:41:48.441 gsve 9876 6972 2 monitoring_sve - Connected: 1

info 2025-08-29 07:41:48.441 gsve 9876 6972 2 assembly sve - set_relay _connected(1)
warning 2025-08-29 07:41:48.441 gsve 9876 6972 2 anytime_sve - set_relay connected(1)

info 2025-08-29 07:41:48.441 gsve 9876 6972 2 fiber.scheduler - Spawning root fiber 26
'updater’.

info 2025-08-29 07:41:48.441 gsve 9876 6972 8 anynet.connection_mgr - Main relay connection
established.

info 2025-08-29 07:41:48.441 gsve 9876 6972 8 anynet.connection_mgr - New user data. Client-
«— Anydesk ID of Host

info 2025-08-29 07:41:48.441 gsve 9876 6972 17 anynet service - Relay connection state

Figure 43: Represents the ad_svc.trace file, highlighting artifacts such as timestamps,

the host public IP address, and the AnyDesk ID.
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4.1.5.3 108

4.1.5.3.1 Installation

The application was installed and actively used, after which artifacts were extracted

before uninstallation. The details of the recovered artifacts, including their file paths,

content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4s.

Table 4s: Represents the digital artifacts recovered from the installation state of

AnyDesk on i0S, including corresponding file names, storage locations, Content, and

license-specific availability.

ation/<UUID>/Librar
y/Application
Support/.anydesk/ser
vice.conf

Applica | File File Path Content License
tion Name(s) Type
Name
Anydesk | Chat /private/var/mobile/C | Contains chat logs | Free &
Remote | (Folder) | ontainers/Data/Applic | associated with the | Paid
Desktop ation/<UUID>/Librar | connected device’s
y/Application AnyDesk ID. Records
Support/.anydesk/cha | include connected device
t/1128343375.txt username, chat message
content, and timestamp of
received messages.
Thumbna | /private/var/mobile/C | Contains the thumbnail of | Free &
ils ontainers/Data/Applic | the connected device. Paid
(Folder) | ation/<UUID>/Librar
y/Application
Support/.anydesk/thu
mbnails/440cfb7ecee
91016.png
user.conf | /private/var/mobile/C | Records the AnyDesk ID of | Free &
ontainers/Data/Applic | the connected device. Paid
ation/<UUID>/Librar
y/Application
Support/.anydesk/use
r.conf
service.c | /private/var/mobile/C | Records the Anydesk ID of | Free &
onf ontainers/Data/Applic | the 10S device. Paid
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system.co | /private/var/mobile/C | Records the device’s own | Free &
nf ontainers/Data/Applic | AnyDesk ID and license | Paid
ation/<UUID>/Librar | type.
y/Application
Support/.anydesk/syst
em.conf
com.anyd | /private/var/mobile/C | Stores the AnyDesk ID of | Free &
esk.Any | ontainers/Data/Applic | the i0OS device along with | Paid
Desk.plis | ation/<UUID>/Librar | the application download
t y/Preferences/com.an | date and time in UTC.
ydesk.AnyDesk.plist
anydesk.t | /private/var/mobile/C | Detailed log of session | Free &
race ontainers/Data/Applic | activities, including public | Paid
ation/<UUID>/Librar | and private IP addresses of
y/Application both devices, application
Support/anydesk.trac | versions, permissions
e granted, AnyDesk IDs of
both devices, clipboard
activity (without content),
session timeout logs, and
session  start/end  with
recording initialization
logs. (Figure 44a and 44b)
mobile i | /private/var/installd/L | Records application | Free &
nstallatio | ibrary/Logs/Mobileln | installation and | Paid
n.log.0 stallation/mobile_inst | uninstallation events,
allation.log.0 including precise
timestamps, application
package file paths, and
package names. Confirms
installation or removal of
AnyDesk.

4.1.5.3.2 Uninstallation State

After uninstalling the AnyDesk (Free and Paid) on i0S, only a single residual file
named mobile_installation.log.0 was identified. This file captures detailed information
related to the installation and uninstallation processes of applications on 1OS.
Specifically, it records the exact timestamp of each event, the file path of the application
package, and its corresponding package name. Although no additional user data or
configuration files were found after uninstallation, the presence of
mobile installation.log.0 stands as a crucial forensic artifact for confirming the

historical existence of the AnyDesk app on the device.
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4.1.5.3.3 Interpretation and Forensic Significance

AnyDesk on 10S generates artifacts that provide critical evidence for user
identification, session activity reconstruction, and device linkage. Chat logs capture
connected device usernames, full message content, and timestamps, enabling
investigators to reconstruct conversations during remote sessions, which can be crucial
in cases involving social engineering, insider threats, or unauthorized access. The
Thumbnails directory preserves visual identifiers of connected devices, supporting

device attribution within sessions.

Configuration files such as user.conf, service.conf, and system.conf documents
AnyDesk IDs and license information, directly linking local and remote devices. The
com.anydesk.AnyDesk.plist file records the device’s AnyDesk ID along with download
timestamps, providing timeline verification that can be cross-referenced with system
logs. The anydesk.trace file serves as a rich forensic resource, logging IP addresses,
device identifiers, session permissions, clipboard interactions, and session start/end
markers, while also documenting recording events. These details facilitate the precise

reconstruction of user actions and the assessment of security risks.

System-level logs, particularly mobile installation.log.0, capture installation and
uninstallation events, providing verifiable evidence of the application’s presence even

when user-generated artifacts are deleted.

Following uninstallation, nearly all artifacts are removed, leaving only the installation
log. Despite its limited content, this residual file confirms historical application usage,

an essential aspect in cases where attempts have been made to conceal activity.

In summary, AnyDesk on 10OS produces a forensic footprint that, although less
persistent than on Android or Windows, offers significant evidentiary value through
chat logs, session metadata, device identifiers, and installation records. The surviving
artifacts ensure investigators can validate prior usage and reconstruct aspects of session

activity when available.
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info 2025-89-85 86:30:31.949 ad SVC 346 10300 7
anynet.main_relay conn - Network ID: main

info 2025-89-85 06:308:31.961 ad SVC 346 16300 7
anynet.relay conn -| External address: 42.105.10.32{16881.

info 2025-89-85 ©6:30:31.971 ad SVC 346 10300 7
anynet.main_relay conn - Reporting system information.

info 2025-89-05 96:30:31.971 ad SVC 346 16300 7
anynet.main_relay conn - Main relay ID: 2f2a9920

info 2025-89-05 06:30:31.972 ad SVC 346 16300 7
anynet.main_relay conn - Detected @ new networks.

info 2025-89-85 ©6:30:31.972 ad SVC 346 16300 13
anynet service - Relay connection state changed: Connected.

info 2@25-09-@5 06:30:31.99@ ad SVC 346 16300 6
anynet.connection_mgr - Main relay connection established.

info 2025-89-85 96:30:31.990 ad SVC 346 10300 6
anynet.connection_mgr - New user data. Flient—ID: 13114967694

Figure 44a: Represents the anydesk.trace file, highlighting artifacts such as
timestamps, the public IP address, and AnyDesk ID of the client.

glwrap - GL Version: 20 (@)

info 2@825-09-05 06:46:30.666 ad SVC 350 11072 59
app.session -| Starting session recording. |

info 2@825-09-05 06:46:31.357 ad SVC 350 11072 68
anynet.punch_connector - [49.15.105.111:21351] Connect failed (result timeout)).

info 2025-09-05 ©6:46:31.614 ad SVC 350 11e72 68

anynet.punch_connector - [49.15.105.111:21351] Connecting (lport 4917, attempt
2).

info 20825-089-05 06:46:46.618 ad svC 350 11872 68
anynet.punch_connector - [49.15.105.111:21351] Connect failed (result timeout)).
info 2025-09-05 ©6:46:46.872 ad sSVC 350 11072 68

anynet.punch_connector - [49.15.105.111:21351] Connecting (lport 4917, attempt
3).

info 2@825-09-05 06:47:01.878 ad SVC 350 11072 68

anynet.punch_connector - [49.15.105.111:21351] Connect failed (result timeout)).
error 2025-09-05 06:47:01.878 ad SVC 35@ 11e72 68

anynet.punch_connector - [49.15.105.111:21351] Too many retries.

info 2@825-09-05 06:47:01.878 ad SVC 350 11072
fiber.scheduler - Fiber 68 "tcp_punch' (parent: 63) terminated.

info 2@825-09-05 06:47:01.878 ad SVC 350 11072 63
anynet.punch_connector - All connect fibers have failed.

info 2025-99-05 96:47:06,288 ad SVC 350 11@72 59
app.session 4 Stopping session Pecording.]

info 2@825-09-05 06:47:06.883 ad SVC 350 11072 63

anynet.punch_connector —[Quit timeout has expiredl Connect failed.

Figure 44b: Represents the anydesk.trace file, highlighting artifacts such as
timestamps, the public IP address, and AnyDesk ID of client.

122



4.1.5.4 macOS
4.1.5.4.1 Installation

The application was installed and actively used, after which artifacts were extracted
before uninstallation. The details of the recovered artifacts, including their file paths,
content, and license type (indicating whether the artifact originated from the free or

licensed version), are presented in Table 4t.

Table 4t: Represents the digital artifacts recovered from the installation state of

AnyDesk on macOS, including corresponding file names, storage locations, Content,

and license-specific availability.

Applica | File File Path Content License
tion Name(s) Type
Name
AnyDes | Info.plist | Applications\AnyDes | Provides metadata such as | Free &
k k.app\Contents\Info.p | CFBundleName, Paid
list CFBundleVersion, and
CFBundleldentifier.
Useful for confirming the
exact application installed,
its version, and uniquely
identifying it among other
apps on the system.
Supports correlation with
system logs and activity
records.
Chat Users\digitalforensics | Stores chat logs named | Free &
(Folder) | \.anydesk\chat\11381 | after the AnyDesk ID of | Paid
65049.txt the connected device.
Includes receiver device
name, timestamp, and chat
content.
user.conf | Users\digitalforensics | Records the AnyDesk ID | Free &
\.anydesk\user.conf.b | of the connected device. Paid
ak
&
Users\digitalforensics
\.anydesk\user.conf
system.co | Users\digitalsoni\.any | Records the device’s own | Free &
nf desk\system.conf AnyDesk ID and license | Paid
type.
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Thumbna | Users\digitalsoni\.any | Contains thumbnail | Free &
ils desk\thumbnails images of connected | Paid
(Folder) devices.
anydesk.t | private\var\log\anyde | Session  activity log. | Free &
race sk.trace Records public and private | Paid
IP addresses of both
devices, AnyDesk IDs,
version  details, file-
sharing directory paths,
remote reboot requests,
screenshot request names,
and saved paths. (Figure
45)
Screensh | /Users/digitalsoni/De | Screenshots captured via | Free &
ot sktop AnyDesk  feature are | Paid
stored on the desktop.
Recordin | Users\digitalsoni\.any | Contains session | Free &
g desk\AnyDesk\outgoi | recordings. File names | Paid
(Folder) |ng samsung SM- |indicate session type
J810G (1146523170)- | (incoming/outgoing),
digitalsoni receiver device
(1564402395) make/model, and
0.anydesk AnyDesk IDs of both
client and host. (Figure 46)
com.appl | Users\digitalsoni\Libr | Presence of | Free &
e.finder.p | ary\Preferences\com. | FXRecentFolders Paid
list apple.finder.plist referencing AnyDesk
confirms recent interaction
via Finder.
FXDesktop VolumePositio
n reveals desktop
arrangement,  supporting
evidence of user activity.
LaunchD | Library\LaunchDaem | Contains multiple .plist | Free &
aemons ons files related to AnyDesk, | Paid
(Folder) including program
arguments and labels.
LaunchA | Library\ Contains .plist files related | Free &
gents(Fol | LaunchAgents to AnyDesk. These files | Paid
der) reference the installed
application directory path.
4.1.5.4.2 Uninstallation State
All the previously identified artifacts except Info.plist

(Applications\AnyDesk.app\Contents\Info.plist) were found to persist even after the
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uninstallation of AnyDesk from the macOS system. The files were successfully
recovered from their respective directories, indicating that the uninstallation process
did not completely remove user-specific or system-level data. While the artifact content
remained consistent, the hash values of a few files were found to be different, likely

due to minor changes in metadata or timestamp updates during system operations.

4.1.5.4.3 Interpretation and Forensic Significance

AnyDesk on macOS produces a rich and comprehensive set of artifacts that are highly
valuable for user attribution, session reconstruction, and timeline establishment. Chat
logs capture full message content, device names, and timestamps, providing direct
evidence of user interactions. The Thumbnails directory visually links sessions to

specific endpoints, supporting device-level attribution.

Configuration files such as user.conf and system.conf record AnyDesk IDs of local and
connected devices, along with license information, enabling precise mapping of
sessions to accounts and machines. The anydesk.trace file logs extensive session
metadata, including IP addresses, version details, file paths, remote reboot and
screenshot requests, and storage locations, allowing near-complete reconstruction of

remote access activity.

Multimedia artifacts, including session recordings and screenshots, provide visual
confirmation of user actions during live sessions. These serve as direct evidence of on-
screen activity and corroborate other system and user-level logs. System-level artifacts
such as com.apple.finder.plist and entries in LaunchDaemons and LaunchAgents

further support evidence of application usage and persistence across system reboots.

Post-uninstallation, almost all artifacts remain intact, except for the installation
Info.plist. The persistence of configuration files, logs, session recordings, and
screenshots preserves substantial evidentiary value, allowing forensic investigators to

reconstruct remote access activities and link them to specific users and devices.

In summary, AnyDesk on macOS generates one of the most artifact-rich forensic
footprints among the platforms studied. Its combination of textual, visual, and system-
level evidence ensures robust opportunities for attribution, session reconstruction, and

timeline validation, even after the application has been uninstalled.
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info 2025-09-06 10:21:43.542  front wrkl3 974 14309
[Saving screenshot. |

info 2025-09-06 10:21:43.689  front wrkl3 974 14309
[Saved screenshot to /Users/digitalsoni/Desktop/anydesk00000.png.

info 2025-09-06 10:22:05.964  front wrkI3 974 14309
[Saving screenshot. |

info 2025-09-06 10:22:06.077  front wrkI3 974 14309
[Saved screenshot to /Users/digitalsoni/Desktop/anydesk00001.png. |

wnto 2025-09-06 10:22:11.418 gsve main 829 9496 24 app.session -|Starting
[session recording.]

info 2025-09-06 10:22:12.581 front wrk0 974 11991
Resetting decoder.

.

desk_rt.display_component -

desk_rt.display_component -

desk_rt.display_component -

desk rt.display component -

desk rt.display_component -

= o =

Figure 45: Represents the anydesk.trace file, highlighting artifacts such as timestamps,

screenshot logs with saved file paths, and session recording logs.

EVIDENCE (‘]) Bo Selected folder only ¥ | |[[[] Column view
v .macO513-Data » | Users » | digitalsoni » | .anydesk » | AnyDesk v
Name E Type HE

outgoing samsung SM-1810G (1146523170)-digitalsoni (1564402395) 0.anydesk File

Figure 46: Represents the session recording file, whose name consists of the
connection type, host device name (make/model), host AnyDesk ID, client device

name, and client AnyDesk ID, formatted as: outgoing samsung SM-J810G
(1146523170)-digitalsoni (1564402395) 0.anydesk.
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4.2 Discussion

The forensic analysis of artifacts generated by the selected RAAs, such as TeamViewer,
LogMeln (GoToMyPC), RemotePC, Zoho Assist, and AnyDesk across Android,
Windows, 10S, and macOS, reveals a diverse range of digital evidence, influenced by
multiple factors such as application variants (e.g., free vs. licensed), operating systems,

and installation/uninstallation states.

The result of this study demonstrated that Remote Access Applications (RAAs) produce
a diverse range of artifacts, including but not limited to logs, configuration files,
databases, media files (e.g., screenshots and session recordings), and system-level
traces (e.g., prefetch files and event logs). These artifacts are crucial for investigators
to investigate and reconstruct the incidents of unauthorized access, as these artifacts
capture user identifiers (e.g., email addresses, usernames, device names), session
metadata (e.g., timestamps, IP addresses, host/client IDs), and activity details (e.g., file
transfers, chats, clipboard, screenshots, lock screen commands, app uninstallation). For
instance, TeamViewer’s TeamViewerl5 Logfile.log and TVLog.html, along with
AnyDesk’s ad.trace and anydesk.trace files, emerged as a rich source for the
identification of IP addresses, device details, and session commands across platforms,
enabling timeline reconstruction and device attribution (Kerai & Vekariya, 2016;

Manson, 2022; Paiieda et al., 2024; Soni et al., 2024a; Soni et al., 2024b).

Significant variations were observed between free and licensed versions of Remote
Access Applications (RAAs)(Table 4u), with licensed variants typically producing
more comprehensive and forensically valuable artifacts. For TeamViewer, paid versions
generated unique artifacts such as TVLogOld.html (Android), which includes audio call
metadata, and session recording files like samsung SM-J810G_ffaOc9cad54ec054 (1
078117778) 2024-10-0915.09.08.tvs (Windows) and Session name 2025-02-06
11.22.23.tvs (macOS), which are absent in free versions. Zoho Assist's paid versions
were particularly rich in artifacts, producing logs such as ACServer.log,
IPCClientLog.log, LogFile.log, LogFileTemp.log, LogFileTray.log,
PeerConnection.log, unattended.log, upgrader.log, ZA AudioClient.log, ZAService.log,
ZohoURSService.log, and Connect.log (Windows), as well as 000004.log,
zohounattendeddetails.conf, logFile.log, and audit.log (macOS). On i0S, Zoho Assist's
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paid versions included Shared File, Screenshots, com.zoho.assist.customer.plist, and
com.zoho.assist.customer 2025-01-23 09-15-45.726.log, which either contained richer
data or were absent in free versions. AnyDesk's licensed versions contributed to the
user.png avatar file (Windows) for user identification and the Downloads folder
(Android) for file transfer details, both limited to licensed installations. These additional
artifacts, such as screenshots, session recordings, detailed logs, and user-specific files,
provide critical evidence for reconstructing session activities, attributing users, and
analyzing system interactions, significantly enhancing and contributing to the forensic
investigations. In contrast, RemotePC and LogMeln (GoToMyPC) exhibited no such
difference in artifact generation between their free and licensed versions, as both
variants produced similar types of configuration files, logs, and system metadata (e.g.,
unattended.json for GoToMyPC, com.prosoftnet.rpcnew.xml for RemotePC), limiting
their forensic differentiation. This difference underscores the enhanced investigative
potential of licensed versions of TeamViewer, Zoho Assist, and AnyDesk, particularly

in capturing dynamic session data and user interactions across platforms.

Table 4u: Forensic Artifacts Identified in Licensed Versions of Remote Access

Applications Across Operating Systems

RAA Android Windows i0S macOS
Team | TVLogOld.h | Email address | kSecClassGenericPa | Session_name
Viewe |tml (audio | present in | ssword additionally | YYYY-MM-
r call TeamViewer stores device email | DD HH.MM.
metadata), artifacts,  richer | address in licensed | SS.tvs (session
Screenshots | session logs; .tvs | version recording file)
session recording
generated n
licensed version
GoTo | No No Difference | No Difference | No Difference
MyPC | Difference identified identified identified
identified
Remot | No No Difference | No Difference | No Difference
ePC Difference identified identified identified
identified
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Zoho | Screenshots, | ACServer.log, Shared file folder, | 000004.log,
Assist | session_histo | [IPCClientLog.log | group.com.zoho.assi | zohounattende

ry _database, |, LogFile.log, | st.customer.plist, ddetails.conf,
session_histo | LogFileTemp.log, | com.zoho.assist.cust | logFile.log,
ry_database- | LogFileTray.log, | omer.plist, audit.log,
wal, PeerConnection.] | com.zoho.assist.cust | enhanced
ZA UNATT | og, omer 2025-01- | session  logs
E unattended.log, 23 09-15- and
NDED FRA | upgrader.log, 45.726.log, unattended-
ME ZAAudioClient.lo | group.com.zoho.assi | access artifacts
WORK SH | g, st.zohoassist.widget.
ARED PRE | ZAService.log, plist and screenshots
F.xml, ZohoURSService. | available  through

log, licensed features

Connect.log

AnyD | Downloads | user.png, email | No Difference | No Difference
esk folder address stored | identified identified

artifacts within  user.conf

generated and ad svc.trace

through in licensed

licensed file- | version

transfer

functionality

This licensing-based divergence is better understood as a feature-driven rather than a
tier-driven effect. TeamViewer, Zoho Assist, and AnyDesk reserve their most session-
intensive capabilities, such as audio-call recording, unattended access, screen
recording, and tray-resident background services, for paid tiers, and each of these
capabilities requires the application to maintain state across the lifetime of a session
rather than simply relaying input and display data. Maintaining that state necessarily
produces a corresponding artifact: a recording must be written to storage, an
unattended-access session must record its authorization state, and a background service
must log its own activity to remain auditable. The forensic richness of the paid tier is
therefore a structural consequence of which features are licensed, not of licensing itself.
This is corroborated by the absence of a comparable split for RemotePC and
GoToMyPC, where the free and licensed tiers differ chiefly in account-level

entitlements, such as the number of permitted devices or support priority, rather than in
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the underlying session-handling logic; because the software performs the same stateful
operations regardless of tier, it generates the same category of artifacts regardless of
tier. This distinction suggests that artifact richness in RAAs should be predicted from
an application’s feature architecture rather than treated as an inherent property of its
free or paid status, a principle that is likely to generalize to other RAAs and to the

embedded remote-support modules discussed later in this section.

Operating system differences significantly impacted artifact persistence after the
uninstallation of Remote Access Applications (Table 4v). Windows and macOS
retained a wealth of artifacts due to their deep system integration. For instance, Zoho
Assist on Windows preserved all logs, such as session and activity logs, along with
Prefetch files and Windows Event Logs. Similarly, AnyDesk on Windows kept session
recordings, chat logs, configuration files, and system traces. On macOS, Zoho Assist
retained post-uninstallation artifacts such as user data, session logs, and system files
like LaunchDaemons, LaunchAgents, and install logs, while AnyDesk preserved
similar artifacts, except for the Info.plist file. The persistence of artifacts after
uninstallation of the application from their respective device, supported by artifacts
including but not limited to macOS’s LaunchDaemons or Windows’ Prefetch files,
provides rich evidence for reconstructing user activity and sessions even after software
removal. In contrast, 10S and Android exhibited cleaner uninstalls, leaving minimal
traces. On 10S, apps like Zoho Assist, AnyDesk, and TeamViewer left only
mobile_installation.log.0, which logs installation details, while GoToMyPC also
retained a Keychain entry. On Android, TeamViewer and Zoho Assist left library.db and
screenshots, and AnyDesk preserved only screenshots. These limited mobile artifacts,
mostly installation logs or media files, reflect stricter data cleanup but still offer proof

of prior app usage for forensic analysis.
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Table 4v: Comparative Persistence of Forensic Artifacts After Uninstallation Across

Remote Access Applications and Operating Systems

Sr. Remote Access | Android | Windows i0S macOS
No. Applications

1 TeamViewer Moderate High Low | Moderate
2 GoToMyPC Low Moderate Low Low

3 RemotePC Low High Low | Moderate
4 Zoho Assist Moderate High Low | Moderate
5 AnyDesk Moderate High Low | Moderate

Key: High = A substantial number of forensic artifacts remained recoverable,
Moderate =Some significant artifacts remained available after uninstallation,

Low = Very limited residual artifacts remained after uninstallation

This persistence gradient across operating systems is best explained by differences in
how each platform’s architecture governs application lifecycle and data ownership,
rather than by chance variation in uninstaller design. Windows and macOS are designed
around a multi-user, file-system-exposed model in which applications are permitted to
write configuration files, logs, and caches outside their own installation directory, into
locations such as AppData, ProgramData, Application Support, and system-level
logging stores (e.g., Prefetch, Windows Event Logs, LaunchDaemons, LaunchAgents,
and install.log). Because uninstallers on these platforms are conventionally scoped to
remove only the application’s primary installation folder and registry or property-list
entries explicitly registered with the package manager, artifacts deposited in these
peripheral, OS-managed locations fall outside the uninstaller’s defined scope and are
therefore left behind by default rather than through any deliberate forensic safeguard.
10S and Android, by contrast, are built on a sandboxed, mobile-first security model in
which each application is confined to its own container (e.g., /data/data/<package> on
Android or the app’s UUID-scoped directory on i0S), with limited ability to write
persistent data outside that boundary. When such an application is uninstalled, the
operating system reclaims the entire sandbox as a single unit, which removes most user-

generated artifacts together with the application itself; the few traces that do survive
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(e.g., mobile installation.log.0, Keychain entries, or Play Store library records) persist
precisely because they are written by the operating system or an OS-level service rather
than by the RAA itself, placing them outside the sandbox that gets reclaimed at
uninstallation. This explains why persistence is not simply a property of the application
but an emergent outcome of the interaction between an application’s write behaviour
and the host platform’s data-ownership boundaries. A similar logic underlies the
licensing-based differences observed for TeamViewer, Zoho Assist, and AnyDesk: paid
tiers unlock features that are inherently stateful and session-bound (call recording,
unattended access, screen-recording, and tray-level service logging), and any feature
that must persist state across a session necessarily writes a corresponding artifact,
whereas RemotePC and GoToMyPC’s free and licensed tiers differ mainly in account
entitlements rather than in session-handling features, which is why their artifact sets

remain materially similar regardless of licensing status.

Comparative analysis of Remote Access Applications reveals distinct differences in the
forensic value of their artifacts (Table 4w). AnyDesk, Zoho Assist, and TeamViewer
produced the most comprehensive and forensically significant artifacts across all
platforms, capturing detailed logs of IP addresses, chat messages, file transfers, and
media files like screenshots and session recordings. For instance, AnyDesk’s
anydesk.trace and file transfer trace.txt, Zoho Assist’s logFile.log and audit.log, and
TeamViewer’s TeamViewerl5 Logfile.log and TVLog.html provide robust evidence of
session activities, user interactions, and network data, enabling precise reconstruction
of remote access events. These applications also generated rich visual evidence, such
as AnyDesk’s thumbnails and recordings, Zoho Assist’s screenshots (paid versions),
and TeamViewer’s screenshots and .tvs session recordings (e.g., samsung SM-
J810G_ffaOc9cad54ec054 (1078117778) 2024-10-09 15.09.08.tvs on Windows,
Session name 2025-02-06 11.22.23.tvs on macOS), enhancing attribution and activity
verification. In contrast, LogMeln (GoToMyPC) and RemotePC produced fewer
session-specific artifacts, primarily focused on configuration files (e.g., GoToMyPC’s
unattended.json, RemotePC’s com.prosoftnet.rpcnew.xml) and system metadata like
installation logs and browser data. This emphasis on static system configuration over

dynamic user or session data, such as limited or absent logs for chats, file transfers, or

132



screen captures, restricts the investigation and reconstruction of the incident in forensic
investigations. Consequently, AnyDesk, Zoho Assist, and TeamViewer offer a superior
forensic artifact range for tracing unauthorized access and reconstruction of session
timelines compared to the more limited evidentiary output of other RAAs like LogMeln
and RemotePC. The same session-feature-to-artifact relationship observed across these
dedicated RAAs is likely to extend to cloud-based collaboration platforms that embed
remote-support functionality within a broader enterprise suite, such as the remote-
control modules bundled with Microsoft Teams, Cisco Webex, or Zoom. Because these
tools execute their remote-session logic within an existing application sandbox rather
than as a stand-alone installed program, their artifacts would be expected to inherit the
access-and-logging behaviour of the host platform and browser or client process, rather
than generating dedicated installation- and uninstallation-state traces of the kind
documented for AnyDesk, TeamViewer, Zoho Assist, RemotePC, and GoToMyPC in
this study; this distinction in artifact origin, rather than mere coverage, is what
differentiates dedicated RAAs from embedded enterprise remote-support features and

1s examined further as a direction for future work.

Table 4w: Comparative Extraction of Forensic Artifacts Across Remote Access

Applications and Operating Systems

Sr. Remote Access | Android Windows | iOS macOS

No. Applications

1 TeamViewer High High High High

2 LogMeln Low Moderate Low Moderate
(GoToMyPC)

3 RemotePC High Moderate Low Low

4 Zoho Assist High High High High

5 AnyDesk High High Moderate High

Key: High = Recovery of a broad range of forensic artifacts,
Moderate = Recovery of a moderate range of forensic artifacts,

Low = Recovery of a low range of forensic artifacts

The findings of this study are constructed upon prior studies on RAAs forensics, which

were focused on individual applications or platforms. For example, Manson (2022)
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conducted a forensic analysis of TeamViewer on Windows, identifying similar logs and
configuration files (e.g., Connections.txt), but noted limited persistence post-
uninstallation, in contrast to the results of this study, where all artifacts were found to
persist on Windows. This difference may arise from version differences, underscoring
the need for updated analyses as software evolves (Boztas et al., 2025). Similarly,
Pafieda et al. (2024) examined AnyDesk and TeamViewer on Windows for traces of file
exfiltration, correctly noting that AnyDesk logs (anydesk.trace, ad_svc.trace) do not
include the names of transferred files. However, their claim that TeamViewer logs do
not store the destination IP address contrasts with the findings of this study, which
confirmed that the TeamViewerl5 Logfile.log contains both host and client IP

addresses.

Kerai and Vekariya (2016) examined GoToMyPC on Windows, reporting that the
application did not log details on the local computer and no logs were stored in
Windows event logs, in contrast to the present study, where the System.evtx file was
found on the Windows system, containing relevant event log data. The artifacts
identified offer substantial value for digital forensic investigations, particularly in
cybercrime cases involving unauthorized access, data exfiltration, or insider threats. For
example, persistent logs post-uninstallation (e.g., in Windows Event Logs or macOS

install.log) can counter suspect denials by proving historical RAA presence.

A blind study was conducted on Remote Access Applications (RAAs) across Android,
Windows, 10S, and macOS to validate the results of this study. It covered all selected
RAAs, including TeamViewer, LogMeln, RemotePC, Zoho Assist, and AnyDesk. The
blind testing successfully confirmed the presence of most artifacts identified in the main
study, including logs (e.g., TeamViewerl5 Logfile.log, anydesk.trace), configuration
files (e.g., userconf, com.prosoftnet.rpcnew.xml), system logs (e.g.,
mobile_installation.log.0, prefetch files), user identifiers (e.g., email addresses, session
IDs), session metadata (e.g., IP addresses, timestamps), and media files (e.g.,
screenshots, session recordings). Minor variations in the detection of artifacts were
observed, but these did not compromise the overall validity of the findings. This blind
testing validated the consistency and forensic significance of the identified artifacts,

confirming their reliability in real-case investigations.
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CHAPTER 5

SUMMARY AND CONCLUSION

5.1 Summary

Remote Access Applications (RAAs) have become the most important part of modern
computing environments. The ability of RAAs to provide real-time connectivity across
geographical boundaries has positioned them as indispensable tools for legitimate use
in business, education, and IT support. However, the important features such as remote
access and screen mirroring make them attractive for productivity and efficiency, and
have also made them a weapon of choice for cybercriminals. Fraudsters and threat
actors are increasingly misusing RAAs for unauthorized system access, remote
financial scams, and data exfiltration, leaving investigators with the challenge of
proving their usage and establishing accountability of incidents. This dual-use nature

of RAAs highlights their importance in digital forensic research.

The present research was initiated to conduct a systematic forensic analysis of selected
RAAs, namely TeamViewer, AnyDesk, RemotePC, GoToMyPC, and Zoho Assist.
These applications are widely adopted and frequently referenced in cybercrime
incidents. As earlier studies focused on a single application and were limited to one
platform, this study undertook a cross-platform and cross-license comparative
examination of artifacts in both installation and uninstallation states. The objective of
this study was to identify the range of artifacts generated, evaluate their persistence
across different operating systems and licensing states, and determine their forensic

relevance.
The study was guided by the following objectives:

1. To determine and compare a range of artifacts extracted from selected licensed
Remote Access Applications and their free version.

2. To compare the extracted artifacts of Remote Access Applications on devices with
different operating systems.

3. To conduct a forensic analysis of the artifacts generated by remote access

applications after installation and uninstallation from a device.
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4. To conduct blind study on extraction of artifacts from selected Remote Access
Applications to determine real case scenario with minimum one-fourth of the total

samples.

A structured methodology was employed to achieve the above objectives. Each selected
application was installed and actively used on multiple operating systems under
controlled experimental conditions. Activities, including but not limited to remote
access, file transfers, chats, and screen sharing, were carried out in both free and
licensed versions. Following this, artifacts were extracted using forensic suites
including Magnet AXIOM, MD-NEXT, MD-RED, DB Browser for SQLite, and
PECmd.

A total of 100 samples were analyzed, comprising structured experiments and blind
samples. The structured experiments were designed to capture artifacts across different
application states and license types, while the blind samples were conducted to validate

the findings of the present study.

The findings of this study revealed that RAAs produce a rich and diverse set of artifacts.
On Windows systems, artifacts were abundant and persistent across all RAAs.
TeamViewer generated rolloutfile.tvl3 (unique device ID), Connections.txt (session
metadata), and TeamViewerl5 Logfile.log (IP addresses, device identifiers, file
transfers, and timestamps). AnyDesk created user.conf (usernames and connection
details), service.conf (session settings), and ad.trace logs recording connections and
errors. RemotePC produced HostPrefiini and HostPref.plist, containing device
associations and login identifiers, along with logs under ProgramData\RemotePC\Logs.
GoToMyPC retained g2cc.json files in AppData documenting session IDs, user email
addresses, and timestamps, while Zoho Assist produced ACServer.log and
ZohoAgent.conf, which captured controller IDs and connection events. Even after
uninstallation, prefetch files and Windows Event Logs persisted for all applications,

establishing proof of historical usage.

In macOS environments, structured artifacts were consistently observed in plist files
and Application Support directories. TeamViewer created com.TeamViewer.plist and

detailed logs under ~/Library/Logs/TeamViewer/. AnyDesk stored identifiers in
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com.philandro.anydesk.plist and connection metadata in ad svc.trace. RemotePC
maintained host configuration in RemotePC.plist, while Zoho Assist generated
persistent session logs in ZohoAssistDaemon.log. GoToMyPC saved preferences and
identifiers in com.citrix.gotopc.plist. These plist and log artifacts proved particularly
resilient, surviving uninstallation and retaining user identifiers, session history, and

application metadata.

On Android devices, multiple RAAs generated SQLite databases, configuration files,
and logs in app-specific directories. TeamViewer produced TVLog.html, recording IP
addresses, timestamps, and device details, while global.conf and client.conf preserved
cryptographic keys and usernames. AnyDesk generated anydesk.trace and service.conf,
which contained session logs and configuration details. RemotePC left traces in
shared prefs XML files and logs under /data/data/com.remotepc/, whereas Zoho Assist
stored artifacts in ZohoAssist.xml and ZohoAssistService.log. GoToMyPC created
g2viewer.db databases containing account names, session IDs, and activity logs.
Screenshots were recoverable across applications in /DCIM/Screenshots and the
library.db file from the Play Store consistently confirmed installation history, even post-

uninstallation.

In 108 systems, forensic artifacts were more restrictive due to sandboxing, but critical
evidence was still recoverable. TeamViewer artifacts included
com.TeamViewer.Settings.plist, Connections.txt, and Keychain entries storing
encryption keys and user identifiers. AnyDesk created adtrace.log files along with
preference lists capturing client IDs. RemotePC stored artifacts in HostPref.plist, which
contained hostnames, account IDs, and connection timestamps. Zoho Assist logs
retained controller identifiers, session IDs, and timestamps within ZohoAssist.plist,
while GoToMyPC left behind session records in g2m.plist and installation history in
mobile installation.log.0. Screenshots in /Media/DCIM/ and system-level logs

provided further corroborative evidence of usage.

The comparison of free and licensed versions highlighted that free variants produced
limited identifiers and session traces, often restricted to basic IDs, timestamps, or
minimal logs, whereas licensed versions generated enriched evidence, including

extended log entries, persistent configuration files, and session recordings (.tvs for
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TeamViewer, and extended activity logs in RemotePC and Zoho Assist). These
differences significantly enhanced the ability to reconstruct timelines and attribute

activities.

Blind testing validated the repeatability of artifact detection across all RAAs as majority
of artifacts were consistently detected in unsupervised samples, proving their

evidentiary reliability in real-world investigations.

In conclusion, the present study established that all examined RA As leave behind multi-
layered forensic footprints across platforms. Persistence of these artifacts beyond
uninstallation ensures their utility in proving historical usage and reconstruction of
incident timeline. Hence, the study successfully achieved all its objectives by
systematically identifying and comparing forensic artifacts from both free and licensed
versions of RAAs, examining their variations across multiple operating systems, such
as Windows, macOS, Android, and iOS platforms, and documenting their persistence
in both installation and uninstallation states. Lastly, the incorporation of blind testing
further validated the consistency and reliability of the recovered artifacts. This
comprehensive framework not only fills critical gaps in existing forensic research but
also strengthens investigative methodologies, enhancing the capacity of digital

forensics to tackle crimes involving the misuse of remote access technologies.

5.2 Conclusion
o Remote Access Applications (RAAs) consistently generated a diverse range of
forensic artifacts across all tested operating systems (Windows, macOS, Android,
and 108S), license types (free and licensed), and operational states (installation,
usage, and uninstallation). These artifacts collectively provide a reliable
foundation for reconstructing timeline of remote access activities and hold
substantial significance for digital forensic investigations. Comparative evaluation
of licensed and free versions revealed notable differences. Licensed editions were
observed to contain more features and consequently generated a larger volume of

artifacts, including session recordings, detailed log entries, user authentication

138



data, and additional identifiers such as registered email addresses and device

association details.

The cross-platform analysis confirmed that Windows yielded the richest forensic
artifacts, supported by extensive system logging and open file structures. macOS
demonstrated remarkable artifact persistence and structured evidence storage in
plist and log files. Android environments produced meaningful evidence through
shared prefs XMLs, SQLite databases, and configuration logs, while 10OS artifacts
were more restricted but still provided critical identifiers, preference files, and
installation logs, particularly useful for confirming application presence and usage

history.

A key outcome of this research is the persistence of artifacts even after the
uninstallation of RAAs. In Windows systems, residual evidence such as Prefetch
files, event logs, and leftover log files was consistently available, allowing
investigators to reconstruct prior usage. In macOS, persistence was even more
pronounced, with artifacts such as plist files, Application Support folders, and logs
remaining intact post-uninstallation, making macOS one of the most valuable
environments for persistence analysis. In contrast, Android and 10S devices
displayed limited post-uninstallation remnants, yet preference files, SQLite
records, and installation logs still provided sufficient traces to establish prior

presence and activity of the applications.

The blind study validates the findings of the present research, confirming the
reliability and reproducibility of the artifact extraction and analysis across different

operating systems and RAAs.

The present study holds significant importance and clear superiority over previous
works due to its integrated, systematic, and multi-dimensional forensic
examination framework. Unlike earlier studies that focused on a single application,
a single operating system, or limited usage states, this research simultaneously
evaluates multiple widely used Remote Access Applications across four major
platforms, free and licensed versions, and both installation and post-uninstallation

conditions. The incorporation of blind sample validation further enhances the
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scientific rigor and real-world reliability of the findings. By documenting artifact
locations, persistence behavior, and evidentiary significance in a structured
manner, this research fills critical gaps in existing literature and provides a
validated forensic framework that benefits both academic researchers and digital
forensic practitioners. The outcomes offer direct operational value to investigators,
law enforcement agencies, and judicial processes by improving evidence recovery
efficiency, strengthening legal admissibility, and reducing the risk of evidentiary
oversight in cybercrime investigations.

o All objectives of the present study have been successfully achieved, and the
findings are expected to support future research, aid in the development of forensic
tools, and assist practitioners in real-world investigations involving remote access

applications.

5.3 Limitations and Future Recommendations

Mobile devices used in this study were rooted or jailbroken to enable complete artifact
acquisition; however, in practical investigations, only a small proportion of devices are
available in such modified states. The scope of the research was limited to five RAAs
and did not include other emerging remote access applications that may demonstrate
different artifact generation and persistence patterns. Finally, the continuous release of
updated versions of RAAs may influence artifact structures and storage mechanisms.
Future research should extend this work by examining cloud or browser-based remote
access and dual-nature collaboration applications, which are increasingly adopted in
both enterprise and personal contexts because of their portable use. Many other digital
forensic techniques such as volatile memory forensics and network traffic analysis with
artifact-based examinations can be adopted, which would further allow for a more
holistic understanding of artifact generation and persistence. The development of semi-
automated forensic tools that can identify, extract, and correlate artifacts related to RAA
would significantly aid digital forensic investigations. Finally, longitudinal studies that
monitor the evolution of artifacts across application updates and OS can also be adopted

to ensure forensic methodologies remain adaptive to rapid technological change.
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This study delves into a forensic analysis of the AnyDesk Remote Access application, focusing prominently on
disk forensic acquisitions. We aim to assess the security and privacy features of AnyDesk, uncovering insights
vital for forensic investigators and potential adversaries. The recovery of artifacts from Android Mobile and
Window-based PC devices, empl acquisition techniques, plays a pivotal role in forensic analysis. The study
underscores the significance of log files, housing crucial details like user 1Ds, dates, transfer times, and file

movements. Manual scrutiny of the extracted data establishes user connections and reveals user-centric infor-
mation, encompassing wallpapers, chat logs, AnyDesk-1Ds, and transferred files. As the data lacks encryption,
artifacts are easily comprehensible and interlinked. AnyDesk-related files, including session recordings, media
files, and documents, undergo successful extraction via forensic methods. Root permissions on the Android phone
emerge as a critical asset, facilitating the identification of more reliable and concealed data. In contrast, on the
PC, all files related to AnyDesk were identified through a combination of automatic and manual examination. In
essence, this study provides profound insights into AnyDesk’s security and privacy features, underscored by the

instrumental role of forensic acquisitions in pinpointing and extracting pertinent data.

1. Introduction

The ubiquitous presence of electronic devices and advancements in
technology have revolutionized the field of forensic science. The rise of
digital technology has brought about a new era of connectivity and
innovation, transforming the way we access information, conduct
business, and interact with one another. This transformation has led to
significant advancements in the field of forensic science, including the
specialized area of digital forensics, which plays a critical role in modern
investigations (Beebe, 2009).

Digital forensics focuses on the investigation and analysis of elec-
tronic devices and digital data. It involves the process of recovering,
preserving, and analyzing digital evidence, such as emails, text mes-
sages, internet activity, metadata, ete., using specific tools and tech-
niques. Digital forensics experts extract data from various devices like
computers, smartphones, tablets, and servers, utilizing specialized
software and hardware tools for analysis. These experts aim to identify
patterns, trends, and abnormalities in the data (it 1, 2012).

The field of digital forensics has become increasingly important as
digital crimes continue to grow. Criminals are becoming more advanced
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E-mail address: dr kaurmanpre om (M. Kaur).

https://d 10.1016,

in exploiting digital technologies for illicit activities, such as cyberbul-
lying. identity theft, hacking, and online scams. Remote access appli-
cations (RAAs) have been utilized by criminals for several years to
commit cybercrimes.

One such RAA is AnyDesk, a cross-platform remote desktop software
application that allows users to access their computers remotely using an
AnyDesk ID. AnyDesk is known for its lightweight and user-friendly
design, making it a popular choice for both personal and professional
use. It offers advanced features such as file transfer, remote printing, and
session recording, making it a versatile tool for remote access and sup-
port. AnyDesk provides b and or; tions with the ability to
offer remote support to employees, customers, and clients without
physical access to the computer (AnyDesk, n.d.)

RAAs like AnyDesk provide convenience and flexibility for remote
work, especially during events like the COVID-19 pandemic that have
necessitated remote working arrangements (Lissi rand Sahur, 1
However, it’s important to recognize that criminals may also exploit
RAAs for illegal purposes (Guide to var
CISA, 2023). Remote access applications can be used as malware, like
Remote Access Trojans (RATs), which enable unauthorized access and

ecuring Remote Access Sof
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The pervasive influence of digital technology has ushered in a new era of connectivity, reshaping the landscape
of forensic science and challenging investigators to adapt to evolving methods of digital interaction. Remaote
access applications (RAAs) like TeamViewer have become integral tools for facilitating remote collaboration and
support across various platforms. However, the widespread adoption of such applications has also led to an
increase in cybercrimes, underscoring the critical need for meticulous forensic analysis. This study presents a
comprehensive examination of TeamViewer's forensic artifacts across Windows and Android platforms,
employing advanced forensic techniques such as registry analysis, disk forensics, memory forensics, and Android
forensics. By meticulously dissecting digital evidence and uncovering valuable insights into user interactions,
configuration settings, and session dynamics, this research aims to enhance understanding of remote access
activities and empower forensic investigators with the tools needed to combat cybercrimes effectively. The
findings highlight the forensic significance of each investigative approach and underscore the importance of

continuous innovation in the field of digital forensics.

1. Introduction

In the rapidly evolving digital landscape of the 21st century, our
dependence on technology has surged, profoundly influencing how we
conduct business, communicate, and engage with the world. At the
vanguard of this digital transformation are Remote Deskiop Software
(RDS) solutions like TeamWViewer, which have fundamentally reshaped
the paradigm of remote access, facilitating effortless connectivity and
collaborative endeavors across expansive geographical. Notably, in
2020 alone, TeamViewer experienced an extraordinary growth of 75 %,
highlighting its pivotal role in enabling remote work, technical support,
and virtual collaboration amidst the global shift towards digitalization
boundaries (TeamViewer - Investor Relations,).

TeamViewer stands as a dominant force in the realm of Remote
Deskiop Software (RDS), offering comprehensive support across all
major Operating Systems and capturing a significant market share,
comprising over a third of the market. Its widespread adoption extends
to prestigious entities, with over 90 % of Fortune 500 companies
incorporating TeamViewer into their operations. In critical sectors like
healthcare, TeamViewer is a trusted ally, relied upon for its seamless
connectivity and robust features. In fact, data sources often designate
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TeamViewer as the undisputed market leader, boasting a market share
that doubles that of its closest competitors (Manso 1.

However, with the convenience afforded by RDS comes a myriad of
security implications that cannot be overlooked. The inherent nature of
these tools, necessitating deep integration into system functionalities,
renders them susceptible to exploitation by malicious actors seeking
unauthorized access to sensitive data and critical infrastructure. High-
profile cyberattacks, such as the widely publicized breach of the Colo-
nial Pipeline, serve as stark reminders of the vulnerabilities inherent in
remote access solutions and the urgent need for robust forensic inves-
tigation protocols (Kerner, 2022).

Against this backdrop of heightened cybersecurity threats and the
escalating sophistication of cybercriminal tactics, the role of digital fo-
rensics in uncovering, analyzing, and interpreting digital evidence has
never been more crucial (Alg i, 2021). Digital investigators face the
daunting task of unraveling the intricate digital trails left behind by RDS
applications like TeamViewer, discerning between benign user activiry
and malicious intent to reconstruct the sequence of events leading up to
a cybersecurity incident.

Our research endeavors to shed light on this complex forensic
landscape by conducting a comprehensive analysis of the forensic
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