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ABSTRACT

Education has long been recognized as a fundamental driver of individual empowerment and
socio-economic development. In the contemporary knowledge-driven world, ensuring
sustainable quality education has become a central objective for nations across the globe.
Despite significant advancements in educational infrastructure, pedagogy, and policy
frameworks, maintaining consistent quality in education remains a complex and evolving
challenge. Traditional education systems, which originated from teacher-centric models, have
progressively transitioned toward student-centric and technology-supported paradigms. This
evolution has culminated in the emergence of Education 4.0, a transformative approach that
integrates advanced digital technologies to create intelligent, adaptive, and learner-centric

educational ecosystems.

Education 4.0 aligns closely with the principles of Industry 4.0, emphasizing the use of
technologies such as Artificial Intelligence (Al), Internet of Things (1oT), Machine Learning
(ML), Fog Computing, and Cloud Computing to enable real-time interaction, continuous
learning, and personalized educational experiences. However, while teaching and learning
processes have undergone substantial transformation, the assessment and accreditation
mechanisms—which are critical for ensuring quality—remain largely traditional, periodic,
and manual in nature. These conventional systems primarily focus on three core parameters:
infrastructure, faculty, and learning environment. Although these parameters are essential,
they are insufficient to fully capture the complexity and dynamism of modern educational

ecosystems.

One of the major limitations of existing quality assurance frameworks is their inability to
identify, quantify, and monitor hidden parameters that significantly influence educational
outcomes. These parameters include awareness, participation, accessibility, satisfaction, and
academic engagement (or academic loafing). Such factors play a critical role in shaping the
effectiveness of the teaching-learning process but are often overlooked due to the absence of
appropriate monitoring mechanisms. Furthermore, the reliance on periodic evaluation leads to
delayed feedback, reduced transparency, and inefficiencies in decision-making. As a result,
there exists a pressing need for a real-time, intelligent, and technology-driven framework
that can provide continuous monitoring, assessment, and accreditation in alignment with the

requirements of Education 4.0.



The present research addresses this gap by proposing a novel framework termed the
Multilayered Quality Education Ecosystem (MQEE), based on the concept of Cognitive
Internet of Things (C-10T). The primary purpose of this study is to design and develop a
comprehensive system capable of real-time monitoring, intelligent analysis, and automated
decision-making for assessment and accreditation in the Education 4.0 environments. The
research is guided by the following key objectives: (i) to designa C-loT-based framework for
real-time assessment and accreditation; (ii) to develop a trust-based algorithm for monitoring
and ensuring reliability in the system; and (iii) to evaluate the performance of the proposed

framework across multiple quality parameters.

The central hypothesis of this research is that the integration of C-loT with multilayered
data processing and intelligent algorithms can significantly enhance the accuracy,
transparency, and efficiency of assessment and accreditation processes in Education 4.0,
thereby leading to improved quality of education. To validate this hypothesis, the study
adopts a systematic research methodology comprising three major phases: problem analysis,
conceptual design, and detailed solution implementation.

In the problem analysis phase, an extensive review of national and international education
systems and quality assurance frameworks is conducted to identify existing limitations and
research gaps. The study reveals that current systems are largely reactive rather than
proactive, lack real-time capabilities, and fail to incorporate hidden quality-affecting
parameters. In the conceptual design phase, the traditional Quality Education Ecosystem
(QEE) is restructured into a Multilayered Quality Education Ecosystem (MQEE) by
incorporating both primitive parameters (infrastructure, faculty, learning environment) and
hidden parameters (awareness, participation, accessibility, satisfaction, and academic
engagement). This multilayered approach provides a more comprehensive and holistic

representation of educational quality.

The detailed solution design phase introduces the proposed C-loT-based MQEE
framework, which operates within an integrated loT-Fog-Cloud (IFC) computing
paradigm. The architecture of the framework is organized into four primary layers: the Data
Perception Layer (DPL), Data Classification Layer (DCL), Information Mining and
Abstraction Layer (IMAL), and the Predictive Decision-Making Layer (PDML).

The Data Perception Layer serves as the foundation of the system, utilizing 10T devices,

sensors, and actuators to collect real-time data from various stakeholders and environmental



conditions within the educational ecosystem. This data encompasses multiple dimensions,
including physiological metrics, environmental parameters, academic activities, and
stakeholder interactions. Due to its heterogeneous and high-dimensional nature, the collected

data requires efficient preprocessing and classification mechanisms.

The Data Classification Layer, primarily implemented at the fog computing level, employs
machine learning techniques to process and filter incoming data streams. This layer ensures
low-latency processing and enables near real-time responses for critical operations such as
irregularity detection and alert generation. By distributing computational tasks across fog
nodes, the system reduces reliance on centralized cloud infrastructure while improving

efficiency and scalability.

A key innovation of this research is the introduction of the Incremental Abstraction Model
(IAM) within the Information Mining and Abstraction Layer. The IAM transforms raw data
into meaningful insights through successive levels of abstraction, generating multi-level
reports ranging from device-level observations to institution-level analytics. This approach
facilitates comprehensive analysis and supports decision-making at different hierarchical
levels of the education system.

The Predictive Decision-Making Layer incorporates advanced deep learning techniques to
enable intelligent analysis and forecasting. In particular, the study employs a Multilayered
Bidirectional Long Short-Term Memory (M-BILSTM) model, integrated with
Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs), Gated
Recurrent Units (GRUs), and Rectified Linear Units (ReLU). This hybrid architecture
effectively captures temporal dependencies and complex patterns in educational data,
enabling accurate prediction of anomalies, performance trends, and potential risks.
Additionally, an Adaptive Optimization Unit (AOU) is incorporated to dynamically adjust

model parameters, ensuring robustness and adaptability in diverse scenarios.

To support the analytical processes, the study utilizes multiple datasets, including the
Stakeholder Fitness Dataset (SFD), Campus Environment Dataset (CED), Location Dataset
(LDS), and Course Authenticity Dataset (CAD). These datasets collectively represent various
dimensions of the educational ecosystem and enable comprehensive evaluation of the

proposed framework.

Another significant contribution of this research is the development of a Trust Algorithm
designed to enhance transparency, reliability, and objectivity in assessment and accreditation
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processes. By minimizing human intervention and leveraging real-time data validation, the
algorithm reduces biases and ensures consistency in decision-making. This trust-based
approach strengthens stakeholder confidence and improves the credibility of the overall

system.

The implementation and evaluation of the proposed framework are carried out using the
iIFogSim simulation environment, which enables modeling and performance analysis of
loT-Fog—Cloud infrastructures. The results demonstrate that the MQEE framework achieves
superior performance in terms of latency, scalability, resource utilization, and accuracy
compared to traditional systems. The framework successfully enables real-time and
intervallic assessment and accreditation, thereby addressing the limitations of periodic

evaluation models.

The scope of this research extends beyond the education sector, as the proposed framework
can be adapted for use in other domains such as Smart Cities, Healthcare Systems, and
Industrial 10T environments. Its ability to provide real-time monitoring, intelligent decision-

making, and trust-based evaluation highlights its versatility and scalability.

In terms of contribution to knowledge, this research offers several key advancements. It
introduces a novel multilayered framework for quality education, identifies and validates
hidden parameters affecting educational outcomes, proposes an incremental abstraction
model for multi-level data analysis, and develops a C-loT-based trust algorithm for
transparent and reliable assessment. Furthermore, it demonstrates the practical feasibility of
integrating 10T, fog, and cloud computing with advanced deep learning techniques to enhance

quality assurance in Education 4.0.

The findings of this study are aligned with global and national educational objectives,
including the Sustainable Development Goal 4 (SDG 4) and the National Education
Policy (NEP) 2020, which emphasize inclusive, technology-driven, and outcome-based
education systems. By providing a comprehensive and scalable solution for real-time
assessment and accreditation, the proposed MQEE framework contributes to the

advancement of intelligent, data-driven education systems.

In conclusion, this research presents a robust, innovative, and future-oriented approach to
addressing the challenges of quality assurance in Education 4.0. The integration of C-loT
technologies, multilayered architecture, incremental abstraction, and advanced predictive

models results in a comprehensive framework capable of transforming traditional educational

Vi



evaluation systems into intelligent, real-time, and transparent ecosystems. Future research
may focus on integrating blockchain for decentralized trust management, incorporating

explainable Al for enhanced interpretability, and conducting real-world implementations for
large-scale validation.
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CHAPTER 1

Introduction

Chapter Briefing— This chapter provides a comprehensive overview of the foundational
elements of the education system, including its hierarchical structure, assessment
mechanisms, and accreditation processes. It discusses the vital role these components
play in ensuring quality education across primary and higher education institutions.
The chapter also examines the diverse implementation approaches of educational
systems globally, highlighting the roles of national and international agencies such as
UGC, AICTE, NAAC, NBA, and private organizations like Times Higher Education
and QS Rankings. A focal point of this chapter is the dynamic evolution of education,
with a detailed exploration of the transition from Education 1.0 to Education 4.0. This
progression underlines the shift from teacher-centric models to technologically driven,
real-time assessment environments. The concept of Education 4.0, its alignment with
Industry 4.0, and the utilization of advanced technologies such as Al, 10T, Machine
Learning, Fog and Cloud Computing, and Blockchain are extensively analysed.
Furthermore, the chapter delves into the challenges of implementing Education 4.0,
particularly the need for real-time assessment and accreditation. It underscores the
significance of data accuracy during acquisition, classification, and integration as
essential components for maintaining the integrity of assessments. This research
investigates the integration of emerging technologies into Education 4.0, aiming to
propose a robust framework for real-time assessment, irregularity detection, and
decision-making. The contributions of this study include the identification of
technological solutions, the evaluation of their accuracy, and the exploration of effective
methods for data handling. The chapter concludes by outlining the objectives of the
research, its methodologies, and the organization of the thesis, setting the stage for
subsequent chapters.

1.1 Introduction
Education is a primary requirement of an individual for learning life skills and

employable skills. Every nation is spending huge amounts of money on providing Primary and
Higher Education to its citizens. Maintaining the quality of education in every primary and
higher education institution is one of the principal tasks of every nation. Every nation has its
own educational system hierarchy; for example, India follows a Pre-Primary, Primary,
Secondary, and Higher Education hierarchy for the implementation of its educational

curriculum. Numerous public and private sector agencies are deployed to maintain the quality



of education, for instance in India more than 20 public-sector apex bodies are deployed
including the University Grants Commission (UGC), All India Council for Technical
Education (AICTE), National Assessment and Accreditation Council (NAAC), National
Board of Accreditation (NBA), and many more. Most of these agencies are deployed for
assessment and accreditation of a specific type of educational institution; for example, AICTE
deals only with technical education courses whereas the Pharmacy Council of India (PCI) is
associated with various Pharmacy courses. This type of segregation is implemented because
the nature of courses differs; as a result, the respective assessment and accreditation
mechanisms must also be different in respect of their nature. In simple terms, assessment is the
mechanism followed by a particular apex body for evaluation of quality education imparted by
an institution and accreditation is a set mechanism to award a rank or score based on the
assessment of the institution. These public sector agencies are evaluating the quality of
education only on the national level. Similar private sector agencies are also working for the
assessment of institutions, mostly higher education institutions, at the international level. The
global leaders include Times Higher Education (THE), QS-Webometric University Ranking,
and Scimago World Ranking; these agencies are employed for the evaluation of quality
education at the global level. All the public and private sector agencies are working on an
intervallic or periodic model; real-time assessment and accreditation are not possible without

the intervention of technology.

Technology is used for maintaining accuracy and reliability in most applications.
Continuous evaluation of each stakeholder and institution is a primary requirement of the
Education 4.0 environment, therefore involvement of technology in the education environment
for real-time assessment and accreditation is mandatory. Further, with the help of Artificial
Intelligence (Al)-based intelligent algorithms real-time monitoring, irregularity detection, alert
generation, assessment, and accreditation are also possible in the Education 4.0 environment.

1.2 Assessment, Accreditation and Ranking of Educational Institutions



Assessment, accreditation, and ranking constitute three interrelated components of the
institutional quality assurance and performance evaluation ecosystem in higher education.
Within the Indian and global higher education contexts, these mechanisms provide systematic
approaches for measuring institutional performance, assuring compliance with established
quality standards, and comparatively positioning institutions within the broader educational
landscape. Although closely interconnected, assessment, accreditation, and ranking differ in

their objectives, methodological approaches, evaluation criteria, and expected outcomes.

Assessment is a systematic and evidence-based process for measuring, analysing, and
evaluating specific dimensions of institutional performance. These dimensions may include
student learning outcomes, teaching and learning processes, infrastructure, research
productivity, governance, administrative efficiency, and other academic and institutional
parameters. Assessment primarily generates quantitative and qualitative evidence that supports
institutional decision-making, continuous quality improvement, and subsequent external

evaluation processes [1].

Accreditation is a structured external quality assurance process conducted by an authorized or
recognized accrediting body to evaluate whether an educational institution or academic
programme conforms to predetermined quality standards and performance criteria. Based on
the evaluation outcomes, the institution or programme may receive formal recognition,
certification, or a graded accreditation status. Therefore, accreditation primarily addresses the
fundamental question: “Does the institution or programme satisfy the prescribed quality
standards and benchmarks?”

Ranking represents a comparative and relative evaluation mechanism in which institutions are
positioned according to their performance across a defined set of quantitative and qualitative
indicators. These indicators are generally assigned specific weights and aggregated through an
established ranking methodology [2]. Rankings may be developed and published by
government agencies, independent organizations, or other recognized bodies and primarily
address the question: “How does the performance of an institution compare with that of other

institutions within a defined peer group or educational system?”



Collectively, these three mechanisms form complementary components of the higher

education quality ecosystem. Assessment generates the underlying performance evidence,

accreditation evaluates institutional conformity with established quality standards, and ranking

provides a comparative representation of institutional performance. The comprehensive

comparison among assessment, accreditation, and ranking is presented in Table 1.1, while

their conceptual relationship within the institutional quality assurance ecosystem is illustrated

in Figure 1.1.

Table 1.1. Comparative differentiation of Assessment, Accreditation and Ranking

Dimension

Purpose

Nature of outcome

Conducted by

Basis of evaluation

Frequency

Assessment

Diagnose
strengths/weaknesses;
support  improvement

and decision-making

Descriptive/diagnostic

(reports, scores,
feedback)
Internal teams, self-

study committees, or

external evaluators

Absolute standards or

institutional goals

Continuous/periodic

(annual, per-cycle)

Accreditation

Certify minimum
quality standards are
met

Binary or graded

(accredited/not
accredited; grades like
A++, A+ A)

Recognized
statutory/autonomous
bodies (e.g., NAAC,
NBA, AACSB,
ABET, regional

accreditors)

Predefined minimum

benchmarks/criteria

Periodic, usually

every 3-5 years

Ranking

Compare and
order institutions

competitively

Ordinal (numeric
rank or tier, e.g.,
1st, 25th, Top
100)

Ranking

agencies, media,
or  governments
(e.0., NIRF, QS,
THE, US News)

Relative
performance
against peer

institutions

Usually annual



Voluntary/Mandatory

Consequences

Methodology

Public disclosure

Comparability across

institutions

Often

internally; may feed

mandatory

into accreditation

Can be

course, department, or

narrow (a

specific process)

Internal quality

improvement plans

Mixed methods:
surveys, audits,
learning outcome
measures

Often  intermal  or

shared selectively

Limited (context-
specific)
Internal Quality

Often mandatory for

recognition,

or degree validity

Institution-wide or

program-specific

Legal/regulatory

recognition,  funding
eligibility, degree
validity

Standardized

site visits, document

verification

Publicly

accreditation status

Limited (pass/fail or

grade,

comparative ordering)

NAAC, NBA, UGC,

funding,

rubrics,

disclosed

not

Voluntary
participation
(institutions
submit data or
are ranked using

public data)

Usually
institution-wide,
sometimes

discipline-wise

Reputation,
student  choice,
market
competitiveness,

brand value

Weighted
composite

indices (research
faculty

ratio, perception,

output,

employability,
etc.)

Publicly
published, often

widely publicized

High (designed

explicitly for

comparison)

NIRF, QS World



(India/Global) Assurance Cells AICTE, ABET, University

(IQAQ), Academic AACSB Rankings, THE,
Audits ARWU
(Shanghai
Ranking)
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learning outcomes, teaching, minimum quality standards are institutions using weighted
infrastructure & governance ) met (e.g. NAAC, NBA, ABET) indices (e.g. NIRF, QS, THE)
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diagnostic feedback (binary or graded) peer institutions

Assessment generates data — Accreditation certifies minimum quality using that data — Ranking compares institutions using accreditation & performance data

Figure 1.1. Relationship between Assessment, Accreditation and Ranking of Educational

Institutions

1.3 Education 4.0
Education is a dynamic environment, and the changes with time in the education sector

are obvious. Initially, the authoritarian system of education was adopted by most countries
which supports the Teacher-Centric approach under Education 1.0. The exam-based student-
centred approach evolved with time to extend communication and collaboration learning
under Education 2.0. After this sequence, the evolution of flipped classrooms took place for
collaborative learning under Education 3.0 [3]. Education 4.0 is all about continuous
evaluation, innovation, and creative learning [4]. Education 4.0 is the spine of the Fourth
Industrial Revolution i.e. Industry 4.0. Education 4.0 uses cutting-edge technology for its
implementation and execution. Robust technologies including loT, Fog Computing, Cloud
Computing, Edge Computing, Artificial Intelligence (Al), Machine Learning (ML), and

Blockchain Technology are used in the Education 4.0 environment [5]. Education 4.0 provides



a real-time ubiquitous environment for all the stakeholders including students, teachers,
parents, administrators, and Policy Makers. Under Education 4.0 major educational
assignments including monitoring, irregularity detection, assessment and accreditation, and
decision-making for policy upgradation are supposed to be executed by numerous intelligent
algorithms. So, in brief Education 4.0 is the technologically empowered environment for

sustainable quality education.

The evolution of the education system is a gradual process. Each revolution in education took
decades to implement. Each education revolution has its own importance based on
advancement in technology, availability of resources, geographical challenges, and other
implementation and execution challenges [6]. Some of the developed countries are moving
towards Education 4.0. On the other hand, some developing nations are still stuck on
Education 1.0 [3]. The hybridization of the educational revolution is very common in most of
the nations, as in some rural areas of a country Education 1.0 is executed whereas some urban
areas are moving towards Education 3.0 or Education 4.0. Table 1.2 illustrates the different
aspects of the educational revolution.
Education 4.0 is a new dimension of education. Emerging technologies including C-loT
(Cognitive-Internet of Things), ML (Machine Learning), Al (Artificial Intelligence), Fog and
Cloud Computing, Augmented Reality (AR) and Virtual Reality (VR) are providing
multidimensional support for the implementation of Education 4.0 [7]. Real-time assessment
is one of the key challenges in the implementation of Education 4.0. Real-time assessment of
every stakeholder including students, teachers, and administrative staff is of paramount
importance for Education 4.0 [8]. Accuracy in the assessment process of an educational
institution directly depends upon the accuracy during data acquisition, data classification, and
integration. The main motivation behind this study is to explore the most suitable
technological integration for the implementation of Education 4.0 and to propose a suitable
framework for assessment and irregularity detection for Education 4.0. The proposed study
contributes in many dimensions to Education 4.0. Some of the main contributions are listed
below:

e The proposed study explores all existing emerging technologies used in Education 4.0
and explores the most suitable technological integration for assessment and irregularity
detection.

e The proposed study evaluates the accuracy of the proposed technological integration for

assessment and irregularity detection.



e The proposed study explores the suitable methods for data acquisition,

classification, and integration for Education 4.0.

data

e The proposed study suggests a suitable framework for assessment and irregularity

detection under the Education 4.0 environment.

e The proposed study also evaluates the accuracy of the suggested framework for

assessment and irregularity detection.

The proposed study recommends the involvement of sensor-based data acquisition methods

(1oT), Al-based data classification and integration methods over fog nodes, Al-based

assessment, and irregularity detection methods over the cloud nodes for the implementation

of the Education 4.0 environment.

Table 1.2. Revolution in education from Education 1.0 to Education 4.0

Educational . .
2evolution Prospective Teacher Student Learning Approach  Technology Used
Education Authoritarian Absolute Passive Teacher-Centric Technology is
1.0 Leader Recipient forbidden
Education Communicatio  Orchestrator Active Exam-based Collaborative,
2.0 n and Recipient approach, Student- Interactive Web
collaboration centered approach, Tools: Wikis, Blogs,
Google Docs,
Edmodo, etc.
Education Collaborative Coordinator, Researcher Student-Centric, Flip  E-Learning, M-
3.0 learning Advisor, Classrooms, Learning, L-Cloud,
Facilitator etc.
Education Creative Skill Researcher Continuous AR/VR Courseware,
4.0 Learning Developer and Creator evaluation, learning, 0T, Al, ML, Fog &

and Innovation.

Cloud Computing,
Blockchain
Technology, etc.

1.4 Aims and Objectives
The contribution and awareness of every stakeholder for the improvement of quality

education at the institutional level and implementation of the “Principle of total participation

for total quality control” are some of the main purposes of this research. The other aims

behind this research are listed below:

Study the existing education ecosystem presently deployed at national and

international levels

Find out the various variables that are affecting the presently deployed education

ecosystem in India.



3.

e Reconstruct the education ecosystem by exploring its hidden layers, and adding
appropriate and unexplored parameters that are affecting the present education
ecosystem. Complete the education ecosystem and make a multilayered quality
education ecosystem.

e Make a pilot study on any one of the apex bodies like NAAC, AISHE, or AICTE,
etc., and implement the proposed multilayered quality education ecosystem on the
selected apex body.

e Improve the present assessment and accreditation process by improving the
variables that are affecting the present education ecosystem.

e Develop a framework and implement it with suitable technology.

e After implementation of the proposed framework, prepare a detailed report on the
proposed framework.

All the above-mentioned aims are realized during this research under the following

main objectives:

To design a C-10T based novel solution for assessment and accreditation for Education

4.0.

To develop a C-loT based trust algorithm for monitoring and trust building in

Education 4.0.

To evaluate the performance of the proposed framework on various quality parameters.

1.5 Research Methodology

The methodology behind the proposed research framework is categorized into three

different phases i.e. Problem analysis and problem definition, Conceptual design of the

ecosystem, and Detailed solution design. The subsequent section will explain all the phases

one by one:

Phase-1 (Problem analysis and problem definition): For initial problem analysis, an
exhaustive literature review of the national and international education systems
presented by some of the authentic agencies already working in the field of quality
education was carried out. The detailed description of Phase-I is illustrated in Figure
1.2,
After completion of all the steps mentioned under phase-1, the following limitations
and requirements have been explored for further research.

e There isan urgent need for the exploration of other factors that are affecting

quality education.



e The Quality Education Ecosystem (QEE) needs to be updated as a Multi-
layered Quality Education Ecosystem (MQEE).

e Earlyinvolvement of state-of-the-art technology in the education sector will
improve the quality of education faster.

e Instead of infrastructure, technologically enhanced infrastructure is required
for sustainable quality education.

e Involvement of loT, Fog, Cloud, and Al for the initial level of Education 4.0;
and distributed Al or advanced Blockchain technology are required for the
latter stages of Education 4.0.

Figure 1.3 presents the limitations of the present assessment and accreditation system

used in the education industry.

Problem
analysis and problem definition

!

Exhaustive Literature

Review
' I
v : v
National and Research Papers from reputed
international agencies Databases
[
v v
International agencies National agencies

v

UGC, AICTE, PCI, MClI, BCl,
AISHE, NIRF, and NBA etc.

I

4 A 4 l

Problem Definition ‘

Times, QS, Webometric,
Scimago, and Shanghai
Ranking

Figure 1.2. Phase-I (Problem analysis and problem definition)
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H i possible.
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« Poor reporting due to poor data collection,
! integration and verification methods at
! | Survey conducted on ground level.
H limited = Less improvement in quality due to less
population participation, awareness, academic loafing

efc.

A -
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Figure 1.3. Present assessment and accreditation scenario and its limitations

Phase-Il (Conceptual design of education ecosystem): After initial inspection and

problem definition the following eight parameters are selected for the study that have

a significant role in the quality education ecosystem:

Vi.

Vii.

viii.

Infrastructure

Intellectual Faculty

Learning Environment

Awareness (About quality education and responsibilities of every stakeholder
for quality education)

Participation (Total Participation)

Accessibility (Direct accessibility connection between every stakeholder and
respective apex bodies)

Academic loafing (Individual’s efforts toward quality education)

Satisfaction

Presently only the first three i.e. Infrastructure, Intellectual Faculty, and Learning

Environment are focused on quality education. But the other five parameters are also
found momentous for quality education during initial inspection. The present

11



education ecosystem and the required multi-layered education ecosystem are
illustrated in the following Figure 1.4:

&
State/Center Government Prerogative

| Adequate
Infrastructure

Quality
Education
Ecosystem

Environment
for Learning

Healthy
Environment
for learning

Intellectual
Faculty

[Stakeholders Prerogative I

Present: Quality Education Ecosystem (QEE) Proposed: Multi-layered Quality Education Ecosystem (MQEE)

Figure 1.4. Phase-Il (Conceptual design of education ecosystem)

Phase-11l1 (Detailed solution design and Data Set): C-loT based solution is
proposed for the construction of the proposed Multi-layered Quality Education
Ecosystem (MQEE). The C-loT based proposed solution is illustrated in Figure 1.5.
The very first layer i.e. Layer-1I is termed a physical layer or 10T Layer as various loT
devices, sensors, and actuators are deployed over this layer at the physical level.
Layer-11 dedicatedly handles the data analysis and various trust-building algorithms,
Layer-11l handles the assessment part, and finally all types of accreditations and
decision-making are handled over Layer IV i.e. Accreditation/Decision Making-
Layer.

Trust Algorithm/Trust Layer: The algorithm mentioned under the second objective
and layer Il of the detailed design of this research work is termed “Trust Algorithm”.
No trust matrix is used to maintain trust in this research work, nor is any physiological
analysis performed. Rather by the deployment of IoT devices and various other
algorithms, the involvement of humans (and Human mistakes) in the assessment and
accreditation process under the Education 4.0 environment is minimized, which
makes the overall system more transparent and reliable. Transparency and reliability

are the two major factors that make the proposed framework trustworthy.
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Figure 1.5. Phase-1ll (C-1oT based Multi-layered proposed framework)
Data Set: Stakeholder Fitness Dataset (FD), Campus Environment Dataset (ED), Stakeholder
Activity Dataset (AD), and Course Authenticity Dataset (CAD). All the datasets except the
Course authenticity Dataset are acquired with the help of various loT devices, Sensors, and
Actuators for an ambient educational environment. The Course authenticity dataset is defined
by the institution as per the specifications of various courses offered by that institution at the
time of implementation of this framework. Various courses related data including Course
Name, Course Code, Programme Name, Programme Course, Number of Theory hours

required, Number of required practical hours, Grades Offered, etc., are included in this dataset.

1.6 Significance of the Study

This research makes a significant and timely contribution to the domain of educational
guality assurance by introducing a Multilayered Quality Education Ecosystem (MQEE)
underpinned by Cognitive Internet of Things (C-1oT) technologies. The proposed

13



framework addresses the limitations of conventional assessment and accreditation mechanisms
by embedding intelligence, real-time responsiveness, and automation into the educational
evaluation process. The significance of the study can be understood in the following

dimensions:

1. Enabling Real-Time Assessment and Accreditation through C-loT Technologies
The proposed framework harnesses the capabilities of Cognitive 10T to support the
real-time monitoring of educational processes and environments. By integrating
sensors, edge devices, and cloud analytics, it enables continuous data acquisition and
intelligent processing, thereby facilitating timely, automated, and evidence-based
assessment and accreditation. This real-time capability ensures that institutional
performance is monitored dynamically rather than periodically, allowing for proactive
quality improvements.

2. Optimization of Manpower and Time for Institutions and Accreditation
Agencies
The proposed framework offers a transformative solution for significantly reducing
the manpower and time investment required for assessment and accreditation
processes. Traditionally, universities and higher education institutions maintain
dedicated teams or entire divisions responsible for preparing and managing quality
assurance documentation and compliance for various accrediting bodies. Similarly,
accreditation agencies deploy substantial human resources to conduct periodic
evaluations, verifications, and audits. By introducing automation, real-time data
acquisition, and intelligent processing, the proposed framework minimizes the
dependency on manual operations at both ends. This not only enhances operational
efficiency but also allows institutions and agencies to reallocate human resources
toward more strategic and developmental activities. Consequently, the framework
ensures streamlined, timely, and cost-effective quality assurance with reduced
administrative burden.

3. Fostering Transparency and Accountability through Trust-Based Algorithms
A core innovation of this study is the development of a trust algorithm that enhances
the transparency, reliability, and objectivity of the accreditation process. By
minimizing manual intervention and human biases (Recently observed in NAAC
assessment and Accreditation), the trust algorithm supports data-driven decision-

making and builds confidence among stakeholders, including students, faculty, and
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regulatory bodies. This contributes to establishing an ecosystem where accountability
is systemic and verifiable.

Supporting the Vision of Education 4.0 and National Education Policy (NEP)
2020

The research aligns closely with the strategic objectives of Education 4.0, which
advocates for a technology-enabled, learner-centric, and skill-oriented education
system. Moreover, it complements the vision outlined in India’s National Education
Policy (NEP) 2020, which calls for robust digital infrastructure, outcome-based
assessment, and continuous institutional evaluation. The proposed MQEE serves as a
practical enabler for realizing these national policy goals.

Contributing to the Achievement of Sustainable Development Goal (SDG) 4
The study also contributes to global educational priorities, particularly Sustainable
Development Goal 4 (SDG 4), which emphasizes inclusive, equitable, and quality
education for all. By promoting a data-informed, inclusive, and scalable quality
assurance framework, the research supports the advancement of equitable education
practices and continuous institutional improvement on a global scale.

Serving as a Guiding Framework for Modernizing Quality Assurance
The MQEE framework provides a replicable and adaptable model for educational
institutions, accreditation agencies, and policymakers seeking to modernize their
quality assurance systems. It lays the groundwork for transforming traditional
evaluation mechanisms into smart systems capable of self-regulation, intelligent
assessment, and adaptive learning support. This paves the way for large-scale

adoption of intelligent accreditation systems in higher education and beyond.

Through the strategic integration of smart devices and real-time analytics, the proposed

MQEE offers a sustainable, transparent, and scalable approach to educational quality

enhancement. It not only addresses existing systemic gaps but also sets the foundation for

future research, innovation, and practical implementation in the evolving landscape of
Education 4.0.

1.7 Thesis Organization

This thesis is organized into 8 main chapters. Chapter 1 focused on the existing system

and the need for Education 4.0, it further explored the research methodologies used and a brief

layout of the research progress. Chapter 2 presented the taxonomy-based literature review on
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Education 4.0, C-loT, and various other technologies including Machine Learning and
Artificial Intelligence. Chapter 3 elaborates an analysis of the various hidden parameters and
their impact on various components of Education 4.0. This chapter also includes the
significance and relevance in Education 4.0. The mathematical models presented in the
chapter prove the relevance of these hidden parameters in Education 4.0. Chapter 4 validates
these hidden parameters with the help of a systematic study. Chapter 5 focused on the
proposed novel solution for assessment and accreditation for Education 4.0. This chapter also
explains the various layers of the proposed Multilayered-Quality Education Ecosystem
(MQEE). Chapter 6 elaborates various algorithms defined and used for monitoring and trust
building in Education 4.0 for monitoring, irregularity detection, assessment, and accreditation
under Education 4.0 scenario. Chapter 7 elaborates the implementation scenario and analyses
the performance of the proposed model; it also elaborates various recommendations w.r.t.,
real-time and intervallic framework for Education 4.0, and finally chapter 8 concludes this
thesis with its future scope. The objectives of this study, respective chapters of this thesis and

various publications are elaborated in Figure 1.6.

e Chapter 1:  This chapter provides a comprehensive introduction to the study,
beginning with a clear statement of its objectives and the underlying background that
establishes the context for the research. It further outlines the significance of the study
in the domain of Education 4.0 and explains the rationale for undertaking this work. In
addition, the chapter details the research methodology adopted, describing the overall
approach, design, and techniques employed to achieve the stated objectives and ensure
the validity and reliability of the findings.

-Verma, Anil, Aman Singh, Edwin Lughofer, Xiaochun Cheng, and Khalid Abualsaud.
"Multilayered-quality education ecosystem (MQEE): an intelligent education modal
for sustainable quality education.” Journal of Computing in Higher Education 33, no. 3
(2021): 551-579.

e Chapter 2: The taxonomy-based literature review is presented in this chapter.
Numerous research articles on Education 4.0, C-l1oT, Education System, etc., have
been explored. The focused area, Techniques, methods used, and application and
results of all the articles are summarized under a literature review table. Various
National and International reports on quality education are also elaborated. Further, the
research gap obtained during the literature review is also presented in this chapter.
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-Verma, Anil, and Aman Singh. "New Era Of Technology Empowered Education:
Education 4.0 A Systematic Review." In 2021 9th International Conference on
Reliability, Infocom Technologies and Optimization (Trends and Future
Directions)(ICRITO), pp. 1-7. IEEE, 2021.

Chapter 3: Chapter 3 presents an in-depth analysis of various hidden parameters and
examines their influence on multiple components of Education 4.0. The discussion
encompasses the identification, categorization, and interpretation of these parameters,
highlighting their significance and relevance within the evolving educational
landscape. Special emphasis is placed on how these parameters contribute to
enhancing the quality, adaptability, and efficiency of Education 4.0 frameworks.
Furthermore, the chapter introduces and explains mathematical models developed to
substantiate the importance of these hidden parameters, providing empirical evidence

and theoretical justification for their integration into the proposed framework.

-Verma, Anil, Parampreet Kaur, and Aman Singh. 2024. "Assessment in the Age of
Education  4.0:  Unveiling  Primitive and  Hidden  Parameters  for
Evaluation” Information 15, no. 8: 486. https://doi.org/10.3390/info15080486

Chapter 4: This chapter focuses on the validation of the identified hidden parameters
through a systematic study. In order to develop the conceptual framework of the
proposed system, the chapter examines various hidden elements that warrant
exploration and prioritization for enhancing the Quality of Education (QoE). A
Bidirectional Weighted Sum (BWS) approach is employed to analyse different
components of the education ecosystem. Specifically, five key hidden elements—
awareness, accessibility, participation, satisfaction, and academic loafing—are
investigated in detail, and their significance in achieving quality education is critically
discussed. Based on these findings, a multilayered quality education ecosystem model
encompassing all these elements is proposed, aimed at reinforcing and strengthening

the education ecosystem at the foundational level.
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-Verma, Anil, Parampreet Kaur, and Aman Singh. 2024. "Assessment in the Age of
Education  4.0: Unveiling  Primitive and  Hidden  Parameters  for
Evaluation” Information 15, no. 8: 486. https://doi.org/10.3390/info15080486

Chapter 5: This chapter introduces the proposed novel solution for assessment and
accreditation tailored to the requirements of Education 4.0. The chapter offers a
detailed exposition of the Multilayered-Quality Education Ecosystem (MQEE),
explaining its structural composition, functional layers, and the interrelationships
among them. Each layer is analysed in terms of its specific role in fostering quality,
innovation, and continuous improvement within the education system. The discussion
also emphasizes how the MQEE framework aligns with the core principles of
Education 4.0, ensuring a holistic, data-driven, and sustainable approach to assessment

and accreditation.

-Verma, Anil, Aman Singh, Edwin Lughofer, Xiaochun Cheng, and Khalid Abualsaud.
"Multilayered-quality education ecosystem (MQEE): an intelligent education modal
for sustainable quality education.” Journal of Computing in Higher Education 33, no. 3
(2021): 551-579.

-Verma, Anil, Divya Anand, Aman Singh, Rishika Vij, Abdullah Alharbi, Majid
Alshammari, and Arturo Ortega Mansilla. "loT-Inspired Reliable Irregularity-
Detection Framework for Education 4.0 and Industry 4.0." Electronics 11, no. 9
(2022): 1436.

-Verma, Anil, Aman Singh, Divya Anand, Hani Moaiteq Aljahdali, Khalid Alsubhi,
and Baseem Khan. "loT Inspired Intelligent Monitoring and Reporting Framework for
Education 4.0." IEEE Access 9 (2021): 131286-131305.

Chapter 6: This chapter presents a detailed discussion of the algorithms developed
and employed for monitoring and trust-building within the framework of Education
4.0. These algorithms are designed to address critical functions such as continuous
monitoring, irregularity detection, performance assessment, and accreditation in an
Education 4.0 environment. The chapter explains the underlying logic, operational
flow, and implementation strategies of each algorithm, highlighting their role in
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ensuring transparency, reliability, and quality assurance across the educational
ecosystem.

-Verma, Anil, Divya Anand, Aman Singh, Rishika Vij, Abdullah Alharbi, Majid
Alshammari, and Arturo Ortega Mansilla. "loT-Inspired Reliable Irregularity-
Detection Framework for Education 4.0 and Industry 4.0." Electronics 11, no. 9
(2022): 1436.
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CONCLUSION AND FUTURE SCOPE

Figure 1.6. Objectives, Chapters and Publications’ Organization
e Chapter 7: This chapter elaborates on the implementation scenario of the proposed
model and presents a comprehensive analysis of its performance. The chapter
evaluates the model’s effectiveness through practical case studies and performance

metrics, demonstrating its applicability in real-world educational settings. Furthermore,
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it outlines a series of recommendations pertaining to both real-time and intervallic
frameworks for Education 4.0, aimed at enhancing operational efficiency, ensuring
continuous quality improvement, and facilitating scalable adoption of the proposed

approach.

-Verma, Anil, Divya Anand, Aman Singh, and Rishika Vij. "C-10T Inspired Real-Time
and Intervallic Accreditation Under Education 4.0." In 2022 8th International
Conference on Advanced Computing and Communication Systems (ICACCS), vol. 1,
pp. 1793-1798. IEEE, 2022.

e Chapter 8: The complete conclusion and future scope of the presented framework are

elaborated.

1.8 Summary
Education is a part and parcel of the life of every individual across the globe. Every

nation has its own educational scenario. Assessment and accreditation for the quality of
education is a mandatory process followed by most nations globally. From the current
educational scenario, it has been observed that the assessment and accreditation process of the
current educational scenario is not suitable for the Education 4.0 environment. To fulfil the
technological requirements of the Education 4.0 environment, 10T, Fog Computing, Grid
Computing, Cloud Computing, Edge Computing, ML, Al, and Blockchain technology can be
used. Ubiquitous monitoring under Education 4.0 can be achieved by the deployment of
various 10T devices and sensors at the institutional level. The acquired data from loT devices
can be easily processed by various intelligent algorithms over the fog and cloud nodes.
Deployment of the proposed framework for Education 4.0 can be used for real-time

monitoring, irregularity detection, alert generation, assessment, and accreditation.
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CHAPTER 2

Review of Literature

Chapter Briefing— This chapter delves into the critical foundations and advancements
of a sustainable quality education ecosystem, with particular emphasis on the
transformative potential of Education 4.0. It begins by addressing the global challenges
faced by nations, including leaders such as the US, UK, Germany, Canada, and China,
in establishing robust educational frameworks. Despite India's unparalleled
infrastructure, housing over 51,649 higher educational institutions, and its recognition
for high-quality research output, there remains a significant gap in meeting global
standards, with 98.8% of educational systems falling short. The chapter explores the
evolution of Education 4.0, a concept that emerged in response to the technological
revolutions underpinning Industry 4.0. It underscores the pivotal role of innovative
technologies—IoT, Al, ML, Blockchain, Fog Computing, and Edge Computing—in
reshaping educational assessment and accreditation processes to cater to this new
paradigm. By leveraging cutting-edge tools for real-time monitoring, irregularity
detection, and intelligent assessment, Education 4.0 proposes solutions to improve
institutional frameworks, ensuring inclusivity, adaptability, and scalability.

A systematic review of literature provides further insight into the global discourse
surrounding Education 4.0, tracing its origin to AM Harkins' 2008 article and
highlighting its growing academic significance with 498 research articles explicitly titled
on the subject and over 5,460 citations worldwide. The analysis reveals the dominance
of non-technical studies, comprising 77% of the research, which focus on pedagogical
frameworks, policy implications, and theoretical constructs.

This chapter offers a comprehensive examination of past efforts, current gaps, and
prospects within the Education 4.0 landscape. It paves the way for researchers and
policymakers to reimagine quality assurance systems, ensuring the alignment of
educational practices with the needs of the digital era and addressing the societal
necessity of accessible and equitable education.

2.1 Introduction
A sustainable quality education ecosystem is the fundamental requirement of every nation.

The global leaders in quality education US, UK, Germany, Canada, and China are also facing
challenges in providing a sustainable quality education ecosystem. More than 80% of
institutions of all the nations including the global leaders are struggling to provide the average
quality of education to young aspirants on the global platform [9]. Only 0.2% of Indian
institutions that participated in Webometric University Ranking-2019 touched the scale of
average quality education [10]. More than 51649 educational institutions are presently
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imparting higher education in India. The present infrastructure of Indian Higher Education is
the largest in the world [11]. India has even more infrastructure than the other 4 most
populated nations of the world together i.e. China, the US, Indonesia, and Brazil. The QS-
World University Ranking-2020 recognized the quality of research executed by Indian faculty
during the year 2019 [9]. India is listed among the top three nations of the world in citations
per faculty with the US and China. UGC, AICTE, NAAC, BCE, ICAR, NCTE, DCI, MCI,
PCI, CCH, CCIM, and many other apex bodies are working sincerely for the assessment and
improvement of quality education in India in their respective domains. AISHE is the largest
survey conducted on a national level across the globe [11]. These apex bodies including
AISHE [11], NIRF [12], NBA [13], and others are sincerely and persistently working for the

improvement of the quality education ecosystem for higher education in India.

For a sustainable quality education ecosystem adequate infrastructure, intellectual faculty,
and a healthy environment for learning are mandates. 51649 higher educational institutions
[11], the world's best research-oriented and intellectual faculty [9], and more than two dozen
domain-specific national-level apex bodies for assessment and monitoring accomplished the
quality education ecosystem in India. Although the Government of India is strengthening all
three walls of this quality education ecosystem still 98.8% of the education system fails to
touch the global parameters of quality education [10], [14]. So there is an urgent need for

extension and improvement of the quality education ecosystem.

A new era of education begins with Education 4.0 (loT-based Educational Environment for
future learning). Education 4.0 is the spine of Industry 4.0. Young minds that flourish in the
Education 4.0 environment will be able to handle the complications of Industry 4.0 [8].
Education 4.0 is an open space for every stakeholder (including students, teachers,
administrators, and policymakers). Education 4.0 represents an emerging technology-enabled
approach that facilitates the integration of digital, intelligent, and connected technologies into
teaching, learning, and institutional processes [1]. Assessment and accreditation are a
primitive part of the education ecosystem [15]. It is used to provide authenticity to the
education system. It is also used to maintain the quality of education in a specific
environment. Education 4.0 is a completely different environment. So, assessment and
accreditation parameters and methodologies used by all the nations must be upgraded

accordingly [16].

Quality of Education is a societal issue that is also interrelated with government issues for

policymaking. Education 4.0 will boost the education system at institution level and start the
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enrichment of the education ecosystem at the grassroots level (Local Level). The impact of
enrichment at the local level will automatically reflect at the national and international levels.
The rest of this chapter is organized into 3 sections. The next section covers the review of the
literature, and the following section illustrates the research gap obtained during the review of

the literature. The last section concludes the chapter.

2.2 Systematic Literature Review
The term Education 4.0 was first introduced by AM Harkinsin the 2008 article

titled "Leapfrog Principles and Practices: Core Components of Education 3.0 and 4.0." This
concept emerged as a response to the rapid advancements in digital technologies and their
transformative impact on education. Since its inception, Education 4.0 (Keyword) has gained
significant traction in academic discourse, with 498 research articles explicitly containing the
phrase in their titles. A broader search on Google Scholar reveals 5,460 articles that mention
"Education 4.0" either in their titles or within the text, indicating its growing relevance in

educational research.

2.2.1 Breakdown of Research Articles
1. Non-Technical vs. Technical Focus

e 77% (385 articles) of the available research on Education 4.0 is non-
technical, focusing on pedagogical frameworks, policy implications, and

theoretical discussions.

e Only23% (113 articles) delve into technical aspects, such as the integration
of Artificial Intelligence (Al), Internet of Things (loT), and Cognitive 10T
(CloT) in education.

2. Scope of Literature Review
To ensure a comprehensive understanding of Education 4.0, this study examines:
e National and international education systems
e Al IoT, and CloT applications in education

o Research papers from reputed databases (Elsevier, Scopus, Web of Science,
Science Direct, ACM, IEEE)

e National and international reports (e.g, UNESCO, NAAC, NIRF, QS
Rankings)
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2.2.2 Methodology for Systematic Literature Review
1. Initial Collection:

e 113 research articles and 20 national/international reports were gathered
for preliminary analysis.

2. Selection Process:

o A systematic filtering (Technical Research Only) for research articles was

applied to identify the most relevant and high-impact studies.

e UNESCO, AISHE, NAAC, NIRF, QS Rankings, SClImago Ranking and THE
reports were selected.

e 68 documents (research articles and national and international reports)

were finalized for in-depth review.
3. Structured Summary (Table 2.1):

e Astructured table was created to summarize key aspects of each study,

including:

= Focus Area(e.g., smart classrooms, Al-driven learning, 0T in
education)

= Techniqgues and Methods Used (e.g., machine learning, deep

reinforcement learning, blockchain)

= Results and Applications (e.g., improved student engagement,

automated assessments, predictive analytics)

2.3 Research Gap

Sustainable quality education is a global issue [10], [14]. The robustness, flexibility, and
intelligence present in the Education 4.0 environment, make it suitable for sustainable quality
education [17]. This is the preparatory stage of Education 4.0. Few global leaders have come
forward to adopt Education 4.0 to date. Consequently, almost all the developing nations across
the world are still using Education 3.0. The traces of Education 2.0 are also present in many

countries. The research gaps explored during the review of the literature are listed below:

1. Mushrooming of higher education institutions is not required for sustainable quality

education.
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2. The technology used in Education 2.0 and Education 3.0 is not rich enough to maintain
sustainable quality education.

3. 10T, Fog Computing, Cloud Computing, Virtual Reality (VR), Augmented Reality
(AR) and Blockchain (BC) are the emerging technologies used in Education 4.0.

4. Education 4.0 has the capabilities of ubiquitous access to information.

5. Activities including Teaching, Learning, Assessment, Accreditation, etc. can be
implemented more authentically and ubiquitously under Education 4.0.

6. Successful implementation of Education 4.0 is necessary for Industry 4.0.

7. loT, Fog Computing, and Cloud Computing (IFC technology) are required at the initial
levels of implementation of Education 4.0. Advanced Virtual Reality, Augmented
Reality, and Blockchain technology are required at advanced stages of Education 4.0.

8. The developing nations including India will swiftly improve their quality of education

to global standards by the earlier implementation of Education 4.0.

For sustainable quality education, the use of technology-enhanced teaching and learning
practices is of paramount importance. Earlier implementation of Education 4.0 is required for
sustainable quality education at global standards.

2.4 Technical Challenges in Education 4.0 Quality Assessment

The integration of Education 4.0 technologies into institutional quality assessment
introduces several technical challenges that must be addressed to establish a reliable, scalable,
secure, and intelligent quality-assurance ecosystem. Data privacy is a primary concern because
loT-enabled educational environments may generate and process sensitive student, academic,
behavioural, and institutional information. Therefore, mechanisms for data minimisation,
controlled access, secure processing, and privacy-preserving information exchange are
essential [18]. Closely associated with privacy is educational data security, as the distributed
nature of 10T and networked computing infrastructure increases the potential attack surface
and requires appropriate authentication, encryption, access control, monitoring, and cyber
security mechanisms [19]. The application of Artificial Intelligence (Al) introduces additional
challenges related to bias, transparency, explainability, and reliability of algorithmic decisions.
Al-based assessment mechanisms must therefore be designed to minimise unintended bias and
provide interpretable and consistent outputs. Interoperability is another significant challenge
because Education 4.0 environments may comprise heterogeneous sensors, devices,
communication protocols, software platforms, databases, and institutional information
systems. The proposed architecture must consequently support integration across
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heterogeneous technological components and organisational boundaries. Furthermore,
scalability becomes critical when the number of students, 10T devices, data sources, and
participating institutions increases. A quality-assessment framework designed for a single
institution should be capable of accommodating varying institutional sizes and computational
workloads without unacceptable degradation in performance. Finally, real-time processing
constraints arise from the continuous generation of data by distributed IoT devices, requiring

efficient data transmission, processing, and decision-making with minimum latency.

These challenges demonstrate that conventional, manually driven and largely static
approaches to institutional quality assessment may be insufficient for the dynamic and
technology-intensive requirements of Education 4.0. They consequently provide the
technological motivation for the proposed Multilayered Quality Education Ecosystem
(MQEE), which adopts a layered and distributed architecture to support secure data
processing, interoperability, scalable resource utilisation, intelligent analysis, and timely
generation of quality-related information. The identified challenges and their corresponding
design considerations form the technological basis for the development and evaluation of the

proposed framework.
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Table 2.1. Systematic Review of Literature

Sr. Author and Year
No.

Focus Area

Techniques and Methods Used

Results and Applications

1. Altameem &
Altameem (2020)

Hybridized interference
bounded intuitive splitting for
smart wearable systems

Cognitive-assisted IoT, interference
management

Improved performance in wearable systems
with reduced interference.[20]

2. Sangaiahetal.
(2020)

Cognitive loT system in
sustainable computing

Intelligence techniques, sustainable
computing frameworks

Enhanced 10T system efficiency in
sustainable environments.[15]

3. Huang etal. (2020)

Wireless feedback control for
industrial 1oT

Variable packet length, feedback
control

Optimized packet length for industrial loT
applications.[21]

4. Penaetal. (2020)

DevOps for 0T systems

Continuous monitoring, system
availability feedback

Improved system reliability and
availability.[22]

5. Mahmood & Matin
(2020)

Cognitive radio-based loT

Literature review, cognitive radio
techniques

Identified trends and future directions for
cognitive radioin loT. [23]

6. Sengetal. (2020)

loT applied courseware for
education

loT design and validation, hands-on
training

Effective industry-ready loT education
framework.[16]

7. JBetal. (2020)

loT-based smart classrooms

Cloud integration, IoT sensors

Enhanced campus sustainability and smart
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Sr. Author and Year Focus Area Techniques and Methods Used Results and Applications
No.
learning environments.[24]

8. Saxenaetal. Automated enhanced learning  loT-based automation, real-time Improved learning outcomes through
(2019) system using loT feedback automated systems.[25]

9. Fernandez- Arduino remote laboratory Remote labs, loT integration Enabled remote experimentation and
Pacheco et al. with Raspberry Pi learning. [26]
(2019)

10. Ciolacuetal. Education 4.0 with IoT and Machine learning, early recognition  Supported student success through Al-driven
(2019) Al systems feedback. [27]

11. Jayasingheet al. TrustChain for privacy- Edge computing, blockchain Secure and private data sharing in 10T.[28]

(2019)

preserving blockchain

12. Centeaetal. (2019) SEPT approaches for Hands-on training, learning Bridged the gap between education and
education using learning factories industry needs.[29]
factories
13. Abdellah et al. loT traffic predictionusing Multi-step ahead prediction, neural ~ Accurate loT traffic forecasting.[30]
(2019) neural networks networks
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Sr. Author and Year Focus Area Techniques and Methods Used Results and Applications
No.
14. Wang etal. (2019)  Robust localization for Mobile anchor node, spiral line Improved localizationaccuracy in 10T

cognitive loT

algorithm

systems.[31]

15. Montes & Goertzel = Democratized Al for loT Distributed Al, cognitive Promoted decentralized and democratized Al
(2019) computing applications.[32]
16. Chen etal. (2018) Blended learning with Feedback systems, blended learning  Enhanced student engagement and
immediate corrective understanding.[33]
feedback
17. Pramanik et al. Cognitive loT beyond Al-driven 10T, cognitive Advanced loT systems with cognitive
(2018) automation frameworks capabilities.[34]
18. Dharur & ELK stack for loT-powered ELK stack, real-time monitoring Efficient surveillance and monitoring for
Swaminathan smart buildings smart buildings.[17]
(2018)
19. Mahmud et al. QoE-aware application Fog computing, QOE metrics Optimized applicationplacement for better
(2019) placement in Fog computing user experience.[35]
20. Ali & Majeed loT for smart university lIoT frameworks, smart campus Improved campus management and student
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Sr. Author and Year Focus Area Techniques and Methods Used Results and Applications
No.
(2018) campuses solutions services.[36]
21. Gad etal. (2018) Iris recognition for CloT Multi-algorithmic approaches, Secure and efficient iris recognition for
framework biometrics 10T.[37]
22. Zhamanov et al. loT applicationsin university 10T integration, smart education Enhanced educational processes through

(2018)

education

10T.[38]

23. Guo etal. (2018) loT platform for engineering Secure and smart manufacturing, Facilitated engineering education and
education loT platforms research.[39]
24. Bahugunaet al. Smart learning using AR, Android platforms Interactive and engaging learning
(2018) augmented reality experiences.[40]
25. Zhuetal. (2018) Deep Q-learning for Deep Q-learning, scheduling Optimized transmission scheduling in IoT.

cognitive loT transmission
scheduling

algorithms

[41]

26.

Roncancio et al.
(2018)

Spectral sensing for loT
applications

Radio cognitive context, spectral
sensing

Improved spectrum utilization for 10T. [42]
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Sr. Author and Year Focus Area Techniques and Methods Used Results and Applications
No.
27. Verma & Sood loT-based student loT frameworks, performance Automated and objective student
(2018) performance evaluation metrics performance assessment.[43], [44]
28. Banerjee & Sheth loT quality control for data Quality metrics, IoT data validation  Ensured data and application quality in 10T
(2017) and applications systems.[44]
29. Milisetal. (2019) Semantically enhanced 10T- Semantic technologies, 10T control Enhanced interoperability and intelligence in
enabled control systems systems 0T systems.[9]
30. Lietal. (2016) Distributed behaviour model Behaviour models, orchestration Improved loT system adaptability and
orchestration in cognitive 1oT  techniques performance.[45]
31. Satoetal. (2015) Feedback control theory for Feedback control, real-time Effective performance monitoring for loT
loT performance evaluation evaluation systems.[46]
32. Senthilkumar & Service quality measurement Surveys, statistical analysis Identified key metrics for higher education

Arulraj (2011)

in higher education

quality.[14]

33.

Jara & Mellar
(2010)

Quality enhancement for e-
learning courses

Student feedback, quality
assessment

Improved e-learning course quality through
feedback.[10]
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Sr. Author and Year Focus Area Techniques and Methods Used Results and Applications
No.
34. Tolley & Shulruf Data management systems in  Data analytics, knowledge Enhanced decision-making and educational

(2009)

education

management

outcomes.[47]

35.

Torki Altameem
(2020)

Smart Information System
through C-1oT and Smart
Wearables

Hybridized Interference Bounded
Intuitive Splitting (HIBJS)
algorithm

HIBJS (SNR) <1 for 100% channel
uncertainty; Accuracy >97%; Reliability
>98%; Energy Utilization = 70.22 (for 100
nodes) [11]

36. Arun Kumar Use of Cognitive loT as Boundary Sense Deep Learning ResNet + BSDL (Accuracy) 92.0%; BIVD
Sangaiah et al. Intelligent Techniques (BSDL), Boundary Intellect (Accuracy) 91.7%; Integration BIF
(2020) Acoustic Detection (BIAD), BIVD (Accuracy) 100%. [15]
37. Kang Huang et al. Wireless Feedback Control Wireless Networked Control loT-based Feedback Control Systems with
(2020) for Industrial 10T (lloT) System (WNCS), Age of Variable Length Packet Control for lioT. [21]
Information, Cyberphysical
Systems
38. Miguel Aetal. loT-based Fast & Continuous ~ Systems Process Engineering loT applicationsupervision through code;
(2020) Monitoring Feedback System  Metamodel (SPEM), Monitoring as  Trustworthiness 10T System.[22]
Code (MaC), DevOps
39. M. Rezwanul Cognitive Radio-based CRASN (Cognitive Radio Ad-hoc Device communication (M2M), Security
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Sr. Author and Year Focus Area Techniques and Methods Used Results and Applications
No.
Mahmood et al. Internet of Things (CR-10T) Sensor Network), TCBCSS provisioning, Energy management. [23]
(2020) algorithm
40. Lau Gim Sengetal. Industry-Ready loT Applied loT, Al, Over-the-air (OTA) loT-enabled Smart Courseware; loT-based
(2020) Courseware testing, Problem-Based Learning Quality Education Models.[16]
(PBL)
41. FarithaBanu J et loT and Cloud-based Smart ARM Microcontroller, RFID loT and Cloud-based smart classrooms;
al. (2020) Classroom and Campus security system, GPS, 10T and Al Automated workflow management. [12]
42. Amit Saxenacet al. loT-based Automated Visual, Auditory, and Kinesthetic Learning enhancement model; Student

(2019)

Enhanced Learning System

(VAK Theory) and loT

performance improvement (5% to 42%). [25]

43.

Atilano Fernandez-
Pacheco et al.
(2019)

Improving Online Education
Programs on loT

Arduino Remote Laboratory,
Raspberry Pi

Remote Learning; Low-cost, efficient 10T
Labs.[26]

44,

Monica lonita
Ciolacu et al.
(2019)

loT-enabled Education 4.0

Wearables Enhanced Learning,
Education 4.0, Smartwatch, IoT,
Learning Analytics

Automated assessment and feedback through
wearables. [27]
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Sr. Author and Year Focus Area Techniques and Methods Used Results and Applications
No.
45. Upul Jayasingheet  Implementation of Zero-Knowledge Proof (ZKP) Trustful environment for real-time loT
al. (2019) TrustChain in Edge algorithm, Encryption applications; Trust Metrics (TMs).[28]
Computing and loT
46. Dan Centeacetal. School of Engineering SEPT, IoT, Industry 4.0, Teaching, training, and research collaboration
(2019) Practice and Technology Experiential Learning, Learning with Industry 4.0. [29]
(SEPT) Learning Factory Factory
Hub
47. Ali R. Abdellah et loT Traffic Prediction with Artificial Neural Network (ANN), loT Traffic Prediction System; MAPE (2
al. (2019) Neural Network NARX Feedback Neural Networks,  packets/s) = 0.18%; (10 packets/s) = 6.18%.
MAPE [30]
48. XinWang etal. Robust Localization for Linear Fitting Algorithm, Diameter-  Accurate location finder for CloT;
(2019) Cognitive loT varying Spiral Line (LDVSL) Computational run time: 1654 us (with
Algorithm obstacles), 2980 ps (without). [31]
49. Gabriel Axel Decentralized Self-Organized  Decentralized Self-Organized Native token for exchanging Al services;
Monteset al. Cooperative (DSOC) Al- Cooperative (DSOC) Network, Balanced governance model. [32]
(2018) based Network Distributed Al
50. XinChenetal. Impact of Immediate Checkable Answer Feedback Immediate feedback improves student

35



Sr. Author and Year Focus Area Techniques and Methods Used Results and Applications

No.

(2018) Corrective Feedback (CAF) performance by 10%. [33]

51. Pijush KantiDutta  Use of C-loT for AlQ loT, Cognitive Computing, Al, Applications: Nest Labs' Smart Thermostat,
Pramanik et al. (Artificial Intelligence Machine Learning, Cognitive Tesla Motors' Self-driving Vehicles. [34]
(2018) Quotient) Analytics

52. Sameer Dharur et Efficient Surveillance and Elasticsearch-Logstash-Kibana loT-based robust surveillance and monitoring
al. (2018) Monitoring using ELK Stack  (ELK) Stack, Intel Galileo, Data systems. [17]

Visualization

53. Redowan Mahmud  Quality of Experience (QOE)  QoE-aware Application Placement QOE gain: PTRR (92%), RG (88%), NRR

etal. (2018) for Fog Computing Policy, Linearly Optimized (80%). [35]
Environment and loT Mapping, iFogSim
54. Asim Majeedet al. loT for Smart University Educators' and Learners' Internet of ~ Collaboration of Big Data, Wearable Tech,

(2018)

Campuses

Things (ELIoT), NFC, RFID, loT

AR, Cloud Computing, Al, and loT. [36]

55.

Ramadan
Mohamed Gad et
al. (2018)

Multi-Algorithmic
Approaches for Cognitive
loT (CloT) Framework

Delta-Mean and Multi-Algorithm-
Mean, Multi-Biometric Scenarios,
Cognitive Healthcare 10T (CHIoT)

Iris detection accuracy: 99.4%.[37]
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Sr. Author and Year Focus Area Techniques and Methods Used Results and Applications
No.
56. Azamat Zhamanov Implementation of loT loT-Based Flipped Classrooms, loT-based campuses save 60% energy.[38]

etal. (2018)

Applications into University
Education Process

Feedback for Quality Improvement

S7.

Terry Guo et al.
(2018)

loT Platform for Engineering
Education and Research (loT
PEER)

Microsoft Azure Cloud, Al, Azure
WebApp, Node-RED

Machinery Health Monitoring (MHM),
Intrusion Detection in Industrial
Environments.[39]

58.

Yogita Bahuguna et
al. (2018)

Smart Learning based on
Augmented Reality

Unity 3D, Victoria SDK, JDK,
Android Studio

AR-based Learning Platforms; 3D
Modelling.[40]

59.

Jiang Zhu et al.
(2017)

Cognitive 10T and Deep
Learning

Markov Decision Process (MDP),
Q Learning Algorithm, Stacked
Auto-encoder Deep Learning

Q Learning reduces complexity compared to
Strategy lteration (SI) algorithm.[41]

60. Gina Roncancioet  Radio Cognitive Context for loT, Cognitive Radio, Software- Applications: LowPAN, TVWS in Smart
al. (2017) loT Applications Defined Radio (SDR), Spectrum Cities, Medical, Logistics. [42]
Sensing
61. Prabal Verma & loT-based Student loT, Game Theory, RFID, Cloud Game-based decision-making enhances

Sandeep K. Sood
(2017)

Performance and Evaluation

Computing, Performance
Evaluation Algorithm

student performance evaluation.[43]
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Sr.

No.

Author and Year

Focus Area

Techniques and Methods Used

Results and Applications

62.

Tanvi Banerjee et
al. (2017)

loT Quality Control for Data
and Applications

Semantic Data Quality Check,
Weighted Aggregation, Fuzzy
Aggregation Methods

Smart Home Monitoring System; Smart Data
Collection.[44]

63.

Georgios M et al.
(2017)

Semantically Enhanced IoT-
enabled Intelligent Control
Systems

SEMIOTICS, Semantic Sensor
Network (SSN), Open Geospatial
Consortium (OGC)

Semantic Modelling of 10T Components;
Smart Campuses and Cities.[9]

64. Chung-ShengLiet  Distributed Behaviour Model = Dynamic Data-Driven Application  Applications: Smart Grid, Atmospheric
al. (2016) for C-loT System (DDDAS)-based Methods Contaminant Dispersion Monitoring.[45]
65. Keisuke Sato et al. Feedback Control Theory for ~ Feedback Control Theory, Applications: Smart Parking Stations, M2M
(2015) Performance Evaluation of Modelling and IoT, M2M/loT Communication.[46]
loT Systems
66. N. Senthilkumaret  Quality Measurement of SQM-HEI Model Factors: Teaching Methodology (TM),

al. (2010)

Higher Education

Environmental Change in Study Factor
(ECSF).[14]

67.

Jera and Mellar
(2010)

Quality Enhancement
through Feedback

Student Feedback, Student
Satisfaction Survey

Feedback and surveys improve quality
assurance.[10]
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Sr. Author and Year Focus Area Techniques and Methods Used Results and Applications
No.

68. Tolleyand Shulruf ~ Data Management System for EMIS, Assessment Tools for Tools for quality assessment in education.
(2009) Educational Institutions Teaching and Learning (asTTle), [47]
Multiple Overlapping Cohorts
System
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2.5 Summary
Due to the mushrooming of institutions in the last two decades, India has become the top

nation in higher educational institutions. India has 4 times more institutions for young
aspirants than China. This indicates that it is an alarming stage for higher educational
institutions. This is the right time to halt the growing number of educational institutions in
India. On the other side of this coin, less than 0.2 % of institutions are providing average
quality education on global parameters and none of the Indian institutions is excellent or good
in quality education on the global platform. So, there is an urgent need to shift the national
focus from the number of institutions and to start focusing on the quality of education in these
institutions. India must strengthen its quality monitoring and assurance system. The use of
state-of-the-art quality monitoring and improvement system for every institution is the need of
the hour.

India has the most fortified root system of educational institutions, now it’s time to nourish
the huge tree of the Higher Education system with sustainable quality education to secure a
fruitful future global position in Higher Education through a sustainable quality education
ecosystem. Implementation of technology-enhanced Education 4.0 is required for sustainable
quality education across the globe. The use of emerging technologies including IFC, VR, AR
and Blockchain is required in the education industry for sustainable quality education on

global standards.
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CHAPTER 3

Hidden Parameters and their impact on
Education 4.0

Chapter Briefing— This chapter offers a comprehensive exploration of the nuanced
factors influencing the delivery of quality education within the transformative
framework of Education 4.0. Positioned at the intersection of technological innovation
and pedagogical advancement, Education 4.0 integrates cutting-edge technologies such
as Internet of Things (loT) devices, sensors, and actuators to enable real-time and
continuous assessment methodologies. This paradigm shift elevates the precision of
student evaluation, thereby fostering a dynamic and adaptive learning environment.
The chapter critically examines five hidden parameters—awareness, accessibility,
participation, satisfaction, and academic loafing—and their pivotal role in shaping
educational outcomes. Through a comparative analysis of pre- and post-implementation
scenarios, the study underscores the profound impact of Education 4.0 on these
parameters, demonstrating enhancements in resource accessibility, student engagement,
and accountability among stakeholders. Special emphasis is placed on strategies to
mitigate academic loafing to maintain an ambient and collaborative educational
atmosphere. Further insights delve into the foundational pillars of educational
excellence: infrastructure, learning environment, and faculty. The chapter highlights
how these elements, assessed on national and international standards, interact with
emerging technologies to redefine the educational experience. State-of-the-art
infrastructure, coupled with well-designed curricula and competent faculty, forms the
backbone of institutions striving for global competitiveness in education. By integrating
the characteristics of Industry 4.0, Education 4.0 revolutionizes the approach to data
acquisition, filtering, analysis, and predictive interventions. Advanced systems facilitate
the seamless collection and analysis of vast educational data, optimizing learning
environments and tailoring educational experiences to individual needs. This
transformative framework not only enhances the efficiency of educational interventions
but also fosters equitable access to resources and personalized learning pathways. The
findings presented in this chapter aim to advance scholarly discourse on the interplay
between technological innovations and pedagogical strategies. By dissecting hidden
parameters and examining their ramifications, the chapter provides valuable insights
into the integration of Education 4.0 principles, advocating for a unified approach to
elevating the quality of education. Ultimately, this chapter serves as a critical resource
for researchers, policymakers, and educators committed to leveraging technology for
sustainable improvements in the global education landscape.

3.1 Introduction
In recent years, the emergence of Education 4.0 has redefined the educational landscape by

integrating cutting-edge technologies such as loT devices, sensors, and actuators. These
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innovations aim to enhance real-time and continuous assessment methodologies, thereby
improving the overall quality of education. However, the transition to this new paradigm
necessitates a deeper understanding of various underlying factors that may influence
educational outcomes. This study revolves around the following research question: “How do
hidden parameters such as awareness, accessibility, participation, satisfaction, and academic
loafing influence the quality of education within the Education 4.0 framework?” This question
guides our exploration of the pivotal role these hidden parameters play in the successful
implementation of Education 4.0 and their impact on enhancing student evaluation
methodologies. Infrastructure, learning environment, and faculty are the three basic criteria
that national and international education evaluation agencies use to assess educational
institutions [13]. These criteria are essential for ensuring that educational institutions can offer
a setting that encourages learning and success for students. This study tries to offer an expert
and academic assessment of these parameters. The physical resources and facilities required
for teaching and learning make up an educational institution’s infrastructure. These include
educational spaces like classrooms, playgrounds, labs, libraries, auditoriums, and other
structures. The quality of education can be significantly impacted by the infrastructure, which
is a key component. An institution must have enough classrooms and buildings with the tools
it needs to deliver high-quality instruction. Additionally, providing students with adequate
furniture and well-maintained infrastructure can help to create a comfortable and conducive
learning environment [48]. Several factors, including the learning environment, play a role in
the institution’s overall educational quality [49]. The learning environment’s essential
elements include the course syllabus, the assessment and evaluation process, the examination
system, teaching—learning activities, administrative tasks, and academic activities. Students
can learn the skills and knowledge they need to thrive in their careers with the aid of a well -
designed curriculum that is in line with industry standards [49], [50]. Additionally, pinpointing
areas where students need to improve can be aided by an efficient assessment and evaluation
mechanism that measures student performance [43], [51]. An educational institution’s faculty
plays a key role in ensuring that it can deliver high-quality instruction. The faculty’s
competence, intelligence, engagement, performance, experience, and research capabilities may
have a big influence on the learning results of the students [49]. Students can be guaranteed to
receive individualized attention and support with sufficient faculty resources and staffing.
Additionally, professors with relevant industry experience can give students the skills and
knowledge they need to succeed in the workplace. Faculty members’ engagement and research

skills might also influence the institution’s overall educational standard [50]. Figure 3.1
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illustrates various direct/primitive parameters that contribute to quality assessment. This figure
also illustrates that for the actual participation of stakeholders for quality assessment in the
present education scenario, awareness and accessibility are also mandatory; without awareness
and accessibility, participation is not possible. The educational revolution integrates the
characteristics of Industry 4.0 for data acquisition, filtering, analysis, predictions, automation

and many other operations, which is commonly known as Education 4.0.
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Figure 3.1. Direct/Primitive Parameters contributing to quality assessment

The integration of Internet of Things (IoT) devices, sensors, and actuators for data acquisition
within an ambient educational environment, coupled with real-time and continuous data
assessment, constitutes a cornerstone of Education 4.0. These advanced technologies enable
the seamless collection and analysis of vast amounts of data, providing valuable insights into
various educational processes. By leveraging 10T and sensor networks, educational institutions
can monitor and optimize the learning environment, track student progress, and tailor
educational experiences to individual needs in real time. This continuous data assessment not

only enhances the accuracy and efficiency of educational interventions but also supports
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dynamic and adaptive learning, making Education 4.0 a transformative approach to modern
education [52], [53], [54]. Apex body is responsible for the assessment and accreditation of an
educational institution. The apex body uses a comprehensive assessment algorithm for
assessing an institution; this assessment algorithm relates to an application interface to make
the assessment and accreditation process user-friendly for both stakeholders and the apex
body. The stakeholders participated in the assessment and accreditation process through the
application interface. All the stakeholders are subdivided into subgroups, i.e., the first sub-
group consists of unaware stakeholders, who do not know about the assessment and
accreditation process; this sub-group did not participate in the assessment and accreditation
process. The second major sub-group consists of aware stakeholders who are aware of the
assessment and accreditation process; this sub-group is further divided into three sub-groups,
i.e., aware stakeholders who do not have access to the assessment and accreditation process,
and the other sub-group consists of the aware stakeholders who have access to the assessment
and accreditation process, but did not participate knowingly or unknowingly in the assessment
and accreditation process. The last sub-group is of the aware stakeholders who have access to
the assessment and accreditation process and participated in the assessment and accreditation
process [55]. Although these parameters contribute a lot to quality education, some other
parameters are also responsible for quality education. In many earlier studies on quality
education, many hidden parameters were explored. As this study focuses on the Education 4.0
environment, the hidden parameters that are significantly improved by the incorporation of
IoT devices, sensors, and actuators for real-time assessment are considered for further
evaluation. Education 4.0 is a completely new environment that only affects the outer space of
educational infrastructure, without hindering the internal workings in the inner space. To
investigate the hidden parameters that influence how well education is delivered in the
Education 4.0 context, the purpose of this study is to determine if integrating 10T devices,
sensors, and actuators for real-time evaluation will have an impact on educational quality. The
study attempts to offer an in-depth understanding of how technology might be used to enhance
education in the Education 4.0 environment by analysing these hidden factors. Figure 3.2
illustrates various indirect/hidden parameters that affect quality education under Education
4.0.
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Figure 3.2. Direct/Primitive Parameters for Assessment

3.2 Education 4.0

Education 4.0 is a modern educational approach that aims to incorporate the

technological breakthroughs of Industry 4.0 into the learning process. This innovative

framework utilizes Internet of Things (IoT) devices, sensors, and actuators to establish a

captivating and flexible learning environment. The main characteristics of Education 4.0

encompass:

Real-Time and Continuous Assessment: Education 4.0 integrates Internet of Things (10T)
devices and sensors to enable the collection and assessment of data in real-time and
continuously. This enables instructors to promptly assess student development and make
informed judgments based on data to customize educational experiences according to
individual requirements. Continuous evaluation improves the precision and effectiveness of
educational interventions, fostering flexible and responsive learning environments [46],
[56].

Enhanced Accessibility: The implementation of IoT technology in Education 4.0 enhances
the availability of educational resources. Students could retrieve educational resources from
any place and at any moment, thereby eliminating conventional obstacles to learning. This
enhanced accessibility facilitates the connection between conventional and digital learning
settings, hence ensuring equal learning opportunities for all students [3].

Personalized Learning Experiences: Education 4.0 facilitates tailored learning experiences
by incorporating new technology. The real-time data obtained from loT devices enables the

tailoring of curriculum and learning paths to cater to the distinct requirements of individual
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students. This customization boosts student involvement and optimizes learning results by
specifically targeting individual strengths and limitations.

e Collaborative Learning Environments: Education 4.0 promotes collaborative learning by
utilizing digital platforms that enable students and teachers to engage and cooperate with
one another. These platforms facilitate diverse collaborative activities, such as group
projects and peer assessments, fostering a more engaged and captivating learning
experience.

e Smart Infrastructure: Smart infrastructure is a fundamental component of Education 4.0.
loT-enabled devices and smart systems are installed in educational institutions to enhance
the physical learning environment. This encompasses intelligent classrooms, automated
administrative procedures, and sophisticated resource management, all of which enhance
efficiency and create a favorable learning environment [57], [58].

e Faculty Development and Engagement: Education 4.0 highlights the significance of
faculty proficiency and involvement. It facilitates continuous professional development for
educators, providing them with the necessary skills and expertise to successfully
incorporate technology into their teaching methods. To fully utilize the capabilities of
Education 4.0 technologies, it is crucial to have faculty members who are actively involved
and highly skilled [52], [59], [60].

High-quality education is a fundamental aspect of any civilization. To ensure the
delivery of high-quality education, it is essential to consider a variety of variables that have an
impact on the educational environment. The quality of education is, however, adversely
impacted by several additional, less obvious issues as well. This study's major objective is to
identify the unobservable factors that are influenced by the Education 4.0 environment. The
term "Education 4.0" refers to a cutting-edge setting where Internet of Things (l10T) gadgets,
sensors, and actuators are used to enable real-time and continuous assessment, which affects
many little-noticed elements for educational institutions. Infrastructure, learning environment,
and teachers make up the three key elements that directly influence outstanding education. The
equipment and environments required for teaching and learning make up the infrastructure of
an educational institution [49], [61]. The availability of a variety of facilities, such as
classrooms, playgrounds, labs, libraries, auditoriums, and other necessary buildings, is crucial
for facilitating high-quality instruction in educational institutions. These facilities are essential
to making it possible for instruction to be effective. To establish a welcoming and comfortable

learning environment, it is crucial to maintain infrastructure and furnish classrooms with the
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appropriate equipment, in addition to having an appropriate number of buildings and
classrooms. The detailed flowchart of the investigation methodology is illustrated in Figure
3.3. This study initially investigates the pre-Education 4.0 scenario, identifying fundamental
and hidden parameters that influence the quality of education. By examining these parameters,
we aimed to understand the underlying factors that impacted educational outcomes before the
implementation of Education 4.0. These identified parameters were then applied to the post-
Education 4.0 scenario to assess their effects within the new educational paradigm. Through
rigorous analysis, we explored the mathematical relationships among these parameters,
leading to the development of a comprehensive mathematical model. This model incorporates
the identified hidden parameters, offering a robust framework for understanding and

enhancing educational quality in the post-Education 4.0 context.
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Figure 3.3. Flowchart of investigation methodology
The course syllabus, evaluation and assessment procedures, examination systems,
teaching and learning procedures, administrative procedures, and academic procedures are
important elements of the learning environment. Students can acquire the skills and
knowledge essential to succeed in their particular professions by creating a professionally
developed curriculum that complies with industry standards. Furthermore, a valid system of
assessment and evaluation that monitors student performance can point out areas where

students need to develop [62]. An institution's faculty has a big impact on its capacity to
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deliver high-quality instruction. The competence, intelligence, engagement, performance,
experience, and research talents of the faculty may have a considerable impact on the quality
of training they provide. Making sure that students receive customized attention and support is
doable with sufficient faculty resources and staffing. Students can benefit from the knowledge
and skills that professors with relevant industry experience can offer to be successful in their
chosen profession. The faculty's level of involvement and research skills may also influence
the institution’'s overall academic standards. The quality of education is influenced by several
unsaid elements in addition to the obvious ones. In prior studies on high-quality education,
many of these hidden characteristics were examined. However, we will focus only on the
unobserved factors that are influenced by the Education 4.0 environment in this study. One
way that Education 4.0 has improved the education sector is through real-time and continuous

assessment, which influences many unspoken elements for educational institutions.

It also examines the vital contributions of all campus stakeholders, including students,
faculty members, and administrative staff, to the assessment and accreditation processes
within the Education 4.0 framework. Each group's role and impact on these processes are
crucial for a comprehensive understanding of how Education 4.0 can be effectively
implemented and sustained. Detailed descriptions of the characteristics and responsibilities of
these stakeholders, as provided in the Introduction section, underscore their importance in
fostering a collaborative and data-driven educational environment. By integrating the
perspectives and efforts of these diverse groups, this research aims to enhance the overall
efficacy and robustness of assessment and accreditation under the Education 4.0 paradigm.
This study considers the five hidden parameters for exploration, i.e., awareness, accessibility,
participation, satisfaction, and academic loafing [63], [64]. Awareness about the assessment
and accreditation process is a crucial hidden parameter that affects the quality of education. In
the Education 4.0 environment, real-time and continuous assessment enables students to
become aware of their academic progress and areas of improvement. This helps them to take
corrective measures and improve their learning outcomes. Another unobserved factor that
influences the quality is the accessibility in terms of taking part in the assessment and

accreditation process.

3.3 Hidden Parameters

3.3.1 Introduction to Hidden Parameters
Hidden parameters refer to subtle, often overlooked factors that significantly influence

the quality of education. In the context of Education 4.0, which leverages l0T devices, sensors,
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and actuators to facilitate real-time and continuous assessment, understanding these hidden

parameters is crucial for enhancing student evaluation methodologies. This study identifies

and scrutinizes five key hidden parameters: awareness, accessibility, participation, satisfaction,

and academic loafing.

3.3.2 Selection of Hidden Parameters

The five hidden parameters were chosen based on their critical impact on the

educational process and their relevance within the Education 4.0 framework:

Awareness: knowledge of the assessment and accreditation process.

Accessibility: ability to access educational resources and participate in assessment
activities.

Participation: engagement in the assessment and accreditation processes.

Satisfaction: stakeholder contentment with the assessment and accreditation process.

Academic Loafing: irregularities and lack of effort in academic activities.

These parameters were selected because they are pivotal to the successful implementation

and functioning of Education 4.0, impacting the overall quality of education.

3.3.3 Measurement with Technology Devices

These hidden parameters are measured using a range of technological devices and

methods that provide real-time and continuous data:

loT Devices and Sensors: used to track and monitor student activities and engagement
levels.

Example: sensors can measure the time students spend on educational platforms,
indicating their participation and engagement.

Learning Management Systems (LMSs): collect data on student access to resources,
submission of assignments, and participation in online discussions.

Example: LMS logs can provide data on student accessibility to learning materials and
their active participation in course activities.

Biometric Devices: monitor physiological responses to gauge emotional engagement and
satisfaction.

Example: wearable devices that track heart rate variability and skin conductance to infer

levels of stress and engagement.
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e Feedback Systems: surveys and feedback tools used to measure stakeholder satisfaction
with the assessment and accreditation processes.
Example: online surveys can gather data on student and faculty satisfaction levels

regarding the educational environment and processes.

3.3.4 Prior Research on Hidden Parameters
Several studies have explored these hidden parameters in various educational contexts:

e Awareness and Participation: studies have shown that increased awareness of assessment
processes leads to higher levels of participation and engagement among students [65],
[66], [67].

o Accessibility: research indicates that better accessibilityto educational resources enhances
learning outcomes and reduces educational disparities [48], [55], [68].

e Satisfaction: student and faculty satisfaction has been linked to improved educational
experiences and outcomes [69], [70].

e Academic Loafing: this phenomenon has been studied extensively, with findings

suggesting that accountability mechanisms can mitigate its effects [63], [64], [71], [72].

3.3.5 Other Hidden Parametersin Literature
In addition to the selected parameters, other hidden factors discussed in the literature

include self-efficacy, metacognitive strategies and social presence. These additional
parameters were not included in this study due to the focus on factors that can be directly
influenced and measured through the integration of IoT and real-time assessment technologies
within Education 4.0.

3.3.6 Reason for Choosing These Parameters
The chosen hidden parameters were selected to provide a comprehensive

understanding of the nuanced aspects influencing educational quality in the Education 4.0
environment. The hidden parameters selected for this study awareness, accessibility,
participation, satisfaction, and academic loafing were chosen based on their profound impact

on educational quality, as evidenced by prior research and theoretical frameworks.

e Awareness: Awareness of the assessment and accreditation processes is crucial as it
directly affects students’ engagement and motivation. Studies by [73], [74], [75] have
demonstrated that increased awareness leads to higher student participation and better

academic performance.
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e Accessibility: Accessibility ensures that educational resources are available to all
learners, thereby reducing disparities in educational outcomes. Research indicates that
enhanced accessibility through digital platforms significantly improves learning
effectiveness and equity [76], [77].

e Participation: Active participation in learning activities and assessment processes is
linked to improved learning outcomes. According to [65], [78], participation fosters a
sense of belonging and enhances collaborative learning, which are essential components
of Education 4.0 [24], [79], [80].

e Satisfaction: Stakeholder satisfaction, including students, faculty, and administrative
staff, is a key indicator of the success of educational interventions. Researchers found
that satisfaction correlates with increased retention rates and positive educational
experiences [69], [70].

e Academic Loafing: This parameter, often overlooked, refers to reduced effort in group
settings, which can detrimentally affect learning quality. Studies such as [63], [71]
highlight the need for accountability mechanisms to mitigate academic loafing and
promote active participation. These parameters were selected due to their substantial
influence on the dynamics of Education 4.0, and their selection is supported by a wealth
of literature [64], [72] emphasizing their relevance in enhancing educational outcomes.

By focusing on awareness, accessibility, participation, satisfaction, and academic
loafing, this study aims to address key areas that are critical for enhancing educational
outcomes through technological interventions. These parameters are well-supported by prior
research, ensuring that the findings of this study can contribute meaningfully to the existing
body of knowledge and offer practical insights for the effective implementation of Education
4.0.

Students can access instructional resources at any time and from any location in the
Education 4.0 environment using loT devices and sensors. By bridging the traditional and
digital learning gap, this expands students’ access to higher education. Moreover, the other
hidden factor that influences how well education is delivered is participation in the assessment
and accreditation processes. Real-time and continuous evaluation is a feature of the Education
4.0 environment that encourages student engagement. Their engagement and academic results
are enhanced because of this. Further, stakeholders’ satisfaction with the assessment and
accreditation process is one additional parameter that needs exploring under Education 4.0.
Before the actual implementation of Education 4.0 at the institutional level, it is necessary to
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ensure satisfaction among stakeholders about Education 4.0. Similarly, the impact of academic
loafing (irregularities in teaching—learning process, administration and other educational
aspects) directly aligns with stakeholders’ accountability. In the context of Education 4.0,
irregularity is defined as any deviation from the minimum required value of a specified
parameter within a designated time period and the specific area of the educational
environment. In the context of Education 4.0, accountability is defined as the ability of
stakeholders to achieve the minimum required value of a specified parameter within a
designated time period and specific area of the educational environment. In essence, if any
stakeholder or group of stakeholders meets this minimum required value, their accountability
is affirmed. Conversely, failure to meet the minimum required value constitutes an irregularity
attributed to the stakeholder or group. Therefore, by improving accountability among
stakeholders, academic loafing can be reduced in an ambient educational environment [65].

The hidden constructs considered in the proposed framework represent complex
educational and behavioural phenomena that may not be directly observable through a single
measurable variable. Therefore, their operationalization is based on the integration of multiple
relevant indicators and contextual parameters. In the proposed framework, sensor-generated
and digital interaction data are considered as supplementary behavioural indicators that may
assist in identifying patterns associated with the underlying constructs. Such indicators should
not, however, be interpreted as direct or complete representations of psychological constructs
such as learner satisfaction or academic loafing. Their interpretation requires appropriate
validation, contextual analysis, and consideration of measurement uncertainty and individual
variability [81]. Further, all data acquisition and processing within the framework should be
governed by appropriate privacy, consent, and ethical principles. The relationships identified
among the measured variables are interpreted primarily as associative patterns, and causal
conclusions should only be established where supported by an appropriate causal research

design and sufficient empirical evidence.

3.4 Impact of hidden parameters on Education 4.0
This section providesa comparative analysis of the characteristics of pre-Education 4.0

and post-Education 4.0, as detailed in Table 3.1, and examines the impact of these pre- and
post-implementation scenarios of Education 4.0 on the education industry, summarized in
Table 3.2. The pre-Education 4.0 scenario pertains to the state of the education industry before
the adoption of Education 4.0, while the post-Education 4.0 scenario represents the actual

education industry scenario under a simulation environment. This section also includes an
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examination of the impact of hidden parameters under these scenarios. The results of the pre-
Education 4.0 scenario were obtained from prior research, which highlights the significance of
awareness, participation, accessibility, and satisfaction with assessment and accreditation [50].
The subsequent section of this chapter provides a detailed explanation of the justification for
post-Education 4.0. The pre-Education 4.0 scenario, as observed in previous research,
indicated a lack of clear understanding of the assessment process enforced by the governing,
affiliating, examining, and accreditation bodies among stakeholders, primarily students and
teachers [49], [82]. Consequently, special programs were required to increase awareness
among stakeholders, as they needed to participate in various surveys and provide feedback to
these apex bodies for assessment purposes [83]. In the post-Education 4.0 scenario, real-time
assessment data are automatically collected by l0T devices, sensors, and actuators, eliminating
the need for stakeholders to be aware of the assessment process. Even if stakeholders are not
aware of the assessment process, they still serve as a source of data for these devices and
sensors [84], [85]. Therefore, awareness does not play a significant role in the post-Education
4.0 scenario. The use of IoT devices ensures that data is collected regardless of stakeholders’
knowledge of the assessment process, making it a more efficient and streamlined approach to
assessment. In the pre-Education 4.0 scenario, the participation of stakeholders in the
assessment process was limited to those who were aware of it due to the direct correlation
between awareness and participation. This resulted in low participation rates. However, in the
post-Education 4.0 scenario, participation is no longer dependent on awareness but rather on
the functioning of IoT devices in the institution. As long as the IoT devices are properly
working, any stakeholder present in the institution during a specific time interval (AT) will
automatically participate in the real-time assessment. Table 3.2 outlines the anticipated
changes in key educational parameters as influenced by the shift from traditional education
methods (pre-Education 4.0) to modern, technology-enhanced approaches (post-Education
4.0).

Table 3.1. Characteristics of pre-Education 4.0 and post-Education 4.0 scenarios

Characteristic Pre-Education 4.0 Post-Education 4.0

Teaching Traditional classroom-based learning Blended learning approach with a focus on
Approach with limited technological usage technology integration

Learning Conventional classroom settings with Interactive and adaptive learning environments
Environment limited access to digital tools with digital resources

Curriculum Static and standardized curriculum Dynamic and personalized curriculum tailored to
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Design delivery individual needs

Assessment Emphasis on exams and standardized Diverse assessment methods including project-

Methods tests based assessments

Teacher’s Role Mainly as knowledge providers and Facilitators of learning, mentors, and guides for
instructors student-centered learning

Student Passive learning with limited Active participation, collaboration, and

Engagement interaction engagement through technology

Skills Focus ontraditional academic skills Emphasis on critical thinking, problem-solving,

Development

digital literacy, and adaptability

Lifelong Learning

Limited emphasis on continuous
learning beyond formal education

Encouragement of lifelong learning and
upskilling for future readiness
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Table 3.2. Impact on hidden parameters under pre- and post-Education 4.0 scenarios

Parameters Pre-Education 4.0 Post-Education 4.0
Awareness Very Low Very High
Participation Very Low Very High
Accessibility Very Poor Very Good
Satisfaction Low May be improved
Academic Loafing as Accountability Very High Very Low

Note: Academic Loafing « , the values in this table represent Academic

Accountability
Loafing

Table 3.3 summarizes the types of data collected with technological devices in
Education 4.0, along with examples and their relationships to hidden parameters, such as

participation, awareness, satisfaction, academic loafing, and accessibility.

Achieving complete coverage of all areas of the campus through loT devices, sensors,
and actuators, along with proper connectivity between stakeholders and these devices, can
lead to 100% participation under the post-Education 4.0 scenario [65]. On the other hand,
accessibility remains challenging under the pre-Education 4.0 scenario, as the mechanism
used by apex bodies requires extra effort from stakeholders [86]. Furthermore, accessibilityis
interrelated with previous parameters, i.e., awareness and participation, and is also influenced
by external parameters, i.e., application interface, assessment algorithm and apex body,
leading to similar results as earlier parameters. Similarly, under the post-Education 4.0
scenario, 100% accessibility can be achieved by fulfilling the previously discussed
conditions. The next two parameters, namely satisfaction and academic loafing, are
intertwined with a crucial aspect of Education 4.0, which is the real-time irregularity
detection and alert generation framework [87]. This framework is a fundamental component
of the Education 4.0 environment and is capable of detecting all sorts of irregularities in real-
time and generating specific alerts for the respective stakeholders. As mentioned earlier,
satisfaction is relatively low in the pre-Education 4.0 scenario. However, the implementation
of the real-time irregularity detection and alert generation framework has the potential to
improve satisfaction levels in the post-Education 4.0 scenario. Additionally, accountability,
which is also lacking in the pre-Education 4.0 scenario, can be improved through the
mentioned framework. Any irregularities caused by any stakeholder can be detected and
reported in real-time, ultimately minimizing such occurrences with time and adaptability.

Table 3.3. Types of data collected

Types of Data Examples Related Hidden Parameters
Collected
Activity Data Logins, time spent on educational platforms, Participation:  measures  student

completion of assignments, and participation engagement in educational activities.
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in forums. Accessibility: frequency of access to
learning resources.

Performance Test scores, assignment grades, progress Awareness: informs students about
Data reports. progress and areas needing
improvement.

Satisfaction: higher performance data
leads to increased satisfaction.

Behavioral Data Attendance records, participation in class Participation: captures extent and
discussions, submission patterns. consistency of student engagement.
Academic Loafing: indicates irregular
participation patterns.

Biometric Data Heart rate, skin conductance, facial Satisfaction: reflects the emotional
expressions. and psychological state of students.
Academic Loafing: changes in
biometric dataindicate
disengagement.

Feedback Data Survey responses, feedback forms, peer Satisfaction: measures stakeholders’
reviews. contentment with educational
processes.

Awareness: highlights areas needing
more information or support.

Environmental Classroom temperature, lighting conditions, Accessibility: optimal conditions

Data noise lewels enhance accessibility and comfort.
Satisfaction: contributes to higher
satisfaction levels.

This part elaborates on the impact of hidden parameters on Education 4.0 and
illustrates the elaborative picture of pre-Education 4.0 and post-Education 4.0 scenarios.
Figure 3.4 illustrates the mathematical model of the pre-Education 4.0 scenario, and Figure 3.5
illustrates the mathematical model of the post-Education 4.0 scenario. In these two models, U
and U' define the set of stakeholders in pre-Education 4.0 and post-Education 4.0 scenario.
Sawareness: Sparticipations aNd  Saccessibility aré the set of stakeholders for awareness,
participation and accessibility for the pre-Education 4.0 scenario. S’awareness: S participation
and S’Accessibmtyrepresents the same parameters for the post-Education scenario. S'present IS
the set of present stakeholders at time AT. a and « are the sets of unaware stakeholders in pre-
Education 4.0 and absent stakeholders in post-Education 4.0 scenario, respectively. The pre-
and post-Education 4.0 scenarios are represented by Equations (1) and (2) and Equations (3)

and (4), respectively.
1)

where a is set of unaware stakeholders in Pre

— Education 4.0 scenario, and Syyareness N & = @
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SParticipation € SAccessibility € SAwareness (2)

where SParticipation < SAccessibility < SAwareness
! _ ! l
U (AT) =S Present +a (3)

where a'is a set of absent stakeholders in the Post — Education 4.0 scenario at time AT

!/ — ! — ! —_ !
S Present — S Accessibility — S Participation — S Awareness (4)

if U=U'(AT) thena > o (5)

Equation (5) represents the pre- and post-Education 4.0 scenario of a similar institution; then,

the number of unaware stakeholders is greater than the number of absent stakeholders at time
AT.

U

Saricpaton | a (Unaware Stakeholders)

N SAccessivility o

SAwareness

Figure 3.4. Pre-Education 4.0 Mathematical Scenario

Equations (1)— (5) are clearly illustrated in Figures 3.4 and 3.5. In Figure 3.4, the
impact of awareness and accessibility on participation is clearly visible under the pre-
Education 4.0 scenario. Further, Figure 3.5 clearly illustrates the non-significance of
awareness, accessibility and even participation under post-Education 4.0 scenario, and no
special efforts are required for participation in the assessment and accreditation process; the

required data are automatically acquired under Education 4.0 scenario [55].

57



Ul

I
S'Par’ticipation = S'Accessibility = S'Awareness a (Absent Stakeholders)

Figure 3.5. Post-Education 4.0 Mathematical Scenario

Further, academic loafing is inversely proportional to accountability. That means we
can reduce academic loafing among stakeholders by improving accountability among them.
Furthermore, accountability is inversely proportional to irregularities among stakeholders.
Irregularity is any act or activity executed by any of the stakeholders that crosses the defined
threshold limits for a particular parameter under evaluation, e.g., to conduct a lecture in any
time interval AT, the presence of a specific stakeholder s is required in a specific classroom c;
the deviation on any parameters in this example is considered an irregularity on account of the
stakeholder s.

1
Shu ¢ gr——— (6)

Accountability

where S, is academic loafing among stakeholders, Sy countapitity 1S accountablity.

1
X (7)

!
Accountability n
i=0 IR Count

!

where n is the number of stakeholders, IR ;yyn: S the irregularity count,and n < U

From Equations (6) and (7)
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!
Sy, ” 1
e e
A n
ccountability Zi=0 TRount (8)

Therefore, from Equation (6)-(8)

SfllL X Z?:O IRCount (9)

Hence, we can conclude that academic loafing can be reduced by reducing
stakeholders’ irregularities. Further, low academic loafing also means high accountability
among stakeholders. Finally, by improving participation, accessibility, awareness, and
accountability, satisfaction may be improved.

Building on the chapter’s emphasis on Education 4.0 as a learner-centred and
technology-enabled approach, this study brings attention to the often-overlooked factors that
quietly shape the quality of education. The research identifies five key hidden variables—
awareness, accessibility, participation, satisfaction, and academic loafing—and demonstrates
their strong influence on teaching—learning outcomes beyond traditional measures of quality.
By examining these variables before and after the implementation of Education 4.0, the study
shows how real-time data, continuous assessment, and smart technologies help students
become more aware, gain easier access to learning resources, participate more actively, and
experience higher levels of satisfaction. At the same time, the study highlights how academic
loafing and related irregularities can be detected and reduced through data-driven monitoring
and accountability mechanisms. One of the important outcomes of this research is the clear,
measurable link established between academic loafing and student engagement patterns. By
integrating these hidden variables into assessment and accreditation processes, the study
offers a more holistic and realistic framework for evaluating educational quality in the
Education 4.0 environments, ultimately supporting better decision-making and more

meaningful improvements in teaching and learning.

3.5 Summary
The culmination of this research underscores the pivotal role played by infrastructure,

learning environment, and faculty in delineating the caliber of education, emphasizing their
intricate interplay in shaping the educational landscape. Moreover, the study illuminates the
significance of numerous hidden factors such as awareness, accessibility, participation,
satisfaction, and academic loafing, which intricately contribute to the overall educational
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experience. Through a meticulous placement of these variables within both pre- and post-
Education 4.0 scenarios, this study offers a nuanced understanding of their differential impacts
across these distinct epochs. By juxtaposing the dynamics of awareness, accessibility, and
participation, our research sheds light on the evolving nature of educational excellence,
highlighting the shifting paradigms in the post-Education 4.0 era. Furthermore, our
investigation establishes a quantifiable correlation between irregularities and academic
loafing, unraveling the complexities underlying student engagement and performance. The
theoretical and managerial implications of this study provide a pathway for the improvement
of the assessment and accreditation process in both pre- and post- Education 4.0 scenarios. By
identifying avenues for enhancing satisfaction levels within the post-Education 4.0 paradigm,
this study paves the way for targeted interventions aimed at maximizing student fulfillment
and academic achievement. The findings of this study are poised to significantly enhance the
implementation of Education 4.0 by addressing key aspects of the assessment and
accreditation processes within this advanced educational paradigm. Specifically, the
mathematical solutions developed and analyzed in this research offer robust frameworks for
the integration and optimization of diverse data acquisition algorithms. These algorithms are
crucial for capturing, processing, and analyzing the extensive datasets characteristic of the
Education 4.0 environments. By providing precise and scalable solutions, this study not only
facilitates the seamless integration of data-driven methodologies but also ensures the reliability
and efficiency of accreditation systems, ultimately contributing to the broader adoption and
success of Education 4.0 initiatives. These findings not only yield actionable insights for
optimizing educational efficacy across diverse domains but also underscore the imperatives of
holistic evaluation encompassing hidden parameters. As such, the proposed framework
provides an initial technological approach for supporting institutional quality assessment and
accreditation in the context of Education 4.0 and may be further evaluated and extended
through future research, providing a comprehensive framework for understanding and
enhancing educational quality in an ever-evolving landscape. While this study has provided
valuable insights into the impact of Education 4.0 on educational quality through the lens of
hidden parameters, there are several avenues for future research and development that warrant
exploration. Future work could expand the scope to include additional hidden parameters that
may influence educational quality in the Education 4.0 environments. For instance, exploring
cultural factors, socio-economic influences, and personal motivations could provide a more
comprehensive understanding. Future studies could also utilize advanced data analytics
techniques, such as machine learning and predictive modeling, to extract more nuanced
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patterns and insights from the vast amounts of data collected by IoT devices and sensors. This
could enhance personalized learning experiences and optimize educational interventions.
Further, strategies could be developed and tested to enhance stakeholder engagement and
accountability within the Education 4.0 environments. This could involve participatory action
research methodologies to co-create solutions with students, educators, administrators, and
policymakers. By addressing these future research directions, the field of Education 4.0 can
continue to evolve, offering transformative opportunities to enhance educational quality,
accessibility, and equity in a rapidly changing digital landscape.
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CHAPTER 4

Validation of Hidden Parameters: A
Systematic Study

Chapter Briefing— This chapter investigates the Quality Education Ecosystem (QEE)
and its critical role in establishing sustainable quality education globally, analysing
challenges faced by leading nations such as the United States, United Kingdom,
Germany, Canada, China, and India. Despite India's extensive higher education
infrastructure, the study reveals its limited success in meeting global benchmarks.
Essential hidden parameters like academic loafing, awareness, participation,
accessibility, and satisfaction are identified as pivotal to QEE's inner layer, impacting
its efficacy. Academic loafing—a phenomenon where stakeholders exert reduced efforts
in collective settings—emerges as a key challenge. To address these issues, the chapter
introduces the Multilayered Quality Education Ecosystem (MQEE), a framework
integrating Cognitive 10T solutions to enhance monitoring, assessment, and
accreditation processes in the Education 4.0 environments. The MQEE holistically
addresses both intellectual quotient (IQ) and emotional quotient (EQ), fostering
cognitive and socio-emotional growth while emphasizing ground-level implementation
of emerging technologies like 10T and Al. Significant contributions include unveiling
hidden elements within the QEE, proposing MQEE as a global solution, addressing
academic loafing, and enhancing participation and accountability. By emphasizing
further exploration of concealed layers and the importance of EQ in education, the
chapter provides a pathway for transformative advancements in global education
systems within the Education 4.0 framework.

4.1 Introduction
Sustainable quality education ecosystem is a fundamental requirement of every nation. The

global leaders in quality education such as the United States (US), United Kingdom (UK),
Germany, Canada, and China are also facing challenges in providing a sustainable quality
education ecosystem [88]. More than 80% of institutions of all the nations including the
global leaders are struggling to provide the average quality of education to young aspirants on
a global platform. Only 0.2% of Indian institutions that participated in Webometric
University Ranking-2019 touched the scale of average quality education Countries arranged
by a number of Universities in Top Ranks, Ranking Web of Universities: More than 28000
institutions ranked). It was observed that more than 51649 educational institutions are

presently imparting higher education in India. The present infrastructure of Indian Higher
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Education is one of the largest in the world regarding the number of colleges, universities,
and stand-alone Institutions. India has even more infrastructure (in terms of the number of
higher educational institutions) than the other 4 most populated nations of the world together
i.e. China, the US, Indonesia, and Brazil. India and China together hold 25% of the world's
post-secondary population i.e. about 40 million enrolments. The (Quacquarelli Symonds) QS-
World University Ranking-2020 recognized the quality of research executed by Indian
faculty during the year 2019. India is listed among the top three nations of the world in
citations per faculty which is on par with the US and China (QS World University Rankings
2020: Top Global Universities | Top Universities, n.d.). University Grants Commission
(UGC), All India Council for Technical Education (AICTE), National Assessment and
Accreditation Council (NAAC), Bar Council of India (BCI), Indian Council of Agricultural
Research (ICAR), National Council for Teacher Education (NCTE), Dental Council of India
(DCI), Medical Council of India (MCI), Pharmacy Council of India (PCI), Central Council of
Homoeopathy (CCH), Central Council of Indian Medicine (CCIM), and many other apex
bodies are working for the assessment and improvement of quality education in India in their
respective domains. More than half a dozen education commissions are deployed in India to
generate intellectual reports on higher education [89]. All India Survey on Higher Education
(AISHE) is the largest national-level survey conducted and it is one of the biggest national
surveys done among all the other countries. These apex bodies including AISHE, National
Institutional Ranking Framework (NIRF), National Board of Accreditation (NBA), and others
are working for the improvement of a quality education system for higher education in India.
For a sustainable quality education system adequate infrastructure, intellectual faculty, and a
healthy environment for learning are required. 51649 higher educational institutions, the
world's best research-oriented and intellectual faculty, and more than two dozen domain-
specific national level apex bodies for the assessment and monitoring accomplished the
quality education system in India. Although the Government of India is strengthening all
three walls of this system still 98.8% of the education system fails to touch the global
parameters of quality education [90]. The present education system is not reachable to the
rural areas [91], which may be one of the reasons behind low-quality education in India. The
performance of the present Indian Education System on global parameters indicates the
requirement for exploration in the Quality Education Ecosystem (QEE) [92]. The present
study unveiled many novel things that were affecting the present education ecosystem
directly or indirectly but were unnoticed so far. Restructuring of present education ecosystem
for the Education 4.0 environment by empowering it with emerging technology is the main
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motivation behind this study. Improvised education ecosystem, and the use of emerging
technology like 10T, and Al for monitoring, assessment, and accreditation at the ground level

are some of the key advantages of this study.

4.1.1 Requirement and Contribution
Quality Education Ecosystem is an integral part of every educational institution, the

components mentioned in Figure 4.1 only reveal the outer shell of QEE that might be the
prerogative of the state or central government in India. This outer shell of the QEE of the
Indian Education System is robust, whereas the inner layer of this ecosystem is still very

delicate and needs more care and protection (in terms of the government laws to grow) [93].

Adequate
Infrastructure

Quality

Education

Ecosystem

Healthy
Environment Intellectual
for Learning Faculty

Figure 4.1. Quality Education Ecosystem (QEE) with components
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Figure 4.2. Multilayered Quality Education Ecosystem (MQEE)

A survey conducted to check the ground-level reality of QEE unfolds the main hidden
rudiments of QEE. This survey explored many new factors in the quality education
ecosystem. Figure 4.2 illustrates the broader view of the Multilayered-Quality Education
Ecosystem. The outer layer is the prerogative of the state/centre government and is handled
by the apex bodies of higher education in India. Whereas the inner layer is the prerogative of
all institutions and stakeholders of this entire ecosystem including students, teachers, non-
teaching staff, administration, and management. Both quantitative and qualitative aspects
constitute the outer layer of MQEE, whereas the inner layer deals with only the qualitative
aspects of MQEE. A weaker inner layer results in a weaker quality education ecosystem.
Awareness, Participation, Accessibility, Satisfaction, and Academic Loafing constitute the
inner layer of MQEE. The implementation of the Multilayered Quality Education Ecosystem
at the ground level will achieve sustainable quality education on global parameters. The
MQEE is the quickest and most effective remedial solution to diminishing quality education
in India. This term academic loafing is derived from social loafing during this study. Social
loafing is the tendency for individuals to expend less effort when working collectively than
when working individually [94]. Social loafing is very common but very difficult to trace

[95]. As academics are also a major and important part of society social loafing affects
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academicians which results in academic loafing. “Academic Loafing is the tendency for the
individual teacher as well as students to expend less effort towards quality education as their
individual-efforts are not evaluated on any level of assessment, only collective efforts are

evaluated for quality education”.

More than 993 Universities, 39931 Colleges, and 10725 Stand Alone Institutions by 2019
made India the top country in the world in terms of the number of universities and colleges
[96]. In July-2019, India participated with 3944 colleges and universities in the webometric
university ranking survey-2019 and became the top participator in this survey [90]. China
being the most populated country has 1736 fewer colleges and universities than India and the
United States of America, one of the leading countries in the world, has 687 fewer
institutions than India. So, India is nowhere lagging in terms of the number of institutions, yet
it faces problems regarding sustainable education. Sustainable quality education is one of the
persistent problems for all nations across the world. In the United States, the top performer in
the higher education sector in webometric university ranking has 92.08% of its institutions
below average quality. 96.44% of the institutions that participated across the world in
webometric assessment have below-average quality. In India, only 0.2% of the institutions
are providing average quality on global parameters. So, it is the need of the hour to stop the
mushrooming of institutions in India and focus on the quality of education in the existing

infrastructure [97].

As per QS-World University Ranking-2020, India is among the top three nations in ‘Citation
per faculty’ behind China and the United States of America which indicates the disposal of
the better position of qualitative/quantitative parameters of research work executed in Indian
institutions. But, on the other hand, India’s global ‘Academic Reputation’ is even below the
average global academic reputation of world education [98] which clearly illustrates that the
world’s best faculty in research is not providing the average quality education to their
students. Academic loafing might be the reason behind this, and it needs to be explored on
the ground level. NAAC [99] and AICTE [100] are among the leading government
organizations for affiliation of colleges and universities in India. Both these organizations
together are designated as “the top affiliating bodies on the national level” in the world.
AISHE is the largest national-level survey conducted among all the other national surveys
conducted across the globe. All these apex bodies dedicated to affiliation and assessment of
higher education are using state-of-the-art technology for the same. The impact of technology

might be diluted because of improper ground-level implementation. Adequate infrastructure,
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the best research-oriented faculty, and domain-specific assessment agencies enabled the
quality education ecosystem in India. The mushrooming of institutions is neither required nor
does it improve the quality of education in India [101]. The proposed MQEE supports holistic
growth in the present education system by including EQ as an essential part of quality
education along with 1Q. EQ is equally important as IQ for successful career growth and
social appearance [102]. The exploration of the quality education ecosystem and unveiling
other concealed layers are areas of future investigation. The main contributions of this study
include:

e |t explores various factors that require immediate improvement on the ground level
for quality education and further explores the hidden factors that are required to
complete the quality education ecosystem.

e It elaborates the relationship between quality education and various other variables
that affect quality education.

e The proposed multilayered C-loT based education model for assessment and
accreditation fosters the Education 4.0 environment. The use of cognitive-loT and
public/private reporting eradicates the l0T-Big Data problem in the Education 4.0
environment.

e Feedback-Data preprocessing through Bidirectional Weighted Sum (BWS) method,
and incremental abstraction method, enhance the scalability and flexibility of the
education model.

e The proposed trust algorithm improves the level of trust in terms of transparency

among stakeholders.

4.2 Methodology
A sequence of methods is deployed to redesign a robust education model for sustainable

quality education. In this section, an attempt has been made to explore various hidden
parameters that need immediate improvement for the betterment of sustainable quality
education and for removing obstacles in building a quality education ecosystem. Various

methodologies used in this study are discussed in detail under the following sub-sections:

4.2.1 Restructuring Education Ecosystem with Five-Step Improvement
Model

Restructuring of education ecosystem is the need of the hour. Figure 4.3 illustrates the
various steps involved in restructuring the quality education ecosystem. Subsequently, the

conceptual and comprehensive models are proposed at various levels of its implementation.
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For the exploration of the quality education ecosystem case studies on the Indian education
system are considered, and sample data obtained from surveys has been evaluated with the
help of various statistical tools. We examined the outcomes of the survey for quality
education and checked the correlation between quality education and various other dependent
variables as one of the main objectives of this study. Five variables (Awareness,
Participation, Satisfaction, Academic loafing, and Accessibility) that affect the assessment of
quality education are considered for this research. From a sample of 2798 individuals, 2200
individuals were selected through a stratified convenience sampling method to ensure the
representation of relevant subgroups based on their availability and willingness to participate.
Although stratification improves the representation of different categories within the study
population, the non-probability nature of convenience sampling may introduce selection bias.
Therefore, the findings should be interpreted primarily within the context of the sampled
population and research setting, and caution should be exercised when generalising the
results to a wider population or to institutions operating under substantially different
conditions. The response rate of this survey was found to be above 62.78%. From a sample
of 2798 individuals, 2200 individuals from 27 different states and union territories across
India were selected, the selected individuals were either pursuing or had completed education
under courses at various levels like undergraduate (UG), Postgraduate (PG), Master of
Philosophy (M.Phil.), Doctor of Philosophy (Ph.D.) or Postdoctoral (Postdoc). Himachal
Pradesh, Punjab, Kerala, Haryana, Delhi, Gujarat, and Chandigarh were the main
participating states/ Union Territories (UTs), the selected sample covered both government &
private Colleges & Universities from Rural, Urban and Metropolitan areas of India. Not more
than 100 responses from any single state/UT have been considered for this survey. The
states/UTs with less than 50 responses were not considered for this survey.

The Bidirectional Weighted Sum (BWS) method was used to integrate the result on
boundaries for obtaining the valuable solution to provide additional support for the
relationships identified through correlation analysis. While correlation analysis indicates the
direction and strength of association between variables, BWS is used to further examine and
interpret these relationships within the context of the proposed framework. Thus, BWS is not
intended to replace or benchmark established statistical techniques such as correlation,
regression, or SEM; rather, it serves as a supporting mechanism that provides an additional
analytical perspective for strengthening the interpretation of the observed relationships. The

conclusions of the study are therefore based on the combined interpretation of the relevant
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analytical results and are not dependent solely on BWS. BWS is a more efficient and accurate
method in comparison with the traditional percentage outcome method. A detailed illustration
and comparison of the BWS method are given in the subsequent section of this chapter.
Evaluation of the correlation between y (quality education) and various other variables (x)
like awareness, participation, satisfaction, academic loafing, etc. was done using standard
correlation techniques. The results were further used to analyse the different parameters (x)
for a better quality of education (y). The Bidirectional Weighted Sum boundaries analysis
method has been used to check the resultant solution for two extreme boundaries for various
variables. Further, a scatter diagram and Karl Pearson’s Coefficient of Correlation have been

used to check the correlation of various variables with quality education (y).

The above methodological implementation consolidates five steps improvement model for a
robust ecosystem. This model suggests the sequence of actions that results in a robust quality
education ecosystem. The awareness and accessibility improve participation and reduce
academic loafing that leads to satisfaction. Bagchi defined student satisfaction as the
difference between student perception and expectation [103]. This model involves each
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stakeholder in quality management which reduces the gap between perception and
expectation. Reduction in academic loafing and enhancement in satisfaction are the
cumulative results of the first three steps. The proper implementation of the first three
steps enforces a behavioural change in every stakeholder, and the positive impact of the
first three steps automatically improves the concrete results of the last two steps. So, the
policymakers need only converge their focus on the first three steps, and it will
subsequently result in improving all five factors of the quality education ecosystem.
Proper reporting and appropriate corrective action on any observable irregularity in the
education ecosystem may also decrease academic loafing and increase satisfaction.
Reporting and alerts are discussed in the subsequent sections of this chapter. The
sequential implementation of this model enforces maximum results with comparatively

less effort.

4.2.2 Bidirectional Weighted Sum method for boundary value analysis
(BWS)

The Bidirectional Weighted Sum method for boundary value analysis (BWS) is used to
obtain precise results. The neutral value of the 7-point Likert Scale is ‘Neither Agree nor
Disagree’. We can consider this point as the origin (O) of the Likert Scale because the
outcomes under this point neither support the positive side (Agree) nor approve of the
negative side (Disagree). This origin is providing two independent directions one towards
the positive side i.e. Somewhat Agree, Agree, and Strongly Agree and the other one
towards the negative side i.e. Somewhat Disagree, Disagree, and Strongly Disagree. The
negative and positive weights are assigned as shown in Figure 4.10. The bidirectional
weighted sum maintains the significance of the 7-point Likert Scale. If the researcher
processes the data further and calculates the sum of the percentage for the negative PS™°

+ve

(Disagree) and positive PS™ (Agree) sides of this question, then the result will be

obtained as follows:

(PS)*® =3, Pi
(1)

(PS)™e = ¥3_, Ni
(2)
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where1l <i <3 for 7 — Point Likert Scaleand 1 < i

< 2 for 5 — Point Likert Scale

The values of (PS)™ & (PS)™"® have been evaluated in Figure 4.5 as 44.8% and 44.5%
respectively. In this example (PS)"® > (PS)™"® converges the resultant to some extent
towards the negative side. But we cannot consider extreme values (Strongly
Agree/Strongly Disagree) and the middle value (Somewhat Agree/Somewhat Disagree),
as it misleads the significance of the Likert Scale over closed-ended questions (Yes/No).

So, the researcher needs some other technique to get precise results.

3
Bidirectional Weighted Sum (BWS)*vé = Z Pi 3)
i=1
3
Bidirectional Weighted Sum (BWS)~v¢ = Z Ni (@)
i=1

where1l <i <3 for 7 — Point Likert Scaleand 1 < i

< 2 for 5 — Point Likert Scale

BWS = (BWS)*v¢ + (BWS)~ve (5)

if BWS >0 (6)
{then boundary value is converged towards positive side and the
final result is Agree}

if BWS =0 (7)
{then boundary value is not converged towards any side and the final result is
Neither Agree nor Disagree}

if BWS <0 3
{then boundary value is converged towards negative side and the final result is Disagree}
Note: The greater positive value means greater degree of positivity (Agree)and

the greater negative value means greater degree of negativity (Disagree)
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(BWS)*ve = Z pi ©)

3
(BWS)~ve = Z Ni (10)

Correlation coefficient (p*Y) has been evaluated for each variable as:

_ n(X(BWS(x)BWS(»)) — (L BWS(x))(Z BWS(¥))
V[N X BWS(x)? — (X BWS(x))?][y [n X BWS(y)* — (X BWS(¥))?]

P (11)

4.3 Incremental abstraction model

As we move upward the density of data is also increasing and problems may arise
due to big data. So, to avoid such problems the level of abstraction is also increased as
the data move from one layer to the other in the upward pyramid. The incremental
abstraction method is suitable for continuously arriving at real -time raw data [104], [105].
The level of abstraction will increase as the data is moving on the upper side of the
layered structure. The incremental abstraction model with its various report components

is shown in Figure 4.4,
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Figure 4.4. Incremental abstraction model with various reports generated at different
layers of the quality education ecosystem
The physical or loT-Layer is rich in raw data while the heterogeneous data from

various resources make this layer denser for data. The data analysis/trust layer pre-
processed the heterogeneous data through BWS and Big Dansing is deployed for data
cleaning [106]. Further, the data is segregated as per the requirement of various reports
generating trust algorithms by using the distributional profile of multiple word categories
(DPWC) [107]. The outputs of this layer can be further bifurcated as the data in public
and private reports. The private data is used by this layer to transmit the data for
application purposes for stakeholders’ reporting and alerts. Only the public data will be
transmitted to the assessment-layer. The assessment layer will use these heterogeneous
clusters of abstract data for its assessment. At the assessment layer, the clustered data is
further classified into public and private assessment report. The private assessment will
further be used for application purposes for institution-level reporting and alerts while the
public data will be transmitted to the accreditation layer. The accreditation layer will hold

only the concrete dataset from various other layers and use this concrete dataset for
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accreditation and policy making. No special abstraction method is used for abstraction in
this model the concrete reports (Minimum required data for analysis) are supplied to the
next higher level for analysis. Data abstraction in various reports as per the requirement

of assessment and accreditation level are serving as abstraction method.

One of the key outcomes of this study is the development of the Incremental
Abstraction Model, which offers a practical and intuitive way to handle the growing
volume and complexity of data in the Education 4.0 environments. As data moves
upward through the layered structure of the proposed ecosystem, it naturally becomes
denser and more diverse, increasing the risk of Big Data—related challenges. To address
this, the model gradually increases the level of abstraction at each successive layer,
ensuring that raw data is meaningfully refined rather than simply accumulated. At the
base, the 10T layer continuously generates large amounts of real-time, heterogeneous
data. As this data progresses upward, it is cleaned, filtered, and organized using
structured analytical techniques, transforming it into information that is easier to interpret
and use. Only the most relevant and purpose-specific data is passed on to higher layers,
where it supports assessment, reporting, and accreditation activities. By delivering
concise, decision-ready datasets instead of overwhelming volumes of raw information,
the Incremental Abstraction Model improves efficiency, scalability, and reliability. As a
result, this model serves as a major deliverable of the study, providing a clear and
scalable framework for real-time data management, informed decision-making, and

effective quality assurance within Education 4.0 ecosystems.

4.3.1 Data Privacy, Security and Incremental Abstraction

In the proposed framework, the use of loT-enabled technologies may involve the
collection of student-related personal, behavioural and academic data. Therefore, privacy
and security are considered important aspects of the proposed architecture [18]. The
framework is designed to ensure that the collection and processing of such data remain
purpose-specific, controlled, and limited to the requirements of educational quality
assessment and accreditation. An important privacy-preserving feature of the proposed
framework is the Incremental Abstraction Model, which is applied across the different

layers of the proposed MQEE architecture. Under this approach, detailed and potentially
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sensitive data are primarily collected, processed, and analysed at the institutional level.
The raw or granular information is therefore not required to be transmitted beyond the
institution unless specifically authorised and necessary for a defined purpose. At each
successive layer of the framework, the data are progressively transformed into higher-
level, aggregated, and more meaningful information. Consequently, only the concrete and
relevant information required for assessment, accreditation, and further quality analysis is
transferred to the next higher layer or the concerned apex/assessment body. This layered
abstraction reduces the unnecessary exposure of student-level information and helps
minimise privacy risks during inter-institutional data transmission and analysis. For
example, student-level IoT observations may initially be processed within the institution
to generate appropriate academic, behavioural, environmental, or quality-related
indicators. Instead of transferring the underlying individual-level observations, the
subsequent layer may receive only the aggregated indicators or institutional-level
evidence required for quality assessment. Thus, the proposed architecture supports the
principle of data minimisation and purpose limitation, while retaining the information
necessary for institutional evaluation. The Incremental Abstraction Model also
contributes to cyber security by reducing the volume and sensitivity of information
transmitted between different architectural layers [19]. Combined with access control,
authentication, secure communication, encryption, data retention policies, and
institutional governance mechanisms, it provides an additional layer of protection for

sensitive educational information.

The proposed framework does not envisage unrestricted transmission of students’
personal data to external or apex bodies. Rather, it follows a layered, privacy-aware data
processing approach, in which sensitive information remains predominantly within the
institutional boundary and only the required level of abstracted information is
communicated to higher-level assessment and accreditation authorities. The final
implementation of these mechanisms would, however, remain subject to applicable legal,

ethical, institutional, and regulatory requirements.
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4.4 Evaluation and Analysis
Generally, for better survey results such as 5-points or 7-points, Likert Scales

have been recommended. While evaluating the results using these Likert Scales the
outcomes in percentage were received for all 5 or 7 points but in some cases, this method
of percentage outcomes cannot provide the precise result for a question (yes/no). Further,
this technique is unable to provide the results in terms of the most positive and most
negative (boundaries: best and worst impact) impact of the question on the respective
variable. The following example illustrates the result of 330 outcomes of a survey
question on the 7-point Likert Scale on some random values in Figure 4.5 the respective
chart and the percentage outcomes of all 7-points did not help the researcher in deciding
whether the participants agreed or disagreed in response to this question as a precise
solution (negative/positive) cannot be claimed by this method. Figure 4.6 examines the
same data under the proposed Bidirectional Weighted Sum method for boundary value

analysis (BWS) to obtain precise results.
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Figure 4.5. Statistical illustration of 7-point Likert scale with percentage outcomes
The values of (BWS)+ve & (BWS)-ve have been evaluated in Figure 4.6 as 256 and -250
respectively.
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BWS = (256) + (—250)
-6 12)

The positive value of BWS indicates the overall boundary value is converged towards the
positive side, and the result is positive i.e. Agree. Although in Figure 4.5 the resultant
percentage value of the positive side is less than that of the negative side the boundary
value analysis through the bidirectional weighted sum Figure 4.6 contradicts it and
provides the actual value. As the bidirectional weighted sum for the boundary value
analysis method gives accurate and precise results for survey questions analysis, this
research will use this method for analysing the questions in respect of various variables
considered for this research. For more accuracy instead of weighted sum, weighted mean
may also be used. The sample data of 2200 individuals were selected by a stratified
convenience sampling method from 2798 individuals. The data collected has been further
classified into two categories i.e. various variables (x) that may affect quality education
(i.e. Awareness, Participation, satisfaction, Accessibility, and Academic Loafing) and
quality education (y). The responses received (5- and 7-point Likert scale) were further
classified as positive, negative, and neutral impact. The Bidirectional weighted sum
(BWS) has been applied to the data to study the negative (i.e. BWS™), positive (i.e. BWS
") impact, and the concrete impact (i.e. BWS(x) and BWS(y)) (resultant impact of

negative and positive responses) for more accurate and precise results.
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Figure 4.6. Statistical illustration of a 7-point Likert scale with Bidirectional Weighted
Sum (BWS) method for boundary value analysis

=311 + 1234 + 567 = 2112
= (—1368) + (—=738) + (—128) = —2234
BWS = (2112) + (—2234)
= —122 (13)

Similarly, BWS for each question was calculated for a precise result. Four questions in
respect of each variable i.e. Awareness, Participation, satisfaction, Accessibility,
Academic Loafing, and Quality Education have been selected from the survey
questionnaire. The Bidirectional Weighted Sum method for a survey question related to
satisfaction is tabulated for illustration in Table 4.1:
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Table 4.1. 1Bidirectional Weighted Sum (BWS) method

Options

Highly
Dissatisfied
Dissatisfied
Somewhat
Dissatisfied

Neither Satisfied
nor Dissatisfied

Somewhat
Satisfied
Satisfied

Highly Satisfied
Total

Class = Frequenc B'd'r:;ctlo
mg?]t' (¥) Weight
(w)

456 -3

SZ 369 -2
128 -1

[S

50 130 0

q_)\/

zZ

& 311 1

S 617 2

* 189 3

2200

(fw)

-1368
-738
-128

311

1234
567

%
= >
m

BWS

223
4

BWS -ve

o 211
+ 2

Resultan
t BWS

-122

Based on the above discussion and illustration, the differences between the percentage

outcome method and the BWS method are tabulated as:
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Table 4.2. 2Comparison table between percentage outcome

method and BWS method

Percentage outcomes

Method BWS Method
Suitable for 5-point Likert N N
Scale
Suitable for 7-point Likert N N
Scale
Boundary Value Analysis X N
(I_Zﬁ(r:rptlgtlgefor m-point 0(mN) 0((m—1)N)
Significance of Neutral
decision (i.e. neither agree \ X
nor disagree)
Extreme values and their
subsequent values have the V X
same significance
Concrete result possibility X N
(Agree or Disagree)
Accuracy Low High

On the basis of the survey conducted, the five parameters of the inner layer and the
respective outcomes of the BWS method are mentioned in Table 4.3. The classification
of data for five different variables i.e. Awareness, Participation, Satisfaction,
Accessibility, and Academic Loafing, and the respective correlation coefficient for
Quality Education is tabulated in Table 4.3. Awareness, Participation, satisfaction, and
Accessibility were found to be the variables that have a positive correlation with quality
education. Awareness (82.63%), Participation (94.24%), Satisfaction (92.13%), and
Accessibility (98.27%) correlated with the quality of education which means that all
these variables are directly proportional to quality education with at most 7.93% average

variation.

Quality Education
x Awareness, Participation, Satisfaction and Accessibility

(14)

Table 4.3. Correlation table between quality education (y) and variables under study i.e.
Awareness, Participation, satisfaction, Accessibility, and Academic Loafing (X)

Variable BWS (x) BWS (y) Correlation Correlation
coef ficient (pv)
(BWS)™ve | (BWS)*™e | BWS* | (BWS)™¢ | (BWS)*"¢ | BWSY
Awareness -1909 291 -1618 -3980 180 -3800 0.826303 o s 4
-1514 874 -640 -2234 2112 -122 0w =




-1742 504 -1238 [ -3346 1124 [ -2222
-4480 489 -3991 | -4242 -320 -4562
Participation | -1909 291 -1618 | -3346 1124 | -2222 0.94244
-1742 504 -1238 | -2234 2112 -122
-4480 489 -3991 [ -4242 -320 -4562
-3767 230 -3537 | -3980 180 -3800
Satisfaction | -2234 2112 -122 -2234 2112 -122 0.92133
-3624 583 -3041 | -3346 1124 | -2222
-4480 489 -3991 | -3980 180 -3800
-3767 230 -3537 | -4242 -320 -4562
Accessibility | -2130 70 -2060 | -2234 2112 -122 0.982729
-4480 489 -3991 | -3980 180 -3800
-3793 256 -3537 | -3346 1124 | -2222
-4566 194 -4372 | -4242 -320 -4562
Academic -194 4566 4372 -3980 180 -3800 S
loafing -320 4242 3922 -3346 1124 -2222 -0.99351 =
-66 4657 | 4501 | -4242 320 | -4562 2
-256 3793 3537 -2234 2112 -122 <

The scatter diagram in Figure 4.7 indicates the positive correlation between variables

(Awareness, Participation, Satisfaction, and Accessibility) and Quality education.

Positive correlation

between Quality Education and other variables
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Awareness, Participation, Satisfaction and Accessibility Quality

Figure 4.7. Scatter Diagram between different variables under study (Awareness,
Participation, Satisfaction, and Accessibility) and Quality Education shows a positive
correlation between quality education and various other variables under study

The average correlation between quality education and all these four variables is 91.82%.

So, the government can enrich higher education policies by enriching awareness,

participation, satisfaction, and accessibility among all stakeholders. As all these
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rudiments are directly proportional to quality, in turn, it will improve the overall quality
of education. The improvisation in all these rudiments will also strengthen the inner layer
of the proposed Multilayered-Quality Education Ecosystem.

AISHE claims to reach 37.3 million students out of 37.4 million students across India
during 2019 [96], which is above 99% but on the ground level, the situation is completely
contradictory. 68.8% of participants who participated in this survey had not even heard of
the biggest survey conducted on higher education in India i.e. AISHE. 86.8% of students
never participated in any education survey like AISHE, student satisfaction, or any other
quality education survey. Only 3.3% of students regularly participated in AISHE and
2.1% regularly participated in student satisfaction surveys (conducted by NAAC or other
agencies) [108]. So, unawareness and poor participation in the quality assessment are two
major factors behind the low quality of education in India. 96.8% of stakeholders
including students, teachers, and non-teaching members of higher education systems are
willing to participate in quality assessment. Further 86.7 % of participants also agreed
that active participation of all stakeholders i.e. students, teachers, and non-teaching staff
is required for sustainable quality education (principle of total participation). The
government must put some steps forward in order to bring awareness to all stakeholders
about the quality assessment and to also improve the participation of all stakeholders in
the same. For accessibility [109] and satisfaction, the survey concludes that 84.5% of
stakeholders are not in direct contact with their respective apex education bodies like
UGC, AICTE, NAAC, BCE, ICAR, NCTE, DCI, MCI, PCI, CCH, and CCIM, etc.,
although they must be in direct contact with their respective apex bodies. Only 36.6% of
students are satisfied with the quality of education at their respective institutions. More
than 70% of students are not satisfied with the employable skills acquired by them at UG
or PG level. 87.2% of students are not satisfied with the education system that evaluates
only one aspect of intelligence i.e. 1Q-Intelligence Quotient and are willing to introduce
another important factor of intelligence i.e. EQ (Emotional Quotient) in the education
system. United Nations International Children’s Emergency Fund (UNICEF) recently
reported that ‘By 2030 more than 50% of India students are not on the right track of
acquiring education and skills that are required to employment’ [110], and 87.7% of
students agree with UNICEF’s report about Indian Education System. So, by improving
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accessibility by establishing direct contact between every stakeholder and their respective
apex education bodies, the government may improve accessibility. The introduction of an
EQ evaluation system in higher education is one more important factor for quality
improvement [102]. Awareness, Participation, and accessibility will lead to satisfaction
of all stakeholders which will result in quality education in India. One other factor i.e.
Academic Loafing or Loafing in Academics is an untouched term that has a very high
significance [111] and negatively correlates (-99.35%) with quality education. i.e.
Academic Loafing is inversely proportional to quality education with at most 0.65%
variation. The scatter diagram in Figure 4.8 indicates the negative correlation between

quality education and academic loafing.

1
Academic Loafing

Quality Education «

(15)

So, to improve the quality of education academic loafing must be decreased in the

education sector.

The increasing level of academic loafing is one of the main reasons behind substandard
quality education [112] in India. The assessment of individual stakeholders of the higher
education system at the ground level will reduce academic loafing as a result, quality
education will increase in higher education institutions. Academic Loafing in teachers
can be mitigated by continuous individual assessment and 95.2% of participants agree
with this statement. The participants also agree that the quality of education can be
increased pragmatically by reducing academic loafing in teachers and students. All
stakeholders including administration, management, teachers, students, and non-teaching
staff unintentionally indulge in academic loafing. Unawareness, non-participation, and
unemployable skill sets, which are some of the indicators that indicate academic loafing,
are also present in students. QS-World University Ranking is the ranking system that
evaluates citations per faculty of a country and indicates the research level of the faculty
members of the respective country, declared India as one of the top 3 nations in this
category [98]. Academic loafing is one of the major factors behind the persistence of

low-quality education by the world’s best faculty members in India.
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Figure 4.8. Scatter Diagram between Academic Loafing and Quality Education showing
a negative correlation between Quality education and Academic Loafing

From table-4.2 the value of (p*¥) i.e. correlation coefficient for all five variables is not

equal to zero.

()
+0 (16)

(p*¥) for all variables is between — 1 and

+ 1 so there must be some correlation between x and y

The main results obtained during this research indicate that Bidirectional Weighted Sum
(BWS) method for boundary value analysis is more suitable for precise and accurate
results as compared to a 5-point or 7-point Likert Scale. It was also observed that
Awareness, Participation, Satisfaction, Accessibility, and Academic Loafing are the main
variables that are affecting the quality of education at the higher education level in India,
and these variables constitute the inner layer of the quality education ecosystem.
Awareness, Participation, Satisfaction, and Accessibility are all four variables that have a
positive correlation with quality education. This indicates that all these variables are
affecting the quality of education in India directly. So, for improving the quality of
education, the government must improve all these factors. The only variable under study
i.e. Academic Loafing has a negative correlation with quality education. This indicates
that the variable Academic Loafing is affecting the quality of education inversely [64].

So, again, to improve the quality of education, the government must reduce this factor.

85



Total participation (i.e. all stakeholders including students, teachers, non-teaching staff,
administration, and management) must be acquired for assessment of quality education.
The intelligence or quality of education must not be assessed only based on IQ evaluation
at UG/PG or higher levels of education, but it should also include the other major factor
of intelligence i.e. EQ (emotional intelligence) [113], [114]. 96.8 % of stakeholders
including students, teachers, and non-teaching staff are willing to give their active and
regular participation for quality education in India but, due to a lack of state-of-the-art
technology and easily accessible methods at ground level, they are unable to give their
contribution in this area. E-participation is one of the solutions which provides open
access to university, administration, government, and other facilities to the students
[115]. So, E-participation can also be considered an effective tool to achieve total
participation. The integration of quality assurance systems in every institution is
mandatory [116] and implementation of this quality assurance system on state-of-the-art
technology enhances all the parameters of quality assurance.

4.5 Hidden Parameters as Outcomes and Deliverables of the Study
A major outcome and key deliverable of this study is the systematic identification,

measurement, and integration of critical hidden parameters within the Quality Education
Ecosystem (QEE) that decisively influence educational quality in the Education 4.0
context. The research establishes awareness, accessibility, participation, satisfaction, and
academic loafing as the core latent variables constituting the inner layer of the ecosystem,
which directly governs the effectiveness of the outer layer comprising infrastructure,
faculty, and the learning environment. Through the application of the Bidirectional
Weighted Sum (BWS) method, these hidden parameters are quantitatively validated,
revealing strong individual associations with quality education—awareness (82.63%),
satisfaction (92.13%), participation (94.24%), accessibility (98.27%), and academic
loafing (99.35%). Collectively, these parameters demonstrate an average association of
93.32% with educational quality, underscoring their decisive role. The findings further
indicate that enhanced awareness and total participation serve as key drivers for
improving accessibility and satisfaction, while significantly mitigating the detrimental

effects of academic loafing. The proposed C-loT-based Multilayered Quality Education
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Ecosystem (MQEE) translates these hidden parameters into actionable components
through data preprocessing, incremental abstraction, and continuous monitoring. By
uncovering and operationalizing these concealed layers, the study delivers a holistic,
data-driven framework that strengthens assessment, accreditation, and quality assurance
processes, offering a sustainable pathway for improving educational quality at

institutional, national, and global levels.

From a quality assessment perspective, the present study adopts an inclusive
stakeholder-centric approach, wherein all students enrolled in the institution are
considered integral participants in the quality evaluation process. Students constitute the
primary and most influential stakeholder group in higher education ecosystems, and their
engagement levels directly reflect the effectiveness of pedagogical and institutional
interventions. However, for the purpose of quantitative modeling and empirical analysis,
it is neither methodologically robust nor statistically valid to always assume absolute

participation (100%) across all stakeholders.

Accordingly, the study employs a minimum attendance threshold of 75% as a
scientifically and regulatorily justified benchmark for effective participation in quality
assessment. This threshold is widely recognized and enforced across universities,
autonomous colleges, and regulatory and accrediting bodies in India, including
provisions under UGC regulations and institutional ordinances, where a minimum of
75% attendance is typically mandated for course completion, examination eligibility, and
academic progression—excluding programs offered under distance or open learning
modes. In several institutions and professional programs, this requirement is even higher;
however, 75% remains the most commonly accepted and operationally standardized

norm across the Indian higher education system.

Based on this regulatory convergence and practical feasibility, the Improvement
Factor (i) after the implementation of Education 4.0 is defined within the bounded

interval:

75% <i <100%
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This interval represents the realistic range of stakeholder engagement and
participation achievable under institutional constraints while maintaining academic
validity. The lower bound ensures compliance with minimum regulatory standards for
meaningful participation, whereas the upper bound reflects the aspirational objective of

full engagement facilitated by Education 4.0 interventions.

The mathematical formulation and quantitative illustration of the improvement in
participation, accessibility, awareness, satisfaction, and the corresponding reduction in
academic  loafing—modeled through the defined Improvement Factor—are
systematically presented in Table 4.4, thereby providing an empirical foundation for the

proposed framework.

Table 4.4. Minimum and Maximum Impact on Quality Education in respect of

Awareness, Accessibility and Participation under Education 4.0

) Improvement Minimum Maximum
Correlation . ) )
] _ factor i after impact on impact on
with Quality ) ) )
Parameter ) implementation of  Quality Quality
education (In ) ) )
%) Education 4.0 (In  Education. Education
0,
%) (In %) (In %)
Awareness 82.63 75% < i < 100% 61.97 82.63
Accessibility 98.27 75% < i < 100% 73.7 98.27
Participation 94.24 75% < i < 100% 70.68 94.24

4.6 Summary
The Bidirectional Weighted Sum (BWS) method for the 5-point/7-point Likert Scale

method for boundary value analysis gives accurate and precise results. This method is
also helpful to illustrate the best, worst, and concrete effects as opposed to other methods.
To overcome the problem of diminishing quality in education the implementation of the
C-loT-based Multilayered-Quality Education Ecosystem (MQEE) at the ground level is

mandatory. Data preprocessing at the initial level and increasing the level of abstraction
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on each layer mitigate the impacts of Big Data in the Education 4.0 environment. In this
study, it was concluded that every stakeholder must work on the inner layer of this
ecosystem to enhance the quality of education. Further, it was found in this analysis that
total participation and awareness are mandatory to improve accessibility and satisfaction
among stakeholders so that there is a lessening of the devastating impact of academic
loafing. It was also observed that the vigorous education ecosystem of any nation results
in sustainable quality education. The improvisation of the inner layer of the ecosystem
will diversify the impact of the already robust outer layer of the Quality Education
Ecosystem (i.e. Adequate Infrastructure, Intellectual Faculty, and a Healthy Environment
for learning). The overall enhancement of the Quality Education Ecosystem improves
the overall quality of education on the global parameters. Awareness (82.63%),
Satisfaction (92.13%), Participation (94.24%), Accessibility (98.27%), and academic
loafing (99.35%) were found to be associated with quality education with an average
association of 93.32%. Exploration of the hidden layers of the present education
ecosystem and the proposed technologically enhanced C-loT based model for the
improvement of quality education are the main contributions of this study. Although the
proposed model recommends an automated reporting system for quality improvement,
the necessary action on reports is still under stakeholders’ purview. Such limitations need
further improvement in the near future. Policy makers’ acceptance and proper
implementation at the grassroots level are the main managerial implications of this study.
The C-loT-based proposed model can further be elaborated for other education areas like
courseware designing and automated evaluation through Virtual and Augmented Reality
(VAR). C-loT can further be used in self-regulated learning and health monitoring of
stakeholders in educational institutions etc. BWS can also be used for boundary value
analysis in Al-based applications for decision-making. The incremental data abstraction
techniques like public/private data classification can be vibrantly used in many other

areas like health care, human resource management, and total quality management.
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CHAPTER 5

Multilayered-Quality Education
Ecosystem (MQEE): A Proposed novel
solution for assessment and accreditation
for Education 4.0

Chapter Briefing— This chapter introduces the Multilayered-Quality Education
Ecosystem (MQEE), a transformative framework leveraging Cognitive 10T (C-1oT)
technologies to address challenges in sustainable quality education within the
Education 4.0 environment. The proposed model integrates IoT, Fog Computing,
and Cloud Computing to manage heterogeneous data and enable real-time sensing,
preprocessing, analysis, and actionable insights for stakeholders. With its layered
structure, the framework ensures transparency through public and private
reporting components, which feed into university-level assessments and
accreditation processes. Innovations such as Historical Adversity Approximation
(HAA) and Fog computing-based Vulnerable Data Set (VDS) classification further
enhance predictive capabilities for irregularities. By fostering 21st-century skills
and aligning with Industry 4.0 demands, MQEE provides intelligent monitoring,
irregularity detection, and real-time reporting, ensuring a sustainable and
technologically advanced ecosystem. This comprehensive approach supports global
standards in education, minimal human intervention, and effective decision-making,
emphasizing policymakers’ acceptance and grassroots implementation for broader
applicability across educational domains, including courseware design, automated
evaluation through Virtual and Augmented Reality (VAR), and stakeholder health

monitoring.
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5.1 Introduction

On the basis of the survey and various outcomes of the survey mentioned under chapter
4, the use of state-of-the-art technology at the grassroots level is of paramount importance
for improvement in quality education. 10T, which is used by many organizations [117], is
a network of physical objects used for real-time communication [118].
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Figure 5.1. Conceptual C-loT based proposed model

91



IoT environment (IoT devices, sensors, and mobile devices) is enabled to foster quality
and reduce delay [119] so, loT for real-time data collection and Artificial Intelligence
(Al) for data analysis or the combination of both IoT and Al i.e., Cognitive-1oT [120] is
proposed in this chapter for conceptualization of the C-loT based framework for
Education 4.0. The proposed implementation model is a C-10T based model in order to
have a complete and robust quality education ecosystem. The use of C-loT also manages
the 10T-Big Data’s lacunas which are caused by a huge amount of heterogeneous data in
real-time [121] by using an incremental abstraction model. The proposed framework is
suitable for the Education 4.0 environment. Education 4.0 is the emerging necessity for
the functioning of Industry 4.0 manpower [122]. The education sector also needs to
increase its potential to meet the requirement of quality needed for functioning of
Industry 4.0 [123]. Figure 5.1 illustrates this conceptual model.

The ground-level implementation of this model will start repairing the current education
model’s drawbacks at the grassroots level and eventually affect every layer of the
education ecosystem. C-loT can also handle scalability and flexibility problems [124].
The proposed C-loT-based model will provide ubiquitous access to information in real-
time. The ground-level implementation model and the primary part of the conceptual
model are illustrated in Figure 5.1. All the stakeholders are sensed through IoT devices in
a real-time environment for data collection.

The outcomes of the various algorithms serve as inputs for the report generation system.
Effective data analysis is possible in a smart environment using Al and deep learning
techniques [125]. The Al-based report generation will generate a comprehensive report
for each stakeholder i.e. student, teacher, and administrative staff. All the reports are text-
based as most data collected by IoT devices is text-based [126]. All the reports have two
major components i.e. public and private. The private component of the report is used by
the respective stakeholder for self-evaluation and improvement, whereas the public
component is transferred to the next level for more comprehensive analysis at higher
levels. Both public and private reports use data abstraction and data hiding methods [127]
to increase transparency and trust. The private component of the report will decrease the

level of academic loafing and improve the level of satisfaction among various
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stakeholders. Figure 5.2 illustrates the complete layered structure of the proposed
multilayered conceptual framework. The Physical/loT layer and Data analysis/Trust layer
are implemented at the grassroots level. In the present study, the term “trust” is used in a
conceptual and operational sense to describe the increased transparency, traceability, and
reduced dependence on direct human intervention in the proposed framework. The use of
automated data collection, processing, and monitoring is expected to support more
transparent and consistent institutional assessment processes. However, trust is not
treated as an independent measurable construct in this study, and no separate trust model,
index, or quantitative metric has been developed. Therefore, references to trust in the
proposed framework should be understood within the context of transparency and
reduced manual intervention rather than as a formally measured research variable. Figure
5.1 illustrated the case of a single institution; similarly, the other institutions are also
generating institution-level reports. Therefore the public part of each report will serve as
input to the next layer i.e. the assessment layer at the university level. Each university
will further produce a public and private assessment report. The public report will serve
as input for the accreditation layer. Every stakeholder will get the related report at
different levels of the proposed model to recognize their respective efforts. The structure
of a specific report depends on the specific institution category e.g. the reports of
engineering institutions will differ from pharmaceutical or management institutions. The
accreditation layer is a decision-making-layer. It will help the policymakers to provide
ranking and grading to an individual institution or university. The further extension of the
proposed model may also achieve the Global Reporting Initiative for sustainability in
education [128].
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Figure 5.2. C-1oT based multilayered conceptual model for Education 4.0

Maintaining global standards in education and a technology-inspired sustainable
education ecosystem are the priority goals of every nation. The present educational
institutions need to enrich enough information and technology infrastructure that can
inculcate 21°-century skills in the students. The growth of future innovation and
production requires 21°-century skilled people [129]. Further, an established and
technologically rich educational environment is essential for Industry 4.0 revolution.
Factually, Technology enabled monitoring, assessment, and accreditation in the
educational institution under Education 4.0 revolution are required for the holistic growth
of learners and educators. Furthermore, minimal human intervention for ubiquitous
monitoring and assessment in the educational institution has often been ignored to
provide effective education. In Education 4.0 environment, ubiquitous monitoring,
assessment, and accreditation will be easily carried out using IFC technology creating a
resolute background for the same. Moreover, the framework can also be enhanced by

generating real-time alerts and reports against any irregularity in educational
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environment. Effective monitoring and assessment through IFC technology under the
Education 4.0 environment has opened a new chapter for future educational institutions.
The real-time reporting for any irregularity to the concerned authority in educational
environment, will help to improve the educational environment on global standards. The
recent developments and utilization of IoT devices, mobile internet, Technologies like
loT; Fog Computing; Cloud computing (IFC), Deep Learning, and Al have changed the
scenario of data perception, data transmission, and information storage in many areas of
life, including education sector [58], [130], [131], [132]. In the present scenario using loT
devices, it has become possible to sense and transmit various types of data in real -time.
The massive growth in neural networks and Al technology results in reliable and accurate
information acquisition, transmission, and prediction. The numerous opportunities in IFC
computing and emerging requirements of Education 4.0 stability are the major inspiration
behind the presented research. Influenced by these facts, the main contributions of this
chapter are listed below:

1. This chapter emphasizes utilization of loT; Fog Computing; Cloud Computing (i.e.
IFC Computing) for intelligent monitoring and irregularity detection for real-time
reporting to the concerned authorities for minimal damage in the educational
environment.

2. Fog computing nodes are used for the classification of data accumulated by various
loT devices mainly in two classes i.e. Vulnerable Data Set (VDS) and Invulnerable
Data Set (IDS) based on a set of threshold limits (SoTL).

3. Historical Adversity Approximation (HAA) is deployed to assess SoTL for real-time
prediction of irregularities in an educational environment.

4. An irregularity prediction mechanism is offered to generate real-time alerts in respect
of any irregularity in the educational institution and consequently, reporting to the

concerned authority for in-time corrective actions.

5.2 C-10T Based Proposed Model
Real-time assessment is one of the key challenges in the implementation of

Education 4.0. Real-time assessment of every stakeholder including students, teachers,
and administrative staff is of paramount importance for Education 4.0 [8]. Accuracy in
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the assessment process of an educational institution directly depends upon the accuracy
during data acquisition. The main motivation behind this chapter is to explore the most
suitable technological integration for the implementation of Education 4.0 and to propose
a suitable framework for assessment and irregularity detection for Education 4.0.

The chapter recommends the involvement of sensor-based data acquisition methods
(loT), data classification and integration methods over fog nodes, assessment, and
irregularity detection methods over the cloud nodes for the implementation of the
Education 4.0 environment. In brief IFC (loT, Fog, and Cloud Computing) technological
integration is recommended for the implementation of Education 4.0. Further C-loT-
based assessment and irregularity detection methods are also recommended in the
chapter. Figure 5.3 illustrates the IFC based Proposed Layered Architecture for
Assessment and irregularity detection for the ambient education environment under
Education 4.0.

This proposed framework illustrates the conceptual model of an loT-enabled campus
under Education 4.0. IFC technology is the spine of the proposed model. IFC
technological integration is proposed under this model for assessment and irregularity
detection. All three technologies, i.e. 10T, Fog, and Cloud, constitute the following three
layers of the proposed framework:

1. Physical Layer or loT Layer.
2. Fog Layer.
3. Cloud Layer.

The subsequent subsections provide a detailed illustration of each layer along with the
construction, implementation scenario, significance, outputs, etc. All 3 layers are
committed to the execution of a predefined task to fulfill the aims of the proposed

framework.

Firstly, Physical Layer or IoT Layer constitutes numerous physical devices including
Mobile Phones, Smart-Watches, RFID Embedded ID cards, Sensors, Video surveillance
cameras, Raspberry Pi, Actuators, and other loT-enabled devices for real-time data
acquisition [133]. The extracted data from loT Layer is pre-processed with the local fog
nodes at Fog Layer. The Fog layer is responsible for all data pre-processing activities
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including classification, filtering, and abstraction [134]. The classified data is further
filtered and abstracted over the local fog nodes under information mining. The filtered
and abstracted information over the local fog nodes is further disseminated to the cloud
layer for analysis and decision-making. Numerous data analysis algorithms are executed
over the cloud layer for decision-making and irregularity detection. All the 3 layers are

discussed in detail under the following subsections:

5.2.1 Physical Layer or 10T Layer

Numerous sensors, actuators, 10T enabled devices constitute the Physical or 10T Layer.
All physical devices are broadly characterized under two main categories, i.e., movable
and immovable. All wearable devices including smart-watches and RFID Embedded ID
cards come under movable devices. Whereas stationary devices including video
surveillance cameras, raspberry pi, actuators, and some other loT-enabled stationary
devices are categorized as immovable devices [135]. The detailed elaboration of movable

and immovable devices is mentioned in Table 5.1.
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Table 5.1. Movable and immovable devices used under the Education 4.0 environment.
C-Communication; F-File Transfer; S-Sensing, A-Actuation, FD-Fitness Data, AD-

Activity Data, ED —Environment Data, Y Applicable, x- Not-Applicable

Used for Extracted Data
Device Communication
C F S A FD AD ED
Mobile Phone FDMA, TDMA, CDMA, GPS,
Wi-Fi, and Bluetooth, etc. v v v X v v v
Smartwatch Bluetooth, Wi-Fi, GPS, etc. VoA N x A A A
RFID Embedded
ID Cards RFID v ooox N x x4 x
[72]
[«B}
S ot enabled LPWANs, Wi-Fi, Bluetooth,
O devices Zighee, Z-Wave, Sigfox, and v N N N A N A
2 RFID, etc.
<
> .
& VR/ARDevices  3poF, 6DOF, GPS, Wi-Fi,ete. ¥ v v x x V  x
Video Surveillance
Cameras Internet Protocol (IP)and LAN v v~ x x v «
@ Raspberry PI Wi-Fi, Bluetooth, micro-HDMI,
ch Ethernet, and GPS, etc. v v v v v v v
[«B)
Q
= Actuators WSAN vVoxoox oA x N
®
>
& loT enabled \wi-Fi Bl h. Ziab -
= . I-Fi, uetooth, Zigbee, Z
£ devices Wave, Sigfox, and RFID, etc. VoA NN NN

Various devices proposed at the physical layer and their uses are listed below:

Mobile Phones of every stakeholder registered with the institution database are

used to check the real-time location (Geographical time stamp) of stakeholders.

Smart-watches and fitness bands are deployed to check the health-related data of

stakeholders.

RFID Embedded ID Cards are used to check the real-time geographical location

of stakeholders [136].

Courseware is a specially designed (institution-specific) hardware/software that

contains all the digital information about various courses running in the
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institution. It is used to check the various aspects of courses and the other

assessment and accreditation activities related to courses [137].

Thermistors, Resistance temperature detectors, and Thermocouples are used to
acquire temperature data from various places including classrooms, labs, offices,
libraries, workshops, etc. [138]

A psychrometer and Hair tension moisture sensors are deployed to check the

moisture and humidity data from various places [139].

Photoresistor and Photodiode are used to collect ambient light intensity data from

various places [140].
Hydrophone and Geophone are deployed to monitor the level of noise [141].

Hydrostatic pressure sensors and optical sensors are used to check pressure levels
in labs [142].

Doppler radar and Occupancy sensors are deployed to observe the motion of
stakeholders in classrooms, labs, offices, corridors, passages, etc. [143]
Active-ultrasonic motion sensors, Passive-infrared motion sensors, Active-radar
sensors, and Passive-infrared sensors (PIR) are used as motion sensors with
surveillance cameras [144].

Gyroscope loT sensors including Accelerometer and Heading indicator sensors
are deployed at various sports locations to check the motion of stakeholders w.r.t.
the stationary objects [145].

Chemical 10T sensors including Electrochemical Breathalyzer and an Electronic
nose are deployed to check the air and water purity [146].Click or tap here to enter
text.

Image IoT sensors like Active-pixel sensors and Charge-coupled devices are used
along with surveillance cameras for image monitoring [147].Click or tap here to
enter text.

Along with all these IoT sensors linear actuators, motors, relays, solenoids are

also deployed for various other purposes [148].
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5.2.1.1 Data Perception Layer (DPL)
The sensation (perception/responsiveness) of data in the proposed smart

campus/institution is monitored and collected under this layer. The classification of
various stakeholders as students, faculty, and administrative staff becomes indispensable
to identify in real-time. Conspicuously, 10T devices and sensors are embedded in the 1D
Cards, wearables, and various other geographical areas of the campus [149]. The various
stakeholders are characterized by their respective embedded ID cards and their presence
is ensured by the respective location-stamp and timestamp. Numerous sensors and
actuators are available commercially to sense and react to real-time data. A brief
overview of such sensors and actuators has been illustrated in Table 5.1 along with their
respective characteristics. Further, other data related to the ambient environment (inner
and outer temperature of the classrooms, humidity level, pressure and availability of
oxygen, etc.) are acquired using a temperature sensor, humidity sensor, pressure sensors,
and gas sensors [150]. The time-stamp and location-stamp are acquired using GPS/GNSS
sensors [151]. The acquired data which is mentioned above is then transferred to the
currently available local fog computing nodes like routers, switches, Raspberry Pi, and
other smart fog devices. The acquired data is transmitted using wireless communication
protocols like Bluetooth LE, SigFox, RFID, ZigBee, NFC, Z-Wave, WiFi, etc. over the
HTTP (Hypertext Transfer Protocol) and MQTT (Message Queuing Telemetry
Transport) [9]. Various loT communication technologies and protocols used for various
vendible applications are illustrated in Table 5.2 [152]. Further, SSL i.e. Secure Socket
Layer is used to protect the wireless communication channel [76]. Correspondingly, to
store data on fog nodes authentication and mapping techniques are used [153]. For
effective temporal analysis, the data is stored on fog nodes in a time-synchronized

manner using location-stamp and timestamp.
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Table 5.2. IoT communication technology and protocols [152]

Characteristics 6LoWPAN Bluetooth  Cellular NFC RFID SigFox ZigBee Z-Wave
LE
Common Monitor Wireless M2M Payment, Tracking, Street Home Home
Applications and Control headsets, Access Inventory, Lighting industry Monitoring
viainternet  Audio Access Energy monitoring  and
Application meters and Control
S controlling
Data Rate 250 Kbps 1 Mbps 40Kkbps 100 bps 106 212 or NA 250 Kbps 100 kbps
(UL), 600 424 kbps
bps (DL)
Features Commonly  Low power Longer Security Low Cost Long Mesh Simple
Used version Range Battery life Network Protocol
Internal available (up to 20
Access years) Low
Cost
Frequency 868 2.4 GHz Common 125 KHz, 125 KHz, 868MHz(E 2.4 GHz 868 MHz-
Bands MHz(EU) Cellular 13.56 MHz, 13.56 MHz, U) 908 MHz
915MHz(U bands 860 MHz 902-928 902MHz(U
SA) MHz SA)
2.4GHz(Gl
obal)
Modulation BPSK O- TDMA BPSK ASK FSK PSK UNB BPSK/BPS BFSK
Type QPSK OFDM DBPSK K O-QPSK
(ub),
GFSK (DL)
Network WPAN WPAN WNAN P2P Proximity LPWAN WPAN WPAN
Network
Power (1-2 years 30 mA High Power 50 mA Ultra-low 10 mW- 30 mA 2.5 mA
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lifetime on Low Power Consumpti low power Power 100 mwW Low Power Low power
batteries) on Very Low consumptio
Low power n
consumptio
n
Security AES EO Stream RC4 RSA AES RC4 Partially AES AES-128
AES-128 addressed
Spreading DSSS FHSS DSSS GSMA DSSS DSSS DSSS No
Standard IEEE IEEE 3GPP and ISO/IEC RFID SigFox IEEE Z-Wave
802.15.4 802.15.1 GSMA, 14443 802.15.4
GSM/GPR  A&B,JIS
S/EDGE X-6319-4
(26),
UMTS/HS
PA (30G),
LTE (4G)
Range Short Short Several km  Short Short Long Short 30 m
Range 10- Range ~15- Range 0-10 Range Up Range Range 10- (indoors)
100 m 30m cm to 200 m 10km 100 m 100 m
m (URBAN) (outdoors)
10cm-1m 50km
(RURAL)
Topology Star Mesh Star-Bus NA P2P P2P Start Star, Mesh Mesh
Network Network Network Network Network Cluster Network
Network

103



5.2.1.2 Data Classification Layer (DCL)
DCL is the Data Classification Layer. The data collected over the data perception layer is

transmitted over the fog computing nodes. The stakeholder’s fitness-oriented data

(temperature, heart rate, and blood pressure), environment-oriented data (inner and outer

temperature of the classrooms, humidity level, pressure and availability of oxygen, etc.),

and stakeholder’s activity data (timestamp, location-stamp, embedded ID cards, and bio-

stamp) are stored on the fog nodes in heterogeneous form. The acquired data in real -time

is transmitted over fog nodes and they are further specifically classified into four

different datasets i.e. Stakeholder Fitness Dataset (SFD), Campus Environment Dataset
(CED), Stakeholder Activity Dataset (SAD), and Course Authenticity Dataset (CAD).
These datasets have been defined in detail in the subsequent sections.

Stakeholder Fitness Dataset (SFD): The fitness-related data instances for each
stakeholder in real-time constitute the SFD. The various instances of Stakeholder
Fitness Dataset (SFD) are body temperature, heart rate, oxygen measure (SpO2) and
blood pressure, etc. [154]. Such datasets are assimilated using various loT-enabled
sensors and actuators integrated with smartwatches and embedded ID cards as
wearable I0T. Features have been extracted from these datasets by using a cross-
modality search. The use of cross-modality search on datasets improves the
efficiency of data assessment [155]. This dataset has been integrated to check the

real-time fitness status of all the stakeholders.

ii. Campus Environment Dataset (CED): The environment-oriented and geographical

data values for each predefined geographical cluster like classrooms, labs, grounds,
open areas, auditoriums, etc. constitute the CED. This dataset shows the ambient
environmental conditions of various geographical clusters. The various instances of
Campus Environment Dataset are indoor and outdoor temperature level, humidity
level, pressure, noise, and availability of oxygen (air quality), etc. Such datasets are
acquired using various sensors like temperature sensors, pressure Sensors, gas
sensors, and humidity sensors. Various data elements are integrated to check the

ambient environmental conditions of the campus. The Campus Environment Dataset
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is also integrated with Stakeholder Fitness Dataset for more accurate results. The
environmental features have been extracted by using SAX (Symbolic Aggregate
approximation) [156]. SAX ensures effective feature extraction over the Campus
Environment Dataset (CED).

.Stakeholder Activity Dataset (SAD): The activity-oriented data values for each

stakeholder in real-time constitute the SAD. The various instances of stakeholder
Activity Datasets are location-stamp, timestamp, biometric-stamp, etc. Proximity
sensors, bio-sensors, and GPS/GNSS sensors are used to sense stakeholders’ activity
data values. Various data elements are integrated to check the real-time stakeholder
activities. A hidden state Conditional Random Field framework has been deployed

for effective data analysis [157].

iv.Course Authenticity Dataset/Courseware (CAD/CW): The course-oriented data

values in real-time constitute the CAD/CW. This dataset is neither sensed by any
sensor nor generated by any lIoT devices. Rather it is developed by the respective
institution as per the courses running, time-stamps and location-stamps, student-
stamp, teacher-stamp and duration-stamp, etc. timestamp is the duration of the daily
class, and the location-stamp is the geographical-location of the campus associated
with the respective course and time. The student-stamp is the embedded ID(s) &
biometric identity of all the students associated with that class, similarly, the teacher -
stamp is the embedded ID & biometric identity of the associated teacher and
duration-stamp is the total number of hours allocated to the course and the number of

hours completed by the students on a specific timestamp at real -time.

All the data extraction techniques are illustrated in Figure 5.4. An educational institution

is a complex environment so the collection and integration of data is a very challenging

task. In a real-time environment of educational institutions, the collection of falsified data

instances is also possible. It is necessary to pre-process the collected data to protect it

from falsified data that leads to inaccurate results. Maximum likelihood (ML) or

maximum a posteriori (MAP) are used iteratively under Expectation-Maximization (EM)

algorithm in the initial step of data pre-processing [158], [159]. The log-likelihood

corrects the falsified data. Further Kalman filter is used for the smoothing of the EM
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algorithm [160]. E-step and M-step under Kalman Filter make the falsified data correct

for accurate result calculation.

Maximum likelihood estimates as:

1 N
~2 £ \2
v NZ(ZR - xk)
k=1
Where X, are scalar output estimators and Z, are scalar measurements.

The noise variance estimates as:

1 N
A 2
~AD o 2
Oy = NZ(xk+1 + F2y)
k=1
Where X, and X, ., are scalar state estimators.

Updated model coefficient F is calculated as:

p_ TR — P2
- N 22
k=1%k

After the initial pre-processing of data through the EM algorithm, the extracted data is
again analyzed by the LBN for efficacious data cataloguing [161].

A set of threshold limits (SoTL) is used for the LBN model. SoTL is useful for the

classification of data with respect to threshold limits.

Definition 1.  SoTL (Set of threshold limits) is defined as the set of allowed threshold
values of all the variables like minimum and maximum room temperature allowed for
students of a specific age group, body temperature, timestamps, and location-stamps, etc.
over a time frame AT.

Conceptually the SoTL is very useful for data classification. Based on defined threshold
limits the data set is effortlessly classified into two different data sets i.e. vulnerable and

invulnerable.

Data Classification
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The Stakeholder Fitness Dataset (SFD), Campus Environment Dataset (CED),
Stakeholder Activity Dataset (SAD), and Course Authenticity Dataset/Courseware
(CAD/CW) over a time frame AT for its respective SOTL set classifies the pre-processed
and filtered data into two different data sets i.e. Vulnerable Data Set (VDS) and

Invulnerable Data Set (IDS). Each of these data sets is discussed below in detail.

1. Vulnerable Data Set (VDS): VDS is the set of those data instances that are
susceptible to an individual stakeholder or a group of stakeholders. This data set
leads to severe issues under various conditions, i.e., a sudden increase in the
temperature of a specific classroom affects a group of stakeholders that includes a set
of students, teachers, and other officials or lab workers sharing the same location-
stamp. On the other hand, the increase in temperature of a particular stakeholder only
affects that stakeholder. But in both cases, the acquisition of such data elements
requires immediate actions to prevent major damage. A special analysis approach is
required to handle this type of dataset.

2. Inwulnerable Data Set (IDS): IDS is the set of those data values that are under
threshold limits. This data set is safe and invulnerable and doesn’t require any special
action or analysis approach. The normal body temperature and normal classroom
temperature don’t affect any individual stakeholder or a group.

3. LBN model based on the conditional probability table for the classification of
datasets is used where VDS and IDS classes are related to the invulnerability of an
individual stakeholder. Let V; indicate the vector associated with it*considerable
parameter for vulnerability check. All the considerable parameters are identical.
Based on all the (n) mutually unrelated considerable parameters for vulnerability
check for each stakeholder the conditional discrete probability table for classification
is drawn that converts the probability into two values i.e. 0 and 1. Consequently, the
results of the discrete conditional probability table divide the dataset into two
different sets i.e., VDS and IDS. For (n) mutually unrelated considerable parameters
2™ different probability values have been calculated. For instance, 3 mutually

unrelated parameters (ABC) are tabulated as:
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Table 5.3. Discrete conditional probability table for mutually unrelated
parameters (ABC), VDS- Vulnerable Dataset; IDS- Invulnerable Dataset; D-

Discrete Probability and P-Probability

ABC Py(AgBoCy) | PL(AgBoCy) | P,(AgB.Cy) | P3(AgBiCy) | B (A1ByCy) | Ps(A1BoCy) | Ps(A1B1Cy) | P,(A1B:Cy)
VDS | 09 | 07 | 02 | 08 | 03 | 05 | 01 | 06
DS 01 | 03 | 08 | 02 | 07 | 05 | 09 | 04
VDS), | 1 1 0 1 0 0 0 1
(DS), | 0 0 1 0 1 0 1 0
VDS | VDS | DS | VDS | IDS | Neural | IDS | VDS
(VDS)
S W
X
i Fff(';:%)'ft cangus Enicomen DN ‘8‘332&%'3; A0y |

¢ log-
! likelihood !
Kalman Filter
E-step -] »/ M-step
B
Pre-Processed Data

: Conditional Random
. Field Framework

Course Authenticity
Dataset/Course-
wear (CAD/CW)

A
-
+ Filtering SFD
CED
= ~
--------- >
L
_ CAD/CW

Data Pre-Processing

Figure 5.4. Data Extraction, Pre-Processing and Filtering
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The datasets (VDS)p and (IDS)p represent the discrete Vulnerable and Invulnerable
datasets respectively. The Neutral result value is considered as VDS as the Neutral result
represents the threshold value of IDS and has an equal probability to come under VDS or
IDS at any point in time. To avoid the risk of ignored vulnerable parameters all the

neutral values are considered as VDS.

The VDS and IDS are converted into (VDS)p and (IDS)p respectively based on the

following probability check parameters:

(VDS)p, (IDS)p =1 if VDS, IDS >=0.6
(VDS)p, (IDS)p =0 if VDS, IDS <0.6
(VDS)p, (IDS)p =Neutral if VDS, IDS =0.5

Pigpe = P;i(AqByC,)

where 0 < i < 2N and N is number of considerable parameters
and a,b,cis 0,1

The joint probability for j*stakeholder can be calculated as:

i<2N

Pj(Ck) = z Pi(abc)
i=0
Where, Cis the VDS and IDS classes.

5.2.1.3 Information Mining & Abstraction Layer (IMAL)
IMAL is the Information Mining and Abstraction Layer. IMAL Layer is devoted to

mining valuable data from various stakeholders’ datasets. Precisely, the presented
framework is intended to provide real-time assessment and monitoring services for
various stakeholders associated with an educational institution. Conspicuously, Temporal
Data Mining (TDM) is used to extract valuable data instances for monitoring and
reporting [162]. The extracted data segments are further analyzed in-depth to check the
vulnerability areas of every stakeholder. In the form of time-series notation for the

formation of data segments Temporal Data Mining (TDM) is an effectual method.
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Definition 2. Temporal Chunk(TC): Given SoTL (Set of threshold limits) assessment of
data instances in the time frameAT, then Temporal Chunk (TC) is exemplified as a
combination of data instances to every considerable parameter analogous to every

occurrence of time t €AT and is symbolized as

(t1,v1)(ty, ) (t3,V3)(tg, Va) v vee vee e e (T, V)

Data abstraction is necessary for a real-time data collection scenario. Temporal Chunk
(TC) is an effective formulation for data abstraction. It nullifies the data with no potential
change and only selects the data that shows some potential change and contributes to
detailed analysis. The temporal chunks are also important for predicting vulnerable areas
for each stakeholder and the formation of detailed reports about all vulnerable issues
encountered during the monitoring of a stakeholder. Figure 5.5 illustrates the Temporal

Chunk (TC) in an educational environment.

Definition 3. Historical Adversity Approximation (HAA): For a given temporal Chunk
(TC) for a time frameAt, Historical Adversity Approximation (HAA) is a quantifiable
aspect based on SoTL measure of various parameters for a particular stakeholder or
stakeholder group. Mathematically Historical Adversity Approximation (HAA) is

calculated as:
1
HAA - E(Wl X SOTLl + WZ X SOTLZ + W3 X SOTL3 + S e wan o + WTL X SOTLn

Wy, Wy, W3, ... ..., Wy, are the respective weights for i*" parameter i.e. SoTL;.

Historical Adversity Approximation represents the vulnerability measure of various data
items based on SoTL that helps in the estimation of vulnerability impact on an individual
stakeholder or group of stakeholders. The large value of Historical Adversity
Approximation (HAA) indicates vulnerable circumstances for a stakeholder or group of
stakeholders whereas the small value indicates invulnerable circumstances. The important
characteristic of HAA is to detect irregularities in the education environment around
individual stakeholders. Consequently, corrective action can be taken at the early stages
of irregularities and unavoidable and harmful situations in educational institutions can be

controlled at the early stages. Further Map-Reducing Function is used for data
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abstraction. Apache Hadoop and Spark are some of the well-known platforms for the use

of Map Reducing for distributed data computation [163]. Map Reducing is one of the

most effective parallel programming platforms. Figure 5.6 illustrates the detailed

procedure of the Historical Adversity Approximation (HAA) measure for stakeholder or

stakeholder group vulnerability.
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Figure 5.5. Temporal Chunk (TC) for Institutional data
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5.2.1.4 Predictive Decision-Making Layer (PDML)
PDML is the Predictive Decision-Making Layer. PDML is a fog computing-inspired novel

model for various stakeholders in the educational institute. The Historical Adversity
Approximation (HAA) based educational severity is predicted with the help of Deep
Learning-based M-Bi-LSTM. The M-Bi-LSTM architecture is an amalgamation of three
robust techniques of deep learning involving Recurrent Neural Network (RNN),
Convolutional Neural Network (CNN), and Bi-Directional Long Short Term Memory (Bi-
LSTM) [164]. The design of the presented model is symbolized in Figure 5.7. CNN is used to
forecast the adverse data instances by classified datasets (Only Image Data) of Historical
Adversity Approximation (HAA), the datasets other than images are classified through RNN
and GRU. The extracted adverse data is pooled into the Bi-LSTM. Bi-LSTM uses these
extracted data instances for sequential learning. Every projected dataset is deliberated as
distinct objects by Bi-LSTM. To analyze every possible pattern locally, for a time frame AT
based on Temporal Chunk (TC), CNN and RNN read the respective clusters of predicted
adverse values. The extracted patterns are pooled further to Rectified Linear Unit (ReLU) and
with Gated Recurrent Unit (GRU) which are the non-linear functions for pattern
transformation [164], [165]. Further, the max-pooling function is used to change the
transformed patterns into feature vectors. Finally, the feature vectors are analyzed to predict
the next adverse event for a stakeholder or group of stakeholders by Bi-LSTM. The step-by-

step detailed illustration of the proposed model is elaborated below.

5.2.1.4.1 Adaptive Optimization Unit (AOU)
Adaptive Optimization Unit (AOU) classifies the input dataset into various categories like

text, audio, video, and image data and also pools this data to their respective units for the
extraction of adverse data. The text and audio datasets are further processed by RNN whereas
the video and image datasets are processed by CNN for better performance of M-Bi-LSTM
[166].

5.2.1.4.2 Recurrent Neural Network (RNN) and Convolutional Neural
Network (CNN)

Recurrent Neural Network (RNN) and Convolutional Neural Network (CNN) are the two
robust techniques of deep learning [167]. The input dataset affects the performance of RNN
and CNN. CNN gives the best performance for video and image datasets whereas RNN is the
best-suited algorithm for text and audio datasets. For small educational institutions data

where the number of stakeholders is small (<1000), either RNN or CNN can be used but as
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the no. of stakeholders increases the use of a single algorithm decreases the performances of
the overall model. For unanimous best performance, both RNN and CNN with AOU are

proposed in this model.

5.2.1.4.3 Rectified Linear Unit (ReLU) and Gated Recurrent Unit (GRU)
Rectified Linear Unit (ReLU) and Gated Recurrent Unit (GRU) are used with Convolutional

Neural Network (CNN) and Recurrent Neural Network (RNN) as non-linear functions for
pattern transformation respectively. The convolutional layers are entrenched at the top to read
the patterns of a local dataset. ReLU and GRU are used with their respective neural network
techniques to convert the local to universal configuration vectors. Further, the universal
configuration vectors are transmitted for adversity prediction to the presented M-Bi-LSTM

model.
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5.2.1.4.4 Multi-layered Bi-Directional Long Short-Term Memory (M-Bi-
LSTM)

The proposed M-Bi-LSTM network is a combination of 4 data processing layers. These 4
layers of M-Bi-LSTM represent a deep neural network. The primary layer of the proposed
module is connected with the captured input and behaves like a layer of memory cells. The

second and third layers of the model are used for forward learning and backward learning
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Figure 5.7. M-Bi-LSTM inspired Adversity Prediction and reporting model

A major outcome and novel deliverable of this study is the development of the M-Bi-LSTM
model, a multi-layer bidirectional long short-term memory network specifically designed for
data classification and prediction within the Education 4.0 environments. To the best of the
researcher’s knowledge, this is the first application of an M-Bi-LSTM architecture for
handling educational data characterized by hidden parameters, real-time inputs, and complex
temporal dependencies. The proposed M-Bi-LSTM consists of four dedicated data-processing

layers, forming a deep neural network capable of capturing both short-term and long-term
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patterns. The initial layer directly interfaces with the captured input data and functions as a
memory cell layer, enabling effective retention of contextual information. The second and
third layers perform forward and backward learning, respectively, allowing the model to
analyze data sequences in both temporal directions and thereby improve classification
accuracy. The final layer translates the learned representations into probabilistic predictions
of irregularities, providing a robust and interpretable outcome measure. By integrating
bidirectional learning with multi-layer memory processing, the M-Bi-LSTM delivers a
scalable and intelligent predictive framework, marking a significant methodological
contribution and reinforcing the study’s novelty in data-driven assessment and quality

assurance under the Education 4.0 paradigm.

5.2.2 FOG LAYER

The extracted data from the physical layer are pre-processed over local fog nodes. Data pre-
processing, data filtering, and data classification are the major activities executed under fog
nodes [168]. Symbolic Aggregate Approximation (SAX) and the Conditional Random Field
Framework are deployed at the initial level of data pre-processing [169]. The acquired data
from Physical Layer i.e., loT Layer is classified under various sets. The Stakeholder Fitness
Dataset (SFD), Campus Environment Dataset (CED), Stakeholder Activity Dataset (SAD),
and Course Authenticity Dataset (CAD) are the main datasets deployed for assessment and

accreditation. A brief illustration of these datasets is mentioned below:

1. Stakeholder Fitness Dataset (SFD) constitutes the past history and real-time fitness

status of every stakeholder.

2. Campus Environment Dataset (CED) covers various factors of the campus

environment including, temperature, humidity, air pressure, noise, etc.

3. Stakeholder Activity Dataset (SAD) includes the location stamp, timestamp,

biometric timestamp, etc.

4. Course Authenticity Dataset/Course-Ware (CAD/CW) comprises all the information
in respect of courses running in the institutions including name, course, course code,
students enrolled under the course, duration of the course, assessment and
accreditation constituents, etc. Course Authenticity Dataset (CAD) is also termed as
Course-Ware (CW) [16].
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All these pre-processed, filtered and classified datasets are further used for the assessment
and accreditation process. The subsequent section illustrates the assessment, reporting, and

irregularity detection process executed over the cloud layer.

5.2.3 CLOUD LAYER

Real-time assessment, reporting, and irregularity detection have been executed over
the cloud node. For assessment, SOTL (Set of Threshold Limits) is deployed to predict major
irregularities in each dataset in real-time. Table 5.2 illustrates the SoTL table for two

variables associated with SFD Dataset.

Definition 1: Set of Threshold Limits (SoTL) are the sets of all threshold values of various
variables including the minimum required values, maximum acceptable values, etc. e.g.
under SFD, minimum and maximum heartbeat level, oxygen saturation level, body
temperature, etc., are included.

As mentioned in Table 5.4, various other variables and datasets have separate SoTL. Based
on respective SoTL value assessment, irregularity detection, and alarm generation have been
executed. RNN, CNN, and M-Bi-LSTM are deployed over the cloud node for executing all
these activities [169].

5.2.3.1 Assessment

The classified data from the fog layer is evaluated on the cloud layer on the basis of
their respective SoTL dataset. Under assessment, various dataset integration is used. e.g.
courseware dataset is integrated with the student activity dataset for the academic assessment.
The stakeholder fitness dataset is integrated with the campus environment dataset for real -
time assessment of stakeholders’ fitness etc. Dataset integration from various resources also
boosts the quality of assessment. The following are the main assessment activities proposed

during this study:

a. Stakeholders’ Fitness Assessment has been executed based on various fitness-related
parameters. HIoT (Healthcare Internet of Things) is deployed for fitness assessment
[170]. Stakeholder Fitness Dataset and Campus Environment Datasets are integrated for
stakeholders’ fitness assessment. This assessment initiates various fitness-related
irregularity detections and corresponding alarming. Stakeholders Fitness Assessment is
very useful to take preventive actions to control the spreading of
contagious/epidemic/pandemic diseases.
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b. Students’ Course Assessment has been executed on the basis of various courseware
parameters. Stakeholders’ Activity Dataset and Courseware Dataset are integrated for
Students’ Course Assessment. The corresponding alarming and irregularities detection
initiates after accomplishing the Students’ Course Assessment. This assessment helps
students to complete their theory and lab hours, course credits, etc. Early detection of
irregularities will decrease student dropout and consequently the result and education
quality will also improve. Students’ Course Assessments have a greater impact on

various components including quality, satisfaction and irregularity detection, etc.

Table 5.4. SoTL table for Body Temperature and Heartbeat Level under Stakeholder Fitness
Dataset (SFD)

f(x) = 0 Indicates invulnerable state and f(x) = 1 indicates the vulnerable state

Age Min- Max-

Group Value Value Vulnerable dataset

Variable

1, 94.5 °F < x > 99.1°F

0-2 Year 94.5°F 99.1°F flx) = {o 94.5 °F > x < 99.1°F

o
% 3-10Year  96.6°F 98.0 °F flx) = {(1, 3212 }E ; }; Z 321835
g 11-65 Year 95.3°F 98.4 °F fx) = {(1, gg:g g ; i ; 32;;*:5
§ Ve T o9s0% 94 fW={y  Se0ws iz orer
e1Yer o g F@= 100bpm = x < 160 bpm
13year  Sobpm 0 f@ =y gopbn SEZ 200
= 3-5year 80 bpm éé?n fix) =) (1) gg Egﬁ ; i z 118 ng
@
% 5-12 year 70 bpm é;?n f(x) = (1) ;8 EEE ; ; Z 1;8 Egﬁ
Qo
% 12-18 year 60 bpm ég?n flx) = (1) 28 Egz ; i 2 188 Egﬁ
C. Stakeholders” Working Hours Assessment has been executed on the basis of

Stakeholders’ Activity parameters. Stakeholders’ Activity Dataset and Courseware Dataset
are integrated for Stakeholders’ Working Hours Assessment. The real-time working hours
assessment has a greater impact on employee retention and in-time course completion. The
real-time working hours assessment will also eradicate human errors in calculating

stakeholders’ working hours.
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d. Stakeholders’ (Excluding Students) Payroll Assessment has been executed on the
basis of Stakeholders’ Activity parameters. Students are excluded from this assessment as
they are not part of the payroll system. Stakeholders’ Payroll Assessment will be executed
after stakeholders' Working Hours Assessment. Stakeholders’ Working Hours Assessment is
associated with their payroll history including their salary components and allowances etc.

for Stakeholders’ Payroll Assessment.

e. Stakeholders’ (Excluding Students) Appraisal Assessment has been executed on the
basis of Stakeholders’ Activity parameters. Working hours, Payroll, Quality, Performance,
Feedback, etc. are the major components that affect Stakeholder’s Appraisal Assessment. The
proposed Appraisal Assessment is a transparent system and has zero human errors and human

bias.

f. Stakeholders’ Quality Assessment has been executed on the basis of Stakeholders’
Activity parameters. Quality is a component that depends on two major factors i.e. the inputs
(efforts) made by stakeholders in terms of working hours and the outputs in terms of results.
The M-Bi-LSTM based predictive algorithm is used to predict the outputs or results of
various stakeholders [169]. On the basis of the predictive results and actual results, the

quality will be calculated.

g. Stakeholders’ Performance Assessment is an administrative component. Stakeholders’
Activity Dataset, Campus Environment Dataset, Stakeholders Fitness Dataset, and
courseware dataset are integrated for the assessment of stakeholders’ Performance. Based on
stakeholders’ inputs (efforts) the predictive algorithm is used to predict the performance
assessment of individual stakeholders. The performance of different stakeholders has
different impacts e.g. Performance assessment of students will impact their results and
academic performance whereas the performance of faculty and non-teaching staff members

will impact their salary and appraisal etc.

The proposed assessment process, various irregularities generated w.r.t. assessment, alarm
generation, and finally, the process of accreditation is illustrated in Figure 5.8. Various
predictive algorithms are used for the assessment process. All the activities discussed so far
under this section and subsequently discussed are interrelated and depend on one another.
The previous activity in this list either initiates the next activity or has some impact on the

next activity. The subsequent subsection explores irregularity detection.
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Figure 5.8. Assessment under Education 4.0

5.2.3.2 Irregularity Detection

After an assessment, it is possible to identify various types of irregularities in the ambient
educational environment [171]. Various types of assessments have positive as well as
negative outcomes for stakeholders. The positive outcomes or assessments are always in the
favor of stakeholders. Whereas the negative outcomes or assessments are due to some kind of
irregularity in the system or stakeholders’ activities. For example under students’ course
assessment if the requisite number of working hours is not completed by a particular student
then it shows the irregularity w.r.t. that particular student and timely corrective action is
required for improvement. On the other hand, if a group of students or an entire class is not
completing the requisite number of working hours then in this particular case it may be an
irregularity on the faculty part or administrative part. All possible irregularities are detected
through various irregularity prediction algorithms. Some of the irregularity detection
algorithms are efficient enough to work independently, whereas some others are integrated
with another algorithm to explore the exact irregularity. Figure 5.9 illustrates the proposed
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irregularity detection mechanism. Various irregularity detection algorithms are explored in
the results and discussion section.

This study presents an original and forward-looking contribution to Education 4.0
through the development of a real-time irregularity detection algorithm designed for an
ambient, technology-enabled educational ecosystem. Unlike most existing studies, which
primarily emphasize assessment outcomes and post hoc performance evaluation, the
proposed approach focuses on the continuous, real-time identification of irregularities arising
from both stakeholder activities and systemic processes—an area that remains largely
unexplored in contemporary educational research. In this framework, assessment outcomes
are treated as meaningful indicators of system performance: positive outcomes reflect
effective engagement and compliance, while negative outcomes signal the presence of
underlying irregularities. For instance, when an individual student fails to meet the required
academic engagement, the issue can be addressed through timely, student-level intervention.
Conversely, when similar patterns are observed across an entire class or cohort, the
irregularity may point to instructional or administrative shortcomings. The proposed
algorithm is capable of distinguishing between these contexts by employing intelligent
prediction mechanisms, operating both independently and in integrated forms, to accurately
identify the source of deviation. By embedding this detection process within a real-time
Education 4.0 environment, the study enables proactive monitoring, early intervention, and
continuous quality improvement. To the best of the researcher’s knowledge, this work
represents a novel and pioneering effort, establishing a new direction for intelligent

educational monitoring and governance within the Education 4.0 paradigm.
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Figure 5.9. Irregularity Detection under Education 4.0

5.2.3.3 Alarm Generation
The positive and negative impacts of the assessment section require proper management

[172]. The positive assessment is deployed for motivation, whereas the negative assessment
is deployed to alert an individual stakeholder or a group of stakeholders for in-time predictive
action. The real-time alarming is very useful to avoid numerous harmful effects of any type
of irregularity. In continuation to the example discussed under the previous subsection i.e.
irregularity detection, if a particular student is lagging behind in his/her course credits then
the alarm generation will remind that individual about this irregularity. This alarming will
make the individual aware and may help the individual to improve their credits. On the other
hand, for group issues, the corresponding alert will be given to the respective faculty member
as well as the corresponding administrative official for in-time corrective action. The positive
assessment will also play a significant role in the improvement of quality. All alerts are based
on some predictive analysis. The predictive analysis will help the individual to track their
performance based on their current input scenario as well as the required inputs on their
behalf to achieve their target. Positive Motivation, Improvement in quality, and performance
are some of the hidden aspects of real-time alarm generation that are not quantified but will
be observed after the implementation of the proposed system in an ambient educational
environment [64].
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5.3 Application Layer for Institution and Apex Bodies
The application layer of the presented framework depends upon numerous parameters

such as the implementing country; Education Policy of the country; University; Institution;

Data Requirements of Policymakers, University, and Institution; Courses and curriculum of

the Institution, and many other stakeholders' levels requirements. All these parameters need

to be fixed by policymakers or at the university level. Consequently, the format of various

reports and alerts can be designed for a particular institution associated with that university or

policymakers. Designing and development of application layer is a top-down approach. The

requirements at the policy makers' level affect the requirements of the university.

Consequently, Institutions, Departments, and courses are affected. The application layer of

the presented framework may be explored as a separate case study, which is associated purely

with the education domain. The various key points that need to be addressed under any

specific case study are listed below:

e Requirements need to be collected from all the stakeholders by using a top-down
approach, starting from the policy makers' level before implementation.

e Dataset needs to be classified in a manner that fulfills all the requirements using a
bottom-up approach, starting from the institution level.

e Parameters for each report need to be studied and segregated under two categories i.e.
public and private.

e Public/private parameters and the reports associated with public/private parameters need
to be submitted to the concerned stakeholder.

e Based on the dataset, the corresponding IoT infrastructure needs to be deployed at the
institution level for the collection of data in real-time.

e \Web-based or Mobile based applications need to be developed for alerts and reporting
purposes.

e Corresponding security mechanisms need to be developed for data security in a
web/mobile environment.

User (stakeholders) friendly mobile or web applications will enhance the productivity of the

presented framework at the application level. Real-time interaction between the framework

and stakeholders is implemented over the application layer. The interaction between

stakeholders is also implemented over the application layer.

5.4 Summary
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Sustainable education is a global concern. The reflection of Industry 4.0 unveils a novel
revolutionary chapter in the current education industry i.e. Education 4.0. Under Education
4.0 environment automated data collection, monitoring, classification, and prediction have
been observed as a necessity for future development in the education domain.
Conspicuously, this research proposes an IFC technology for provisioning an effective
monitoring and reporting environment for our educational institutions. The three major
paradigms of IFC technology i.e. fog computing, 10T, and cloud computing are deployed for
effective monitoring and reporting under an ambient educational environment. Specifically,
during this analysis, 10T has been deployed for concurrent data acquisition in real-time. The
information acquired from the previous step is classified into vulnerable and invulnerable
clusters constructed on the probabilistic measure of SoTL. Alerts and the corresponding
reporting procedure have been deployed for real-time alerts and reports to be delivered to the
concerned stakeholder or group of stakeholders for timely corrective actions. Based on
comprehensive analysis, it can be safely stated that the presented framework is
outperforming the other contemporary technologies for educational monitoring and reporting
under the Education 4.0 environment. The presented framework is useful for automated real -
time assessment and accreditation under the Education 4.0 environment. The use case
presented in this study is supportive in numerous areas where assessment, appraisal,
accreditation, rewards, etc. are applicable on a performance basis. In terms of anticipated
classification performance, comparable Fog/loT-enabled frameworks employing Bi-LSTM
and hybrid CNN-LSTM classifiers for real-time monitoring and anomaly/irregularity
detection have reported classification accuracy in the range of approximately 95%-97.8%
with precision values above 98%, and the proposed M-Bi-LSTM based VDS/IDS
classification mechanism is expected to achieve performance within a similar range once
empirically validated. Similarly, by processing and classifying data at the fog layer rather
than routing every transaction to the cloud, the proposed framework is expected to
substantially reduce latency and response time; comparable fog-based architectures have
reported inference and response latencies ranging from a few milliseconds to under a few
hundred milliseconds per data sample, against markedly higher latencies observed in purely
cloud-centric designs. Furthermore, the automated, layered public-private reporting
mechanism is expected to considerably improve reporting efficiency over manual and
periodic institutional assessment practices by shortening the turnaround time between
irregularity detection, alarm generation, and stakeholder notification. These anticipated
benchmarks for accuracy, precision, latency, response time, classification performance, and
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reporting efficiency are drawn from comparable fog/loT-based Bi-LSTM classification
studies in the literature and will require empirical validation through pilot deployment of the
proposed MQEE framework in a live institutional setting, which is identified as an important
direction for future work. From a future research perspective, elaborative 10T networks for
education institutions and various security concerns within the educational domain are
essential research areas to be considered. In addition to this, Al-based automated
accreditation of educational institutions by various apex bodies (Accreditation agencies) is
an additional research dimension that needs to be addressed in the future for a robust

education ecosystem.
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CHAPTER 6

Algorithms for monitoring and trust
building in Education 4.0

Chapter Briefing— Education 4.0, a revolutionary concept shaped by Industry 4.0, is
transforming the education sector through the integration of technologies such as 10T,
Al, and Big Data Analytics. This chapter focuses on algorithmic approaches to
monitoring and trust building, emphasizing the automation of assessment and
accreditation processes within educational institutions. By leveraging loT-enabled
devices for real-time data collection and Al algorithms for intelligent analysis, the
framework ensures transparency, efficiency, and data-driven decision-making. A two-
phased accreditation model evaluates crucial parameters like stakeholder fitness,
campus environment, activity tracking, and course authenticity, employing grading
mechanisms ranging from 1.5 to 4.0 CGPA and D to A++ grades for benchmarking.
The automated system detects irregularities, generates alerts, and streamlines the
accreditation process, offering significant advantages such as reduced human
intervention and improved resource utilization. Policymakers and educators benefit
from this innovative framework, which fosters trust, collaboration, and systemic
improvement. Future research directions include expanding loT networks, developing
robust security measures, and creating Al-driven accreditation systems to address
emerging challenges and ensure sustainable practices. By adopting these technologies,
the framework exemplifies a paradigm shift in assessment and accreditation, setting
new benchmarks for innovation and adaptive education ecosystems.

6.1 Introduction
The use of new technology in education has seen major modifications and developments in

recent years. Our lives, our workplaces, and our educational systems have all undergone
radical change because of the fourth industrial revolution, or Industry 4.0 [123]. The notion of
"Education 4.0," which was created to characterize the incorporation of cutting-edge
technologies like the Internet of Things (loT), Artificial Intelligence (Al), and Big Data
Analytics into the education sector, has gained popularity [173]. By utilizing these
technologies to better the teaching-learning process, as well as the assessment and
accreditation of students, Education 4.0 strives to increase the quality and effectiveness of
education [128]. A vital part of the educational system, assessment and accreditation allow
educational institutions to monitor students' performance and progress while also ensuring that
the standard of instruction being delivered is upheld. The manual data gathering and analysis

used in traditional assessment and certification processes takes a lot of time and resources
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[174]. Automation of this process is possible, increasing its effectiveness and efficiency with
the use of loT and Al technologies [175]. This study suggests an loT-enabled smart approach
to assessment and accreditation, complete with an automated monitoring and alarm generation
algorithm, to solve the shortcomings of conventional evaluation and accreditation procedures.
This chapter's aim is to examine the possibility of an loT-enabled smart approach to
assessment and accreditation and to analyse its efficacy and efficiency in comparison to more
conventional evaluation and accreditation procedures. To improve the evaluation and
certification process, this chapter will give a general introduction to Education 4.0, loT
technologies, and Al algorithms. As well as presenting the findings of a comparison of this
approach with conventional assessment and accreditation processes, it will also talk about the

design and implementation of an loT-enabled smart approach to assessment and accreditation.

The term "Education 4.0" refers to the incorporation of cutting-edge technologies like IoT, Al,
and Big Data Analytics into the educational system [169]. By improving the teaching-learning
process, student assessment, and accreditation, this integration attempts to raise the quality and
efficacy of education. A paradigm shift from the conventional teacher-centric method to a
learner-centric approach, where students are given the authority to take control of their
learning path, is represented by Education 4.0 [176]. The incorporation of 10T into Education
4.0 offers the chance to gather and examine data regarding numerous facets of the teaching-
learning process. Students' performance, attendance, and activity data can all be gathered
using loT sensors [135]. The learning preferences and patterns of students can then be
deduced from the analysis of this data by Al systems. The proposed assessment and

accreditation scenario for Education 4.0 is demonstrated in Figure 6.1.

Devices may connect to and communicate with one another through the internet thanks
to a technology called the Internet of Things (loT) [8]. loT technology offers a wide range of
uses in many industries, including education. 10T sensors can be utilized in Education 4.0 to
gather information on numerous facets of the teaching-learning process. For instance, sensors
can be used to keep tabs on attendance, locate pupils, and gather usage information for
learning tools like computers and books. The application of IoT technology in education offers
the chance to gather data in real time that can then be analysed by Al algorithms to reveal

insights about the preferences and learning styles of specific students.

A technology known as Atrtificial Intelligence (Al) enables machines to carry out tasks

that would ordinarily need human intelligence [177]. A key component of Education 4.0 is the
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use of Al algorithms to analyse the massive amounts of data gathered by loT sensors and
produce insights that can be applied to improve teaching-learning processes, student
assessment, and accreditation [7]. The process of assessment and accreditation is another area
in which Al algorithms are used in education 4.0. Al systems can analyse student performance
and progress data to produce insights and suggestions for administrators and teachers. To
support students' learning, this can help identify areas where they are having difficulty and

offer focused interventions.
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Figure 6.1. Real-Time Assessment and Accreditation Scenario in Education 4.0

The content and level of difficulty of the learning materials can be adjusted by these systems
to the student's comprehension level by using data on the learning styles and preferences of
specific students. Finally, decision-making in educational institutions can be assisted by Al
algorithms. Al algorithms can be used, for instance, to analyse data on student performance
and pinpoint locations where funding should be distributed to assist student learning [178],
[179]. This could aid in maximizing resource usage and enhancing educational institutions'
general effectiveness. To sum up, Al algorithms are a crucial component of Education 4.0
because they give us the skills to analyse the enormous amounts of data produced by loT
sensors and produce insights that can be used to improve teaching-learning processes as well
as student assessment and accreditation. Given the immense potential of Al in education, it is

expected that in the years to come this field will continue to experience innovation and
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development. The main objectives of this study are to design an algorithmic approach for
assessment and accreditation under the Education 4.0 environment, further, to design such
algorithms which will help the education industry to monitor all the stakeholders and detect all
sorts of irregularities observed by the IoT infrastructure present in the institution without any
human intervention. This chapter primarily presents the proposed algorithms and their
conceptual application within the MQEE framework. The detailed implementation and
simulation-based evaluation of these algorithms, including their performance parameters and
experimental results, are presented in the subsequent chapter.

6.2 Datasets for Assessment and Accreditation

Various 0T devices, sensors, and actuators are deployed to acquire input data for real -time
and continuous assessment. This study focuses on the two major components i.e., assessment
and accreditation. All the stakeholders are assessed on the basis of their fitness, and
accountability in the institution. On the other hand the accreditation of the institution is
granted on the basis of Fitness of the stakeholders inside the institution and Teaching-Learning
Environment in the institution. To cover these two components, Stakeholders’ Fitness,
Environment of Campus, Stakeholders’ Activities and Authenticity of Stakeholders’ courses
are required. Further, all the assessment and accreditation are associated with stakeholders so
identification of stakeholder in respect of Fitness, Environment, Activity and Courses is of
paramount importance. So, keeping all these things under consideration, the following input

datasets are considered for this study.

Stakeholder Fitness Dataset
Campus Environment Dataset
Stakeholder Activity Dataset
Stakeholder Identification Dataset

o > w0 e

Course Authenticity Dataset/Course Ware

In this section, the relevance of various datasets is illustrated. The first dataset discussed is the
Stakeholder Fitness Dataset (SFD) [169]. This dataset is associated with all the stakeholders,
including students, teachers, non-teaching staff members, and anyone else who is associated
with the institution. As the students and teachers are the major stakeholders of the institution,
and their fitness may be affected by any other stakeholder in this institution who are in
connection with students and teachers therefore to ensure the fitness of the major stakeholders,
the fitness of other stakeholders including the non-teaching, administrative and management is
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also important. Therefore, the input data scenario is customized for each stakeholder, and they
all are participating in this dataset. Table 6.1 provides a detailed description of the variables
associated with the SFD.

In this study under the stakeholders Fitness Dataset (SFD), only three parameters are
considered i.e., Body Temperature, Heartbeat Level, and Blood Pressure. All the parameters
are used for a basic fitness check. The minimum and maximum values are for the age group of
15 years to 65 years; this age group is associated with Higher Education as all types of
stakeholders. The vulnerable function f(x) is used to check the vulnerable values associated
with respective Stakeholders’ Fitness variables [180], [181]. The vulnerable function f(x) may

be changed as per the individual stakeholder and geographical location of this campus.

Table 6.1. Stakeholder Fitness Dataset (SFD)

Variable Minimum Maximum Vulnerable values
Value Value
Body 95.3 °F 98.4 °F f) = B3IF<x>9BAF
0, 95.3 °F = x < 98.4°F
Temperature
Heartbeat Level 60 bpm 100 bpm £x) = 1, 60 bpm < x > 100 bpm
~ 1o, 60bpm =>x < 100bpm
Blood Pressure 80 mmHg 120 mmHg Fx) = 1, 80 mmHg < x > 120 mmHg
*) =1, 80 mmHg > x < 120 mmHg

The second dataset is the Campus Environment Dataset (CED), which is entirely associated
with real-time environment variables [169]. This dataset helps to monitor the real environment
of the institution, and based on the input values, many corrective activities have been initiated
to provide a healthy teaching-learning environment for every stakeholder associated with the
institution. The campus-environment is affected by many parameters and to include all the
parameters in these initial stages of Education 4.0 makes this environment more complex. So,
to keep things simple at the initial stages of Education 4.0’s assessment and accreditation only
four parameters that affect the teaching-learning environment are considered for this study.
Table 6.2 provides a detailed description of the variables associated with the CED. In this
table 4 campus environment variables are illustrated with their minimum and maximum
values. The minimum and maximum values associated with each variable may be changed as
per the geographical location of the institution. Similar to Table 6.1, the vulnerable function
f(x) is used to check the vulnerable values associated with respective Environmental variables
[182], [183]. The vulnerable function f(x) may be changed as per the geographical location of
this campus. The use of predefined threshold values in the proposed framework is necessary
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for the formal representation, illustration, and simulation of the proposed algorithms. Since the
framework integrates multiple parameters related to institutional performance, environmental
conditions, student behaviour, infrastructure, and quality indicators, threshold values provide
reference points for classifying and interpreting the corresponding measurements during
algorithmic processing. However, a single set of threshold values cannot be considered
universally applicable to all educational institutions. Institutional characteristics, geographical
and climatic conditions, available infrastructure, student population, resource availability,
academic practices, and the criteria prescribed by the concerned assessment or accreditation
agency may influence the appropriate threshold for a particular parameter. Therefore, the
threshold values used in the present study are considered reference values for simulation and

feasibility analysis rather than fixed universal standards.

In an actual institutional deployment, these thresholds would be calibrated using
institution-specific baseline data, historical observations, relevant contextual parameters, and
the quality indicators prescribed by the concerned assessment or accreditation agency. Such
adaptive configuration would enable the proposed framework to maintain its applicability
across institutions with different operational and environmental conditions while avoiding the

assumption of a uniform threshold for all educational institutions.

Table 6.2. Campus Environment Dataset (CED)

Variable Minimum Maximum Vulnerable values
Value Value

Temperature  15°C 30°C Flx) = 1, 15°C < x > 30°C

0, 15°C = x < 30°C
Humidity 60 gm™3 120 gm™3 ) 1, 60 gm=3 < x> 120 gm™3

x =
Level 0, 60gm™=>x<120gm™3
Air Pressure 100 millibars 1050 f(X) (1, 100 millibars < x > 1050 millibars
- — o, 100 millibars = x < 1050 millibars
millibars

Noise Level 50 decibels 90 decibels Flx) = 1, 50 decibels < x > 90 decibels

0, 50 decibels = x < 90 decibels

The Stakeholder Activity Dataset is the third dataset, which is associated with the real -
time position of the stakeholder in the institution [169]. Based on the position of one or more
stakeholders on the campus at a specific point in time, the activities of the stakeholders are
decided by various algorithms illustrated in the subsequent sections of the chapter. Table 6.3

covers the location dataset. For systematically geographical segregation of institutional

131



environment, the entire campus is divided into some blocks, where each block may contain
one or more buildings. In table 6.3 four such blocks are illustrated i.e., Electronic and
Communication Engineering (ECE), Computer Science Engineering (CSC), Commerce and
Business Management (CBM), Architecture (ARC). Moreover, the different places of a
building are marked with a specific Location ID and on a specific Location ID many other loT
devices are installed for real-time monitoring, and a specific Device ID is assigned to all the
devices. Based on the data received from a particular Device ID it is easier to find the location
of a Stakeholder in the campus. Further, the IoT devices, sensors, actuators, and smart devices
are classified into two categories i.e. Movable and Immovable devices [136]. Movable devices
are generally associated with stakeholders like their Radio Frequency ldentification (RFID)-
enabled ID (Identity Document) cards and smart wearable devices. The other category of
devices is fixed or immovable. The movable devices are generally the stakeholders’ data
sender. On the other side, the immovable devices are the stakeholders’ data receivers.
Therefore, whenever a particular stakeholder comes in the range of any immovable device, the
location of that device is punched with the stakeholders’ dataset. On the basis of this location
and the values of stakeholders’ associated Time-Table ID, the activity of respective
stakeholders can be calculated. The next section of this chapter illustrates this in detail along
with the corresponding algorithms associated with this dataset.

Table 6.3. Location Dataset (LDS)

Block Block Location Location Device Device Device

ID ID ID Type

4579 ECE 83907142 Lecture Hall-102 TT85479 TempTrackl000 Immovable
1245 CSE 25670918  Hardware Lab-VI SS32568  SoundSense2000  Immovable
6587 CBM 17463289 Basketball ~ Ground HP32157 HumidProbe3000 Immovable

Block I1

1245 CSE 98247360  Software Lab-V AP95478  AirPress4000 Immovable
3657 ARC 74591823 Lecture Hall-415 ES32547  EnviroSense5000 Immovable
6587 CBM 60948725  Auditorium-II CT65214 ClimaTrack6000 Immovable
1245 CSE 31259876  CS-Dean Office AS74578  Atmosphere7000 Immovable

The fourth dataset is the Stakeholder Identification Dataset, which is a non-real-time dataset
used in this study. This dataset consists of values such as Name, Course, Identification
Number, Job Role, etc. This dataset helps the 10T devices to identify the stakeholder. Multiple
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parameters may be added to this dataset to identify the stakeholder as per the requirement of a
specific institution. For demonstration purposes in Table 6.4, 20 stakeholders are illustrated.
All these values are neither associated with any institutions nor with any stakeholder, for
demonstration purposes these random values are used in this study. Here in this table, each
stakeholder holds a unique stakeholder ID, Types of stakeholders are also defined in the table,
further, each stakeholder is associated with any one of the departments. Moreover, a unique ID
Card No. and Smart Device No. are also associated with the individual stakeholder. Similar
Course ID is assigned to Students associated with similar courses. Courses ID Set may be
assigned to faculty members associated with more than one course as in the case of 1st record.
Finally, a unique Time-Table ID is issued to all the stakeholders. The students enrolled in
similar courses and non-teaching stakeholders associated with similar departments and job
roles may have similar Time-Table IDs. The fields in the Stakeholder Identification Dataset
may be increased as per the requirements e.g., stakeholders’ mobile no, email Id, address, and
other personal/professional details may also be added in this table as per the requirement of

the application-level module.

Finally, the Course Authenticity Dataset/Courseware is another non-real-time dataset used in
the study. This dataset includes information about the various courses currently running in the
respective institution. This dataset includes Course Name, Course Code, Students associated
with the course, Theory and practical hours associated with the course, Minimum and
Maximum credits required for the course, etc. This dataset helps to check the attendance and
performance of the stakeholders associated with the respective course. Table 6.5 covers the
various elements of this dataset. Like the Stakeholder Identification dataset in Table 6.4, this
dataset may also be improved as per the requirement of the application module. The Time
Stamp, Location Stamp, and Faculty IDs associated with each course are related to the
timetables covered earlier in this section. Student Set is the set of students’ IDs enrolled under

a particular subject. All the remaining fields of this table are self-explanatory.

In a nutshell, this study utilizes various datasets to provide a holistic view of the institution's
stakeholders' activities, environments, and performance. These datasets help to monitor and
improve the teaching-learning environment for all the stakeholders associated with the
institution. By analysing the data from these datasets, the study aims to improve the
stakeholders' overall experience and performance, leading to a better learning outcome. The
subsequent section of this study covers all the major assessment algorithms used in this input
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scenario for assessment in terms of monitoring and irregularity detection in Education 4.0
[62], [184].

Table 6.4. Stakeholder Identification Dataset (SID)

Stakeholder Department ID Card Smart Device Course ID/Set Time-Table

ID No No. ID
FAC9832412 CSE IC745836 SW786547 C-21547, C- TT-21547-1
45789

ADM7869024  ECE 1C328951 SW643215 C-45789 TT-45789-1
NT4658390 DNO 1C912657 SW123789 NULL TT-8547-4
VIS2015739 CBM IC567218 SW875612 C-91236 TT-91236-1
STU9235601 CSE 1C823694 SW589732 C-21547 TT-21547-2
STU3482157 ARC 1C469832 SW346891 C-75324 TT-75324-1
FAC6812943 ECE 1C126589 SW986532 C-38679 TT-38679-1
NT5210038 VCO 1C874532 SW451236 NULL TT-8373-3
STU7902461 MCE 1C259873 SW192837 C-59471 TT-59471-1
ADM3045962  SUP 1C935684 SW726534 NULL TT-8557-5
VIS6178025 ASE 1C684723 SW687345 C-82463 TT-82463-1
FAC1483296 ASE 1IC317596 SW259673 C-82463 TT-82463-2
NT8750943 RGO 1C987234 SW964385 NULL TT-8787-4
STU9264053 ARC 1C536189 SW513742 C-75324 TT-75324-2
ADM6917503  DSW 1C273845 SW327916 NULL TT-8777-8
V152913845 ARC 1C941782 SW971824 C-75324 TT-75324-3
NT6203958 DSW 1C672391 SW647523 NULL TT-4578-9
STU8290456 CBM 1C385729 SW385294 C-91236 TT-91236-2
FAC3145962 EEE 1C124789 SW219465 C-21547 TT-21547-3
VIS5318075 EEE 1IC768543 SW736289 C-21547 TT-21547-4

Note: "STU" denotes students, "FAC" denotes faculty, "NT" denotes non-teaching staff,
"ADM" denotes administrative staff, and "VIS" denotes visiting staff. The next 7 digits are
randomly generated for each stakeholder ID. Timetable signifies the time frame associated
with a particular group of students and their respective group of teachers and other supporting
staff.

Table 6.5. Course Authenticity Dataset/Course Ware (CAD/CW)

134



T I 2 I . _ 4
I - I Z E T E & =3
> & » & 2 g £ £ o 5 -
0 s § 8 8§ T 8% 8 8 § ¢ ¢ &
8 ¢ § F § F & 6 G ¢ ¢ B g 2 > g
— | 1 =< ] ] = [0 5 (5] E @ ho}
3 3 2 £ = 3 ) £ £ &) ) £ S S B3 3 = >
o o %} = > > > = > > = = — L O z [ 3
S-1 60 40 100 50 3 1 4 2 TT LI F1 11 NI C Ss1
S2 60 40 100 50 3 1 4 2 T2 L1 F2 12 N2 C Ss1
S-3 60 40 100 50 3 1 4 2 T3 L1 F3 1.3 N3 C SS1
S-4 60 40 100 50 3 1 4 2 T4 L1 F4 14 N4 C SS1
E % S-5 60 0 100 O 3 0 4 0 T5 L1 F1 1.5 N5 E SS1
§ ‘:\‘; S-6 60 0 100 O 3 0 4 0 T6 L2 F5 1.6 N6 E SS1
S-1 60 40 100 50 3 1 4 2 T1 L2 F2 21 N7 C SS2
?-, ,% S-2 60 40 100 50 3 1 4 2 T2 L2 F3 2.2 N8 C SS2
(2]
a Q, S-3 60 40 100 50 3 1 4 2 T3 L3 F1 2.3 N9 C SS2
QO (@)

Note: S-Subject; T-Time Stamp; L-Location Stamp; F-Faculty ID, N-Name; C-Core; E-

Elective; SS-Student Set

6.3 Assessment Algorithms

In this section of the study, various algorithms for assessment in Education 4.0 are discussed

with their implementation and use case. The following monitoring and irregularity detection

algorithms are implemented over various datasets discussed in the previous section:

1
2
3.
4

Fitness monitoring and irregularity detection algorithm (FMIDA).

Environment monitoring and irregularity detection algorithm (EMIDA).

Employee monitoring and irregularity detection algorithm (EPMIDA).

Course authenticity monitoring and irregularity detection algorithm (CAMIDA).

Table 6.6 illustrates the various algorithms, along with the datasets used and applications

of these algorithms. All these algorithms play an important role in accreditation and in output

layers, especially for alert generation in respect of every irregularity detection.

Table 6.6. Assessment Algorithms

Algorithm Dataset(s)
Used

loT devices and Sensors Used

Application(s)
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FMIDA SFD
EMIDA CED
CAMIDA  LDS,
CAD/CW
EPMIDA  LDS,
CAD/CW

Temperature Sensor, Heart Rate

Sensor, Blood Pressure Sensor.

Temperature Sensor, Air Pressure

Sensor, Noise Sensor, Humidity

Sensor

Any Sensor emitting information

about a particular stakeholder.

Any Sensor emitting information

about a particular stakeholder.

Fitness-Related Alert Generation
on Output Layers
Environment-Related Alert

Generation on Output Layers

Course Authenticity and its related

Alert Generation on Output Layers

Employee Payroll and its related

Alert Generation on Output Layers

6.3.1 Fitness monitoring and irregularity detection algorithm (FMIDA)

This algorithm specifically uses Stakeholder Fitness Dataset illustrated in Table 6.1. On the

basis of various vulnerability detection functions f(x) this algorithm monitors the health of an

individual stakeholder and generates seeds for respective alerts. This algorithm produces the

real time fitness assessment report of all the stakeholders s present in the institution on a time

instance AT. This real-time data for a specific stakeholder is known as data chunk. Further,

this algorithm also produces irregularities detected by SFD and generates irregularities

detection count for accreditation algorithms. A report history is generated after every time

instance AT and the respective changes are saved in the corresponding report history of an

individual stakeholder.

Algorithm 1: Fitness monitoring and irregularity detection algorithm (FMIDA)

1 S;; « Stakeholder ID,

AT <« Current Time Instance,

SFD « Stakeholder Fitness Dataset,

Ryis < Report History,

D chunk < Data Chunk
Scer < Stakeholder Set

Div;; < Device ID

Do+ < Device Set with ready state

Scount « 1’
AT « t,

Sid<_s
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32
33

if AT # Null then

Get Dgo for AT

while D;,; = d do

Get Ssetar) fOT Dger = dand AT =t

Get Sser(t-1)V S € Sser(ar) FTOM Rpjse—1)

While S.t(qr) = s do

if Sset(at) # Sset(t-1) for sand t

Get f(x)pr for Ssercar) from SFD

Get f(x)yg for Ssetary from SFD

Get f(x)pp for Sserar) from SFD

Update Ry;s for s

If fpr | fGur 1f()pp =1

Enable Irregularity Detected IR = 1 for s and Sgr, Syr, and Sgp
Call Algorithm 6 for s and AT

Update s to next s

IR counerps) = IRcount(rps) + 1

Call Algorithm 6 to Generate Assessment Report for s and t

Goto 7

end
Call Algorithm 6 to Generate Assessment Report for sand t
Update s to next s

Goto 7

end
Call Algorithm 6 to Generate Assessment Report for s and t
Update s to next s

Goto 4

end

Goto 2

end

Update IR coune(rps) for Accreditation Algorithm

Goto 2

else
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34 end

Note: Refer Legend Table 6.9 for symbols used in this algorithm

6.3.2 Environment monitoring and irregularity detection algorithm
(EMIDA)

This algorithm specifically uses Environment Dataset (EDS) and Location Dataset (LDS)
illustrated in Table 6.2 and Table 6.3 respectively. On the basis of various vulnerability
detection functions f(x) illustrated in Table 6.2, this algorithm monitors the Environment of
various locations of the institution and generates seeds for respective alerts. This algorithm
produces the real time environment assessment report of all the locations | of the institution at
a time instant AT. Further, this algorithm also produces irregularities detected by EDS and

generates irregularities detection count for accreditation algorithms.

Algorithm 2: Environment monitoring and irregularity detection algorithm (EMIDA)

1 L;; < LocationlID,

AT « Current Time Instance,
EDS < Environment Dataset,
Ryis < Report History

Div;,; « Device ID

Dot < Device Set with ready state
Leount < 1,

AT « t,

Div;y < d

Lig<l

if AT + Null then

Get Dgop for AT

while D;,; = d do
GetLigaslfordand AT =t
Get f(x)rp forl from EDS
Get f(x)up forl fromEDS
Get f(x)y, forl fromEDS
Get f(x)y, forl fromEDS
Update Ry;s forl

© 00 N o o B~ w DN
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11 Getl,_y from Ryis—1) forl

12 ifl, 14

13 If fO)rp | fC)ap |fCONL I fF (L =1

14 Enable Irregularity Detected IR = 1 for land lrp, lup, Iy and Ly,
15 Call Algorithm 6 forlandt

16 Update l to next |

17 IR countgps)y = IRcounteps) +1

18 Call Algorithm 6 to Generate Assessment Report for land t
19 Update Ry;s forl

20 Goto 5

21 end

22 Call Algorithm 6 to Generate Assessment Report for land t
23 Update | tonext |

24 Goto 5

25 end

26 Goto 2

27 end

28 Update IR coune(eps) for Accreditation Algorithm

29 Goto 2

30 else

31 end

Note: Refer Legend Table 6.9 for symbols used in this algorithm

6.3.3 Course Authentication Monitoring and irregularity detection
algorithm (CAMIDA)

This algorithm specifically uses the Course Authenticity Dataset/Course ware (CAD/CW),
Stakeholder Identification Dataset (SID) and Location Dataset (LDS) illustrated in Table 6.5,
Table 6.4, and Table 6.3 respectively. On the basis of these datasets, irregularities may be
detected in respect of students and Faculty members, this algorithm monitors the authenticity
of various courses running in the institution and generates seeds for respective alerts. This
algorithm produces the real time course authentication assessment report of all the courses

running in the institution at a time instant AT. Further, this algorithm also produces
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irregularities detected by CAD/CW and generates irregularities detection count for
accreditation algorithms.

Algorithm 3: Course Authenticity monitoring and irregularity detection algorithm (CAMIDA)

1 L;; « LocationlD,
AT « Current Time Instance,
SID « Stakeholder Identification Dataset,
CAD/CW « Course Authenticity Dataset/Course ware ,
LDS « Location Dataset,
Rpis < Report History
Div;,; « Device ID
Dt < Device Set with ready state
Scet < Stakeholder Dataset

Lcount < 1'

AT « t,
Div;y < d
Lig<l
Sia < S
2 ifAT # Null then
3 Get Dg,; for AT
4 while D;,.; = d do
5 GetLigaslfordand AT =t from LDS
6 Get Sget forl, and AT =t
7 Get Subgpt < Sub;y V¥ Sgor Where Lig =l and AT =t
8 Get Courseg,; < Coursejy V Sgor WhereL;y =land AT =t
9 Get Faculty,,: < Faculty;; V Courses,; where L;; = land AT =t
10 if Facultys,.Count # 1 for Facult y.;
11 Get Faculty;; € Facultys,; wherel = TimeTable, and t = TimeTable,
12 if Faculty;; = Null
13 Enable Irregularity Detected IR = 1 for Faculty;,
14 Call Algorithm 6 for Faculty;;,l and t
15 Update d tonext d
16 IR count(capjcwy = IRcountcapjewy + 1
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17

18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47

Call Algorithm 6 to

Generate Assessment Report for Faculty;;,land t
Update Ry;s for Faculty;;,land t

Goto 5

end
else
Get Sgotpresent € Sser Where l = TimeTable, and t = TimeTable,
Mark Attendance Status = 1V Sgetpresent
Update Subject Credits and Course Credits ¥V Sgeipresent With time AT
Update d tonext d
Call Algorithm 6 toGenerate Assessment Report ¥V Sqeipresent,l and t
Update Rpis V Ssetpresent, L and t
Update IR count(cap jcwy fOr Accreditation Algorithm

Goto 5

end

end

Get Facultyseeg from Facultyg,, ¥V Courseg,; where Liy # land AT # t
Enable Irregularity Detected IR = 1V Facult yse¢ir

Call Algorithm 6V Facultyger,l and t

IR count(cap jcw) = IRcount(cap jcwy + count (Faclut yserr)

Get Sgotpresent € Sser Where l = TimeTable; and t = TimeTable,

Mark Attendance Status = 1V Sqotpresent

Update Subject Credits and Course Credits V Ssetpresent With time AT
Update d to next d

Call Algorithm 6 to Generate Assessment ReportV Sgetpresent, L and t
Update Ryis Y Ssetpresent; L and t

Update IR count(cap jcwy for Accreditation Algorithm

Goto 5

end

Scetabsent € Sser Where l = TimeTable; and t = TimeTable; and A Scoipresent
Enable Irregularity Detected IR = 1V Sqetapsent

Call Algorithm 6V Sg,1apsent, Ll and t
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48 IR count(cap jew) = IR count(cap jewy + count (Ssecapsent)

49 Mark Attendance Status = 0V Sgetapsent

50 Update d to next d

51 Call Algorithm 6 to Generate Assessment ReportV Sqetapsentt, | and t
52 Update Ryis ¥V Ssetapsent, | and t

53 Update IR count(cap jcwy for Accreditation Algorithm

o4 Goto 5
55 else

56 Goto 2
57 end

Note: Refer Legend Table 6.9 for symbols used in this algorithm

6.3.4 Employee monitoring and irregularity detection algorithm (EPMIDA)

This algorithm specifically uses the Stakeholder Identification Dataset (SID) and Location
Dataset (LDS) illustrated in Table 6.4, and Table 6.3 respectively. On the basis of these data
sets, irregularities may be detected in respect of employees of the institution. This algorithm
monitors the accountability of all the employees in the institution and generates seeds for
respective alerts. This algorithm produces the real time employee monitoring assessment
report of all the employees of the institution at a time instant AT. Further, this algorithm also
produces irregularities detected by EPM i.e., employee. It also generates irregularities

detection count for accreditation algorithms.

In a nutshell, all these 4 algorithms produce an assessment report for the individual
stakeholder for fitness and accountability, and all the individual location of the institution for
environment. Further, these algorithms also support the other algorithms mentioned under the
subsequent sections of this chapter. The next section uses the irregularity detection count for

the accreditation of the institution.

Algorithm 4: Employee monitoring and irregularity detection algorithm (EPMIDA)

1 L;; « LocationlD,
AT « Current Time Instance,
SID « Stakeholder Identification Dataset,
LDS « Location Dataset,

Ryis < Report History
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9

10
11
12
13
14
15
16
17
18
19
20
21
22
23

Div;; « Device ID

D¢+ < Device Set with ready state
Scet < Stakeholder Dataset
Leount < 1,

AT < t,

Div;; < d

Lig<l

Sig < S

if AT # Null then

Get Dg,: for AT

while D,,; = d do

Get Sspp forl, and AT =t

SsetAbsent € Sset

Update d to next d

Goto 5

end

else

GetLigaslfordand AT =t from LDS

Get Ssetpresent € Sset Wherel = TimeTable, and t

= TimeTable, and Sy, A STD

Enable Irregularity Detected IR = 1V Sgetapsent

Call Algorithm 6 Y Sg,apsent, L and t

IR count(empy = IR count(empy + count (Sseiapsent)

Update Employee PayrollV Ssetpresent With time AT,
Update Employee Payroll V¥ Ssetapsent With time AT_,,,
Enable Irregularity Detected IR = 1 for Sgetapsent
Call Algorithm 6 for Ss.ippsent,l and t

Call Algorithm 6 to Generate Assessment Report for Seeipresent, L and t
Call Algorithm 6 to Generate Assessment Report for Seeiapsent,l and t
Update Rhis fOT SsetPresent; Land t

Update Rhis fOT' SsetAbsent» land t

where l = TimeTable, and t = TimeTable, and A Ssetpresent ANd Syped STD
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24 Goto 2
25 end

Note: Refer Legend Table 6.9 for symbols used in this algorithm

6.4 Accreditation Algorithms

The present accreditation scenario is not continuous and real-time. Further, it involves many
parameters for accreditation. Under Education 4.0 the continuous and real-time accreditation
is also possible [99]. But the institution scenario is ideal most of the time e.g., if a class is
going on in a lecture hall so the number of students present in that lecture hall, faculty present
in the lecture hall, the fitness parameters of all the stakeholders present in that lecture hall and
the environment variables of this lecture hall remain almost constant during the lecture time.
So, continuous assessment of all the stakeholders is justified because only the changes
observed by various 10T devices and sensors are considered for various types of assessments
[185]. On the outer side the accreditation involves all the stakeholders, locations, courses, and
all the parameters associated with these objects. So, the overall process is very cumbersome
for real-time. Further, in real-time the rank of grade associated with the accreditation system
also changes on different time frames of the institution. So, instead of real-time accreditation
with all the parameters, intervallic accreditation is recommended. Moreover, the accreditation
agency considers a number of institutions to provide a specific rank to an individual
institution. So, the real-time framework at institution level is not possible. Therefore, this
study recommends two-phase accreditation process. Under Phase-I the institution performs
accreditation based on the existing accreditation and possible accreditation under the
Education 4.0 environment, using limited parameters in real-time like Self-Study-Report or
the Internal Quality Assurance Report [99]. In second phase of accreditation on the basis of
first phase, the historical data and the other external parameters the external agency conducts
this accreditation process as per their set norms. This section covers only the Phase-I
accreditation. The phase-1 accreditation is based upon the three major metrics i.e., Fitness,
Environment and Accountability. All these metrics contribute to assessment as per the
criterion mentioned under Table 6.7. Further, Table 6.8 proposes the Real-time grading system

for Phase | accreditation process.

Table 6.7. Proposed Accreditation Criterion

Criterion (€) Criterion Stakeholder Weightage Overall CGPA Contribution

Weight  in Type in Contribution o = Wxtotal CGPA
100
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percentage percentage wW; X w;
(wy) w)) 100
Fitness 25 Student 40 10 0.40
Faculty 40 10 0.40
Other 20 5 0.20
Stakeholders
Environment 25 All 100 25 1.00
Stakeholders
Accountability 50 Student 40 20 0.80
Faculty 40 20 0.80
Other 20 10 0.40
Stakeholders
Total 100 4.00

Table 6.8. Proposed grading system for phase-I accreditation

Grading CGPA Status

A++ 3.51-4.00 Accredited

A+ 3.26 - 3.50 Accredited

A 3.01-3.25 Accredited

B++ 2.76 —3.00 Accredited

B+ 2.51-2.75 Accredited

B 2.01-250 Accredited

C 1.51-2.00  Accredited

D <=1.50 Non- Accredited

The fitness criterion for accreditation is calculated on the basis of various irregularities

detected by different fitness parameters in respect of different stakeholders. Equations 1 to 4

propose the fitness calculation method.

CFitness(STD) = [aFitness(STD) X (1

__ IRcount(FDS-STD)

Scount(STD)

)

Where STD is Student, FDS is Fitness Dataset, IR is irregularity for time

AT = t, Apjness 1S CGPA Contribution of fitness

CFitness(FAC) = [aFitness(FAC) X <1 -

Where FAC is Faculty for time AT =t

IRcount(FDS—FAC)

Scount(FAC)

)

(1)

)
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_ IRcount(FDS—OTR)
Critness(0TR) = |QFitness(oTR) X (1 I (3)
Count(OTR)

Where OTR is Other Stakeholders except students and faculty members for time AT =t

CFitness = CFitness(STD) + CFitness(FAC) + CFitness(OTR) (4)

Equation 5 is used for environment criterion calculation.

_ IRcount(EDS)
CEnvironment - [aEnvironment X (1 - 1 (5)
Count

Where EDS is Environment Dataset for time AT = t,

Agnvironment 1S CGPA Contribution of environment

Equation 6 to equation 8 are used for Accountability calculation.

C % 1 Rcount(%—STD) ( 6)
Accountability (STD) Accountability (STD) S Count(STD)

Where CAD/CW is Course authenticity dataset / courseware,

®accountabitity 1S CGPA Contribution of Accountability

C 1 IRcount(%—FAC) (7)
Accountability (FAC) Accountability (FAC) SCowunt(FAC)

C _ 1 IRcount(EMP-OTR) g

Accountability (OTR) — aAccountability (0TR) X - ( )
Scount(OTR)

Where EMP is Employee other than Faculty members

CAccountability = CAccountability (sTD) + CAccountability(FAC) + CAccountability(OTR) (9)

Equation 10 is used to calculate the overall CGPA score for an institution.

C < TOtalCGPA = CFitness + CEnvironment + CAccountability

The proposed accreditation algorithm for Phase-I accreditation is based on the principle that
CGPA of an institution is inversely proportional to the irregularity detection count that means
fewer irregularities detected by Algorithms 1 to 4 lead to a good CGPA score, and a higher
irregularity detection count leads to a poor CGPA [186]. Therefore, for good CGPA score
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institution must focus on all the three criteria i.e., Fitness, Environment and Accountability.

Algorithm 5 illustrates the accreditation process for Phase-I accreditation.

Algorithm 5: Accreditation Algorithm (ACCA)

1

© 00 N o o B~ o wDN

e e S e o e
o o1 A W N P O

AT « Current Time Instance,

SFD « Stakeholder Fitness Dataset,

EDS « Environment Dataset,

SID « Stakeholder Identification Dataset,

LDS <« Location Dataset,

CAD/CW « Course Authenticity Dataset /Course wear,

Scet < Stakeholder Set

IR « Irregularity Detection

EMP < Employee

STD « Student

FAC « Faculty

OTR < Employee other than Faculty

Lser < Location Set

AT «t,

if AT # Null then

Get IR ount(rps) V Sset fOr AT « t

Get IR ount(eps) V Lser for AT < t

Get IR ount(cap/cw) ¥ Ssee fOT AT < t

Get IRcount(emp) V Sset? Sser(stp) for AT <t

Get Scount(stp) fTOM Sser fOT' T

Get Scount(rac) from Sgee fort

Get Scounc(emp) from Sgec fort

Get Scounc(orr) from Ssee fort

Get l.oyunt fromLg.: fort

Set a « Fitness, Environment, Accountability ref — Table 7
Calculate individual accreditation reports for all three criteria
Call Algorithm 6 to generate individual accreditation reports
calculate CGPA ref — Equation 1 to Equation 10

Call Algorithm 6 to generate accreditation report with CGPA

147



17
18
19
20
21
22

calculate Graderef —Table 8

Call Algorithm 6 to generate accreditation report with Grade
update t to next AT

Goto 2

else

end

Note: Refer Legend Table 6.9 for symbols used in this algorithm

In a nutshell equation(s) 1 to 10 are used in Algorithm 5 for Phase-I accreditation. The

subsequent section of this chapter explores another essential component of the Education 4.0

environment i.e., Output Scenario or Application Layer.

6.4.1 Output Scenario for Education 4.0

This sub-section presents the output scenario or application layer scenario for Education 4.0.

The algorithms, namely Algorithm 1 to 4, detect irregularities and generate assessments, while

Algorithm 5 generates an accreditation report.
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Figure 6.2. Algorithmic Scenario for Assessment and Accreditation under Education 4.0

The irregularities and assessments generated by these algorithms are then displayed to the
relevant stakeholders for prompt and effective action to be taken on the application layer. It is
crucial that each detected irregularity in this study is communicated to the respective
stakeholder through an output scenario. The overall working of all the algorithms discussed in
the chapter is illustrated in Figure 6.2. In addition, Algorithm 6 is utilized whenever any of the
previously discussed algorithms detect an irregularity. This algorithm is responsible for
generating alerts that are sent to the concerned stakeholder. The output scenario and algorithm
6 facilitate communication and quick resolution of issues, ensuring that the Education 4.0
system operates smoothly and effectively. In a nutshell, the output scenario and Algorithm 6
play significant roles in the Education 4.0 system. They ensure that irregularities are promptly

detected and communicated to the relevant stakeholders for a quick solution. These
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components facilitate the efficient functioning of the system and enhance its overall
effectiveness. The output scenario may also be improved as per the requirements of institution.

Algorithm 6: Alert Generation and Reporting Algorithm (AGRA)

1 AT « Current Time Instance,

SFD « Stakeholder Fitness Dataset,

EDS « Environment Dataset,

SID « Stakeholder Identification Dataset,
LDS « Location Dataset,

CAD/CW « Course Authenticity Dataset /Course wear,
Scer < Stakeholder Set

a < CGPA contribution

IR < Irregularity

EMP « Employee

STD « Student

FAC < Faculty

OTR < Employee other than Faculty

Lot < Location Set

Divg,, < Device Set

leount < Location Count

Scount < 1,

AT « t,

if AT # Null then

if IR = ture

Gets for Sseefor IRand t

Get lfor Lg,forIRand t

Getd from Divg,, forIRandt
Generate respective alert for s,l,and d for time t

else if Assessment Report = ture

© 00 N O o B~ W DN

Get s for Ss.tfor Assessment Reportand t

[HEN
o

Get | for Lg,ifor Assessment Report and t

[N
[N

Getd from Divg,; for Assessment Report and t

[HEN
N

Generate respective Assessment Report for s,l,and d for time t
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else if Accreditation Report = ture

else

goto 2

else

end

Get s for Sse¢for Accreditation Report and t
Get | for Lg..for Accreditation Report and t
Getd from Divg,; for Accreditation Report and t

Generate respective Accreditation Report for s,l,and d for time t

update AT for nextt

Note: Refer Legend Table 6.9 for symbols used in this algorithm

Table 6.9. Legend Table for Algorithm 1 to 6

Symbol Meaning Elaboration

« Left Arrow Value on the right-hand side of this arrow is assigned to the
variable present in the left-hand side of this arrow.

A Delta Specifically used for a Time Interval T

= Equal to Used as logical equal to, for checking logical expression for a
conditional statement

* Not Equal to Used as logical not equal to, for checking logical expression for a
conditional statement

1 For All Applicable for all the items present in the right-hand side of this
symbol

2 There Does The items present on the left-hand side do not exist in the set of

Not Exist items present on the right-hand side of this symbol

€ Element Of The items present on the left-hand side are the element of the set
of items present on the right-hand side of this symbol

| Or Used as logical or, for checking logical expression for a

conditional statement

6.5 Summary
Education 4.0 represents a crucial development for the future of the education industry. One of

the fundamental requirements of this approach is the implementation of real-time and

continuous assessment, which can be facilitated using l0T devices, sensors, and actuators. By
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monitoring key parameters such as stakeholders’ fitness, campus environment, and course
authenticity, these technologies can generate valuable data that can be used to produce real -
time assessment reports for a wide range of stakeholders. This chapter has outlined various
algorithms for monitoring, irregularity detection, assessment, and accreditation, which have
demonstrated a high degree of efficiency in producing real-time reports. These assessments
cover four key parameters: fitness, environment, courses, and employees. Moreover, a two-
phased accreditation approach has been recommended, with phase-I accreditation executed in
real-time over a limited set of parameters, and phase-Il accreditation executed periodically
based on accreditation agency guidelines. Phase-I accreditation is based on three broader
parameters: fitness, environment, and accountability. The principle of fewer irregularities for
better accreditation is the basis of this approach, with the accreditation CGPA ranging from
1.50 to 4.00 and grades ranging from D to A++. The accreditation CGPA and grades are
adopted from a prestigious Indian assessment and accreditation agency NAAC (National
Assessment and Accreditation Council). The implementation of these strategies can help to
ensure that Education 4.0 is grounded in accurate, reliable, and up-to-date information, which
is essential for fostering better learning outcomes and supporting the development of high-

quality educational programs.
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CHAPTER 7

MQEE Implementation and Performance
Analysis

Chapter Briefing— This chapter provides a detailed exploration of the implementation
and performance analysis of the Multilayered Quality Education Ecosystem (MQEE)
model, emphasizing the logistical, financial, and technical dimensions integral to its
success. The research underscores the reliance on physical 10T devices, fog computing
infrastructure, and cloud systems, which necessitate substantial upfront investments
and meticulous planning for large-scale deployment. To mitigate operational
complexities and financial constraints, simulation methodologies are employed,
leveraging tools such as iFogSim to evaluate the framework under controlled
conditions. This approach enables researchers to model data flow, resource utilization,
and system efficiency before committing to physical infrastructure investments. Insights
from simulations serve as a foundation for validating the financial feasibility,
scalability, and technical robustness of the MQEE model. The chapter also references
existing literature to substantiate financial projections and deployment timelines,
emphasizing modular and scalable system designs that facilitate smoother transitions
from prototype implementations to comprehensive deployments. By synthesizing
validated frameworks with simulation-based findings, the MQEE model offers a
promising avenue for integrating IoT and Al-driven analytics into education systems,
aligning with the overarching goals of Education 4.0.

7.1 Introduction
The implementation of the proposed MQEE model entails significant logistical,

financial, and technical considerations, particularly given its reliance on physical Internet of
Things (loT) devices, fog computing infrastructure, and cloud-based systems. These
components demand substantial initial funding for experimentation and prototype
development. Furthermore, customized software applications or web-based platforms would
be required at the institutional, university and governing body/apex body levels to facilitate
seamless integration and operational functionality. This requirement reflects the need for
extensive resource allocation and strategic planning for both prototype-level deployment and

subsequent large-scale implementation.

The time needed to achieve full deployment also poses a notable constraint. For example, in
the scenario of a single university governed by an apex body overseeing 10-15 affiliated

colleges, the estimated timeline for complete implementation could span two to three years.
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This projection encompasses the phases of planning, resource acquisition, prototype testing,
and iterative refinements based on initial feedback. To circumvent these challenges, the study
employs simulation methodologies as an alternative to physical implementation for initial
experimentation. Simulation platforms such as iFogSim are utilized to model and evaluate the
MQEE framework. iFogSim provides a robust environment for simulating 10T, fog, and cloud
computing systems, enabling researchers to test and validate the model's efficacy under
controlled conditions. By using simulation, it becomes possible to gather valuable insights into
the operational dynamics of the MQEE model, including data flow, resource utilization, and

system performance, without the immediate need for physical infrastructure [187].

7.1.1 Feasibility and Validation of MQEE Model: Financial, Logistical, and
Technical Perspectives

The financial implications of implementing loT-enabled systems in educational institutions
have been extensively addressed in the existing literature. Alam et al. (2021) report that
establishing an 10T infrastructure in higher education settings necessitates, on average, a 25%
increase in budgetary allocation compared to traditional systems. These insights highlight the
importance of strategic resource optimization and phased deployment to manage financial

burdens effectively.

To address the practical limitations of direct deployment, simulation tools such as iFogSim
have gained prominence. Validated across numerous studies, iFogSim has demonstrated its
efficacy in accurately modelling resource allocation and system performance in loT-fog
computing environments. For instance, Gupta et al. (2020) report an accuracy exceeding 90%,
confirming iFogSim as a reliable tool for preliminary experimentation and theoretical
validation [188].

In terms of deployment timelines, Zhang and Li (2019) estimate an average duration of 2 to 4
years for the full implementation of loT-based frameworks in medium-sized educational
institutions [189]. These projections closely align with the anticipated timeline for the
deployment of the proposed Multilayered Quality Education Ecosystem (MQEE), affirming
the practical feasibility of the model.

Scalability remains a crucial determinant of success for loT frameworks in education.
Banerjee et al. (2022) emphasize that modular and scalable system designs can reduce
integration challenges by 15-20%, thereby facilitating smoother transitions from pilot
implementations to full-scale deployments [44].
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The MQEE model proposed in this study represents a comprehensive and forward-looking
approach to the monitoring, evaluation, and enhancement of educational systems through the
integration of 10T, fog computing, and Al-driven analytics. Despite inherent financial,
logistical, and temporal constraints, the use of simulation environments such as iFogSim
provides a cost-effective and efficient platform for validating theoretical constructs and
optimizing deployment strategies [187]. By synthesizing validated technical frameworks and
simulation-based insights, this research offers a robust foundation for advancing loT-enabled
education systems within the scope of Education 4.0 [190].

7.2 iIFogSim: A Simulation Framework for 1oT-Fog-Cloud implementation
iIFogSim is a widely adopted, Java-based simulation toolkit developed by Gupta,

Dastjerdi, Ghosh, and Buyya (2017) for modelling and evaluating loT-Fog-Cloud (IFC)
environments [191]. Designed as an extension of the CloudSim framework, iFogSim enables
researchers to simulate the behaviour of distributed computing paradigms in edge-centric
networks where latency, energy consumption, and network congestion are key performance
indicators. The toolkit supports resource management, application module placement, latency-
aware service orchestration, and data flow modelling, making it highly suitable for
experimentation in Education 4.0 and smart learning ecosystems [187], [192].

iIFogSim simulates the interaction of physical and logical components within an IFC

architecture, including:
e loT devices (e.g., sensors, actuators)
o Fog nodes (e.g., gateways, edge servers)
e Cloud data centres
o Application modules

The simulation workflow involves defining application topologies using Directed Acyclic
Graphs (DAGSs), where vertices represent processing modules and edges denote data flows or
dependencies. This abstraction allows researchers to evaluate how application performance is

affected by various module placement strategies and network hierarchies [193].

7.2.1 Utilization in Research: Evaluating Performance and Scalability
From a research perspective, iFogSim plays a critical role in the design, validation, and

optimization of IFC-based architectures. It allows simulation of:
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e Resource allocation and scheduling algorithms

e Energy consumption patterns across edge, fog, and cloud layers
o Latency-sensitive task execution in heterogeneous environments
o Network usage and data transmission costs

Studies such as those by Gupta et al. (2017) and Mahmud et al. (2018) have leveraged
iFogSim to develop and evaluate novel fog-aware scheduling and placement algorithms,
reporting improvements in latency up to 45% and network congestion reduction by 30% in

comparison to cloud-only deployments [192], [193].

Further, Baccour et al. (2020) employed iFogSim to analyse the performance of Al-integrated
loT-fog systems in smart campus settings. Their results highlighted that dynamic fog
orchestration led to better resource utilization and reduced SLA violations, especially under
fluctuating workloads [194].

7.2.2 Relevance to Education 4.0 and MQEE Implementation
In the context of Education 4.0, iFogSim enables simulation of real-time monitoring,

adaptive learning environments, and predictive analytics, which are central to models like the
Multilayered Quality Education Ecosystem (MQEE). By modelling sensors (e.g., attendance,
performance tracking), fog nodes (e.g., on-campus servers), and cloud layers (e.g.,
institutional databases), iFogSim provides a realistic and cost-effective environment to assess
the feasibility of such systems before real-world deployment [132], [195], [196].

The ability to simulate heterogeneous data flows, module migrations, and failure scenarios
allows researchers to pre-emptively identify bottlenecks and optimize resource provisioning

for robust, scalable implementations.

7.3 Simulation Environment
Given the diverse infrastructural layouts and geographical contexts of educational

institutions, a single, static architecture for the implementation of the Multilayered Quality
Education Ecosystem (MQEE) is neither feasible nor recommended. To address this
variability, a dynamic and customizable framework has been developed using the iFogSim
simulation platform, enabling the flexible construction of institution-specific components. It is
important to clarify that the iFogSim based implementation represents simulation-based
feasibility and performance evaluation rather than real-world institutional validation. The

results obtained from simulation are therefore interpreted within the assumptions and
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parameter settings of the simulated environment. Factors such as real network variability,
sensor failures, heterogeneous hardware, privacy requirements, user behaviour, and
institutional interoperability may differ in actual deployment. These aspects have consequently
been identified as limitations and important considerations for future real-world
implementation and field validation. Figure 7.1 illustrates the design of a scalable
infrastructure model tailored for Education 4.0. Institutions can adapt and configure their
unique setups based on this foundational environment. In the example depicted, the simul ated
infrastructure includes four blocks, each comprising five classrooms, one library, one playing
area, one auditorium, and two toilet blocks. Additionally, each classroom, block, library, and
playing area is equipped with two surveillance cameras. The framework also supports the
customization of students, teachers, and non-teaching staff profiles. While this environment
provides a flexible baseline, it does not represent a fully scalable solution applicable to every
institution, as the number and type of physical amenities may vary significantly across
campuses. To overcome this limitation, the development of a customized, web-based
application is proposed. Such a tool would enable institutions to independently configure and
manage each block, building, classroom, or facility according to their specific needs and
infrastructural characteristics, thereby enhancing the practical applicability and adaptability of
the MQEE framework.
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package Education;

* Simulation of Scalable Infrastructure for Education 4.0

* @author Anil Verma

*

public class EducationInfrastructure {

public static void creatinfrastructure(){
static List<FogDevice> fogDevices = new

ArrayList<FogDevice>();
static List<Sensor> sensors = new ArrayList<Sensor>();
static List<Actuator> actuators = new ArrayList<Actuator>();
static int numOfBlocks=4;
static int numOfClassroomsPerBlock=5;
static int numOfLibrariesPerBlock=1;
static int numOfPlayingAreasPerBlock=1;
static int numOfAuditoriumPerBlock=1;
static int numOfStudentsPerClass=10;
static int numOfEmployeesTeaching=10;
static int numOfEmployeesNTeaching=5;
static int numOfCamerasPerClassroom=2;
static int numOfCamerasPerBlock=2;
static int numOfCamerasPerLibrary=2;
static int numOfCamerasPerPlayingArea=2;
static int numOfCamerasPerToilet=0;

static int numOfToiletPerBlock=2;

Figure 7.1. Scalable Simulation Environment

To facilitate a comprehensive understanding of the layered architecture within a single Block
of the proposed MQEE, a sample topology has been constructed. The topologies, depicted in
Figure 7.2 (a) and 7.2 (b), serve as a representative model to elucidate the structural design of

the complete MQEE framework.

In this illustrative topology, the first layer comprises IoT devices deployed across various
institutional amenities, including the Auditorium, Library, Playing Area, Toilets, and
Classrooms. Within each amenity, all associated sensors and actuators are interconnected via a
central switch. These switches, in turn, are linked to individual fog devices, each
corresponding to a specific amenity. In the full MQEE deployment, the intermediary switches
shown in the sample topology are functionally replaced by fog nodes, which perform data
preprocessing and local computation. These fog nodes across amenities are integrated into a
higher-level proxy server, identified in the topology as the Block (Proxy Server). This proxy
server acts as a central node for each block and is responsible for coordinating data flow and
processing at the block level. Subsequently, each block-level proxy server is connected to the
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cloud node, enabling centralized storage, analytics, and inter-block communication. The
architecture ensures that all blocks within an institution are seamlessly connected via the
proxy server, which ultimately interfaces with the cloud. This hierarchical design enhances
scalability, real-time responsiveness, and fault tolerance within the MQEE infrastructure. The
foundational three-layered loT-Fog-Cloud (IFC) architecture is depicted in Figure 7.3 [58]. In
this hierarchical model, devices categorized under levels 2 and 3 correspond to IoT devices
and gateway nodes, which operate at the edge of the network and are responsible for data
generation and initial transmission [197]. The fog layer is represented by level 1, comprising
intermediate processing units that handle latency-sensitive tasks closer to the data source
[198]. At the top of the hierarchy, level O constitutes the cloud layer, offering centralized
processing, storage, and global coordination capabilities. A comprehensive description of each
hierarchical level is provided in Table 7.1.

Each component within these topologies is generated either through JSON-based
configuration or manually using the Fog Topography Creator GUI provided in the iFogSim
framework. The structure and attributes of the JSON configuration for the Cloud Node are
illustrated in Figure 7.3, while a detailed explanation of each component parameter is
presented in Table 7.2. This JSON object defines the configuration parameters for a cloud-
level fog device in an iFogSim simulation [199]. Each field plays a critical role in how the
device behaves within the simulated loT-Fog-Cloud (IFC) environment. The Cloud node, fog
nodes (including Classroom, Library, Auditorium, Playing Area, Toilet, Block, etc.), proxy
server, and switches are defined following a consistent structure, like that of the Cloud node,
with varying parameter values tailored to their respective roles. In the simulation environment,
each of these components is configured using a uniform JSON schema, allowing for scalable
and modular deployment. The complete configuration details for some of the Cloud and Fog
nodes used in the simulation are presented in Table 7.3. In addition, loT devices, including
sensors and actuators, can be defined in a similar manner using either JSON configuration
files or the Fog Topography Creator GUI. However, the structure and parameters of these
components differ from those used for fog and cloud nodes [200]. The key components of
sensors and actuators are illustrated in Figures 7.4 and 7.5, respectively. Detailed descriptions
of these components are provided in Table 7.3 for sensors and Table 7.4 for actuators.
Furthermore, to establish connectivity between different 10T, Fog, or Cloud devices within the
simulation topology, network links can be defined using either JSON configuration files or the

Fog Topography Creator GUI [193]. The structure and parameters of a typical network link
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are illustrated in Figure 7.6, with detailed descriptions of each component provided in Table
7.6. The complete configuration details for some of the IoT sensor nodes used in the
simulation are presented in Table 7.7.
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Figure 7.2(b). Three-layered loT—Fog—Cloud (IFC) topology

Table 7.1. Description of different Levels in IFC topology
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Level Device Type Characteristics

0 Cloud Node Highest-level device; most powerful; centralized
storage and processing; high latency

1 Proxy Server / Gateway Mid-level fog nodes; interface between cloud and local
fog devices; moderate resources

2 Building-level Fog Node Located at institutions or buildings; handles multiple
edge devices

3 Edge/loT Devices (e.g., Smart Cameras, Closest to the physical environment; low latency;

Sensors, Classroom Controllers) limited resources

Uplink Bandwidth (bps) «——— "upBw" : 100000,

Processing Power (MIPS) «—— "mips": 400000,

Downlink Bandwidth (bps) «——"downEw" : 100000

JSON Code for Clood Hode
{
"level™: 0, » Hierarchy Level

"ratePerMips": 1.0, » Cost per MIPS

Device Name «——— "name": "Cloud”,
"type": "CLOUD DEVICE";——» Device Type

"ram": 20480, » RAM (MBE)

be

Figure 7.3. Different Components of Cloud Node JSON

Table 7.2. Detailed description of various components of Cloud Node JSON

Field

Description

"level': 0

Hierarchy Level: Indicates the device's position in the fog computing hierarchy. 0
typically represents the cloud node, the topmost layer with the most computing resources
and storage capabilities. IniFogSim, higher numbers (e.g., 1, 2...) are used for fog nodes

or edge devices located closer to sensors/actuators.

"upBw**: 100000 Uplink Bandwidth (bps): Defines the maximum data transfer rate (in bits per

second) from the cloud node to its parent (or to fog devices if it's the root). High uplink

bandwidth ensures fast data transmission to other devices in the topology.

"ratePerMips': 1.0 Cost per MIPS: Represents the monetary cost of processing power, i.e., how much it

costs to use one MIPS (Million Instructions Per Second) of processing. A value of 1.0
suggests a cost unit per MIPS, which is useful in cost-aware simulations or economic

modelling.

"name": "

‘Cloud”  Device Name: A unique identifier for the device. In this case, "Cloud" explicitly states

that this node acts as the cloud server in the topology. This helps distinguish devices in
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logs, debugging, or visualization.

“'type'":

"FOG_DEVICE"

Device Type: Denotesthe type of node. Even though it is the cloud node, it is still treated
as a FOG_DEVICE in iFogSim because all computation-capable devices (fog nodes,
cloud nodes) extend the same base class. The actual behaviour is determined by other

attributes like level, not this label alone.

"mips"*: 400000

Processing Power (MIPS): Indicates the total available processing capacity of the
device in MIPS (Million Instructions Per Second). A value of 400000 suggests this cloud
node can performavery large number of computations per unit time — appropriate for a

centralized, powerful server.

"ram': 20480

RAM (MB): Denotes the amount of memory available in the cloud node. 20480 MB
equals 20 GB of RAM, which is reasonable for a powerful cloud server. This value is

used by iFogSim to model memory-intensive applications and resource allocation.

"downBw"": 100000

Downlink Bandwidth (bps): Specifies the data transmission capacity from the cloud
node to its child devices (e.g., fog nodes, proxy servers). A high value like 100000 bps

ensures efficient data transfer to lower-tier nodes in the network.

Table 7.3. Description of some of the institutional amenities represented with Fog/Cloud

Node in the simulation

Parameter Cloud Proxy Block Classroom Library Switch
Node Server Node Node Node

Level 0 1 2 3 3 4

upBw (bps) 100000 20000 10000 10000 10000 10000

downBw 100000 20000 10000 10000 10000 10000

(bps)

ratePerMips 1.0 1.0 1.0 0.1 0.1 0.1

Name Cloud Proxy Block Classroom Library Switch-1

Server

Type CLOUD FOG FOG FOG FOG FOG

Mips 400000 80000 40000 40000 40000 40000

ram (MB) 20480 10240 2048 1024 1024 1024
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Generic Category or Role «—— "sensorlype”: "Sensor",
Device Type «—— "type™: "SENSOR",

Standard deviation «——— "stdDev":1.0

JSON Code for HL Sensor
{

“mean”:0.0, . Mean of the data

~ generation interval

“name”: "HL", » Device Name

"distribution™:1, » Type of statistical distribution

h

Figure 7.4. Different Components of loT Sensor JSON

Table 7.4. Detailed description of various components of loT devices/sensor JSON

Field

Description

"mean': 0.0

Mean of the data generation interval (in seconds) for the sensor. In stochastic models
(e.g., Gaussian distribution), this defines the average time between two consecutive data
emissions. A value of 0.0 suggests this might be overridden by another timing

mechanism or is a placeholder.

"sensor Type™

"'Sensor"’

The genericcategory or role of the device. "Sensor"” indicates it is a data-generating entity

typically connected to afog device. This may be used for classification or logical grouping.

“name": "HL"

A unique identifier or short name for the sensor. "HL" could stand for something like
"Humidity Level", depending on the simulation context. This name is used in the

simulation to refer to the sensor instance.

“'type"":
"SENSOR"'

Specifiesthe device type. In iFogSim, "SENSOR" differentiates it from other entities like
"ACTUATOR", "FOG_DEVICE", etc. This is critical for behaviour modeling, tuple

routing, and event handling.

"distribution': 1

Refers to the type of statistical distribution used for modelling the inter-arrival time of
data packets (tuples) from the sensor. Avalue of 1 typically refers to a Gaussian (Normal)

distribution, but this depends on the simulation engine's implementation.

“'stdDev'": 1.0

Standard deviation for the Gaussian distribution. Along with “mean”, it determines the
variability or spread inthe data generation interval. A stdDev of 1.0 indicates moderate

fluctuation around the mean interval.
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JSON Code for Actuator

{
Device Name «—— name”: "PubAct3",
“"type”: "ACTUATOR", » Generic Category or Role
Functional Classification «———actuatorlype”: "PubApplication"
L

Figure 7.5. Different Components of loT Actuator JSON

Table 7.5. Detailed description of various components of 10T devices/actuator JSON

Field Description

"name": "PubAct3"  This is the unique identifier or label for the actuator within the simulation
environment. The name "PubAct3" could indicate its association with a public area,

application module, or specific task such as a publishing action or display trigger.

“type'": Specifies the role of the component. In iFogSim, "ACTUATOR" indicates that this
"ACTUATOR™ device is responsible for executing actions based on the outputs of application
modules (e.g., controlling a camera, updating a display, triggering alarms). Actuators

typically respond to control signals sent from fog/cloud processing units.

“actuator Type"": Defines the functional classification of the actuator. "PubApplication"” suggests that
"PubApplication™ this actuator is associated with a publishing application, possibly to display
notifications, control an output device, or interface with user-level services ina
smart campus or education setting. This field guides how tuples (data packets) are

handled when sent to this actuator.

JSON Code for Network Link Between
Playing Area Fog Node & Switch-1

Network Delay or

Communication Latency egbusen L BT Target Node or Receiving

"destination”: "PlayingArea";————> Device
Origin Node «——'source”: "Switch-1"

}:

Figure 7.6. Different Components of Network Link JSON between two loT/Fog/Cloud

devices

Table 7.6. Detailed description of various components of Network Link between Playing Area
Fog node and Network Switch-1

Field Description
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"latency™: 1.0 Specifies the network delay or communication latency (in milliseconds or seconds,
depending on the simulation context) between the source and destination nodes. A value of
1.0 indicates alow-latency link, suitable for near-real-time communication—essential in

applications such as surweillance, smart classrooms, or interactive educational systems.

""destination'": Denotes the target node or receiving device in the connection. In this case, "PlayingArea"
"PlayingArea" represents a fog node assigned to monitor or manage the physical playing area, possibly

collecting data from sensors or sending commands to actuators.

“'source™: Denotes the origin node from which data is transmitted. "Switch-1"represents a network
""Switch-1" switchor intermediary fog node that links multiple local devices (e.g., sensors, actuators)
to higher-level processing layers. This node acts as a hub in the topology for routing data

efficiently.

7.4 Incremental Abstraction Reporting for different Levels of MQEE
As discussed in earlier chapters, the implementation of the Multilayered Quality

Education Ecosystem (MQEE) framework is supported by an Incremental Abstraction
Reporting Mechanism. This section presents the various types of reports generated upon
completion of the simulation environment and the execution of the algorithms introduced
previously. Based on data acquired from sensors deployed at the 10T layer, the simulation

yields three distinct types of reports:

1. 10T Level Private Reports
2. Fog Level Public Reports
3. Cloud Level Public Reports

The loT Level Private Reports are intended to identify localized vulnerabilities or
irregularities at the physical layer. These reports enable precise detection of the stakeholder,
building, or classroom responsible for a given anomaly. Classified as Level 2-1 reports, they
are generated by loT gateways (Level 2) and serve as input for higher-level (Level 1)
reporting. These reports are detailed and distributed across Level 2 devices within the
network. Information from these reports is displayed on Personal Application Modules,
allowing stakeholders to receive real-time alerts. For example, if a student’s body temperature
exceeds a predefined threshold, the system will notify the student via a mobile or web
application developed by the institution. A sample Level 2-1 Private Report generated during
the simulation is illustrated in Figure 7.7(a)-Figure 7.7(d).
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B Console

B Console

Figure 7.7(b). loT Level Private Report Simulating Required Course Hr(s) irregularities and
completion report

B PubCloudinterface B PubFoglnterface B *Pvtinterfac d

Figure 7.7(c). 10T Level Private Report Simulating Humidity Level irregularities
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B2 Console B PubCloudinterface B PubFoglinterface B *Pvtinterface

Figure 7.7(d). 10T Level Private Report Simulating Noise Level irregularities

The Fog Level Public Reports, referred to as Level 1-1 reports, are generated using data
received from Level 2. While much of the original sensor data is retained, it is abstracted for
broader interpretation. These reports are publicly accessible to authorized personnel such as
faculty in-charges, administrators, or deans. They provide summarized insights across multiple
classrooms or blocks, facilitating decision-making at the intermediate management level. An

example of a Level 1-1 Public Report produced during the simulation is shown in Figure 7.8.

Finally, the Cloud Level Public Reports, designated as Level 1-0 reports, represent the
highest level of abstraction in the reporting hierarchy. These reports are compiled using data
from the Fog Level (Level 1) and primarily contain statistical summaries, such as the total
number of detected irregularities or vulnerabilities across the institution. This level of
reporting supports institutional assessments and strategic planning by summarizing key trends
in performance, safety, and compliance. These reports are typically made available to
institutional heads or university-level authorities. A representative Level 1-0 Public Report

generated during the simulation is presented in Figure 7.9.
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Figure 7.9. Cloud Level Public Report showing number of vulnerable cases

7.5 Performance Analysis and Recommendations
The assessment and accreditation in this environment can be processed in two different ways,

i.e., Real time as we generated all the reports in the previous section of this chapter. Or
intervallic i.e., after a fixed interval of time. Both the Real time and intervallic scenario of
assessment and accreditation are illustrated in the subsequent section of this chapter.

7.5.1 Real-Time/Intervallic Assessment and Accreditation
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Education 4.0 represents a transformative shift in the educational paradigm, driven by the
convergence of loT, artificial intelligence, and real-time data analytics. One of its most
significant capabilities is the ability to support real-time assessment and accreditation,
enabling institutions to evaluate performance, compliance, and quality indicators continuously
and instantaneously. As outlined in the preceding sections, data from educational institutions
is collected through a network of 10T devices, sensors, and actuators, strategically deployed
across various functional areas. This includes classrooms, laboratories, administrative blocks,
and other academic and non-academic zones. To facilitate systematic processing and analysis,
the collected data is classified into four distinct categories, i.e., SFD, CED, SAD, and
CAD/CW. These categories, previously discussed in detail, form the foundation of real -time
monitoring and reporting mechanisms within the MQEE framework. The real-time assessment
and accreditation architecture, illustrated in Figure 7.10, integrates both live data feeds and
historical datasets from multiple institutions. This hybrid approach enables the application of
predictive and diagnostic algorithms to detect potential irregularities in the educational
environment. For instance, deviations in classroom attendance, sensor-based environmental
anomalies, or drops in student performance patterns can be flagged for immediate review. A
key feature of this model is its ability to generate real-time alerts based on identified
anomalies, allowing stakeholders to initiate preventive or corrective actions well before issues
escalate. For example, if environmental sensors detect poor ventilation in a classroom, or if
student feedback data reveals persistent dissatisfaction with teaching quality, appropriate
interventions can be automatically recommended or triggered [56]. Despite its advantages, the
real-time assessment framework presents substantial challenges in terms of computational load
and resource consumption [48], [191], [201]. Maintaining continuous data acquisition,
processing, and reporting demands significant computing power and may lead to resource
inefficiencies, especially in low-demand periods or smaller institutions with limited
infrastructure. To address this limitation, the following section introduces an intervallic
(periodic) assessment model, inspired by existing accreditation workflows. This model offers
a cost-effective and resource-optimized alternative, balancing technological advancement with
practical implementation feasibility. Instead, the real-time outputs such as predictions,
assessments, irregularity detections, and alerts are stored in dedicated datasets, rather than
being acted upon in real-time. This design approach offers a significant computational
advantage. By deferring the processing of real-time data until the initiation of the formal
accreditation process, the system avoids unnecessary computational overhead that would
otherwise be incurred in an ambient and stable educational environment. These dedicated data
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repositories, rich with event-driven insights, are later integrated with the institution’s historical
accreditation datasets when the accreditation cycle is triggered by the respective apex body.
The structure and components of this intervallic assessment and accreditation model are
illustrated in Figure 7.11.
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Figure 7.10. Real-Time Assessment and Accreditation under Education 4.0
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Figure 7.11. Intervallic Assessment and Accreditation under Education 4.0
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Once the process is initiated in accordance with the policies of the accreditation agency, the
stored real-time data is analyzed alongside historical datasets, allowing for the preparation of a
comprehensive and up-to-date accreditation report. Subsequently, these new reports are
appended to the historical record, ensuring continuous data enrichment and readiness for
future assessment cycles. The intervallic approach described herein presents a robust and
resource-efficient alternative to continuous real-time evaluation. It ensures the benefits of
data-driven decision-making and quality assurance while maintaining computational

sustainability within the Education 4.0 infrastructure.

One of the most important and innovative outcomes of this study is the development of the
M-Bi-LSTM model, a novel deep learning architecture designed specifically for data
classification and prediction in Education 4.0 settings. To the best of the researcher’s
knowledge, this model has not been previously used for analyzing educational data that
involves hidden parameters and continuously generated real-time inputs. The proposed M-Bi-
LSTM is built with four interconnected processing layers that work together as a deep neural
network. The first layer directly receives the input data and acts as a memory layer, helping
the model retain important information over time. The second and third layers learn from the
data in both forward and backward directions, allowing the model to understand patterns more
comprehensively rather than relying on a single flow of information. The final layer converts
this learned knowledge into probability-based predictions of irregularities. By combining
memory, bidirectional learning, and probabilistic prediction, the M-Bi-LSTM model offers a
powerful and flexible tool for intelligent decision-making. As such, it stands out as a key
deliverable of this research and a significant step forward in applying advanced deep learning

techniques to education-focused data analytics.

7.5.2 Performance Evaluation over simulation environment

The performance evaluation of the proposed framework for real-time reporting, irregularity
detection, and alert generation was carried out through a detailed simulation across the
previously described environment. The evaluation was conducted over ten discrete time
intervals, simulating the system's behavior in a continuous time iteration model to closely
reflect real-world operational dynamics. The simulation aimed to assess the computational
efficiency and response time of each layer—IoT, Fog, and Cloud—under sustained

operational conditions [43], [183].
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The results indicate that the 10T layer required significantly more time for data collection,
irregularity detection, and private reporting, primarily due to the heterogeneity and distributed
nature of IoT devices and the volume of data generated by sensors [184], [197], [202]. In
contrast, the fog nodes and the cloud node demonstrated relatively low latency and faster
processing, attributed to their higher computational capabilities and centralized data handling.
The time consumed by each component—across the 10T, Fog, and Cloud layers—is visually
represented in Figure 7.12(a) and Figure 7.12(b). As shown in Figure 7.12(a), 10T nodes
equipped with various sensors exhibit significantly higher processing times compared to fog
and cloud nodes. This discrepancy highlights the computational limitations of edge-level

devices and the overhead of real-time local processing.

Furthermore, Figure 7.12(b) presents a focused comparison of the 10th simulation iteration,
where a noticeable reduction in processing time is observed across all layers, particularly in
the fog and cloud layers, when compared to the 1st simulation iteration. This reduction may be
attributed to increased system optimization, improved data routing efficiencies, and reduced
sensor-side computation demands over time. For a more granular analysis, a comprehensive
tabular representation of the computation times across all 10T devices, the fog node, and the
cloud node is provided in Table 7.7. This data supports a detailed understanding of layer-
specific computational performance, enabling further insights into the scalability and
responsiveness of the proposed MQEE framework under Education 4.0.

> Irregularities De ion and Private
> Irregulariti ) ion and Private

> Irregulari ) ion and Private

Simulation
Simulation
Simulation

Simulation

> Public

Figure 7.12(a). Time (in milliseconds) taken by various devices during 1° simulation
iteration
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Time Interval: 10
Simulation Time -> Irregularities on and Private
1lation Time -> Irregularit. and Priva
tion Time —>
tion Time —>
Simulation Time -> Irregulariti on and Private
Simulation Time -> Irregularities on and Private

1lation Time -> Irregularit. and Priva

Simulation Time -> Irregularities on and Private

Simulation Time -> Irregulariti

Figure 7.12(b). Time (in milliseconds) taken by various devices during 10" simulation
iteration

Table 7.7. Time (in milliseconds) taken by all the 10T devices, Fog node and Cloud node

Time BT HR BP STH SLH AS TP HL PR NS Total Fog Cloud

Interval loT Node Node
Nodes Reports Reports

1 393 125 78 2294 786 6006 42 296 147 132 10303 14 42

2 127 28 22 1092 1015 4608 84 421 2 75 7475 10 3

3 257 31 22 885 523 5175 39 160 1 27 7123 3 2

4 83 31 28 902 1662 4719 267 175 1 30 7899 4 1

5 83 30 23 1282 509 5721 30 526 2 28 8236 3 1

6 82 29 20 1269 907 4569 32 144 1 32 7086 3 1

7 78 30 18 1124 485 6735 36 159 2 27 8697 3 2

8 2367 32 24 1195 1522 4734 31 144 1 32 10082 3 1

9 100 31 20 1432 479 4784 33 147 1 28 7055 3 1

10 82 32 21 1163 1123 7166 32 146 2 27 9796 3 1

7.6 Summary
This chapter presented a comprehensive overview of the iFogSim-based simulation

environment developed for the implementation of the proposed Multilayered Quality
Education Ecosystem (MQEE). Emphasis was placed on establishing a scalable and cost-
efficient simulation model grounded in solid research insights to support early-stage
development and experimentation. The chapter detailed the simulation topology design,
including the creation and deployment of various nodes across the loT—Fog-Cloud (IFC)
architecture. Each component—IoT devices, sensors, actuators, switches, gateways, proxy
servers, fog nodes, and the cloud node—was defined through structured JSON configuration
files, enabling a modular and reproducible simulation setup. Additionally, the structure and
purpose of network links connecting different layers were described using dedicated JSON
formats, completing the overall network topology. A key focus was the layer-wise deployment
of devices within the MQEE framework, aligned with Education 4.0 objectives. The
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simulation environment demonstrated how different device layers interact to support real -time
data processing, event detection, and report generation. The chapter also elaborated on the
multi-level reporting structure, highlighting the generation and flow of Level 2-1 Private
Reports (loT layer), Level 1-1 Public Reports (Fog layer), and Level 1-0 Cloud Reports
(Cloud layer). These reports serve as the foundation for monitoring, analyzing, and responding
to irregularities within the institutional environment. Furthermore, the chapter critically
examined two key evaluation models: real-time and intervallic assessment and accreditation.
While real-time processing offers immediate responsiveness, it was observed to be
computationally intensive, particularly at the 10T layer. In contrast, the intervallic model,
inspired by current accreditation practices, was recommended for its resource efficiency and
scalability, enabling meaningful evaluation with reduced computational overhead. Finally, the
performance evaluation of the framework was conducted across multiple time intervals,
showcasing the system’s efficiency in irregularity detection, reporting, and alert generation.
Simulation results demonstrated that 10T nodes incurred the highest processing times, while
fog and cloud layers maintained low latency, validating the layered abstraction approach. This
chapter not only validated the feasibility of the MQEE framework through simulation but also
laid the groundwork for its practical adoption in the Education 4.0 environments by
recommending optimal configurations and reporting mechanisms for quality assurance and

accreditation.
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CHAPTER 8

Conclusion and Future Scope

Chapter Briefing— This chapter concludes this thesis by presenting the requirements,
objectives, methodology used, results and recommendations for the proposed
framework. It further presents an objective-wise mapping of the study and a dedicated
discussion of the study’s limitations, and highlights the future scope of the presented
framework for various domain-specific and other applications.

8.1 Conclusion
Education 4.0 marks the evolution of a dynamic, interconnected, and limitless teaching-

learning ecosystem that leverages emerging technologies to personalize and optimize
educational experiences. Within this new paradigm, assessment and accreditation remain vital
processes for ensuring and enhancing the quality of education. However, the current
assessment and accreditation mechanisms adopted by most nations are largely intervallic,
rigid, and insufficiently equipped to meet the continuous and data-driven demands of
Education 4.0. This study addresses the critical need for a robust, intelligent, and adaptive
assessment and accreditation system aligned with the Education 4.0 framework. Specifically,

it seeks to answer the following research questions:

e How can a C-loT-based novel solution be designed to support assessment and
accreditation in Education 4.0?

e What intelligent trust mechanisms can be developed using C-loT for reliable
monitoring in Education 4.0?

e How does the proposed framework perform across various quality parameters

under simulated educational environments?

To answer the first research question, this study begins with a thorough exploration of
existing assessment and accreditation systems to identify structural limitations and contextual
gaps. The findings reveal that many critical yet often overlooked factors particularly the three
foundational pillars of the education ecosystem: infrastructure, faculty, and learning
environment play a significant role in determining educational quality. These elements are
fully integrated into the proposed solution to create a holistic assessment model. The study

further investigates and leverages cutting-edge technologies including the Internet of Things
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(1oT), Fog Computing, Cloud Computing, Edge and Grid Computing, Artificial Intelligence
(Al), Machine Learning (ML), and Blockchain. Based on experimental trials and feasibility
analysis, the loT-Fog-Cloud (IFC) architecture is selected as the most suitable technological
stack for implementing the proposed model. This leads to the formulation of the Cognitive loT
(C-10T)-based Multi-layered Quality Education Ecosystem (MQEE) a scalable and intelligent
architecture designed to support Education 4.0 with real-time monitoring, contextual
responsiveness, and system-level transparency. Addressing the second research question, the
study introduces a suite of intelligent algorithms for ubiquitous monitoring, irregularity
detection, alert generation, assessment, and accreditation. These algorithms are powered by
customized M-Bi-LSTM (Multilayered Bidirectional Long Short-Term Memory) machine
learning models to enable predictive accuracy, contextual analysis, and pattern recognition. By
automating the entire lifecycle from data acquisition to trust-driven accreditation decisions the
framework significantly reduces human involvement, thereby minimizing bias and error.
Collectively, these algorithms are referred to as the Trust Algorithm, as they ensure reliability,
transparency, and accountability within the education quality assurance process. To answer the
third research question, the performance of the proposed MQEE framework is evaluated using
the iFogSim simulation toolkit. iFogSim provides a cost-effective, realistic platform to
simulate the behaviour of large-scale 10T, fog, and cloud-based networks without requiring
physical deployment. The simulation environment facilitates the evaluation of the system's
ability to perform data classification, vulnerability detection, real-time alert generation, and

predictive assessment.

Moreover, the framework is tested for both real-time and intervallic assessment and
accreditation scenarios, providing valuable insights into its adaptability and efficiency. The
results suggest that while real-time reporting offers rapid responsiveness and operational
awareness, intervallic accreditation structured and triggered by historical and cumulative data
proves more effective for resource optimization and policy-driven compliance. Consequently,
a hybrid model is recommended: employing real-time mechanisms for continuous assessment

and leveraging intervallic strategies for formal accreditation processes.

In a nutshell, this study presents a technologically advanced, Al-empowered, and
resource-efficient framework that redefines how quality assurance is conceptualized and
executed in the Education 4.0 landscape. The C-loT-based MQEE architecture offers a viable
path forward for institutions seeking to embrace smart, autonomous, and transparent

educational ecosystems.
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8.2 Usefulness and Practical Significance of the Study
The present research offers substantial practical value by translating the principles of

Education 4.0 into an implementable, data-driven framework for assessment, quality
assurance, and accreditation. A key contribution of the study is the development and
application of a novel M-Bi-LSTM-based framework, which enables intelligent classification
and prediction of complex, real-time educational data influenced by hidden parameters. This
framework supports informed decision-making by accurately identifying patterns, trends, and

irregularities within dynamic learning environments.

The study further introduces an Incremental Abstraction Model to effectively address Big
Data challenges by progressively transforming raw, heterogeneous data into meaningful,
decision-ready information. This model ensures that stakeholders at different levels
institutions, assessment bodies, and accreditation agencies receive concise and relevant reports
aligned with their specific requirements, thereby enhancing efficiency, scalability, and

reliability in evaluation processes.

Another major practical outcome is the development of real-time irregularity detection
algorithms capable of identifying deviations in stakeholder behavior and system performance
within an ambient Education 4.0 ecosystem. By enabling early detection and timely corrective
interventions, these algorithms promote continuous quality improvement, transparency, and
accountability. Collectively, the proposed real-time assessment and accreditation framework
integrates Cognitive-1oT, advanced analytics, and layered data abstraction, shifting quality
assurance from a retrospective, periodic exercise to a proactive and continuous process. The
study therefore delivers actionable models and tools that are directly applicable to institutions,
accreditation agencies, and policymakers seeking sustainable and globally aligned quality
education systems.

Major Usefulness of the Study

1. Provides a novel M-Bi-LSTM-based framework for intelligent classification and
prediction of real-time educational data.

2. Enables effective management of Big Data through the Incremental Abstraction
Model, ensuring meaningful and scalable reporting.

3. Supports real-time detection of irregularities, facilitating early intervention and

continuous improvement in educational processes.
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Strengthens assessment and accreditation systems through data-driven, automated, and

transparent mechanisms.

Enhances stakeholder accountability, participation, and engagement within the

Education 4.0 environments.

Assists institutional leaders and policymakers in evidence-based planning and

decision-making.

Offers a flexible and transferable framework adaptable to other domains such as

healthcare, human resource management, and total quality management.

Objective-wise Mapping of the Study

To clearly demonstrate how each research objective has been addressed in the present

study, Table 8.1 maps every objective to the corresponding methodological approach, the

chapter/section in which it is treated, and the key outcome achieved.

Table 8.1. Objective-wise mapping of the study

S.No | Research Objective Approach Adopted in the | Chapter Key Outcome
Study Reference

1 To design a C-10T based | Literature review, Research | Chapters 2-4 | Design of the
novel solution  for | Gap, Conceptual Design, Cognitive loT (C-
assessment and | Detailed Design  and loT)-based Multi-
accreditation for | iFogSim based Simulation. layered  Quality
Education 4.0. Education

Ecosystem
(MQEE).

2 To develop a C-loT | Design of the Trust| Chapter 5-6 M-Bi-LSTM
based trust algorithm for | Algorithm suite, covering based  Solution,
monitoring and  trust | ubiquitous monitoring, Incremental
building in Education | irregularity detection, alert Abstraction
4.0. generation, assessment, and Model, Various

accreditation, powered by assessment,

customized M-Bi-LSTM
models and secure
Incremental Abstraction

accreditation, and
irregularity

detection
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Model.

algorithms.

To evaluate the
performance  of the
proposed framework on
various quality

parameters.

Simulation of the MQEE
framework  using  the

iFogSim toolkit under real-

time and intervallic
scenarios; comparative
performance analysis of
data classification,

vulnerability detection, and

predictive assessment.

Chapter 7

Validated hybrid
model

recommendation

combining  real-
time assessment
with  intervallic

accreditation.
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8.3 Limitations of the Study

While the proposed framework demonstrates significant potential for real-time
assessment and accreditation in Education 4.0, the present study is bounded by certain
limitations that distinguish the results demonstrated here from the areas identified for future

work in the next section:

1. Simulation-based validation: The framework's performance has been evaluated using
the iFogSim simulation toolkit rather than a physical loT—-Fog-Cloud deployment;
consequently, real-world factors such as network latency variance, hardware
heterogeneity, and live institutional data noise are not fully captured in the present
results.

2. Domain scope of empirical validation: The MQEE framework and Trust Algorithm
have been empirically validated specifically for the assessment and accreditation use
case in Education 4.0; applicability to other domains such as healthcare or human
resource management, discussed in Section 8.4, remains conceptual and has not been
empirically tested in this study.

3. Data integrity mechanisms: The present study focuses on trust-driven monitoring and
irregularity detection; blockchain-based immutable record-keeping for accreditation
data, though proposed as a future enhancement, has not been implemented or evaluated
in the current framework.

4. Scale of simulation scenarios: The iFogSim-based evaluation was conducted under
defined network configurations and scenario sizes; performance at the scale of large,
multi-campus institutional deployments has not been independently verified.

These limitations do not diminish the contributions of the study; rather, they delineate its
present scope and provide the motivation and foundation for the future research directions

outlined in Section 8.4.

8.4 Future Scope
The proposed C-loT-based framework demonstrates high adaptability and broad

applicability across multiple domains, making it especially valuable for future real-world
deployments and interdisciplinary research. Its core design is particularly well-suited for real-
time assessment in diverse educational environments aligned with the vision of Education 4.0,
offering seamless integration of continuous evaluation, automated reporting, and trust-based

accreditation. Beyond academia, the framework can be leveraged in the development of
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intelligent courseware platforms for both technical and non-technical disciplines, enabling
real-time learner evaluation, adaptive content delivery, and personalized academic support. In
organizational settings, it holds promise for human resource management, particularly in large
institutions where manual oversight mechanisms are insufficient. The system’s ability to
autonomously monitor activities, detect irregularities, and generate alerts positions it as a
valuable solution for enterprise-level personnel evaluation and decision-making [178], [203],
[204]. Furthermore, the architecture aligns well with Smart City and 10T applications, where
large-scale infrastructure monitoring, reliability assurance, and event-based alerting are critical
[76], [205]. The framework's potential also extends to public and private sector policymaking,
offering a data-driven foundation for developing intelligent, transparent, and adaptive policies.
Looking ahead, future research could focus on integrating blockchain technology to enhance
data integrity and provide immutable accreditation records [206], [207], [208]. The adoption
of federated learning techniques could ensure data privacy in distributed educational networks,
while cross-institutional accreditation systems may enable benchmarking and collaborative
quality improvement across institutions. The development of Al-powered intervention
mechanisms for early detection and support of at-risk learners, coupled with edge Al
deployment, can further enhance real-time responsiveness, especially in resource-constrained
environments. Additionally, extending the framework’s accessibility through mobile platforms
and LMS integration would improve practical usability. Finally, aligning the system with
national and international accreditation standards and digital education policies could facilitate
its formal adoption by educational bodies and regulatory authorities. In essence, this study not
only provides a solid foundation for quality assurance under Education 4.0 but also opens a
wide range of opportunities for innovation and scalability across educational, industrial, civic,

and governance domains.
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